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Hypervisor Based Isolation

Image source


http://www.tripadvisor.com/LocationPhotoDirectLink-g294474-d2372209-i94964664-SoloEast_Travel_Chernobyl_Day_Trip-Kiev.html

Hypervisor Based Isolation

Virtual Machine Virtual Machine

App App App App

Operating System Operating System

VMM [/ Hypervisor

System Firmware
(BIOS, U/EFI firmware, SMI handlers, Coreboot...)

o
=.
<.
)

Q
@D

Hardware
CPU Graphics

Network




Hypervisor Based Isolation

Virtual Machine Virtual Machine

App App App Attack

~C " ]
Operating System Operating System

' y

VMM [/ Hypervisor

aba|Inld

System Firmware
(BIOS, U/EFI firmware, SMI handlers, Coreboot...)

Hardware
Memory CPU Graphics

Network




Hypervisor Protections

Software Isolation

CPU / SoC: traps to hypervisor (VM EXIts),
MSR & I/O permissions bitmaps, rings (PV)...

Memory / MMIO: hardware page tables (e.g.
EPT, NPT), software shadow page tables

Devices Isolation
CPU / SoC: Interrupt remapping
Memory / MMIO: IOMMU, No-DMA ranges



CPU Virtualization (simplified)

(e.g. DEBUGCTL) (EPT violations)

VM Guest OS |

1

Instructions, Access to i
exceptions, I/O ports :
interrupts... Access to CPU Accessto (e.9. 0xB2) |
MSRs memory :

|

|




Protecting Memory with HW Assisted Paging
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Hypervisor Protections

System Firmware Isolation ?
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What is firmware rootkit?
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Firmware rootkit can open a backdoor for
an attacker VM to access all other VMs

Virtual Machine

=

App
Operating System

VMM /[ Hypervisor

System Firmware

;

Attacker VM

[ sen | [ e

d 3. Now using this
backdoor, attacker VM

can access all of
memory of victim VMs
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Operating System

2. During each boot
rootkit installs a
backdoor for an

attacker controlled VM
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Rootkit system firmware got
infected with a rootkit

staying persistent
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“Backdoor” for attacker’s VM

(

\_

VMCS(B), VMM page tables

1. Firmware rootkit
searches & modifies VM'’s

KB PAGE XWR WB

XWR WB

GPA: BBBeFFFCFEBBE
GPA: BBBeFFFCFCBBE

AKE PAGE XWR WB

’ AKB PAGE
: BBBRBoERRBEBE
: Bopebdoppooes
: BepRBseRBoERe
o %1% 5% 1% LS L S
: BOBRloepaeee
: Bopeldeppoees
: Bepalseppoaes
: BepelCoppoaes
: BOBR200000808
: Bope240000000
: BBBR250000E00

. PPEA2CAREEREA
PDPTE: 0000300000008 - 1GB Now attacker VM has full
PDPTE: 0088340000000 - 1GB] access to physical memory pA:

of VMM and other VMs

GPA: BBBeFFFCFDBRE

2. Rootkit added page
table entries to attacker

Ba

physical memory 80
: PEP48CRRRR00R
: PEE4100000000
: PER4140000000
: PEP4180000000
: PEe41CePPE00R
: PEE4200000000
: PER4240000000
: PEP423000000E
: Pee42(e0PE000

: BBB4300000808

geed348000800




So how would one install a rootkit in
the firmware?




Using hardware SPI flash programmer...




USB & exploiting weak firmware protections...




Software access and exploiting some
vulnerability in firmware ...

® From privileged guest (e.g. DomO0). Requires
orivesc from normal guest (e.g. DomU) or remote

® From the host OS before/in parallel to VMM

® From normal guest if firmware Is exposed to the
guest by VMM

For example, If firmware is not adequately
write protected in system flash memory



Rootkit in System Firmware Exposes

Secrets from Virtual Machines

Image source
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SEC] (spi write) time elapsed 0.421

ipsectsource\tool>pause

to continue

root partition

C:\Windows\system32\cmd.exe
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Attacker VM exposes secrets of other VMs
through a backdoor opened by the rootkit

3
3. ubuntu-VICT| ==

ks
Home View

test@victim: ~

<)

5]
B
B
R
a]
*
=)
=

Status:

71xhX6jAyJHACOZRR8Kg
K6eY04nW/niBDVY6YGWr
zQaTCO2sCOy9QFOFMSQ7
OkuUZJ+ymQsIdYif+UmWe
ueIHIf+VoOQNDmpRAgaZ2ll
TcIsBmyHAgMBAAECggEA

VBRIVEDyguaqVvFxx7RNF 3%

q3inQcx0Iq9cRvIPBPx1
e63+asImoDKK+Irvve+pq
N45nkgqoB jHs9J4eMuxAi
ja/gW7GTZzWbcmedBIYr
r1918eKxQU2qwXNFa9ae
sLzpDA5d9UhkPYXtCL1q
1FrmOHkQ2jAJ+DIkskzq
HN/wkZzIvqOotWqjuQGv(
UN2GOTVGYW+KkrBihhkm3
Jj7rSXGvIwKBgQC+oXf/
XwW6MEzXqmGZHmT3 jD1HY
Yx8vUgWuuGYk+TEOgronl
3nv1sV57KpQCRsQOCTDa

6zAGLAX6zUOtpoD8tsVLY

CshhLgxBuiN2KP/JrR1V
ZpGti0kumkcPkZ1zO1mp

Status: Running

2. win-8.1-VICTIM on WIN-E861G45TV11 - Virtual Machine Connection

D@0 n Ik i

- ProductSchedule - WordPad

Calibri Light - 54

- A

B I Uabe X, X &~

Produc

SUPER TOP SECR

eIdOLssbAbbboxgcBOuPG+DRYNGFFFDdQ+gDnik5ichQJx]

SK51mc2665V55jX4yjdajZ1lR

END PRIVATE KEY
test@victim:~$ l

Running

] 1. win-8.1-ATTACKER on WIN-E861G45TV11 - Virtual Machine Connection

File Action Media Clipboard View Help
23 D@0 nhm

0x4037D0B000.key.txt - Notepad
File Edit Format View Help

BEGIN PRIVATE KEY
MIIEvgIBADANBgkqhkiGOwWOBAQEFAASCBKgWggSKkAgEAAOIBAQCSLIXGS/rlJvnA
71xhX6jAyIJHAC@ZRR8KEINUO7hQtdXL7YTowlzJ63FE/uepw3nDcYAIiDMImhFQnhR
K6eYe4nW/niBDvY6YyGWrviekHC+aEpQquhKcH39bPIgy4Rv8uNuQntzFXMxmb7HI
zQaTCB2sCOy9QFOFMSQ7fjvZeWqPF1L82fgFLWxXxj1VZZOK1IZRXQtWuN/UDP2sFUBKUUZI+ymQsIdYif
+UmW6fOmGeE2RBVpIc5iv2UKmO6NWNNGbkxDcpM2BujhYoGKueIHIf
+VoRQNDmMpRAga2DzEF7FIng6+b7cSHXOMpQC2IP3PQsXtX61iE/zeHgzzYc
TcIsBmyHAgMBAAECggEAagyORcu7m8n7jTelpngfbdEwT /R4kP61AVIrY6XUGDObN
VBRIVEDyguaqvFxx7RNFJjXJIzQFys/+uYmZKOKZpsbxIDTihYebO+1fK4hzWUjnD
q3inQcx@Jq9cRVIPBPXx1mrywmUNdOG1Ne9IRqq/1isoNsxXEQVRp4sq3H3vO/SDQSe63+asImoDKK
+Irvve+pckZ9nOP82YyRGY/ia3/XIUDEOPRHueXaWn78i6X%smMUG
N45nkqoBjHs9J4eMuxAirX39BXnMkQqjNH7I0iq8dH1be6  2ZWsCbkctCx3f13Xxs
ja/gW7GTZzWbcmedBlYrTguDPd8cgrurr712/oN6wQKBgQDtiNeQ1XFYGLTF+7pa
r1918eKxQU2qwXNFa9ae5PH8sN//ziGRyrel+7ACj82xEddKmx19U1PnX72vX071
sLzpDASdOUhKPYXtCL1q/MFffwlQBXxRkur6lTh1lDH+1az7kYCeK4ulujq7aDjbAhFiFrmoHkQ2jAJ
+DIkskzqitmzoQKBgQDHka7071E3ZhNRDDKOrRz2mé6Iamihb31F/
HN/wkZzIvq@otWgjuQGvesSxSIUKYvKMzYSCCxA8AUF7elojsbSibk/v23HKTmVDEUN2GOTVGYW
+KkrBihhkmz4IM/qIm9FRsR3vaBgXdXJ7a9ukI1lxhbI3cx0asSQ4t10Jj7rSXGvIwKBgQC
+0oXf/Mdsljqm2SpQAed4ZgVoPMIdCjHaXZLPaNhsf+0OCVNMgOy
XWEMEzXqmGZHmT3jDiHY1ld3obpnYXwil 3+t8TMSq+1Mhv45f8QezeTMfja852zGitYx8vUgWuuGYk
+TEOgronLmr3P8ZDPkxVIV1yqBTBRZoQIjR35vB7uvuEgQKBgH4zZ
3nv1sV57KpQCRsQOCTDaUrTH7+XJIX1wnAma7bo50JkSsFPeabpgmEyDPel4tTHde
62AG1AX62zUOtpoD8tsVL2/bMiZhVSAIfdZc/81ENPN/Yy7pCWv10FCXrkNdZglnGg
CshhLgqxBuiN2KP/JrR1VYDb+pXcKPalx/JAEjePZAoGBAMG1L94iGDZIhO60yr8B

Status: Running

e el (b

Build 9200

5:22 PM
7/28/2015




% We flashed rootkited part of firmware image
from within a root partition to install the rootkit

2 The system doesn’t properly protect
firmware in SPI flash memory so we could
bypass write-protection

® Finally more systems protect firmware on the
flash memory

common .bios wp
CHIPSEC module to test write-protection

% Malware can exploit vulnerabilities in firmware
to install a rootkit on such systems

Attacking and Defending BIOS in 2015



http://www.intelsecurity.com/advanced-threat-research/content/AttackingAndDefendingBIOS-RECon2015.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingAndDefendingBIOS-RECon2015.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingAndDefendingBIOS-RECon2015.pdf

VMM “forensics”

With the help of a rootkit in firmware any VM guest
can extract all information about hypervisor and other
VMs ... and just from memory

= VMCS structures, MSR and I/O bitmaps for each VM guest
= EPT for each VM guest

= Regular page tables for hypervisor and each VM guest

= |OMMU pages tables for each IOMMU device

= Full hypervisor memory map, VM exit handler...

» Real hardware configuration (registers for real PCle devices,
MMIO contents...)



VMCS, MSR and I/O bitmaps..

CPU_BASED_VM_EXEC_CONTROL :
Bit 2: @ Interrupt-window exiting
Bit Use TSC offsetting 0x0020
Bit HLT exiting 0x0021
Bit INVLPG exiting 0x0064
Bit 1@: MWAIT exiting @x08a0
Bit 11: RDPMC exiting 0x@0al
Bit RDTSC exiting @xect8
Bit : CR3-load exiting Ox@cfc
Bit : CR3-store exiting Ox@ctd
Bit : CR8-load exiting Ox@cfe
Bit CR8-store exiting Ox@ctt
' Use TPR shadow
NMI-window exiting RD MSR Bitmap (doesn't cause a VM exit):
MOV-DR exiting 0x00000174
OxB0e08175
0x00000176

Bit 27: Monitor trap flag Oxco000100
Bit 28: 1 Use MSR bitmaps 0xc0000101
Bit 29: 1 MONITOR exiting Ux 0000102
Bit 3@: PAUSE exiting

Bit 31: 1 Activate secondary controls

I0 Bitmap (causes a VM exit):

1
1
@
1
1
@
@
@
@
@
1
@
1

WR MSR Bitmap (doesn't cause a VM exit):
0x00000174

SECONDARY_VM_EXEC_CONTROL : 0x00000175
Bit : 1 Virtualize APIC accesses 0x00000176
Bit 1: 1 Enable EPT Oxco000100
Bit 2: 1 Descriptor-table exiting 0xc0000101
Bit 3: 1 Enable RDTSCP Oxc0000102




VMM Hardware Page Tables...

EPTP: 8x0000004acs8000

PMLAE: 0x0000004b1ch00
PDPTE: 0x0000004blabee
PDE : Bx@@@@@@dblE@@B
PTE : @x2000000000000
PTE : 9xB000000002000
PTE : 8xB0o88B0oe3000
PTE : 8xB0o8eB0oe4000
PTE : 9x2000000005000

0x0000000000000
0x0000000002000
0xB0008000c0006
0x00008000c9000
0x00008000cebbd
0xB0008000e0000
OxB000800195000
OxB00080019560006
OxB0008001580006
OxB800080015e000
OxB0008001a6000
0x00800001c8000
0x00000001cbood

EPT Host physical address ranges:

0x0000000000F
0x000000009c T
0x00000000c 7T
0x0000eaAacIT
0x00e0EaAace
0x0000000192+++
0x0000080195+++
0x00e0eaa1961
0x00e0eaa199f++
Ox00e0eAala3f
0x00e0eealcatt
0x00000001c8+T
0x00000001dc T

ot
Al

[
-\.\_‘J 1
R Y N S RV, =

= i
O = = O

1 OxB000000000000
I OxB000000002000
I OxB0B00e00O36000
1 OxB0000e0004000
I OxB000000005000




Attacking Hypervisor Emulation of
Hardware Devices

Image source


http://www.banking-gateway.com/contractor_images/10063/images/137295/large/1.jpg

Hardware Emulation Attack Vectors
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i i
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Did you know that VMMs emulate virtual
devices of other VMMs?

So Cloudburst was fixed in VMWare but ... QEMU and
VirtualBox also emulate VMWare virtual SVGA device

Virtual Machine

Operating System

Virtual sVGA Device

SVGA CMD RECT FILL

Host / Hypervisor SVGA commands



https://www.blackhat.com/presentations/bh-usa-09/KORTCHINSKY/BHUSA09-Kortchinsky-Cloudburst-SLIDES.pdf

Guest to Host Memory Corruption

QEMU / KVM
CVE-2014-3689

3 vulnerabilities in the vmware-vga driver in QEMU allows local guest
to write to QEMU memory and gain host/hypervisor privileges via
unspecified parameters related to rectangle handling

Oracle VirtualBox (Jan 2015 Critical Patch Update)

CVE-2014-6588
Memory corruption in VMSVGAGMRTRANSFER

CVE-2014-6589, CVE-2014-6590
Memory corruptions in VMSVGAFIFOLOOP

CVE-2015-0427
Integer overflow - memory corruption in VMSVGAFIFOGETCMDBUFFER



Crashing Host or Guest from Ring3 ...

CVE-2015-0377

Writing arbitrary data to upper 32 bits of TA32 APIC BASE MSR
causes VMM and host OS to crash on Oracle VirtualBox 3.2,
4.0.x-4.2.X

# chipsec util.py msr 0x1B OxFEE00900 OxDEADBEEF

CVE-2015-0418, CVE-2014-3646

VirtualBox and KVM guest crash when executing INVEPT/INVVPID
instructions in Ring3

VirtualBox KVM
INVEPT : VM crash INVEPT : VM crash
INVVPID : VM crash INVVPID : VM crash
VMCALL : #UD fault VMCALL : No Exception
VMLAUNCH : #UD fault VMLAUNCH: #UD fault

VMRESUME : #UD fault VMRESUME : #UD fault



Attacking Hypervisors through

System Firmware
(with OS kernel access)

Image source
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Pointer Vulnerabilities in SMI Handlers

Phys Memory

SMI Handlers in
RAX (code) SMRAM

Fake structure inside SMRAM

A/

RBX (pointer)

RCX (function)
RDX

OS Memory

Exploit tricks SMI handler to write to an address inside SMRAM
Attacking and Defending BIOS in 2015



http://www.intelsecurity.com/advanced-threat-research/content/AttackingAndDefendingBIOS-RECon2015.pdf

Exploiting firmware SMI handler to attack VMM

Virtual Machine Root partition

(child partition) VMM allows VM to

m App App Attack invoke SMI handlers
(grants access to SW

_ SMI'1/O port 0xB2)
Operating System Operating System

Compromised VM )
injects SMM payload

through the input
pointer vulnerability in

SMI Handlers SMI handler  /
System Firmware ‘

Hypervisor

SMI Pointer

SMM firmware )
Hardware payload modifies

[emory | hypervisor code or
VMCSJ/EPT to install

a backdoor )
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Hyper-V Manager

0000000

00 C(R4-=€

RSP=FFF FFF81C03E90
RSP=FFFFES80300203F(CO

8

Guest: CRO=8001¢

g | Host CRO=8001¢

RIP=FFFFFFFF
: }=0038C000 C(R4-00042260 RIP=FFFFFB0006E
] Found Virtual Machine #2 at ©0000000AEASFE

Extended

P

(41618 41510

Guest CRO
Host : CRO=8001¢

CR3=047
31 CR3=003BC000

#3 at OOOOOOOAES

Found Virtual Machine

*] Extended Address: 00
Snapshots [*] CR3=001A7000 (R4 RIP=FFFFFBO19FA3225F RSP=FFFFF
3| CR3=003BC000 C(R4=00042260 RIP=FFFFF8RQO6EDB138 RSP=FFF

[VM1] Reading

ubuntu-server-1 on Wil 61G45TV11 - Virtual Machine Connection [vmi] Extended

[vM1] Exten 135 MB
- [VM2] Reading
200 1 : [VM2]  Extended Page Tat
18:50:31 up 2:15, 3 users, load average: 0.00, 0.01, 0.05 )] Extended P 'dd 1 MB
212 total, 2 running, 210 sleeping, 0 stopped, 0 zombie TS A
s): 0.0us, 0.4sy, 0.0 ni, 996 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st 3] Reading Exte Tables
jem 107348 total, 100660 used, 6688 free, 2768 wffers 1] Extended siz
wap : 521212 total, 1708 used, 519504 free. 29684 cached Mem ] Extended e 1027 M
USER PR NI VUIRT RES  SHR S #CPU ZHMEM TINE+ COMMAND T o Mg X ) SRS
, root 20 0 0 0 05 9.0 0.0 0:07.95 keorker/0:1 [VTd] Reading VTd engine at FED90000
| root rt 0 [} 0 S 6.2 0.0 0:03.48 watchdog-0 [vTd] DMA remapping is not enabled!
' root 20 0 0 0 05 0.3 0.0 0:00,04 kworkerulZB:1 [VTd] Reading VTd engine at FED21000
2 33528 37 ? S 0.0 3.5 ; ~Had St I o ISP
: z::: Zg g /0 )O; ottt 0.0 (I.(; g:g;‘("(l' Iltlt‘;utr:-\dd [VTd] ASTD=0 ECS=0 RTT=0 RTA=000000461A000
| root 20 0 0 0 0.0 6.0 0:00.46 ksof tirgd o [Vid Reading VTd Root & Context Tables
, root 0 -20 0 0 0.0 0.0 0:00.00 kworker/0:0H [vTd] Total VTd Domains: ©
' root 20 0 1} ] 0.0 0.0 0:00,04 rcu_sched Analysing Host Page Tables
| root 20 0 0 0 0.6 0.6 0:00.05 rcuos/0 [HPT1 Readine 7 bles
 root 20 0 0 i} 0.0 0.0 0:00.00 rcuos/1 | ] Reading ables . )
 root 20 0 0 0 0.0 0.0 0:00.00 rcuns/2 ze: 2928 KB
root 20 0 0 0 S 0.0 0.0 0:00,00 rcuos/3 address space: 1932 MB
. root 20 0 0 0 S 0.0 0.0 0:00.00 rcuos/1 ~ VM Exit Handler
| root 20 0 0] 0 S 0.0 0.0 0:00.00 rcuossS
| root 20 0 0 0 s 0.0 0.0 0:00.00 rcuossb
» root 20 0 0 0 S 0.0 0.0 0:00.00 rcuoss?
' root 20 0 0 0 0S5 0.0 0.0 0:00,00 rcuos/8
' root 20 0 0 0 0SS 0.0 0.0 0:00.00 rcuos/9
| root 20 0 0 0 05 0.0 0.0 0:00.00 rcuos/10
 root 20 0 0 0 S 6.0 0.0 0:00.00 rcuos-s11
I root 20 0 0 0 0S5 0.0 0.0 0:00,00 rcuos/12
root 20 0 0 0 0SS 0.0 0.0 0:00.00 rcuos/13 FFF8000¢
. root 20 0 0 0 0S5 0.0 0.0 0:00.00 rcuos/14
| root 20 0 0 0 05 6.0 0.0 0:00.00 rcuns/15 g R e i o o o o Dy ey
| root 20 0 0 0 0S 0.0 0.0 0:00.00 rcuos/16 FFFEa0100203FCO FEFFESO19FD73180. FTTFFE0080002008
» root 20 0 0 0 0S 0.0 0.0 0:00.00 rcuos/1? 80100203FE0Q FFFFESO100204000 0000000000000000
 root 20 0 0 0 s 0.0 0.0 0:00.00 rcuos/18
' root 20 0 0 0 0S 0.0 0.0 0:00.00 rcuos/19 \chipsec\sot
| root 20 0 0 0 0S5 0.0 0:00,00 rcuos/20
root 20 0 0 0 oS 0.0 0: rcuos/21 4




Root cause? Port B2h is open to VM in I/O bitmap

CPU_BASED_VM_EXEC_CONTROL :
Bit 2: @ Interrupt-window exiting
Bit Use TSC offsetting 0x0020
Bit HLT exiting 0x0021
Bit INVLPG exiting 0x0064
Bit 1@: MWAIT exiting @x08a0
Bit 11: RDPMC exiting 0x@0al
Bit RDTSC exiting @xect8
Bit : CR3-load exiting Ox@cfc
Bit : CR3-store exiting Ox@ctd
Bit : CR8-load exiting Ox@cfe
Bit CR8-store exiting Ox@ctt
' Use TPR shadow
NMI-window exiting RD MSR Bitmap (doesn't cause a VM exit):
MOV-DR exiting 0x00000174
OxB0e08175
0x00000176

Bit 27: Monitor trap flag Oxco000100
Bit 28: 1 Use MSR bitmaps 0xc0000101
Bit 29: 1 MONITOR exiting Ux 0000102
Bit 3@: PAUSE exiting

Bit 31: 1 Activate secondary controls

I0 Bitmap (causes a VM exit):

1
1
@
1
1
@
@
@
@
@
1
@
1

WR MSR Bitmap (doesn't cause a VM exit):
0x00000174

SECONDARY_VM_EXEC_CONTROL : 0x00000175
Bit : 1 Virtualize APIC accesses 0x00000176
Bit 1: 1 Enable EPT Oxco000100
Bit 2: 1 Descriptor-table exiting 0xc0000101
Bit 3: 1 Enable RDTSCP Oxc0000102




So that’s a firmware issue! Firmware has
to validate pointers

Phys Memory

SMI Handlers in
RAX (code) SMRAM

RBX (pomter)

RCX (functlon)

RDX Hypervisor Memory
(Protected by EPT)

RSI

Firmware SMI handler validates input pointers to ensure they
are outside of SMRAM preventing overwrite of SMI code/data




Point SMI handler to overwrite VMM page!

Phys Memory

SMI Handlers in
RAX (code) SMRAM

RBX (pointer)

v

RCX (function)

MM
RDX Hypervisor Memory rotections
(Protected by EPT) re OFF

RSI VMM Protected Page

« VT state and EPT protections are OFF in SMM (without STM)
« SMI handler writes to a protected page via supplied pointer




Attacking VMM by proxying through SMI handler

Virtual Machine Root partition
(child partition)

Operating System Operating System

VMM [/ Hypervisor

SMI Handlers
System Firmware

Hardware

[VM with direct access to\
SMIs invokes SMI
handler and supplies a
pointer to some VMM

page )

SMI handler writes to
the supplied pointer
overwriting contents of
protected VMM page

J




Sometimes attacker doesn’t need a
vulnerability in firmware...

2% When VMM grants VM direct access to
firmware or hardware interfaces

2 VM exploit doesn't always need to exploit
firmware first through these interfaces

# It may use firmware or hardware as a
confused deputy and attack VMM through
some function on behalf of firmware

% Read excellent paper Hardware Involved
Software Attacks by Jeff Forristal



http://forristal.com/material/Forristal_Hardware_Involved_Software_Attacks.pdf
http://forristal.com/material/Forristal_Hardware_Involved_Software_Attacks.pdf

Do Hypervisors Dream
of Electric Sheep?

Vulnerabllity used in this section is VU#976132 a.k.a. S3 Resume
Boot Script Vulnerability independently discovered by ATR of Intel
Security, Rafal Wojtczuk of Bromium and LegbaCore

It's also used in Thunderstrike 2 by LegbaCore & Trammell Hudson


http://www.kb.cert.org/vuls/id/976132
http://www.intelsecurity.com/advanced-threat-research/content/WP_Intel_ATR_S3_ResBS_Vuln.pdf
http://www.intelsecurity.com/advanced-threat-research/content/WP_Intel_ATR_S3_ResBS_Vuln.pdf
http://www.intelsecurity.com/atr
http://www.bromium.com/
http://www.legbacore.com/

Waking the system from S3 “sleep” state

Virtual Machine

l_
) L
8 S3 Boot =
N Script Table =
< 1|
= nd
x Restores .
i : . 0D |
% hardware config Script Enginelf

Platform Init [




What is S3 boot script table?

A table of opcodes in physical memory which restores
platform configuration

S3 BOOTSCRIPT MEM WRITE opcode writes some value to
specified memory location on behalf of firmware

[378] Entry at offset 8x31B@ (len = 0x24, header len = 0x8):

+] p
| @ 81

Hp de : S3_BOOTSCRIPT_MEM _WRITE {(@x@2)
Width : 8x82 (4 bytes)

Address: 0OxEGBOASR4

Count : 8x1

Values : OxPOOE3800

S3_BOOTSCRIPT DISPATCH/2
S3 BOOTSCRIPT PCI_CONFIG WRITE

S3_BOOTSCRIPT IO WRITE



Xen exposes S3 boot script table to DomO

VM modifies S3 boot ]
Privileged PV guest (DomO) script table in memory

Exploit Upon resume, flrmwar_e
executes rogue S3 script

S3 Boot
Script Table |

Restores

hardware config Script Engine

0xDBAA4000 Platform PEI

NORMAL BOOT
S3 RESUME




Xen attack via S3 boot script

Found S3 boot script
v . table in memory

[+] Uoaded chipsec.modules.poc.vmm.Xxen ]

[*] running loaded modules .. acceSS|b|e to Domo

[*] running module: chipsec.modules.poc.vmm.xen
[*] Module path: /home/user/xen_demo/source/tool/chipsec/mg ~uc/vmm/xen.pyc

[x][ Module: Xen VMM memory exposure

P —— .. —

[uefi] Found 1 S3 resume boot-script(s)

[uefi] S3 resume boot-script at 0x00000000DBAA4000

[uefi] Decoding S3 Resume Boot-Script..

[uefi] S3 Resume Boot-Script size: Ox8AD9

[*] Modifying system firmware S3 boot script to open Xen memory

[+] PASSED: The firmware S3 boot script has been modified. VMCS structures will be exposed after resume

Changing the boot
script to access Xen
hypervisor pages




user@xen-demo2:~/xen_demo/source/tool$ sudo rtcwake -m mem -s 1

rtcwake: wakeup from "mem" using /dev/rtcO@ at Sat Jul 25 00:02:18 2015
user@xen-demo2:~/xen_demo/source/tool$

user@xen-demo2:~/xen_demo/source/tool$ sudo python chipsec_main.py -m poc.vmm.vm_find

*#*+++* Chipsec Linux Kernel module is licensed under GPL 2.0

[CHIPSEC] Version 1.2.0
[CHIPSEC] Arguments: -m poc.vmm.vm_find

**+*+** Chipsec Linux Kernel module is licensed under GPL 2.0 Dump|ng Domo
[CHIPSEC] 0S : Linux 3.16.0-30-generic #40~14.04.1-Ubuntu SMP T
[CHIPSEC] Platform: 4th Generation Core Processor (Haswell U/Y) VMCS from memory

[CHIPSEC] VID: 8086

[CHIPSEC] DID: 0AD4 protected by EPT

[+] loaded chipsec.modules.poc.vmm.vm find
[*] running loaded modules ..

[*] running module: chipsec.modules.poc.vmm.vm_find
[*] Module path: /home/user/xen_demo/source/tool/chipsec/modules/poc/vn n_find.pyc
[x]I .= ===
[x][ Module: Virtual Machines Analyser
e ——
[[] Searching VM VMCS ...

[[] Found Virtual Machine #1

'] Extended Page Tables Address: 000000011EF6FO1E

'] Guest: CRO=8005003B CR3=390F6000 CR4=001426F0 RIP=FFFFFFFF81055165 RSP=FFFFFFFF81CO3E90
A Host : CRO=8005003B CR3=1058BE000 CR4=001526F0 RIP=FFFF82D0801DE100 RSP=FFFF83011D117F90

[
[
[
|




DEMO

Attacking Xen
IN its sleep

Image source


http://static.comicvine.com/uploads/original/11111/111119146/3326198-9193344603-Fredd.jpg

Déja vu?

Xen hypervisor
H BE
-

Dom0 modifies the MBR

Xen Owning Trilogy (Part 3) by Invisible Things Lab



http://invisiblethingslab.com/resources/bh08/part3.pdf
http://invisiblethingslab.com/resources/bh08/part3.pdf
http://invisiblethingslab.com/resources/bh08/part3.pdf

So these firmware vulnerabilities are
exploitable from privileged guest (e.g. root
partition, DomoO ..)

What about use cases where guests must
be strongly isolated from the root
partition?



Image sciencenews.orgq


https://www.sciencenews.org/sites/default/files/styles/article-main-image-large/public/main/articles/tools_opener.jpg?itok=gY5ql0Nf

First things first - fix that firmware!

& Firmware can be tested for vulnerabilities!

common .uefi.s3bootscript
(tests S3 boot script protections)

tools.smm.smm;ptr

(tests for SMI pointer issues)

® Protect the firmware In system flash memory

common.bios wp

common.spi_ lock

(tests firmware protections in system flash memory)



Testing hypervisors...

® Simple hardware emulation fuzzing
modules for open source CHIPSEC

tools.vmm. *_fuzz

/O, MSR, PCle device, MMIO overlap, more soon ...

® Tools to explore VMM hardware config
chipsec util iommu (IOMMU)
chipsec util vm (CPU VM extensions)



Dealing with system firmware attacks..

2 A number of interfaces through which
firmware can be attacked or relay attack onto
VMM

= UEFI variables, SMI handlers, S3 boot script, SPI flash
MMIO, FW update..

» FW doesn’t know memory VMM needs to protect

% VMM need to be careful with which of these it
exposes to VMs including to administrative
(privileged) guests

= Some need not be exposed (e.g. S3 boot script), some
may be emulated and monitored



Conclusions

 Compromised firmware is bad news for VMM.
Test your system’s firmware for security issues

 Windows 10 enables path for firmware
deployment via Windows Update

« Secure privileged/administrative guests; attacks
from such guests are important

 \Vulnerabilities in device and CPU emulation are
very common. Fuzz all HW interfaces

 Firmware interfaces/features may affect
hypervisor security if exposed to VMs. Both need
to be designed to be aware of each other
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