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MS Win10: Virtualization Based Security Era

Move to UEFI world with Secure Boot
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History of BIOS rootkits
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Move to UEFI world with Secure Boot MS Win10: Virtualization Based Security Era

Low Research Activity High Research Activity



In The Beginning...

In 1998-99 CIH (Chernobyl) virus
written by a student of Taipei Tatung
Institute of Technology in Taiwan
infected ~60 million PCs

CIH (Chernobyl) erased BIOS ‘ROM’ boot
block and boot sectors on a hard drive
causing ~1B US dollars in damage

Bootkits: past, present & future (VB2014)



http://www.slideshare.net/matrosov/vb2014-slides

Il Signed BIOS Updates Are
Rare

 Mebromi malware includes BIOS
Infector & MBR bootkit components

« Patches BIOS ROM binary
Injecting malicious ISA Option ROM
with legitimate BIOS image mod
utility

* Triggers SW SMI 0x29/0x2F to
erase SPI flash then write patched
BIOS binary

Bootkits: past, present & future (VB2014)



http://contagiodump.blogspot.com/2011/09/mebromi-bios-rootkit-affecting-award.html
http://www.slideshare.net/matrosov/vb2014-slides

Threat Model for UEFI Rootkits






—{ OS Kernel-Mode (Ring 0) }

e Mitigations: PatchGuard, Code Signing Policy
e Prevention: AV HIPS

—{ Boot code (MBR/VBR) }

e Mitigations: Secure/Measured Boot, Boot Guard
e Prevention: AV HIPS

—[ BIOS/UEFI Firmware SMM (Ring -2) }

e Mitigations: ??? (STM? but nobody used)
e Prevention: ???




Legacy BIOS vs. UEF]

» No more MBR and VBR/IPL code

» Different hard drive partitioning
scheme: GPT (GUID Partition Table)

» Secure Boot and Measured Boot

BIOS

BIOS boot code

v

MBR (Master Boot Record)

v

VBR/IPL
(Volume Boot Record/ Initial Program Loader)

Boot Manager
(bootmgr.exe)

OS Loader
(winload.exe)

Load kernel and boot start drivers

UEFI

UEFI boot code

OS Loader
(winload.efi)

Load kernel and boot start drivers




Legacy BIOS vs. UEFI

Legacy BIOS

UEFI firmware

Architecture

Unspecified firmware development process. All
BIOS vendors independently support their own code

base

Unified specification for firmware development and
Intel reference code (EDKI/EDKII)

Implementation

Mostly on Assembly Language

C/C++

Memory Model

16-bit Real-Mode

32/64-bit Protected-Mode

Bootstrap Code

MBR and VBR

none (firmware controls the boot process)

Partition Scheme

MBR patrtition table

GUID partition table (GPT)

Disk 10

System Interrupts

UEFI Services

Boot Loaders

bootmgr and winload

bootmgrfw.efi and winload.efi

OS Interaction

BIOS Interrupts

UEFI Services




UEFI BIOS Firmware

CPU Reset

SEC

S-CRTM; Init caches/MTRRs; Cache-as-RAM (NEM); Recovery; TPM Init

Pre-EFI Init (PEI)

S-CRTM: Measure DXE/BDS
Early CPU/PCH Init
Memory (DIMMs, DRAM) Init, SMM Init

Continue initialization of platform & devices
Driver Exec Env Enum FV, dispatch drlve_rs (netw.ork, 1/0, service..)
(DXE) Produce Boot and Runtime Services

Boot Manager (Select Boot Device)

ACPI, UEFI SystemTable, SMBIOS table Boot Dev Select (8Ds) | EFI Shell/Apps; OS Boot Loader(s)

ExitBootServices. Minimal UEFI services (Variable) Runtime / OS




UEFI BIOS Firmware Rootkits

Boot Manager

Platform
Initialization

UEFI Driver

UEFI Image Load
(DXE and Apps)

UEFI OS Loader Load
(Boot order select )

UEFI Application
Boot Services

UEFI Boot Code>
(ExitBootServices)

| :
' |
' |
: |

____________________ | | Operating System i
! Loader |
' |
|

Patching UEFI “Option ROM”
UEFI DXE Driver in Add-On Card (Network, Storage ..)
Non-Embedded in FV in ROM

Adding/Replacing DXE Driver
Modified DriverOrder / Driver#### EFI variables

Replacing Windows Boot Manager

EFI System Partition (ESP) on Fixed Drive
ESP\EFI\Microsoft\Boot\bootmgfw.efi

Replacing Fallback Boot Loader
ESP\EFI\Boot\bootx64.efi

Adding New Boot Loader (bootkit.efi)
Modified BootOrder / Boot#### EFI variables



EFI_RUNTIME_SERVICES and HAL

‘0{ EFI_SYSTEM_TABLE

» EFI_RUNTIME_SERVICES

Module: hal.dll

Name Address

» EFI_BOOT_SERVICES D HalplsEFIRuntimeActive »

> EFI_DXE_SERVICES







Firmware Rootkit

" Stage 1: 0S User-Mode
v' Client-Side Exploit drop installer (1)
v' Installer Elevate Privileges to System

RCE exploit : Stage 1

EoP exploit

= Stage 2:
v’ Bypass Code Signing Policies
v' Install Kernel-Mode Payload (2) FoP exploit

0S Kernel-Mode p—— :

v Execute SMM exploit
v’ Elevate Privileges to SMM
v’ Execute Payload (3)

= Stage 4.
v’ Bypass Flash Write Protection
v’ Install Rootkit into Firmware

UEFI Services
SPI Flash

UEH Firmware

rootkit

Game Over-




Expose S3 boot script table (VU #976132) for BIOS Rootkits

OS Kernel-Mode

Exploit

SMM |
S3 Boot
Script Table I
Restores iL
hardware config Script Engine

NORMAL BOOT
S3 RESUME

Platform PEI

______________________________________________________________________

http://blog.cr4.sh/2016/06/exploring-and-exploiting-lenovo.html



http://blog.cr4.sh/2016/06/exploring-and-exploiting-lenovo.html

Pointer Vulnerabilities in SMI Handlers

Phys Memory

SMI Handlers in
SMRAM

Fake structure inside SMRAM

RAX (code)

RBX (pointer)

RCX (function)
RDX OS Memory

RSI

Exploit tricks SMI handler to write to an address inside SMRAM
Attacking and Defending BIOS in 2015



http://www.intelsecurity.com/advanced-threat-research/content/AttackingAndDefendingBIOS-RECon2015.pdf

Exploiting firmware SMI handler

OS Kernel-Mode Exploit invoke SMI )
_ handlers (grants access
‘ Exploit i to SW SMI I/O port
0xB2) Yy

Injects SMM payload
through the input
pointer vulnerability in

SMI handler
SMI Handlers
System Firmware
~
Hardware SMM firmware payload
install a persistent
oo

J




What about Secure Boot?
— > Windows 10

OS Kernel / Early Launch Anti-Malware (ELAM) > Secure

Boot

UEFI OS Loaders (winload.efi, winresume.efi)

UEFI
Boot Loader

Bootx64.efl
Bootmgfw.efi

UEFI DXE Core / Dispatcher

System Firmware (SEC/PEI) Measured Boot

Hardware




Madness, as you
know, is a lot like
gravity, all it takes
is a little push.

-
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Going deeper or bypass still possible?

OS Kernel

UEFI OS Loaders

DXE _ UEFI
Driver Modify Secure Boot Loader
Boot FW or

DXE config in ROM Bootx64.efi Secure
Driver 3ootmgfw.efi Boot

UEFI DXE Core / Dispatcher

System Firmware (SEC/PEI) Measured Boot

Hardware




BIOS Rootkits In-The-Wild






HakingTeam Vector-EDK



Hacking Team UEFI Implant

> First™ discovery of non-PoC UEFI Malware

» Persistent copy of malicious agent inside BIOS

http://www.intelsecurity.com/advanced-threat-research/content/data/HT-UEFI-rootkit.html



acking Team UEFI Implant : Modules

[

e UEFI application
* main bootkit
functionality rkloader

e DXE module
e NTFS driver

Vs

e DXE module
e bootkit trigger

.




Hacking Team UEFI Implant: How It Works

RkLoader is
executed at DXE e L oad and execute main bootkit

ENCRY module fsbg
Firmware

Application fsbg e |nitialize NTFS protocol by loading
is executed NTFS driver

Drop malware e Application fsbg installs
onto NTFS malware onto NTFS

volume volume



Hacking Team UEFI Implant: How It Works

EFI_STATUS

EFIAPI

_ModuleEntryPoint (
IN EFI_HANDLE ImageHandle,
IN EFI_SYSTEM TABLE *SystemTable

)

EFI_EVENT Event;

{

DEBUG((EFI_D INFO, "Running RK loader.\n"));
Initializelib(ImageHandle, SystemTable);

gReceived = FALSE;

gBootServices->CreateEventEx(0x200, 0x108, &CallbackSMI, NULL, &SMBIOS TABLE GUID, &Event);

EFI_SUCCESS;




EF]I GUID LALNCH APP

’
’

Newh L lePathProtocol (EFT _DEVICE PATH PROTOCOL *) ((UINTE *) NewDevicePathProtocol » DevicePathlLength);

NewFilePathProtocol->Type ;

Newh L lePathProtocol "-‘-.dv.l‘.,;:-- -

Newh 1 Length[@] g

Newt | ".o'r":(H: I s

gBootServices-> h (((OMARE *)( FilePathProtocol) + 4), BLAUN H_APP, sizeof (EFI GUID));

NewDevicePathEnd (EFT_DEVICE _PATH PROTOCC *)} ((UINTSE *) NewDevicePathProtocol + DevicePathLength » (EFI_GUID) + ) ;

NewDevicoPathEnd - >Type -

NewDevicePathEnd->S5ubliype '

NewDevicePathEnd->Length| ¢

NewDevicePathind->Length :

Status glootServices->Looadimage( , BlmageMandle, NewDevicePathProtocol, , 9, BismageloadedMandle);
EF1 STATUS
EFIAP]

IN EFI_HANOLE
IN EFLI SYSTEM TABLL
EFT_EVENT Event;
((EFI_D_INFO, "Ru ing RX e “));
(ImageMandle, SystemTable
gReceived :
gBootServices->Creats tEx( ’ , 8CallbacksSMI, , ASMBIOS TABLE GUID, &Event):

EFI SINCESS




EFx D KAOH
FIND X000(_FILE BUFFER_SIZE
CALC_OFFSET
UefiMain
CheckfTA
1 = (EFI_DEVICE_SeffTA DevicePathlength);
'% kit  CheckAL
: ., InstallAgent

WID));

InsertFilelock

NewDevicePathEnd (EFI_DEVICE PAT ricePathLength » (EFI_GUID) +

RemoveFilelLock

NewDevicoPathEnd - >Type -

NewDevicePathEnd->SubType . TestlsUserNotEmpty
NewlDevicoPathEnd->Length . ~
NesDevicePathEnd->Length[1] FileHandleGetinfo

Status = ghootServices->Loadimage( Fil@eHandleSetPosition ' RlmageLoadediandle);:
FileHandlelsDirectory
s o FileHandleFindFirstFile
S ity FileHandleRead
[N EFI_SYSTEM_TABLE *SysteaTable | GatHandlelistByProtocol
R FileHandleFindNextFile
(EFI_D_INFO, *Running R CheckUsers

{ ’
ib(ImageHandle, System!

GetlmageFromFv

gRReceived

GetimageEx
aEventEx( UefiMain




Hacking Team UEFI Implant: How It Works

FILE NAME SCOUT L"\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\"
FILE NAME SOLDIER L"\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\"
FILE NAME ELITE L"\\AppData\\Local\\"

DIR_ NAME ELITE L"\\AppData\\Local\\Microsoft\\"

MAX FILE NAME LEN 512
4 FIND XXXXX_FILE BUFFER SIZE (SIZE OF EFI_FILE INFO + MAX FILE NAME_LEN)
# CALC OFFSET(type, base, offset) (type)((UINTN)base + (UINT32) offset)

# FORCE_DEBUG

UINT16 g NAME SCOUT[] = L"scoute.exe";
UINT16 g NAME SOLDIER[] = L"soldier.exe";
UINT16 g NAME ELITE[] L"elite";

=

UINT16 g NAME SCOUT[] = L"6To 60S7K FU@6yjEhjh5dpFw96549UU" ;
UINT16 g NAME_SOLDIER[] = L"kdfas7835jfwe®9j29FKFLDOR3r35fIR";
UINT16 g NAME_ELITE[] L"eorpekf3904kLDKQ0O23iosdn93smMXK" ;
#




Hacking Team : Restilts
How can | deploy the Agent?

* Via SPI| programmer circuit (physical
access to motherboard);

* Via Service Mode (recovery device);

* Via firmware upgrade (actually
SecureFlash limitation to bypass);

*Via exploitation of firmware vulnerability

JHackingTeam|






DEITYBOUNCE



SECRET//COMINT//REL TO USA, FVEY

DEITYBOUNCE

ANT Product Data

(TS/ISI/IREL) DEITYBOUNCE provides software application persistence on Dell i
PowerEdge servers by exploiting the motherboard BIOS and utilizing System 06/20/08
Management Mode (SMM) to gain periodic execution while the Operating System
loads. |

o |

R&T Analyst

» Only Snowden-leaked
e A documentation is available for

analysis
S " Y

... | 5 Safe to assume that servers use

&g ::::' legacy BIOS!

Interactive OPS Console . . . .

OPS Projects

(TSIISIIREL) DEITYBOUNCE Extended Concept of Operations . . .
(TS/ISIIREL) This technique supports multi-processor systems with RAID hardware
and Microsoft Windows 2000, 2003, and XP. It currently targets Dell PowerEdge . .
1850/2850/1950/2950 RAID servers, using BIOS versions A02, A0S, A06, 1.1.0,
1.2.0,0r1.3.7.

(TS/ISI/IREL) Through remote access or interdiction, ARKSTREAM is used to re-
flash the BIOS on a target machine to implant DEITYBOUNCE and its payload (the
implant installer). Implantation via interdiction may be accomplished by non-
technical operator though use of a USB thumb drive. Once implanted,
DEITYBOUNCE's frequency of execution (dropping the payload) is configurable and
will occur when the target machine powers on.

Status: Released / Deployed. Ready for Unit Cost: $0
Immediate Delivery

POC: _ S32221, NN, - nsa.ic.gov Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20320108

SECRET/ICOMINT/REL TO USA, FVEY 1. http://resources.infosecinstitute.com/nsa-bios-backdoor-god-mode-malware-deitybounce/



DEITYBOUNCE Worktlow

Computer Firmware
(BIOS)

DEITYBOUNCE

System Initialization

Execute OS bootloader

SMRAM

OS Kernel is initialized

!
!
I
i
i
!
|
A
i
!
I
i
i
!
!
!
!
!
I
i
!
!
!
!
!
i
I
!
i
!
!




BANANABALLOT and JETPLOW
(Equation Group)



TOP SECRET//COMINT//REL TO USA, FVEY

JETPLOW
ANT Product Data

(TS/SI//REL) JETPLOW is a firmware persistence implant for Cisco PIX Series and
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE 06124108
software implant. JETPLOW also has a persistent back-door capability.

'

)

'
Command, Control, and Data Exfiltration using ' NSA
DNT Implant Communications Protocol (typical) : Remote Operations Center
)

Typical Target
Firewall or Router
MPU /CPU
Operating Systom

m
[re— ;
E]— System 810S !
e— U= |
[*e ;
[re— g

"
el
Target Network .....

(TSHSIIIREL) JETPLOW Persistence Implant Concept of Operations . . . .

N

(TS//SI/IREL) JETPLOW is a firmware persistence implant for Cisco PIX Series and . . . .
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE

software implant and modifies the Cisco firewall's operating system (OS) at boot
time. If BANANAGLEE support is not available for the booting operating system, it . . .
can install a Persistent Backdoor (PBD) designed to work with BANANAGLEE’s
communications structure, so that full access can be reacquired at a later time. . .
JETPLOW works on Cisco's 500-series PIX firewalls, as well as most ASA firewalls
(5505, 5510, 5520, 5540, 5550).

(TS/ISIIREL) A typical JETPLOW deployment on a target firewall with an exfiltration
path to the Remote Operations Center (ROC) is shown above. JETPLOW is
remotely upgradeable and is also remotely installable provided BANANAGLEE is
already on the firewall of interest.

Status: (C//REL) Released. Has been widely deployed. Current Unit Cost: $0
availability restricted based on OS version (inquire for details).

pocC: I 32222, I, I s .oy Derived From: NSAICSSM 1-52

Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY



File: BBALL_AM29F4-2131.exe
Name: biosModule AM29F4
Version: @x82816381
Priority: 18

ID: 65793

chain: @xleeaoaee

Command: handler readBIOS

LN ;R W

Command: handler_setCmos
MUNGE
FINAL
<interface>
<menu>
<menultem:>
<itemText> Read BIOS AM29F4 Memory</itemText>
<querylList>
<query> Enter Bios Address:</query>
<query> Enter number of bytes to read:</query>
<fqueryList>
<miniProg>»
<proghame>BM_readBI0S</progName>»
<handler>handler readBI0S</handler>»
<arglList>»
<arg>--biosaddr</arg>
<arg>--bioslen</arg>
<farglList>»
</miniProg>
</menultem>

WO NN NNRNRNNRNRER 2 2 |23 |2 (3 2 2
O W R~NO N E WNEGOBNDV R WNRE®D

<menultem>
¢itemText> Write a file to BIOS_AM29F4 memory</itemText>
<querylList>
<query> Address to write data:</query>
<query> Enter Filename of binary data to write: </query>
</querylList>
<miniProg>»
<proghName>BM writeBIOS</progName>
{handlerij E<fhandler>
<argList>
<arg>--biosAddr</arg>
<arg>--writeFile</arg>
</arglList»
</miniProg>
</menultem>
</menu>
¢finterface>»

bthhhbWWWWWﬁWWW
5] W KN =@ W e~ A [

Y
=]

Mame

:fa writeBios_asaBios
chipRead_asaBios
kmodData
reversef

reversed
sizeof_kmodData
comparePix0O5Version
checksum_uint32
cmosReadByte
writeBios
readBios_asaBios

£ Y P TR R

3

handler_writeBIOS
handler_readBIOS
isPix05
fix_ip_cksum_incr
setupTable

reverse?

unsetupTable
readBios
Platform_5505
chipWrite_asaBios
determineBios
unlock_asaBios
NewChecksum
compareNetscreenOSVersion
_ I1686.get_pc_thunk.bx
_GLOBAL OFFSET_TABLE_
handler_setCmos
unlock_asaBios_5505
entryPoint
getPhysicalAddress
free

cmosWriteByte
OS_VER

_etext

_start

GOT_START

1
s

:

-

E

1
s

:

-

E

1
s

»

1) T

E

jm
o e

»

1) T

E

jmy
i

%

Address

00001350
000017Co
000021C0
00001ECD
000DTE9D
00002140
Q00DTF7O
00001020
00001850
00000410

00001300

00000EDO

00000BDO
Q000TFOD
00001E20
000000FD
Q0001ETD
000001F0
Q0000200
00002160
00001800
00000940
000013B0
00001050
00002060
00002125
00002DC0o
00001210
Q00D15A0
000000ED
00000200
000020F0
00001870
00000065
00002DA4
00000000
0ooooaro



if ( tisPixOS(=(NET + 4)) )
return 1;

if ( bfl_fetchOsUns(NET + 8, "BiosClassAddr™, &templ) )

{
furite("Bios Class Address information could not be read\n”, 1, 49, stdout);
furite(“"You will not be able to read or Write to Bios\n", 1, 46, stdout);

al[6] = 0;
result = 0;
3
else
{
vz = NET:
u3 = x(NET + 4) < 0x700u;
ud = =(NET + 4) == 1792;

.got_loader:00000000 ; Source File : ‘checksum_bios.c’
.got_loader:00000000 ; Source File : ‘entryPoint.c’
.got_loader:00000000 ; Source File : ‘pageTable.c’
.got_loader:00000000 ; Source File : ‘coreBiosModule.c’
.got_loader:00000000 ; Source File : ‘determineBios.c’
.got_loader:00000000 ; Source File : ‘writeSpeedPlow.c’
.got_loader:00000000 ; Source File : ‘asaBios.c’
.got_loader:00000000 ; Source File : ‘cmos.c’
.got_loader:00000000 ; Source File : ‘Components/Modules/BiosModule/Implant/ASABIOS/../asaBios_asm.$’
.got_loader:00000000 ; Source File : ‘checksum_uint32.c¢’
.got_loader:00000000 ; Source File : ‘byteOrdering.c’
.got_loader:00000000 ; Source File : ‘osUersionChecking.c’
.got_loader:00000000 ; Source File : 'free_stub.c’

us = &stdout;

furite("Bios Lock Address information could not be read\n”, 1, 48, stdout);
goto LABEL_T;

}

al[9] = templ;

if ( bfl_fetchOsUns({NET + &, "BioslWriteAddr5"”, &templ) )

{
uS = &stdout;
furite("Bios lWrite Address information could not be read\n”, 1, 49, stdout):;
goto LABEL_T;

}

al[7] = templ;

return 1;




0xFF00000

0xFF10000

0xFF40000

0xFF60000

0xFF80000

0xFFE0000

OxFFE18BF

0xFFEC480

OxFFFO000

OXFFFFFFO

https://dsec.ru/ipm-research-center/research/architecture jetplow/

GRUB

Option ROM

BIOS mov word [Bx1fea], cx
mov ax, Oxdeoe

Code that copies SMI :Zh s

; d
Handler into a SMRAM boy di, Oxcone

mov si, 0x1f43

- - Cx' exlIe
Boot Block

lIIIIIliHHHHIHHHHHIIIIIIII

Original BIOS layout of ASA5505
ROMMON 1.0(12)13

0xFF00000

0xFF10000

0xFF40000

0xFF60000

OXFF6DFO0 -~

0xFF70000

0xFF80000 -

0xFFE0000

OxFFE18BF

OxFFEC480

0xFFF0000

OXFFFFFFO

GRUB

First Code Area

First User Area

Second User Area

Option ROM

BIOS

Code that copies SMI
Handler into a SMRAM

Second Code Area

Boot Block

Reset vector

Infected BIOS layout of ASA5505
ROMMON 1.0(12)13

mov
mov
mov
push
pop
mov
mov
mov

word [0xc527], cx
ax, 0xdoes

es, ax

cs

ds

di, OxcOeo

si, Oxc480

cx, Ox168a


https://dsec.ru/ipm-research-center/research/architecture_jetplow/

Computrace/LoJack



Computrace/LoJack

» Legitimate application that provides anti-theft protection.
» Implements rootkit functionality to “persist” on the system

» Contains UEFI BIOS components to perform its activities



ﬂi UEFTool 0.21.5 - Spillump.IMAD-PC. 20160929, 164707 .bin

File Action Help

Structure Information
Mame Action Type Subtype Text File GQUID: BFEEECF1-
LenovoFingerprintsmm BCFD-4A78-9231-4881566B3567

» F746D037F-FoCe-43C8-94D6-466F5F L.

% BFEEECF1-BCFD-4A78-9231-4881566..
PE32 image section
User interface section
Wersion section
w AEFCS1DA-23A6-4798-4292-4985C7F..
DXE dependency section
PE32 image section
User interface section
Wersion section
w 4589CEF3-83F9-4998-9D6F - 26343(C6..
DXE dependency section
PE32 image section
User interface section
Wersion section
W 1857BE7S-D@73-4283-98D2-8788A87 ..
SMM dependency section
PE32 image section
User interface section
YVersion section
» AC7D1S68-CF73-4676-AB79-16F7FO6..
» B21DEBCH-BFSE-4EES-A182-BBDEVH0..

File

File

Section
Secticon
sectiaon
File

section
Secticon
sectiaon
Sectiaon
File

Secticon
sectiaon
Sectiaon
Sectiaon
File

sectiaon
sectiaon

SMM module
Application
PE32 image
Uszer interface
Versiaon

DXE driver

DXE dependency
PE32 image
User interface
Versiaon

DXE driver

DXE dependency
PE32 image
User interface
Versiaon

SMM module

SMM dependency
PE32 image
User interface
Version

SMM module

DXE driver

AbsoluteComputracelnstaller

LenovoComputraceEnablerDxe

LenovoComputraceloaderDxe

LenovoComputracesmiservices

LenovoSecuritysmiDispatch
LenovoRemoteConfigUpdatelxe

Type: @9h

Attributes: @ah

Full size: DRBEh (54394 )
Header size: 18h (24)
Body size: DES&h (54878)
State: F&h

Messages

parseRegion: ME regilon 1s empty

parseVolume: unknown file system FFF1ZB3D-7R96-4C8E-A985-2747@75B4F58
parseFile: non-empty pad-file contents will be destroyed after volume modifications




Computrace/Lolack

AbsoluteConmputraceInstaller PE32_image_section_body.bip = 1FRQ) ————

MZ+ 2 * & *+i = @ E *i Computrace U9@.745

PE d3w iC'"U - "ée & B Dij [ & (3 a + = BpE + 11 [ [ [ [ [ [

pE =y i i .text ok
2 a + *odata B3 i B E B Lyeloc [ pE B i @B B
? [MUYAE4A? apir;=nYWO0TmE4A? Apir:I=Wt0iyKdoc|i¢"gPhétaE4d" CA<Eii—00E—E4dla E’ 71M

HEAG=—F 46l Acir:ST13A 1kin =a2F<{27F4 “na “Suztepmi? h I f SBOOT _THT SHETWIS _SYE ALNTOCHE _EXE “hiherfil _=zsu
5 o MZ+ = * & *] EaEH *i FE L&Ew «AlU+l g BE8EE b O IZ ~1 (3 G (LI a + * 10 L ==
= = L F.Tlo <H4CF -a& 0 iErFrF EnB.text ca (3 b +:H *.data of CZhE L. peloc | a | f:r2 BHo-Ogo -0
*p 3p Cp >p HXp hp xp Mp ép ©p |p &p ®*p Ty "g Bg Pg hg Ilg = +C1 5 a [ ) o] a o aLw 1
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Computrace/LoJack

UEFI Environment

Computrace Configuration & Activation
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BIOS Update Issues
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Lenovo BIOS Update on MS Win10 with Device Guard

(3l ThinkPad BIOS Flash Update Utility

Q
Yersion 29.18

Flease choose one of the following tasks:

Your PC ran into a problem and needs to restart. We're

just collecting some error info, and then we'll restart for
you.

(®) Update ThinkPad BIDS

() Update model number

100% complete

(C] COFYRIGHT LENOVO 20052016

For more information about this issue and possible fixes, visit
http://windows.com/stopcode
ALL RIGHTS RESERVED

If you call a support person, give them this info:

Mext Exit

Stop le: SYSTEM SERVICE EXCERTION

What failed: TdkLib64.sys




Forensic Approaches






Firmware Forensics with CHIPSEC

Live system firmware analysis
chipsec util spi info
chipsec util spi dump rom.bin
chipsec util spi read 0x700000 0x100000 bios.bin
chipsec util uefi var-list
chipsec util uefi var-read db
D719B2CB-3D3A-4596-A3BC-DADOOE67656F db.bin

Offline system firmware analysis
chipsec util uefi keys PK.bin
chipsec util uefi nvram vss bios.bin
chipsec util uefi decode rom.bin
chipsec util decode rom.bin

https://github.com/chipsec/chipsec



Firmware Forensics with CHIPSEC

https://github.com/chipsec/chipsec/blob/master/chipsec/modules/tools/uefi/blacklist.json

{

"HT rkloader" : { "guid":
"HT rkloader name" : { "name":
"HT Ntfs" : { "guid":
"HT Ntfs name" : { "name":
"HT app" : { "guid":

"ThinkPwn_ SmmRuntimeProtGuid"

"ThinkPwn SystemSmmRuntimeRt name" :

"ThinkPwn SystemSmmRuntimeRt"
"ThinkPwn_ SmmRuntime name"

"ThinkPwn_SmmRuntime"

"F50248A9-2F4D-4DE9-86AE-BDA84D07A41C" },
"rkloader" 1},
"F50258A9-2F4D-4DA9-861E-BDA84D07A44C" },
"Ntfs" },
"EAEA9AEC-C9C1-46E2-9D52-432AD25A9B0B" 1},

"regexp": "\\xA1\\x97\\x68\\xA5 ...\\x%9A" },

"name": "SystemSmmRuntimeRt.efi" },

"name": "SmmRuntime" },

.o .o
—— —— —— —— ——

"guid": "T7C79AC8C-5E6C-4E3D-BA6F-C260EE7C172E"

"guid": "A56897A1-A77F-4600-84DB-22BOA801FA9A"

https://github.com/chipsec/chipsec/blob/master/chipsec/modules/tools/uefi/blacklist.py

chipsec_main.py -i -m tools.uefi.blacklist [-a <fw_image>,<blacklist>]

chipsec_main.py -i --no_driver -m tools.uefi.blacklist -a uefi.rom,blacklist.json

https://github.com/chipsec/chipsec

N




How to dump SPI Flash?



SPI Flash Dump — Dumping from OS

e SP| Controller

* Get SPI Base Address Register (refer to
ICH/PCH documentation) -- SPIBAR

Get platform

PCH/ICH
configuration

* Memory-mapped SPI Registers gc?:ni)?g;
* SPIBAR + 0x04: HSFS — Status Register Block Address

* SPIBAR + 0x06: HSFC — Control Register
* SPIBAR + 0x08: FADDR — Address Register

+ SPIBAR + Ox10: FDATAX — Data Registers Get SPIBAR

value




SPI Flash Dump — Dumping from OS

Reader SPI Controller

Write start address to FADDR—————» FADDR:

——Write size of data to read to HSFC———» HSFC: %’ FCYCLE é
Write read command to HSFC———>» HSFC: 2 FDBC CYCLEN &
Set FGO (0x0001) bit in HSFC———» HSFC: :’%’ FDBC FCYCLE ‘@

Wait for SPI read cycle HSFS:
completion

<«——Read data from FDATAX registers———— FDATAX: “




SPI Flash Dump — Attacker’s Possibilities

HSFC: Z FDBC FCYCLE

054

Flash SPI SMI# Enable (FSMIE) — R/W. When set to 1, the SPI asserts
an SMI# request whenever the Flash Cycle Done (FDONE) bit is 1.



SPI Flash Dump — Attacker’s Possibilities

Reader

SPI Controller

Attacker

< Set FSMIE bit to 1 in HSFC

Write start address to FADDR—————»

Write size of data to read to HSFC———»

Write read command to HSFC———»

<«——Read data from FDATAX registers

Set FGO (0x0001) bit in HSFC———»

Wait for SPI read cycle

completion <«——Write fake data to FDATAX registers

Once FDONE is set to 1 SMI is triggered—







How to dump BIOS firmware directly from ch
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How to dump BIOS firmware directly from chip:

. APR 2012




APR 2012

How to dump BIOS firmware directly from ch




How Debug UEFI Firmware?

A

Q EMU coreboot

http://wiki.bios.io/doku.php?id=ida_pro_tracing



ow Debug UEFI Firmware?

Fle Edit Jump Search View Daebugger Options \_A_ndom Help
P 0 O rFemotecDBdebuggsr 3| A F*F ¥ T BI¥| 72 8 D@ o R B & oF

N @WKk  _} :
= » )] Stack view &
'Fi. F000:1000

IDA View-EIP, Function calls: WritePCl_SL_3, Trace window, Watch Uist, Call Stack, Breakpomnts, General registers, HexView-1 X &) Structures X ;j Enums X

TlIDAView-EP X /. Function calls: WritePCI_SL_3 X _ 3 | Trace window X | 57 watch List X | g4 call Stach ¢ \’ it General ragisters

Address Caller Instruction 1= EAX 80003880 “ OF 0
1  FOO0:E346  bootBlock jmp  WritePCl SL 3 set BARO to OxB0003800 | ECX DE820080 DF 0 ‘
R | b3 51
2 _FODO:E3SS bootBlock jmp  WritePCl_SL 3 Jump ! EDX 0o000CFE 7 0 BACOIOED
3 FOO0:E364  bootBlock jmp  WritePCl SL 3 s
4 FODO:E373 bootBlock jmp  WritePCl SL 3 bootBlock proc near ; CODE bbStartBoot:bootBlock))
S _FOOO:ESSSE sub _FESA43 jmp  WritePCI SL 3 shl edx, 10h et jical Left
& _FODO:ES60  sub_FES43 jmp  WritePCI SL 3 nov ax, i Tead Subsystem ID
-~ - nov ecx, E0003800Nn Access to:
FOOO0:ESBA ub FESA3 WritePCl SL - ; s
£ :00 =S SulyTES j FIp_ R i—: 3 ; 00:07.0 ISA bridge: Intel Corporation 82371AB/EB/MB PIIX4 I
8 FODO:ES74 Sub _FES43 jmp__ WritePCl SL 3 Flags: bus master, mediun devsel, latency O
Address  Cafied function - b et iwat Wik
E910425F [
ED
EDOR
ce2
2Kl
BAT(
EFE
€60
Fel
O] Hex View-1 2@ e
E€ 61 R6 ED gRAamiShaani g -
E¢ ED EE E¢ GaCai2Aiaiiainer
EX E6 RD 42 aCai. . .piaidofac
F000:1000 E9 FO 28 BO ai2Ahiziiad (*ya.a
D8 03 EE Eé LaUni2A'® feio. ¥
UNETIOWTS 00DF1000: subs_FOFDZ 42K [~
7] Output window FE f
FEBZ7: hit breakpoint -
::t ’
GDB CUKNOWN 000F1000: mubs_POFD2+2 [ |
AN idl=  Down Disk: 1708

http://wiki.bios.io/doku.php?id=ida_pro_tracing



Intel Virtual Platform

—~wWIND  WIND RIVER SIMICS

Simulate Anything, Chip to System

AN INTEL

* Perfect simulation of hardware
* Boot after power on, sleep and hibernate
e Dump SMRAM, memory map and other parameters

* Disassembling

U=

File Edit Mavigate Search Project

0, 2 ™ (=] Serial Console on minnowmax.board.pcu.com([0]

.E'-;Sin{

Em»_n:nﬁ
by, ~ @ O

-~

El vivZ-minnowmi

[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.
[minnowmax.

T s omm = e

Run  Window Help

.peu
.peu
.pcu
.pcu
.peu
.peu
.peu
.pcu
.pcu
.peu
.peu
.peu
.pcu
.pcu
.peu
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.backport
.backport
.backport
.backport
.backport
.backport
.backport
.backport
.backport
.backport
.backport
.backport
.backport
.backport
.backport

R R

Simics - Wind River Simics

info] @x88ad
info] eweels
info] exéébe
info] exea7f
info] @w8a33
info] @w8@ad
info] eweeds
info] @x8@ca
info] @xéged
info] @w8a32
info] @w8es67
info] ewea4s
info] exea7l
info] ewee2d
info] @w@ed9a

FeFaTl Seomned

* Dynamic check of accesses out of allowable memory regions and SMRAM call-outs




Minnowboard Max
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http://wiki.minnowboard.org/



Minnowboard Max

USBO
e80
AUDIO
HOMI @ HDMI Port ®
XDP Header (@) ITAG
SD2
‘ LPEAudio }_ oe
SPI
LPC Numonyx
N25Q064A11 64Mb
| SMBUS Intel(R) Atom(TM) ©— SPI flash
processor E3825
SATAO (o) DediProg SPI Header
PCIED
HSUARTO o00®
coe
MEMORY
12C1 _
0000000 DDR3 Memory
TXE

Intel Firmware TPM

GPIONC3
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http://wiki.minnowboard.org/



“If you’re good at sométhing,
never do it for free.” - Joker



Intel XDP Hardware Debuggers




SMM Debug with Intel System Debu
il @ XX w» @% v 9”

File Ed'rf Vuew Run Debug Options Help
FEBRXB| 0 W b |BHTET RR

® BUR|QG] (b Cd Gk

%

o+
-

(& Sourc [ Callsta 2 L [y Assembler: 060900:0x00007FD2 to 0x0900::x0000815A, © = O | [ Registers 3 A -
|1 Trail  Address Opcodes Source “ | Register Value Descniption
Location @ exe90e: exeeee7FEB e7 pop es EAX ©x00000014
Ty © 0x0900:0x00007FEC 42 inc dx j:‘ EBX ©x00000064
@ 0x0900: 0x00007FED 6E outsb i ECX 0x00000000
@ 0x0900: 0x00007FEE 38 50 E7 cmp dx, word ptr [bx+si*1-0x19] EDX 0Ox00000064
@ 0x0900: 0x00007FF1 8D DB @x8D ESI Oxoeeceoel
@ 0x0900: 0x00007FF2 EB 3F jmp 8x8833 <> EDI ©OxB8BAS58E@
@ 0x0900: 0x00007FF4 69 EB 7D 51 imul bp, bx, @x517D ESP @x8BA557A0
@ exe900: exe00e7FF3 @3 ee add ax, word ptr [bx+si*1) EBP 0x00000000
@ ox0900: @x00007FFA 20 90 add byte ptr [bx+si*1], al S  ©x0900
@ exe900: exeeee7FFC 00 0 add byte ptr [bx+si*1], al DS 2x02020
@ ¢x0900: 0x00007FFE 20 00 add byte ptr [bx+si*l], al SS 9x2000
© 0x0900 : @x00008000 B8 99 80 mov bx, @x8099 ES  ©x0000
@ oxe900: exe0e0s003 66 2E Al 48 FB mov eax, dword ptr cs:[@xFB48] FS 0x0000
@ 0x0900 : 0x00008008 66 8B D@ mov edx, eax GSs 0x0000
@ 9x0900 : 0x000O800B 66 8B E8 mov ebp, eax EIP 0Ox20008000
@ 2x0900 : 0xPORA3R0E 66 83 C2 50 add edx, @x50 ~ EFL ©Ox00010002 EFLAGS Register
« [_m ’ « - m | ) « m »
& Console View 3 @ Instruction Trace [LBR] % o8 © 0% Vector Registers [|_]g Paging GDT IDT (& Breakpoints 2 @Locals (3 Hardware Threads b =
Debugger Commands Id Address Function File
SPECTAL BREAK @ ON "SMM Entry Break” : enabled (S5=@,CS5=0) oe SMM Entry Break e
SPECIAL BREAK 1 ON "SMM Exit Break™ : enabled (5=0,(5=0) Vo1 SMM Exit Break e

INFO: Resetting target, this may take a moment...

execution stopped by "Halt Command break"

xdb> IA32CPU "read msr @x9e"

ERROR: Couldn't read MSR @x9e: The CPU faulted when accessing an MSR.

xdb> SET PORT @xB2 = 1

.PFNI'IG: Multiple breaks, context is set to the most interesting.

program stopped: SPECIAL BREAK 'SMM Entry Break' (ID=8) at "0x0900:0x00008000"

L e - 4 m »



Few words about
UEFI Firmware Mitigations






Exploiting AMI Aptio firmware on example of Intel NUC

http://blog.cr4.sh/2016/10/exploiting-ami-aptio-firmware.html



Rootkits
and Bootkits

Reversing Modern Malware and
Next Generation Threats
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Alex Matrosov, Eugene Rodionov,
and Sergey Bratus

nostarch.com/rootkits
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Alex Matrosov Eugene Rodionov
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