riIscurg

bli‘fl?:k hat

EURDPE 201&

Bypassing Secure Boot using Fault Injection

Niek Timmers Albert Spruyt
timmers@riscure.com spruyt@riscure.com
(©tieknimmers)

November 4, 2016


mailto:timmers@riscure.com
mailto:timmers@riscure.com
mailto:spruyt@riscure.com

What are the contents of this talk?

Keywords — fault injection, secure boot, bypasses, mitigations,
practicalities, best practices, demo(s) ...
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e Tools
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e Delft, The Netherlands / San Francisco, USA

Combining services and tools for fun and profit!



Fault Injection — A definition...



Fault Injection — A definition...

“Intfroducing faults in a target to alter its intended behavior.”



Fault Injection — A definition...

“Introducing faults in a target to alter its intended behavior.”

if( key_is_correct ) <-—- Glitch here!
{
open_door () ;
}
else
{
keep_door_closed() ;

}



Fault Injection — A definition...

“Intfroducing faults in a target to alter its intended behavior.”

if( key_is_correct ) <-—- Glitch here!
{
open_door () ;
}
else
{
keep_door_closed() ;

}

How can we introduce these faults?
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Fault injection techniques'

© 7 ?

clock voltage e-magnetic laser

Remark
¢ All techniques introduce faults externally

1 The Sorcerers Apprentice Guide to Fault Attacks. — Bar-El et al., 2004



Voltage fault injection

e Pull the voltage down at the right moment

e Not

Supply voltage

3.2

24

1.6

0.8

; Not ’too hard’

Voltage glitch

Time

Source: http://www.limited-entropy.com/fault-injection-techniques/



Fault models




Fault models

Faults that affect hardware
e Registers
e Buses




Fault models

Faults that affect hardware
e Registers
e Buses

Faults that affect hardware that does software? 3 4
e Instruction corruption
e Data corruption

2Fault Model Analysis of Laser-Induced Faults in SRAM Memory Cells — Roscian et. al., 2015
3High Precision Fault Injections on the Instruction Cache of ARMv7-M Architectures — Riviere et al., 2015
4Formal verification of a software countermeasure against instruction skip attacks — Moro et. al., 2014



Fault models

Faults that affect hardware
e Registers
e Buses

Faults that affect hardware that does software? 3 4
e Instruction corruption
e Data corruption

The true fault model is hard to predict or prove!

2Fault Model Analysis of Laser-Induced Faults in SRAM Memory Cells — Roscian et. al., 2015
3High Precision Fault Injections on the Instruction Cache of ARMv7-M Architectures — Riviere et al., 2015
4Formal verification of a software countermeasure against instruction skip attacks — Moro et. al., 2014



Fault Models — ”’Our” choice ...



Fault Models — ”’Our” choice ...

When presented with code: instruction corruption.



Fault Models — ”’Our” choice ...

When presented with code: instruction corruption.

Simple (MIPS)

addi $tl, $tl, 8 00100001001010010000000000001000
addi $tl1, $tl, O 00100001001010010000000000000000



Fault Models — ”’Our” choice ...
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Complex (ARM)
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[sp,
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Fault Models — ”’Our” choice ...

When presented with code: instruction corruption.

Simple (MIPS)

addi $tl1, $tl, 8 00100001001010010000000000001000
addi $t1, $tl, O 00100001001010010000000000000000
Complex (ARM)

ldr wl, [sp, #0x8] 10111001010000000000101111100001
str w7, [sp, #0x20] 10111001000000000010001111100111

Remarks
¢ Limited control over which bit(s) will be corrupted
e May or may not be the true fault model
e Other fault model behavior covered
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Why is there Secure Boot?

Generic Embedded System - on

BL1.1
SRAIVI ROM oTP

Debug

Remarks
e Integrity and confidentiality of flash contents are not assured!
¢ A mechanism is required for this assurance: secure boot
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Secure Boot — Generic Design

SA key

e

e Assures integrity (and confidentiality) of flash contents
o The chain of trust is similar to PKI® found in browsers
e One root of trust composed of immutable code and key

5Public Key Infrastructure



Secure Boot - In reality ...

Normal World : Secure World
To Hypervisor | Linux 2nd level
Kernel : BL32 bl Boot loader

Secure EL1 Tru_sted Boot| loads all
payload C:I Firmware | 3rd level

BL33

Non Trusted Trusted
Firmware to load the | | || Trusted OS kernel boot board

Non Secure OS.

(e.g : U-Boot, EDK2) < 3 ﬁ
e {} BL]. 1st level

Boot Loader
sMmcce BL31 PSCI AP Boot | |oads 2nd

Images

EL3 Runtime Firmware ROM level image
\fo Trusted
P S - Dispatcher boot board| K(Z= RESET
Virval Open Systems
’ Key N Glossary ™

EL — Exception Level

EL3 Execution
Secure EL1 Execution PSCI— Power State Control Interface
BL — Boot Loader

‘ Normal EL2/EL1 Execution . " SMC — Secure Monitor Call J

EDK2 — EFI Development Kit 2

Source: http://community.arm.com/docs/DOC-9306



Secure Boot - In reality ...

Normal World

Secure World

EL3 Execution

Secure EL1 Execution

Normal EL2/EL1 Execution

EDK2 — EFI Development Kit 2

EL — Exception Level

PSCI — Power State Control Interface |

BL — Boot Loader

SMC — Secure Monitor Call

Source: http://community.arm.com/docs/DOC-9306

To Hypervisor | Linux 2nd level
Kernel : BL32 b Boot loader
: SegELl Trustel Boot| [oads all
; p d (::I Fig#vare |3rd level
¥ BL?'?'t g : images
on & : Trusted
Firmwar&;ad the | | Trusted OS kernel (o558t (i)
Non S 0Ss. :
(e.g : U-Boot, EDK2) < 3 ﬁ
""""""""""""""""""" {} BL1 1st level
Boot Loader
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EL3 Runffle Firmware E: level image
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Why use a hardware attack?

"Logical issues exist in secure boot implementations!!?”

Bootloader vulnerabilities
e S5L8920 (iPhone)®
» Amlogic S905’

However
e Small code base results in a small logical attack surface
e Implementations without vulnerabililties likely exist

Other attack(s) must be used when not logically flawed!

6
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Why (not) fault injection on secure boot?

Cons
e Invasive
e Physical access
e Expensive

Pros
¢ No logical vulnerability required
e Typical targets not properly protected

Especially relevant when assets are not available after boot!
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Typical assets

Secure code
« Boot code (ROM?)

Secrets
e Keys (for boot code decryption)

Secure hardware
e Cryptographic engines

8Read Only Memory
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Fault Injection — Tooling



https://www.youtube.com/watch?v=TeCQatNcF20
https://wiki.newae.com/CW1173_ChipWhisperer-Lite

Fault Injection — Tooling

Micah posted a very nice video using the ChipWhisperer-Lite®
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https://www.youtube.com/watch?v=TeCQatNcF20

https://wiki.newae.com/CW1173_ChipWhisperer-Lite


https://www.youtube.com/watch?v=TeCQatNcF20
https://wiki.newae.com/CW1173_ChipWhisperer-Lite

Fault Injection — Setup

. =

Serial

MIOo7

>

‘ GPIO

VCC1VO0

5V




Fault Injection — Setup

Serial

MIOo7

VCC1VO0

‘ GPIO g 5V
Target

e Digilent Zybo (Xilinx Zyng-7010 System-on-Chip)
o ARM Cortex-A9 (AArch32)
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Characterization — Test application’’

asm volatile

(

"add rl, rl, #1;"
"add rl, rl, #1;"
< repeat > <-- glitch here
"add rl, rl, #1;"
"add rl, rl, #1;"
)i
Remarks
e Full control over the target
e Increasing a counter using ADD instructions

e Send counter back using the serial interface

1 Implemented as an U-Boot command
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Characterization — Possible responses

Expected: 'too soft’

Mute: 'too hard’
counter =

Success: '$$$°

Remarks
e Glitching ’too hard’ may damage the target permanently
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DEMO 1

PARAMETER SEARCH

<= ATTACK WINDOW —>

Glitch parameters
e Randomize glitch delay within the attack window
¢ Randomize the glitch voltage
e Randomize the glitch length
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... let’s bypass secure boot: The Classics!
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Classic Bypass 00: Hash comparison

e Applicable to all secure boot implementations
e Bypass of authentication

if ( memcmp( p, hash, hashlen ) != 0 )
return ( MBEDTLS_ERR_RSA_VERIFY_FAILED );

p += hashlen;

if( p != end )
return ( MBEDTLS_ERR_RSA_VERIFY_FAILED );

return( 0 );

Source: https://tls.mbed.org/
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Classic Bypass 00: Hash comparison

Ea
28813208 LOR RS, [SP,#@8x438+51]
BBE132DA MOV R2, R7 ; size
@B8132DC LDR.W R1, [SP,#8x438+52] ; s2
@BE132E8 MOV R, RE ; sl
BB8132E2 BL memcmp
BB8132E6 CENZ R@, loc_132EE
A

=

BBE13ZEE ADD R7, RS

BBELIZEA CMP R4, R7

BB8132EC BEQ loc_13284

|1
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Classic Bypass 00: Hash comparison

Ea
20013208 LDR RS, [SP,#@8x438+51]
200132DA MOV R2, R7 ; size
28@132DC LOR.W R1, [SP,#8x438+52] ; s2
2eE132E0 MOV Re, RS ; sl
288132E2 BL mememp —
@OR132E6 CBNZ RE, 10C_132EF et
A

=

BEE132EE ADD R7, R

BOBL32EA CMP R4, R7

8O@132EC BEQ loc_13284

|1




Classic Bypass 00: Hash comparison

Ea
20013208 LDR RS, [SP,#@x438+51]
200132DA MOV R2, R7 ; sizei_
BEE132DC LDR.W wepRl, [SP,#03438+32] ; 52
2eE132E0 MOV Re, RS ; sl
288132E2 BL mememp —
@OR132E6 CBNZ RE, 10C_132EF et
A

=

BEE132EE ADD R7, R

BOBL32EA CMP R4, R7

8O@132EC BEQ loc_13284

|1




Classic Bypass 00: Hash comparison

A
28813208 LOR RS [sp,#ax433+sé]
280913204 MOV R7 ; size
@B8132DC LDR.W —)Rl [5P,#8x435+52] ; 52
@BE132E8 MOV R, RE ; sl
288132E2 BL mememp —
BB8132E6 CENZ RE, 10C_132EF et
— |

=

BBE13ZEE ADD R7, RS

BBELIZEA CMP R4, R7

BB8132EC BEQ loc_13284

|1

Multiple locations bypass the check with a single fault!
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Classic Bypass 01: Signature check call

if (mbedtls_pk_verify(&k, SHA256, h, hs, s, ss)) {

no_boot () ;
} else {

boot () ;
}

Remarks
e Bypasses can happen on all levels
¢ Inside functions, inside the calling functions, etc.
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Classic Bypass 02: Infinite loop

e What to do when the signature verification fails?
e Enter an infinite loop!

if (mbedtls_pk_verify(&k, SHA256, h, hs, s, ss)) {

while (1) ;

} else {

boot () ;
}



Classic Bypass 02: Infinite loop

UUUUBE4S HUY KB, SF, WUKHS+Uar_YL ; CTX
00800848 BL mbedtls_pk_verify
80080684C CHP R8, H8
80808085 A BEQ loc_B858
A i
UL 80000858
68868854 loc 854 00808858 loc_ 858
8p00B854 B loc_854| |ABABA858 SUB R1, R4, HOx208
T B088885C LDR RB, ={aS_1+4) ; fnt
80000860 BL printf
008008864 HOU R2, # ; count
80A0A868 LDR R1, =8xFC3000080 ; src
B08BA8GC SUB RO, R4, HOx408 ; dest

80000870 BL mencpy



https://en.wikipedia.org/wiki/Unlooper

Classic Bypass 02: Infinite loop

YUUUUS4S HUD KU, M, WUXHB+VAr_YL ; CTX
06000848 BL mbedtls_pk &
0600084C CHP
00000850 BEQ
| |
: y
00000854
00000854 loc_854 loc_858
00000854 B loc_854| /06000858 SUB R1, R4, #0x200
80006685C LDR RO, =(aS_1+4) ; fmt
06000860 BL printf
00000864 MOV R2, #0x1000 ; count
00000868 LDR R1, =8xFC300000 ; src
00000886C SUB RO, R4, #0x400 ; dest
00000870 BL memcpy

Remarks
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Classic Bypass 02: Infinite loop

00000848 BL
080080884C CHP

YUUUUS44 HUY
‘00000850 BEQ

KU, M, BUXHE+VAr_YL ;

mbedtls_pk
RO, #8
loc_85

cTx |

Iy4

|
¥

=

vV
FMEIE
00000854
00000854 Loc_854
00000854 B

loc_854

6000858
8000858 loc_858
06000858 SUB

N

Remarks

e Timing is not an issue!

0000085C LDR
00000860 BL
00000864 MOV
00000868 LDR
00000886C SUB
00000870 BL

R1, R4, #0x200
RO, =(aS_1+4)
printf

R2, #ox1000

R1, =0xFC300000 ;
RO, Ru, HOx400 ;

nemcpy

; fmt

; count

src
dest
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Classic Bypass 02: Infinite loop

YUUUUS44 HUY
00000848 BL
0000084C CHP

00000850 BEQ

KU, M, BUXHE+VAr_YL ;

mbedtls_pk
RO, #8
loc_85

cTx |

Iy4

|
¥

=

vV
FMEIE
00000854
00000854 Loc_854
00000854 B

loc_854

6000858
8000858 loc_858
06000858 SUB

0000085C LDR
00000860 BL

00000864 MOV
00000868 LDR
00000886C SUB

Remarks

e Timing is not an issue!
e Classic smart card attack 2

00000870 BL

R1, R4, #0x200
RO, =(aS_1+4)
printf

R2, #ox1000

nemcpy

; fmt

; count
R1, =0xFC300000 ;
RO, Ru, HOx400 ;

src
dest

https://en.wikipedia.org/wiki/Unlooper
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Classic Bypass 02: Infinite loop

YUUUUS44 HUY
00000848 BL
0000084C CHP
00000850 BEQ

KU, M, BUXHE+VAr_YL ;

mbedtls_pk
RO, #8
loc_85

cTx |

Iy4

=

|
¥

vV
FMEIE
00000854
00000854 Loc_854
00000854 B

loc_854

6000858
8000858 loc_858
06000858 SUB

0000085C LDR
00000860 BL

00000864 MOV
00000868 LDR
00000886C SUB

Remarks

e Timing is not an issue!
e Classic smart card attack 12
o Better to reset or wipe keys

00000870 BL

R1, R4, #0x200
RO, =(aS_1+4)
printf

R2, #ox1000

nemcpy

; fmt

; count
R1, =0xFC300000 ;
RO, Ru, HOx400 ;

src
dest

https://en.wikipedia.org/wiki/Unlooper
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Classic Bypass 03: Secure boot enable

« Secure boot often enabled/disabled based on OTP'2 bit
¢ No secure boot during development; secure boot in the field
o Typically just after the CPU comes out of reset

88818708 MOV R3, H#Ox20204000
0801687E8 LDR R3, [R31]
00808187E2 AND .W R3, R3, #Ox80
B080187EG6 CHP R3, #8 ; check secure boot enable value
000167E8 BEQ loc_1067F8

L J L J
FEZE

8081687EA HOU R3, # 008187F8

8081687F2 HOUS R2, #1 ; OHN| |BAB1B7F8 loc_107F8

800107F4 STRE R2, [R3] 00801687F8 HOV R3, #

80801087F6 B loc_18884 o0e16808 HOUS R2, #8 ;
00618882 STRB R2, [R3]

30ne-Time-Programmable memory
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Fault Injection — Mitigations
Hardware countermeasures 4 5

e Detect the glitch or fault

Software countermeasures '©
e Lower the probability of a successful fault
e Do not address the root cause

You can lower the probability but not rule it out!

14The Sorcerers Apprentice Guide to Fault Attacks — Bar-El et al., 2004

1":’The Fault Attack Jungle - A Classification Model to Guide You — Verbauwhede et al., 2011

16Secure Application Programming in the Presence of Side Channel Attacks — Witteman
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Compiler optimizations

Why?
e ROM memory size is limited
e Compiler optimizations decrease code size

Compiler optimizes out intended code!



Compiler ‘optimization’ — Double check

Example of a double check

unsigned int compare (char * input, int len)

{

if (memcmp (password, input, len) == 0) <-- 1st

if (memcmp (password, input, len) == 0) <-— 2nd
{

return TRUE;
}

}
return FALSE;



Compiler ‘optimization’ — Double check

Compiled without optimizations

886183E2 MOV RB, #aPassword ; s1
888183EA BLX memcmp —
B88183EE MOV R3, RB
aaa103Fa CHP R3, #B
880183F2 BHE loc_18486E
L J
008103F4 LDR R2, [R7,#8+n] ; n
B868183F6 LDR R1, [R7,#B+s52] ; s2
8081083F8 HOU RA, #aPassword ; s1
80616400 BLX nencnp s
00816484 MOV R3, RA
Bpo16486 CHP R3, #o
8080164088 BNE loc_1848E

¥ )
al= [l e (=
1848Aa HOUS R3, #8 80616848E
1848C B loc_168412| |8861848E loc_1848E




Compiler ‘optimization’ — Double check

Compiled with optimizations

Iz

; int _ fastcall comparefvoid #s2, size_t n)
EXPORT compare

compare
PUSH {R3,LR}

Hou R2, R1 ;;n

Hou R1, RB ; =2

Houw RA, #aPassword ; s1
BLX MENC M Afe—
ADDS R@, #@

IT HE

HOUHE RA, i1

NEGS RO, Hp

POP {R3,PC}

; End of function compare
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Compiler ’optimizations’ — Best practices

e Your compiler is smarter than you
e Use ’volatile’ to prevent compiler problems

¢ Read the output of the compiler!



Compiler ’optimization’ — Pointer setup

Example of a double check using ’volatile’

int checkSecureBoot ( ) {
volatile int * otp_secure_boot = OTP_SECURE_BOOT;

if ( (xotp_secure_boot >> 7) & 0x1 ){ <—— 1st
return 0;
telse(
if( (*otp_secure_boot >> 7) & 0x1l ){ <-—- 2nd
return 0;
telse

return 1;

}



Compiler ’optimization’ — Pointer setup

Compiled with optimizations

checksecureBoot

MoV R3, #8x28284888

LDR R2, [R3] ; Load from polnter

LSLS R2, R2, #Bx1E

ITTTE PL

LDRPL R®, [R3] ; Second lead from pointer
UBFXPL.W RE, R@, #7, #1

ECRPL.W R®, RB, #1

MOVMI Ra&, #8

BX LR



Compiler ’optimization’ — Pointer setup

Compiled with optimizations

checkSecureBoot

MOV R3, #0x20204000

LDR R2, [R3] ; Load from pointer

LSLS R2, R2, #@x18

ITTTE PL

LDRPL Re, [R3] ; Second load from pointer
UBFXPL.W Re, RO, #7, #1

EORPL.W Re, RO, #1

MOVMI RO, #2

BX LR
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Combined Attacks

Those were the classics and their mitigations ..

... the attack surface is larger!'’

17AII attacks have been performed successfully on multiple targets!
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Combined attack — Copy

e Introducing logical vulnerabilities using fault injection
o Build your own buffer overflow!

e Easy approach: change memcpy the size argument

Before corruption

memcpy (dst, src, 0x1000);

After corruption

memcpy (dst, src, OxCEES);

Remark

e Works when dedicated hardware is used
(e.g. DMA™® engines)

18Direct Memory Access



Combined attack — Copy

Generic Embedded System - on

BL1.1
SRAIVI ROM

Debug




Combined attack — Copy

Generic Embedded System - on

BL1.1

JDRAIVI

STACK




Combined attack — Copy

Generic Embedded System - off

LDR R2, [SP, # ] ; size
MOV R1, R4 ; src

MoV RO, R5 ; dst

BL memcpy

Remark
e Targetting the copy function arguments
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Combined attack — Copy

Generic Embedded System - on

LDR R2, [SE
MOV R1, R4 *
MOV RO, RS
BL memcpy

Remark
e Targetting the copy function arguments



Combined attack — Copy

Generic Embedded System - on

Remark
e Targetting the copy function arguments



Combined attack - Controlling PC on ARM?°

e Exploits an ARM32 characteristic
o PC' register is directly accessible by most instructions

19Program Counter
20Controlling PC on ARM using Fault Injection — Timmers et al., 2016
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Combined attack - Controlling PC on ARM?°

e Exploits an ARM32 characteristic
o PC' register is directly accessible by most instructions

Multi-word copy

LDMIA rl1!, {r3 - rl0}
STMIA r0!, {r3 - rl0}

Controlling PC using LDMIA

LDMIA rl!, {r3-rl0} 11101000101100010000011111111000
LDMIA rl1!, {r3-r10,PC} 11101000101100011000011111111000

19Program Counter
20Controlling PC on ARM using Fault Injection — Timmers et al., 2016



Combined attack - Controlling PC on ARM?°

e Exploits an ARM32 characteristic
o PC' register is directly accessible by most instructions

Multi-word copy

LDMIA rl1!, {r3 - rl0}
STMIA r0!, {r3 - rl0}

Controlling PC using LDMIA

LDMIA rl!, {r3-rl0} 11101000101100010000011111111000
LDMIA rl1!, {r3-r10,PC} 11101000101100011000011111111000

e Variations possible on other architectures; code dependent

19Program Counter
20Controlling PC on ARM using Fault Injection — Timmers et al., 2016



Combined attack - Controlling PC on ARM

Generic Embedded System - on

LDR R2, [SP, #
MoV R1, R4 ; src
MOV RO, R5 ; dst
BL memcpy




Combined attack - Controlling PC on ARM

Generic Embedded System - on

LDR R2, [SP, #
MoV R1, R4 ; src
MOV RO, R5 ; dst
BL memcpy

Remark
e Targetting the copy function arguments



Combined attack - Controlling PC on ARM

Generic Embedded System - on

LDR R2, [SP, # ] ; size
MOV R1, R4 ; src

MOV RO, R5 ; dst

BL memcpy

Remark
e Targetting the copy function arguments



Combined attacks - Wild jungle jump?'

2 Proving the wild jungle jump — Gratchoff, 2015



Combined attacks - Wild jungle jump?'

e Start glitching while/after loading
the image but before decryption

Glitch Here

)

9 4
9

21 Proving the wild jungle jump — Gratchoff, 2015
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Combined attacks - Wild jungle jump?'

e Start glitching while/after loading
the image but before decryption

¢ Lots of ‘'magic’ pointers around,
which point close to the code

i Glitch Here
e Get them from: stack, register,

memory

e The more magic pointers, the
higher the probability T,

4

21 Proving the wild jungle jump — Gratchoff, 2015
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Combined attack(s) — Summary

e Bypass of both authentication and decryption
e Typically little software exploitation mitigation during boot

e Fault injection mitigations in software may not be effective



There are some practicalities ...



There are some practicalities ...

... which we must overcome!



Secure Boot — Demo Design

signature




Secure Boot — Demo Design

000201F0 99 54 8F 99 87 ED 29 DF 73 OA 13 2A 2E C7 OF 8B >L.= & C-<
00020200 48 65 6C 6C 6F 20 42 6C 61 63 6B 20 48 61 74 2¢” Hello Black Hat
00020210 45 75 72 6F 70 65 20 32 30 31 36 20 21 21 00 C Europe 2016 !! &

00020220 SC EF 6C 62 59 BB F8 07 95 53 36 BC E9 D5 S5C C1 \3 O\&

=T

signature

Remark
e Stage 2 is invalided by changing the printed string



Secure Boot — Demo Design

000201F0 99 54 8F 99 87 ED 29 DF 73 OA 13 2A 2E C7 OF 8B = .<

00020200 48 65 6C 6C 6F 20 42 6C 61 63 6B 20 48 61 74 29~ Hello Black Ha
N\_Europe 2017 !!

00020210 45 75 72 6F 70 65 20 32 30 31 37 20 21 21 00 C
00020220 5SC EF 6C 62 59 BB F8 07 95 53 36 BC E9 D5 5C C1 €GEeC\A

signature

Remark
e Stage 2 is invalided by changing the printed string
e Stage 1 enters an infinite loop when the signature is invalid
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When to glitch?

ATTACK HERE!
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When to glitch?

15

0my

CH2§

NOT POSSIBLE!

Not possible to use a signal originating from target

Only reference point is power-on reset moment

Use side-channels to obtain more information

Compare behavior between valid image and an invalid image




Boot profiling — Reset
Valid image

100 mv CH23
2
15
10
5
e T T P
20 40 60 B0 160 150 140 160 150 260 330 240 260 260 300 350 340 360 350 0o

Invalid image

“00mv CH2 3
2
15
10
5

e S S S T —

56 i &0 B0 760 755 TG T80 T80 560 555 40 560 550 500 550 340 380 50 ibo




Valid image

Boot profiling — Reset

100 mv CH23
2
15
10
5
e T T P
20 40 60 B0 160 150 140 160 150 260 330 240 260 260 300 350 340 360 350 0o
“00mv CH2 3
2
15
10
5
e et s b s
56 i &0 B0 760 755 TG T80 T80 560 555 40 560 550 500 550 340 380 50 ibo

Remark

¢ No difference between a valid and invalid image



Boot profiling — Reset

Valid image

.
15
10
5
] s
20 40 60 80 100 120 140 160 180 200 220 240 260 280 300 320 340 360 380 400
100 mv CH23
20
4 < —IATTACKWINDOW[—— —
.
5
) S

¢ No difference between a valid and invalid image

e Attack window spreads across the entire trace ("400 ms)




Boot profiling — Flash activity

Valid image

100 mv

cHt

31

120

140

160

160

260

260

300

350

340

360

350

0o

“00mv

CHa 1

10

31

T80

560

550

500

550

340

380

50

ibo



Boot profiling — Flash activity

Valid image

100 mv cHt

s|
20 40 i B0 100 120 140 160 160 260 300 350 340 360 350 0o

Invalid image

“00mv CHa 1

2| ?

10 -
b i 1) B0 L1 LR 1) LM 306

5|
550 500 550 340 380 50 ibo

Remarks
e Flash activity 3 not present for the invalid image



Boot profiling — Flash activity

Valid image

100 mv cHt

31

s|
260 260 300 350 340 360 350 0o

120 140 160 160 260

Invalid image

“00mv CHa 1

2| ?

31

T80 560 550 500 550 340 380 50 ibo

Remarks
e Flash activity 3 not present for the invalid image
o Attack window between flash activity 2 and 3 ("10 ms)



Boot profiling — Power consumption

Remark
« Measuring electromagnetic emissions using a probe®?

22
https://www.langer-emv.de/en/product/rf-passive-30-mhz-3-ghz/35/
rfl-set-near-field-probes-30-mhz-up-to-3-ghz/270


https://www.langer-emv.de/en/product/rf-passive-30-mhz-3-ghz/35/rf1-set-near-field-probes-30-mhz-up-to-3-ghz/270
https://www.langer-emv.de/en/product/rf-passive-30-mhz-3-ghz/35/rf1-set-near-field-probes-30-mhz-up-to-3-ghz/270

Boot profiling — Power consumption

Remark
« Measuring electromagnetic emissions using a probe®?

22
https://www.langer-emv.de/en/product/rf-passive-30-mhz-3-ghz/35/
rfl-set-near-field-probes-30-mhz-up-to-3-ghz/270


https://www.langer-emv.de/en/product/rf-passive-30-mhz-3-ghz/35/rf1-set-near-field-probes-30-mhz-up-to-3-ghz/270
https://www.langer-emv.de/en/product/rf-passive-30-mhz-3-ghz/35/rf1-set-near-field-probes-30-mhz-up-to-3-ghz/270
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Boot profiling — Power consumption

Valid image

MWM”’” A |

= - -
270 275 280 265 280

Invalid image

W.J Wt W mewmmmmwmmmm
Remarks

« Significant difference in the electromagnetic emissions
o Attack window reduced significantly (< 1 ms)
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Valid image

MWM”’” A |
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Invalid image

W.J Wt W mewmmmmwmmmm
Remarks

« Significant difference in the electromagnetic emissions
o Attack window reduced significantly (< 1 ms)



Boot profiling — Power consumption

Valid image

ey

Invalid image

Remarks
« Significant difference in the electromagnetic emissions
o Attack window reduced significantly (< 1 ms)
o Power profile at black arrow is flat: infinite loop



Jitter
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Jitter

100wV
20

28130
1004V
20

26136 T
1004V
20

15 ~150 ps|

Remark
e Jitter during boot prevents effective timing ("150 ps)
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How to minimize jitter during boot?

e Power-on reset is too early
e Use a signal close to the ’glitch moment’

00 mv cHt

1

2|?

20 40 i B0 160 120 140 160 160 260 260 260 300 350 340 360

350

s|
ibo



How to minimize jitter during boot?

e Power-on reset is too early
e Use a signal close to the ’glitch moment’

00 mv
40

2|?

<=

15
10

s|
20 40 i B0 160 120 140 160 160 260 300 350 340 360 350 ibo

Remark
e Using flash activity 2 as a trigger to minimize jitter



Glitch Timing — Power consumption
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Glitch Timing — Power consumption

100 v

A

40 us|

350

860

880

890

e IE

810

820

830

850

860

880

840

*100 WV

800

810

820

830

850

860

880

890

100 v

10 us|

800

810

820

B30

850

860

880

890

Remarks
e Jitter minimized using flash activity as a trigger
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DEMO 2
BYPASSING SECURE BOOT

INFINITE LOOP

bt s At

Glitch parameter search
o Fixed the glitch delay to 300 ms
¢ Fixed the glitch voltage to -2 V
e Randomize the glitch length



DEMO 2
BYPASSING SECURE BOOT
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Secure Boot — Manufacturer Best practices

Minimize attack surface
¢ Authenticate all code and data
e Limit functionality in ROM code
¢ Disable memory when not required

Lower the probability
e Implement fault injection countermeasures
¢ Implement software exploitation mitigations

Robustness can only be determined using testing!
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Conclusion / Sound Bytes

Today’s standard technology not resistant to fault attacks
Implementers of secure boot should address fault risks
Hardware fault injection countermeasures are needed

Fault injection testing provides assurance on product security
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