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Intro

Attacks on BIOS Updates

v' Unsigned Updates
v BIOS protection bits
v SmiFlash and SecSmiFlash

Intel Boot Guard

v' AMI implementation details
v’ Discover ACM secrets

v' Vulns

v’ Boot Guard Bypass!

Intel BIOS Guard

v AMI implementation details



All rootkits want to get into Ring ©

|—;)perating System
Loader (ring 3) Rootkit (ring 0)
s T T T T T T TS
Before OS loads ‘

MBR/VBR Loader I o
(bootcode) (bootcode) | Rootkit (ring 0)



More mitigations, more rootkits complexity

Moving down from OS to hardware >
i A
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| Bootkits | Secure Boot BIOS L—»
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BIOS Update Issues



No more legacy! UEFI is everywhere!!
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How many different firmware's inside BIOS update?

————————————————————————————————————————————

r
Network CPU Microcode
_J
------------ "\‘
. ManagementT :
Graphics .
Engine :
______________ _’
Sensors AMT
UEFI Firmware
Embedded Image )
Controller (EC) BMC

PMU — ——» SMC ]




All the vulnerabilities mention in this research
found inside AMI-based UEFI firmware’s




All Guardians of the BIOS on one slide

——————————————————————————————————————
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How different vendors care about security?

Vendor Name Authenticated
Update

g
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[*] BIOS Top Swap mode is disabled (TS5 = ©

T
{
(]
{

-
LA

]

)

i

t

-

1]
{
LA

]
fan]

[
[}
f
[}

|
=]
I
LA
LA
m
[
1
| o |
i
LA
| o |
d
=t
(2]
3
=+ |
W]
(]
[jj ]
et
LA
;
[ |
(]
i
(2]
[
J
(]
5
L
|
J
i %]
]
=5
LA

a1 CC Ja b e

[*] running module: chipsec.modules.common.bios_wp
[*] Module path: c:\Chipsec\chipsec\modulesicommon\bios_wp.pyc
[*] BC = 6®B8 << BIOS Control (b:d.f 86:31.8 + &xDC

[86] BIOSWE = B << BIOS Write Enable

81| BLE = @ << BIOS Lock Enable

|82 ] S5RL = 2 << 5Pl Read ConTlguratlon

[B4] TS5 = 8 << Top Swap Status

[B5] S BlWP = @ << S BTOS Write Protection
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Why so vulnerable?

> BIOS LOCK (BLE) not enabled “ﬂlﬁ"sp

(CLVA-2016-12-001/CVE-2017-3197) /

v’ Attacker is able to modify BIOSWE bit Q v
v' Attacker can arbitrary write to SPI flash from O0S Rees)

» FW update process don’t verify signature
v' Attacker is able to abuse BIOS updater with signed driver

» SmiFlash Handler multiple vulns

(CLVA-2016-12-002/CVE-2017-3198)
v' Attacker can elevate privileges to SMM (ring -2)



How BIOS Update Guardians Fail?

: 0S .

Update App

-

Update Imag{’

Memory (DRAM)

-
©— spiFash

—




SMIFlash Handler Issues: Gigabyte, Lenovo, MSI

» SmiFlash HANDLERS (SMiFlash.efi)-> CVE-2017-3753, CVE-2017-11316
[BC327DBD-B982-4155-9F79-056AD7E987C5 |

v" ENABLE 0x20
v" READ ox21
v" ERASE Ox22
v WRITE ox23
v' DISABLE ox24
v GET_INFO  0x25

» No checks for the input pointers
SmmIsBufferOutsideSmmValid()



SecSMIFlash Handler Issues: ASUS

» SecSmiFlash HANDLERS (SecSMiFlash.efi) -> CVE-2017-11315
[ 3370A4BD-8C23-4565-A2A2-065FEEDE608O]

v' LOAD_IMAGE ox1d
v’ GET_POLICY Oxle
v’ SET_POLICY ox1f

» No checks for the input pointers
SmmIsBufferOutsideSmmValid()

That’s why BIOS Guard created



Responsible Disclosure Fun

Discovery Date: 2017-04-20

Intel PSIRT Notified: 2017-05-22

All the Vendors Notified: 2017-05-26
Disclosure Notification Date: 2017-05-30
Lenovo Released a Patch: 2017-07-11

ASUS Released a Patch: 2017-06-23

MITRE Assign 6 CVE’s: 2017-07-13
Gigabyte Released a Patch: 2017-07-25
Public Disclosure Date: 2017-07-27

XN X X N N X X X

https://github.com/CylanceVulnResearch/disclosures



ASUS Responsible Disclosure

Alex Matrosov

v
@matrosov

Bravo @ASUS! You silently patch 3 of my
SMM issues after a month of detailed
disclosure notice. Final reply is brilliant: it's
not an issue!

11:39 AM - 7 Jul 2017

32Retweets 62Lkes LIV GO P S DO

QO s

11 32 Q) 62 il

Tweet your reply

Alex Matrosov @matrosov - Jul 7 v
Replying to @matrosov @ASUS

It will be a great addition to my #BHUSA talk with details about disclosure
process ;)

QO n Q s [

Alex Matrosov @matrosov - Jul 14 v
Replying to @matrosov @ASUS

Finally ASUS agreed they patched my bugs. Good to know but I'm already
confirmed this with simple check by BinDiff for patched SMM driver ;)

Fun



ASUS Responsible Disclosure Fun
- R -

Rravn i ASIIS!I Yoi1 cilentlvy natch R of mv
Dear sender,

Thank you for the e-mail.
Please don't get us wrong, all of your findings are valuable and we deeply appreciate for the
kindness sharing.

We would mention "Fixed UEFI and SMI vulnerability. Special thanks for Cylance" in the update

BIOS, or it can be discussed if you have ideas of wording in mind.
Thank you

Best regards,
ASUS Security | (c)ASUSTeK Computer Inc.

Alex Matrosov @matrosov - Jul 14 v
Replying to @matrosov @ASUS

Finally ASUS agreed they patched my bugs. Good to know but I'm already
confirmed this with simple check by BinDiff for patched SMM driver ;)



Intel Boot Guard



Different shades of Secure Boot

> Secure Boot -»> since 2012

v Root of Trust = Firmware -> BIOS
v Attack Surface = Firmware

> Measured Boot (Boot Guard) -»> since 2013

v' Root of Trust = Hardware -> Trusted Platform Module (TPM)
v Attack Surface = Firmware

> Verified Boot (Boot Guard) -»> since 2013

v Root of Trust = Hardware -> Field Programming Fuse (FPF)->Locked
v Attack Surface = Firmware + Hardware



Different shades of Secure Boot

> Secure Boot -»> since 2012

v Root of Trust = Firmware -> BIOS
v Attack Surface = Firmware

> Measured Boot (Boot Guard) -»> since 2013

v' Root of Trust = Hardware -> Trusted Platform Module (TPM)
v Attack Surface = Firmware

2\
V-‘> since 2013

Field Programming Fuse (FPF)->Locked
ware + Hardware

> Verified Boot (Boot
v Root of Trust h:
r

v Attack %“"5‘-



Why Boot Guard has been created?

» Secure Boot starts from DXE phase and impacted with any SMM
issues/implants

» No verification on early boot for SEC/PEI boot phases

» Measured Boot starts before PEI phase but also impacted with
any SMM issues/implants

» The Root of Trust must be locked by hardware (Verified Boot)

» The first step of verification should rely on microcode
authentication



Intel Boot Guard Technology

[ oo ] o D
| : Boot

UEFI OS Loaders (SecondStageloader.efi)

Boot Loaders
JSLoaderl.efi
JSLoader2.efi

Driver JSLoader3.ef
Intel® »

Device
Protection UEFI DXE Core / Dispatcher

Technology NV store/
with Boot Silicon initialization (SEC/PEI) Flash

Guard -
Secure Boot
Policy
Enforcement

| IDF13

http://vzimmer.blogspot.com/2013/09/where-do-i-sign-up.html

System
Hardware



http://vzimmer.blogspot.com/2013/09/where-do-i-sign-up.html

Boot Guard: Boot Flow

e

' Locked in Hardware |

| CPU CPU Boot (':‘uuardj I eset

| Reset ™ Microcode — ACM | \-\I;:ctor

| |

_________________ —
= Locked InBIOS _& —
l 0S Loader rSecure Boot IBB
| (DXE + BDS) (SEC + PEI)




Intel Boot Guard operating modes

> Not Enabled

» Measured Boot (root of trust

» Verified Boot (root of trust

» Measured + Verified Boot (root

TPM)

FPF)

of trust

FPF + TPM)



Demystifying Intel Boot Guard

CPU/SOC Start Block BIOS 0S
(Intel) PEI DXE/UEFI Loader/Kernel
Measure (OEM) Measure (OEM) Measure (0SV)

PRF|—{HBB|——{era | —foree

Intel® Device Protection OEMPI OEM UEFI 2.4
Technology with Boot Guard Verification Secure Boot

U_smg Pl SlgnEd Chapter 27.2 of
http://www.intel.com/content/dam/www/public/ Fi rmware Vﬂlumes The UEFI 2.4
us/en/documents/product-briefs/4th-gen-core- Vol 3, section 3.2.1.1 Specification
family-mobile-brief. pdf of Pl 1.3 Specification

https://firmware.intel.com/sites/default/files/STTS003%20-%20SF15 STTS003 100f.pdf



https://firmware.intel.com/sites/default/files/STTS003 - SF15_STTS003_100f.pdf

Boot Guard: Chain of Trust

Pl C C
Management Engine (ME)
A
RW

v

Field Programing Fuse (FPF)

hash of root OEM pub key (SHA-ZSGZ,

Firmware

UEFI Firmware Image

Key Manifest (KM) W

~/

key manifest security version
number (SVN)

OEM root pub key
(RSA-2048)

hash of IBB pub key
(SHA-256)
N

RSA signature on KM SVN
+

Initial Boot Block Manifest
(IBBM)

k
IBBM security version number
(SVN)

~

hash of IBB (SHA-256)

_—

ﬁ
{ IBBM pub key (RSA-2048)
__

hash of IBBM pub key

RSA signature on IBBM SVN
+

hash of IBB




Demystifying Intel Boot Guard

e A
OTP Fuses Key Manifest Boot Policy Initial Boot Block
KM Signed Area BP Signed Area (I1BB)

T [ ——————————————

KMSYN sssassnssnssnnns

PEI+MRC
Master Public Key Dl Online PubKey Hash(DXE+BDS)
| KM Signature using Dell BPM Signature using Dell 1
[_.Q'J!!@ﬁme_tg Key | Online Private Key |

DXE+BDS
(UEH Secure Boat)

™  LIFE
0S Loader 3" Party UEF|
Drivers

http://en.community.dell.com/techcenter/extras/m/white papers/20444061



http://en.community.dell.com/techcenter/extras/m/white_papers/20444061

Guard’s Configuration of Tested Hardware

Vendor Name EC Access | CPU Debugging | Boot Guard Forced Boot BIOS Guard

Boot Guard Guard FPF
ACM

Disabled Disabled Enabled Disabled Disabled Disabled Disabled

MSI Cubi2 Disabled Disabled Enabled Disabled Disabled Disabled Disabled

Gigabyte Brix Read/Write Read/Write Enabled Measured Enabled Not Set Disabled
Enabled Enabled Verified (FPF not set)

I

Lenovo Disabled Disabled Enabled Disabled Disabled Disabled Disabled

ThinkCentre

HP Elitedesk Enabled

Intel NUC Disabled Disabled Enabled Disabled Disabled Disabled Disabled

Apple Read Disabled Disabled Not Not Not Not
Enabled Supported Supported Supported Supported







Safeguarding Rootkits: Intel BootGuard
by Alex Ermolov

ZERONIGHTS 2016

2016.zeronights.ru/wp-content/uploads/2017/03/Intel-BootGuard.pdf



m Intel ® Flash Image Tool

Safeguri sis we

_-= H I% B w‘ Intel (R) LP Series Chipset =  Premium U -

Flash Layout

Flash Settings

Intel(R) ME Kernel

Intel(R) AMT

Platform Protection

Integrated Clock Controller

Networking & Connectivity

Flex I/O

Internal PCH Buses

GPIO

Power

2016.Zer‘ Integrated Sensor Hub

GuC Encryption Key 00 00 00 OO0 00 OO Q0 00 0O 00 ..

» Hash Key Configuration for Bootguard / ISH

Parameter Value

OEM Public Key Hash 00 00 00 00 00 00 00 00 0000 .,

v Boot Guard Configuration

Parameter

Key Manifest ID

Boot Guard Profile Configuration |Boot Guard Profile 0 - No_FVME

CPU Debugging

BSP Initialization

:Guard.pdf



You never attack
the standard, you attack
the implementation, including the process

Grugq



Boot Guard: Chain of Trust
(" Platform Controller Hub (PCH) )

Management Engine (ME)
T UEFI Firmware Image

Field Programing Fuse (FPF) Key Manifest (KM) \ Initial B°°(t|:|'3°M°')‘ Manifest

hash of root OEM pub key (SHA-ZSGZ, —

key manifest security version IBBM security version number
‘ number (SVN) (SVN)
j
hash of IBB pub key
(SHA-256) hash of IBB (SHA-256)

___J

(RSA-2048)

e
— OEM root pub key { IBBM pub key (RSA-2048)

-

RSA signature on KM SVN RSA signature on IBBM SVN
+ +

hash of IBBM pub key hash of IBB




Boot Guard: Key Manifest (KM)

56 J 8 9 A B C D E F

2

struct BOOT_GUARD_KEY_ MANIFEST BGKM 0 1 ¢

----------------------------------------------------------------------------------------- E‘O‘,‘":}l: 5F 5F 4B 45 59 4D 5F 5E| 10 lo OO Ol OB OO 20 OO o

UBYTE Signature[8] 0010h: 4E GDNAZNA D760 U“M U:HESB% cc Nmnixlvoppopa€r1
0020h: @Q7ME2 07 55 A5 BB 07 L0 UY»RA3m Y fg»...
UBYTE Unknown 0030h: @@ 01 00 1000 08 51 AC 10 38 | . . . Qj.-.8
0040h: AC A9 E3 3F 05 19 91 E7 7B 7B B3 | —©@&?..‘fOc¢cc. {{3
UBYTE Unknown1 0050h: 45 B7 88 68 F3 D9 27 51 77 2D F7 F4 BC 67 49 07 E-"hoU'Qw-:8%gI.
UBYTE KmSvn 0060h: 38 3D 1A A6 70 4D 87 8F C8 F5 AF A4 BC C5 4C C2 8=. |pMt.ES m4AL A
B2 BF CO Cl1 BD 94 42 51 92 9F 00 CF CO A0 3B EA 2; AA"B QY. IA ; &

UBYTE Unknown2
UBYTE Unknown3

11 EO F8 E5 E3 EB 46 BF AD 2B 82 2A 60 34 6D 9D .A@EEEF ;—+,* “4m.
65 E7 DC 28 BA 9A D3 43 A5 E3 CF 3F 59 36 2C BA ecl(°s6c¥ali?y6,s

EA F2 61 FC 9E 96 &<0o2**¥Ya.+.iitz—j

2 kx@R."Z¢.Eib$/

UINTIS Unkrownd0)] RSAQEV Root Pl @@@y
struct KEY_HASH IbbmKeyHash 17 A4 E4 A8 46 66 99 5D TF 08 01mX - 4"F £™] . .0
C3 8(“ 33 C4 JCJ 1B 00 F8 B5 4D BY AG~3ADY . .@Gu.M0

UBYTE Unknown4[1]
UINT16 Unknown5

84 TF AE‘ B7 45 01 1B 54 66 DA EF FO co 91 1C 81 .. EA.TfUiIdAN. .
AE 73 F9 CC D4 9C 09 Cl1l FA 7F E8 7A 7TE 39 06 81 ®sulle. Aa.ez~9. .

0110h: 41 97 89 16 40 93 66 02 8A 3A 20 F1 C3 C4 DE 42 @ A—%.@“f.3: AAADBB
struct KEY_RSA OemPubKey Ew_%'t;h: B 5F 5A 9C 02 C7 8F AC 80 42 8D 8C 7B 40 8C 3F "ZOe ﬂ€]§ .E{ CE?
0130h: 50 39 73 AD CE 56 93 05 D3 C2 14 DOO 00 08 OB  P9s-Tv“.0A. ...
struct RSA_PUBLIC_KEY Key 0140 00 52 C7 6B 1F DB 45 95 FO F9 37 16 F9 9A EF 17 .RCk.OE*&7 .81 .
0 0B 43 46 B3 EO 94 9D 7D AD 98 09 87 48 40 5C 4D  .CF2a”.} -~.+H@\M
UBYTE Unknown8 0 D2 14 FB 13 4F B8 95 46 2A 6A A4 83 2F 93 A2 EB  0O.0.0, eF*jnf/“¢&
. 0 C3 5C EA 39 43 TE FD EC 1B 58 3B 9B B8 7D 5C 55 A\&9C~yi.X; ».}\U
UINT16 Size 0180 A8 07 7B A4 28 C1 BC 5A 3E 54 " . {n(ACB%ZdEI>T.
UINT32 Exp 0190h: €4 49 42 92 D8 73 ~ 3 AIB'@sBImJ.= i\4
01AOh: 7C BB 20 FA 20 B8 [» 1 ﬁT“.IBgJiﬁAel
UBYTE PubKey[256] 01BOh: 82 D1 F2 5E 78 20 FF C1 57 o oD 53 T8 B0 10 , Mo~ xES 1AW .mS { °F
01COh 85 Ef 49 D3 5E
RIS s (KIS ;M 0 [h] Z{ iﬁM%P@]} B@@yj})
H 01EO0L O actth o l A3 5u x 5 o —

struct RSA_SIGNATURE Signature 01FOh: 92 4C 28 58 1A A7 16 C5 9A BF 11 AF  'L(x.fs.A3;.
UINT16 KeySize 0200h: FF 24 34 6F 98 CA 0C F4 A8 AF CO BF 8A C8 34 56 y$f19 B.a" ACSE v
0210h: F6 E6 D4 CA 51 11 9A 20 80 9C 57 33 75 77 59 AA  520EQ .& €eW3uwy?
UINT16 Unknown16 0220h: 63 10 55 EO 9F E9 32 BE BA 3A B2 90 D7 62 F1 F4  c.Ua¥é2%°: 2. xbiid
: 0230h: 39 00 71 42 3E 65 FE C1 OA 7D 58 AD 15 B3 C7 34  9.gB>ebh. }X-.3C4
UBYTE Signature[256] 0240h: 3€ 00 00 00/ 00 00 00 00| 00 00 00 00/ 00 00 00 00 | .o vommeeenn..




Boot Guard: Chain of Trust
(" Platform Controller Hub (PCH) )

Management Engine (ME)
T UEFI Firmware Image
Field Programing Fuse (FPF) Key Manifest (KM) \ Initial B°°(t|:|'3°M°')‘ Manifest
hash of root OEM pub key (SHA-ZSGZ,
key manifest security version IBBM security version number
‘ number (SVN) (SVN)

k OEM root pub key
(RSA-2048)

IBBM pub key (RSA-2048)

hash of IBB pub key
(SHA-256) } hash of IBB (SHA-256)
N

RSA signature on KM SVN RSA signature on IBBM SVN
+ +

hash of IBBM pub key hash of IBB




Boot Guard

struct BOOT_POLICY_MANIFEST BPM
struct BOOT_POLICY_MANIFEST_HEADER Hdr

Boot Pollcy Manlfest (

3 > 6 7 g 9 A B C

UBYTE Signature[8]
UBYTE Unknown
UBYTE Unknown2
UBYTE Unknown3
UBYTE Unknown4
UBYTE AcmSvn
UBYTE Unknown5
UINT16 Unknown6
struct IBB_ELEMENT IBBS
UBYTE Signature[8]
UBYTE Unknown
UBYTE Unknowni[2]
UBYTE Unknown2
UINT32 Unknown3
UINT64 Unknown4
UINT64 VidBar
UINT32 Unknown5
UINT32 Unknown6
UINT64 Unknown7[2]
UINT16 Unknown8
struct KEY_HASH IbbHash
UINT32 EntryPoint
struct KEY_HASH SigHash
UBYTE SegmentNum

UBYTE Signature[8]
UBYTE Version

struct RSA_SIGNATURE KeySignature

struct PLATFORM _MANUFACTURER PM
struct BOOT_POLICY_MANIFEST_SIGNATURE BPMS
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File Action Help

Structure Information
Name Action Type Subtype Text A Offset: FBFFE8h
10C22623-DB6F -4721-AA30-4C12AF4230A7 File  PEI module IdeRecovery ?lg_G;iE: 6520F532-2A27-4195-B331-C0B>4683EABA
00026AEB-F334-4C15-A7F0-E1E897ESFES] File PEI module NvmeRecovery A}clfc)r'::LbutES' 38h
89F06049-F297-4436-8540-EOBFOES2B56B F%le PEI module Sd%oRecover‘y . Full size: 8018h (32792)
9B3F28D5-10A6-46C8-BA72-BDA0B847A71A F%le PEI module AmiTcgPlatformPeiA.. Header size: 18h (24)
77D3DC50-D42B-4916-AC80-8FA469035D150 File  Raw Body size: 8000h (32768)
Pad-file File Pad Tail size: oh (@)
6520F532-2A27-4195-B331-CO854683E0BA File Raw State: E8h
8E2958706-D377-4B75-BFDC-9AE2F6DBDE22 File Freeform Header checksum: Doh, valid
5B85965C-455D-4CC6-9C4C-7F@86967D2BO File Freeform Data checksum: AAh, valid
Pad-file File Pad Header memory address: FFFBFFE8h
C30FFF4A-10C6-4COF -A454-FD319BAF6CE6 File Raw Data memory address: FFFCO@00h
Pad-file File Pad Compressed: No
7COAS8F8-2B2B-4027-8F16-F7/D277D58025 File Raw ) Fixed: No
DaA £51 A Cala DaA
Parser FIT Search Builder
Address Size Version Checksum Type Information
1 FIT 000000806h 0106h 0eh FIT Header
2 DPPOVVOOFFE10090 00017400h 0100h 00h Microcode LocalOffset 00000018h, CPUID Q00406E3h, Revision 00000074h, Date ©1052016h
3 OOOOOROOFFE27490 00015000h 0100h 0eh Microcode LocalOffset ©0017418h, CPUID @0@0406E2h, Revision 00000028h, Date ©4152015h
4 000VVRYVFFE3C490 00017400h 0100h eoh Microcode LocalOffset 0002C418h, CPUID QQ0O506E3h, Revision 00000074h, Date ©1052016h
5 000V FFES3890 00012C00h 0100h Microcode LocalOffset 00043818h, CPUID ©00506E2h, Revision 0000002Ch, Date ©7012015h
7 ©00OVVOFFFC9180 0RRV241h ©100h @0h BootGuard Key Manifest
8 O0VVVVVOFFFC8100 00V2DFh ©100h eeh BootGuard Boot Policy




'@'UEFITOOI NE alpha 40 - image.bin

File Action Help

Structure Information
Name // ot 3h
»18C22623-DB6F-4721-AA30-4C12AF423¢ ' 20F>32-2A27-4195-8331-COB>4683E0BA
»00026AEB-F334-4C15-A7FQ-E1E897E9FE // FIT Entry type definitions sh
»89F06049-F297-4436-8540-EOBFIE92BE
] ] ] ] - // 18h (32792)
»9B3F28D5-10A6-46C8-BA72-BDAOB8A7AT 18h (24)
77D3DC50-D42B-4916-AC80-8F469035D1 #define FIT TYPE 00 HEADER Ox0@ oh (32768)
Pad-file — ~ i (@)
6520F532-2A27-4195-B331-CO854683E¢ ##tdefine FIT TYPE ©1 MICROCODE Ox01
»8E295870-D377-4B75-BFDC-9AE 2F6DBDE i - am: Deh, valid
»5B85965C-455D-4CC6-9C4C-7FO86967D:2 #define FIT_TYPE_©2_STARTUP_ACM @x02 : aah, valid
Pad-file - address: FFFBFFE8h
C30FFFAA-10C6-4COF - A454-FD319BAF6( - #define FIT_TYPE_O7_BIOS_STARTUP_MODULE ©X07 idress: FFFCoooeh
Pad-file . bJ
7COA98F8-2B2B-4027-8F16-F7D277D58¢ #define FIT_TYPE_08_TPM_POLICY Ox03
P Eiia #define FIT_TYPE_@9_BIOS_POLICY 0x0e9
Parser FIT Search Builder .
) . #define FIT_TYPE_OA TXT_POLICY OX0A
Address Size  Version - ————— . on
2 0POPPEEOFFE10090 0R017400h 0100h #define FIT_TYPE_OC_BOOT_POLICY_MANIFEST Ox0C ision 000074h, Date ©1052016h
3 D0VEEEVOFFE27490 00015000h 0100h #define FIT TYPE 10 CSE SECURE BOOT Ox1@ <dision 0eewe28h, Date ©4152015h
4 ©PQOOOVOFFE3C490 00017400h 0100h #define FIT TYPE 2D TXTSX POLICY ox2D 1sion 00000074h, Date 01052016h
5 0PPOROOFFE53890 00012C00h 0100h P EOT VGG ST e - ision ©000@2Ch, Date ©7012015h
n
#define FIT_TYPE_7F_SKIP Ox7F

7 O00ORYVOFFFC9180 0RREV241h ©100h

8 VVVVVVOFFFC3100 VYRVV2DFh ©100h

@oh

BootGuard Boot Policy




G Hex view: C30FFF4A-10C6-4COF-A454-FD319BAF6CED

SF S5F 41 43 42 56 5F 5F 10 01 10 060 02 06 20 06 | _ ACBP__...... .
S5F 5F 49 42 42 53 5F 5F 10 00 00 OF 00 80 06 006 | __IBBS_ ........
60 60 D1 FE ©0 00 00 00 00 08 DO FE ©0 ©0 00 00 | ..Np...... 1 OR
80 00 10 00 00 B0 FO 0O 00 00 00 00 01 02 GO GG | ...... e e
80 00 00 0O OF OO OO OO 00 00 00 0O GO GO B0 00 | ........0nnnnunn
80 00 00 G0 00 OO 00 0O 00 OO OO OO OO 0B B0 0B | .......connvnnne
60 00 90 OO OO OO 00 00 00 0B 00V 80 FO FF FF FF | ............ ovvy

OB @0 20 @0 AA 7A 33 7D 93 A7 78 8@ 07 16 7C C2 | .. .2z3} §x ..|A

E6 D8 4D 73 BA 45 3A E6 FB 2PMs2E 1202\ EE . +
Eb ee 20 eolod U e e e &y

: P 01 00 OOJ00 00 00 | ...... | AR

Boot Guard- 20 00 00 ol 00 00 OV i wncaiia i
. FF 8@ SE @3 @@ S5F SF 5@ 4D 53 47 SF 5F 1@ 18 81 |y ~.._ PMSG__

@0 10 90 08 ©1 90 @1 9@ A3 66 ©7 AE C6 94 88 BB | ........ £F.26 »

Initial Boot

D1 @1 92 27 A3 59 @A 93 (6 E3 5E 7A C4 E9 D2 86 | N. '£Y. £3~zA&0
E9 3D 19 3C DE @1 12 A9 29 1B 4F 4F 50 02 57 CA | é=.<P..®).00P.WE
BI k IBB F3 7E 92 12 5B 7F 8D F2 D7 18 F9 ©7 FB A9 B1 9C | 6~ .[l Ox.Uu.0®%
()(: 81 AC 78 (9 9C 1B 24 2C E5 3E D2 4D 96 (C1 E1 15 -pE .%,a>0M A&.
B6 ©F 90 91 68 4F B1 E8 8C 6B 73 CE 6C 94 EF 23 | 9. hOzé ksil i#
CO 9E 70 ©2 6D DB 46 77 59 DC 88 CB AA 93 A3 26 | A p.mUFwYU E2 £&
B9 68 86 5@ 35 96 97 32 2B AD CF 4B A9 E9 4D 21 | *h PS 2+ IK®EéM!
4B CF 24 AF 28 ©2 @1 7A 2F 84 ©7 94 9D 8E 7A 3B | KI$ (..z/ . Z;
29 S8E 1B A8 B4 70 C3 8E 13 29 56 BD C1 OF A8 2E | ) . "pA .)VHKA.~
6A E4 B5 CB E5 84 F2 29 28 7F E3 E6 85 25 098 E4 JauEa o)(laa %.3
C8 A6 74 68 B6 66 @B 19 97 12 F8 DA A9 89 1D 2F | E|th9f.. .pl@ ./
8F F8 82 A3 FC A7 BE 3B 63 24 D2 67 7F 49 45 @2 @.£u8n; chgIIE.
48 83 B1 A9 69 56 55 12 DD 6D 9B C5 13 83 74 @E H.i@iVU.?m e
9C 57 2B 35 86 71 8B BF F8 39 38 7F 61 18 EC 4B N+S q.¢0908] a.ikK
77 17 SE 98 AE 7A @D 5F 14 EC 33 D8 BS 2B De E@ ©z._.180Qu+ba

86 C5 71 @A 12 21 43 EO 14 00 10 00 08 0B 00 @3 Ag 'Ca....:...
E3 B4 D4 70 24 8D 18 CB ©8 56 43 36 D2 21 EA AD | a OpS AE‘VC60!é
E3 B4 A1 9C A4 93 D4 41 D2 B9 68 82 F@ CB Al 92 | 3" u OAO*h dE;

i
9B @F C1 B2 ©A A4 70 @9 BA E7 23 CC 20 16 @D 6A A2 Hp..¢#I ..]




G Hex view:

Boot Guard:

Initial Boot
Block (IBB)

SF
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@140 48
@180 9C
01Ce 77
@100 80
@1E@ E3
@1FQ E3
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SF
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vIntel image Image Intel
CBOFF Descriptor region Region Descriptor
GbE region Region GbE
ME region Region ME
VvBIOS region Region BIOS
EfiFirmwareFileSystem2Guid Volume FFSv2
Padding Padding Empty (OxFF)
4F1C52D3-D824-4D2A-A2F0-EC4BC23C5916 Volume FFSv2
AF| F1 -4501-A730- Al m FF%/Z
v 61C0F511-A691-4F54-974F-B9A42172CES3 Volume FFSv2
AprioriPei File Freeform PEI apriori file
7EB7126D-C45E-4BD@-9357-7F507C5C9CF9 File PEI module RomLayoutPei
PeiCore File PEI core PeiCore
CapsulePei File PEI module CapsulePei
9029F23E-E1EE-40D1-9382-36DD61A63EAA File PEI module NCT6106DPeilnit
PiSmmCommunicationPei File PEI module PiSmmCommunicationPei
91B886FD-2636-4FA8-A4A9-2EBOAF235E09 File PEI module CpuPeiBeforeMem
9962883C-(025-4EBB-B699-4EA4D147C8A8 File PEI module AmiTxtTcgPeim
NBPEI File PEI module NbPei
SBPEI File PEI module SbPei
C7D4BBCF-EBOA-4(91-BD8B-FCAI9F288011 File PEI module AmiTxtPei
ABAEF1F6-F25A-4082-AF39-2229BCF5A6EL File PEI module AmtStatusCodePei
52B3DBA7-9565-48E8-8E13-EC7196721B3C File PEI module PlatformInfoPei
B41956E1-7CA2-42D8-9562-168389F0F066 File PEI module BootGuardPei
C776AEA2-AA27-446E-975B-E@BEA9@78BD9 File PEI module BiosGuardPeiApRecoveryC..
CAC3FB95-33F5-4596-818B-68E024DDB678 File PEI module IsSecRecoveryPEI
TcgPlatformSetupPeiPolicy File PEI module TcgPlatformSetupPeiPolicyj
AmiTcgPlatformPeiBeforeMem File PEI module AmiTcgPlatformPeiBefore..
TcgPeiplatform File PEI module TcgPeiplatform
CRBPEI File PEI module CrbPei
E9DD7F62-25EC-4F9D-A4AB-AAD20BF59A10 File PEI module StatusCodePei
Fid File Freeform
838DCF34-9078-4D55-9A4B-A0EF716785F4 File PEI module NVRAMPei
(€91C3C17-FC74-46E5-BDBE-6F486A5A9F3C File Freeform
RomLayout File Freeform
CapsuleX64 File PEI module CapsuleX64
PcdPeim File PEI module PcdPeim
SgTpvPei File PEI module SgTpvPei
AB499E65-A6F6-48B0-96DB-45C266030D83 File PEI module SiInitPreMem
EEEE611D-F78F-4FB9-B868-55907F169280 File PEI module PlatformInitPreMem
OCAEEBAC-4B(B-43B4-9F05-EQ7523A9FC97 File PEI module AfterMemoryDummyDriver
654FE61A-2EDA-4749-A76A-56ED7ADE1CBE File PEI module CmosPei
E@3E6451-297A-4FE9-B1F7-639870327C52 File PEI module EnhancePeiVariable
1068EQED-5C8E-4724-B011-2C5F95065DF2 File Freeform
CBC91F44-A4BC-4A5B-8696-703451D08053 File Freeform
95(C894B4-DAEC-46E1-8600-3C4C7FC985D6 File PEI module BiosGuardRecovery
PeiRamBoot File PEI module PeiRamBootPei
CpuloPei File PEI module CpuloPei
PcatSingleSegmentPciCfg2Pei File PEI module PcatSingleSegmentPciCfg..
E60A79D5-DC9B-47F1-87D3-51BF697B86121 File PEI module CpuPei
FAF79E9F -4D40-4F02-8AC9-4B5512708F7F File PEI module BiosGuardCpuPolicyOverr..
59ADD62D-A1C0-44C5-A90F -A1168770468C File PEI module PlatformInit
DxeIplPei File PEI module DxeIpl
SAC8@4F2-7D19-5B5C-A22D-FAF4ABFES178 File PEI module AcpiVariableHobOnSmramR...
BD87C542-9CFF-4D4A-AB90-02B6AF986F34 File PEI module PeiOverClock
EFF9400A-AD95-4758-868F -C7AFC313BA72 File PEI module AmiPeiCreateDummyRcHob
299D6F8B-2EC9-4E40-9EC6-DDAA7EBF5FD9 File PEI module SiInit
B1E9E2CA-BO78-4070-BCCD-87449AC7D2A6 File PEI module CpuS3Pei
S3Restore File PEI module S3Resume
9BBABC3A-5186-4B55-89F4-CAFDE613DAB1 File PEI module BootScriptHidePei
TcgPei File PEI module TcgPei
961C19BE-D1AC-4BA7-87AF -4AEGF@IDF2A6 File PEI module TrEEPei
©@D80@39FF-49E9-4C(9-A806-BB7C31B0BCBO File PEI module AmiTpm2@PlatformPei
67451698-1825-4AC5-999D-F350CC7D5D72 File PEI module CryptoPPI
ABA3A962-(591-4701-9D25-73D08226D89DC File PEI module PeiRamBootCacheRdy
39E8CA1A-7A69-4A73-834A-D06381933286 File PEI module UsbPei
BDAD7D1A-4(C48-4C75-B5BC-DOO2D17F6397 File PEI module AhciRecovery
DACF705C-71DF-497D-AABE-10186B2E1DDE File PEI module Recovery
7ECD9C20-68B9-4A6F-B515-D64FF5008109 File PEI module FsRecovery
10C22623-DB6F-4721-AA38-4C12AF4230A7 File PEI module IdeRecovery
00026AEB-F334-4C15-A7F0-E1E897E9FE9L File PEI module NvmeRecovery
89F@6049-F297-4436-8540-EOBFIEI2B56B File PEI module SdioRecovery
AmiTcgPlatformPeiAfterMem File PEI module AmiTcgPlatformPeiAfterMem|
77D3DC50-D42B-4916-AC80-8F469035D150 File Raw
Pad-file File Pad




Boot Guard: Authenticated Code Module (ACM)

struct ACM_HEADER ACM o000n: B — . o . DS | Al
0010h: 86 80 0 EntryPomt 00 20 00 00 02 00 01 00 . .8 . . ..
UINT32 ModuleType 30002h 0020h: 0OS00 0 20 00 00 00 98 05 00 00  vvvuuuuen ... -

08 00 00 00 B1 3B 00 00 0 e EP
UINT32 HeaderType Alh 00 00 00 00 00 00 00 00 8! ACM Header } S

00 00 00 00 00 00 00 00 O wamoivanviopnsivun o SN
UINT32 Unknown[Z] 00 00 00 00 00 00 00 00 40 00 00 00 8F 00 00 00  ........ Brrrn..
UINT32 ModuleVendor 8086h

7 1A €l EZ| A4 57 E7 EC|AA 58 55 72| AE EZ2 BA AB C.AAnWcii®XUr a°«
FC FC 17 BA FB C5 EE D9 71 E1 28 83 AZ 68 F7 EA . *0AiUga (f¢h+é
6E 2C 97 38 F4 93 D7 F5 97 14 4B 1A F3 F1 87 15 n,—8&6x6—. K.ofit.
68 39 78 3C 50 33 92 C9 20 88 F8 9C 75 BD BC 43 h9x<P3'E ~geulsdicC

UINT32 Date 20150624h OE 9B A6 3D EG6 09 D7 C2 CF e I
00DOh: €D A3 13 FO C7 RSA Pub Key [sB p1 D2 DF | f£.8¢am %% -@;NOB
- 00EOh: B4 87 4F 4F C7 4B 64 FA 1E “+00CUAE $@-@Kda.
UINT32 MOdUIeS|Ze ZOOOh 00FOh: 88 AF 63 49 43 98 27~F1 39 24 3F 4B D6 3A E2 97 A*clcf'lﬁ%?m:;—
0100h: E2 35 3A 58 37 FO ED 05 70 1F 05 7E 39 BA F3 BD  45:X78i.p..~9°6%

UINT16 AcmSvn 2h :

0110h: 80 07 F1 Al AD 52 BA E4 09 64 46 5E 1D 04 30 4B  €.i;j-R°a.dF"..0K
120h: 63 22 1D C2 FB 5F D2 A6 2D 2A E7 DB 2F D4 7F 62 c".Aa 0)-*¢0/0.b

0130h: €9 93 F4 90 F5 C7 F4 3E AB C6 B4 5D B2 OE CC 69 EY6.6C0> «k& ] 2. 11

UINT16 Unknownl 1h 110n: gf & o as on §3 90 FD SE BE 45 AF C3 A7 AF 05 15%6?30.3’;:<¢E*A§’.l
0150h: gl iA F1 32 8F 79 CB BD 0C 96 FC EE  .-..2BfA2.yEls. il

UINT32 UnknOWnZ[S] 0160h: RSAEXP |s 51 =8 9a 38 3B B7 9D 71 67 DD .oebzééﬁéé;y; -.q:;z
......................................... ...............................: 0 Oh: E 5 64 90 BE DD 6A 7F A7 F7 5A EE il(’jc°°d."Yj.§%Zi
UINT32 Entrypomt : 3BB1h 0180h: [IOONOONO0 71 B1 6D 6D 75 EA 6D 14 7F 2D 42 90  [Mgtmmuén. .-B.

----------------------------------------------------------------------- : 0190h: DC 1A 21 8B 64 9C 33 FO EF BE 2D 51 49 9B 38 72  U.!<de3di%- QI >8r
2 F8 04 4B DB 09 11 2F 9F 42 22 Qow on oo 4 5. KO...YB].,VEEA

UBYTE Unknown3[64] t:91 87 84 6E 3E 77 99 AC 46 l R 0 #,n>WmaF2B7.«.é0

Iy
N oy O bW
=
2

>
=
=

@
Q
=r

UINT32 KeySize 40h

Co 1L
63 91 31 49 08 1D 43 DA SA Slgnature 15 cV1T..CO-C&ZehB..
97 34 CD 10 D2 56 72 32 e D —A4T.0Vr2fyzg;+e.

=
t

k
—
=

(&
;
=1
=
=
=

F2 38 0D 3B 95 B1 38 38 B2 D1 C4 93 C3 EB 03 49 68 .;++882NANAE. T

01F0h: 65 8C A6 9D 7D DE C9 C8 F9 73 EB 7D 33 GF C6 D2 e®! .} PEEUs &} 3 EO

UINT32 Unknown4 8Fh 0200h: EB 1C 9D BA 00 34 E9 D6 E1 AB 3A 6D 4C 1F 8D E7 &..°.4804«:mL. .¢
0210h: 41 04 A3 3C C9 30 4E B9 86 71 35 8B 9F OE BB 8B A.£<EON'tgb<¥. »<

UBYTE RsaPUbKey[256] 0220h: OB 61 9D C1 33 3D 09 42 OF EF 59 63 A4 A8 C6 AD .a.A3=.B.iYcr E-
0230h: 39 C9 CD D6 81 A6 8B 3C 1C D6 12 45 56 6F 1A AE 9E10. << .0.EV0.®

0240h: AD 64 02 A2 F8 37 EF 71 33 84 30 67 0C A0 AD 1C -d.¢s7193,0g. -.

UINT32 RsaPubExp 11h 0250h: 8A B9 63 B9 23 F7 6A 5E F7 30 ED FO 03 BB 27 35 Sicif=j~+018.»'5
. 0260h: 66 2D 1A 85 07 EC 5C EB 31 DD BA F4 6D FE 2F 6A f—....i\&1Y°86mb/

UBYTE RsaS|g[256] 0270n: 63 F4 9A B6 A2 DE Bl 41 04 65 A7 E2 89 F6 FF TE  cOZI¢DA .eSa%dy~
0280h: 34 49 E7 30/ 00 00 00 00,00 00 00 00/ 00 00 00 00 AT50 . 0 e e e eenn.




Boot Guard: Authenticated Code Module (ACM)
> ACM is x86 (32-bit) code developed by Intel

> ACM executes in AC-RAM (Cache-as-RAM or NEM)

> ACM has CPU and Chipset specifics

> ACM verifies Key Manifest (KEYM) + IBB (IBBM)

c:\Users\matrosov\Desktop\cpu_rec-1.0\cpu_rec-1.0>python cpu_rec.py -v BootGuard_ ACM.bin
INFO : Default set of size 11 is read; 8 different CPUs known

INFO : ... MarkovCrossEntropy[2-grams;A] done in 1.294800s

INFO : ... MarkovCrossEntropy[3-grams;A] done in 1.796000s

BootGuard_ACM.bin full (exseee) X86
INFO : ... window size ©x80@ done in ©.340000s
chunk(ex4cee;19) X86




Boot Guar

> ACM 1s X

> ACM exec

> ACM has

> ACM veri

%} Load a new file

Load file ...\Desktop\BHUS\BG_ACM\2014_File_Raw_6520F532_2A27_4195_B331_C0854683E0BA_body.bin as

Boot Guard ACM module [acm_loader.py]
Binary file

Processor type

MetaPC (disassemble all opcodes) [metapc]

Analysis

Enabled
Indicator enabled

Loading segment 0x00000000

Loading offset  0x00000000

Options

Loading options [ ] Load resources
Fill segment gaps
Create segments [ ] Manual load
Create FLAT group

Load as code segment

oK Cancel

Help

X

v Set
Kernel options 1 Kernel options 2

Processor options

Rename DLL entries

Create imports segment

» (ACM)
/ Intel

or NEM)

3B (IBBM)

c:\Users\matrosov\Desktop\cpu_rec-1.0\cpu_rec-1.0>python cpu_rec.py -v BootGuard_ ACM.bin

INFO
INFO
INFO

BootGuard_ACM.bin

INFO
chunk(ex4cee;19)

Default set of size 11 is read; 8 different
MarkovCrossEntropy[2-grams;A] done in 1.
MarkovCrossEntropy[3-grams;A] done in 1.796©0@s

CPUs known
2948080s

window size @x800 done in ©.340000s

X86

full (exseee)

X86



Boot Guard: Authenticated Code Module (ACM)

entry_point
ax,
55,
es,
fs,
gs,
esp, ebp
esp, 1000h
eax, ebp
eax, 4C8h
fuword ptr [eax]
ebp
boot_guard
ebx, eax
edx, 0
eax, 3

. -

loc_3BEG:
ebp
ebp, esp
dword ptr [ebp+14h], O

eax, [ebp+8]
. short loc_3C06
. ecx, [ebpt10h]

ecx, eax

e =

loc_3BFT:
dl, [ecxteax]
dword ptr [ebp+14h]
[eax], dl
eax
dword ptr [ebp+14h], O
short loc_3BFT

. ‘ N

loc_3C06:
ebp

entry_point_1
entry_point_1:




Boot Guard: Authenticated Code Module (ACM)

entry_point
ax, d

M
sub_ 5842

rFEE " "R "R
get_key_manifest get_ibb_manifest sub_505D sub_5678

R
hntrg_pninﬂ

.
boot_gquard

=R M
sub_ 34TE platform_init




Boot Guar‘d ACM BinDiff: Haswell vs Skylake

[‘D[?ﬂﬂm @l?\‘ﬂ H(‘J W]




00003C7A sub_3CTA

Drimeary

S S S S —

o o

00003C7A
00003CB8
00003CBA
00003CBC
00003CBF
00003cc2
00003CC5

Y
00003C7A  sub 3C7A
00003CCE push bl 0x64
00003CDO push bl 0
00003CD2 push bl 0xl6
00003CD4 push bl 0
00003CD6  call 0x2CAS
00003CDB add esp, bl 0x10
00003CDE  test eax, 0x80000
00003CE3 ] 0x3CB8
00003C7A  sub_3C7A
pause 00003CES rdtsc
rdtsc 00003CE7T  mov ss:[ebpt+var 81, eax
mov ss: (ebptvar 8, eax 00003CEA  mov ss: [ebp+var 4], edx
mov ss: [ebptvar 4], edx 00003CED  mov edi, ss:[ebptarg 0
cmp ss: [ebptvar 4], edi 00003CF0 MovzZy eax, b2 ds:ledi+0x1F44
0x3D13 00003CF7 push bl 0
00003CF9  cdg
00003CFA  push ebx
00003CFB push edx
00003CFC push eax
00003CFD call 0x4DEOQ
00003002  mov ecx, eax
00003D04  add ecx, ss:|[ebptvar 8
00003D07 mov esi, edx
00003D09 ade esi, ss:[ebptvar 4
00003D0C mov ebx, O0xFED40000
00003D11  jmp 0x3D30

Y

00003C7A  sub_3C7A
00003CC? jb

0x3CCE

00003C7A
00003cCCe cmp
0ooo3cce ja

sub_3C7A

ss: [ebptvar 8], esi

0x3D13

e e e e o — — — — — — — — — — — — — — — — — — — — — —— —— —— —— —— —— — — — — — — — — —

—— e — — — — — — — — — — — — — — — — — — — — ————— ———— —— —— ———— — — —— ———————————

———————————————

¥

00003C7A  sub_3C7A

00003CEA  add esp, bl 0x10
00003CED  test ebx, eax
00003CEF 0x3CC7

00003C7A
00003cc?
00003cCY
00003CCE  mov ss:[ebp+var 8!, eax
00003CCE  mov ss: [ebp+var_41, edx
00003cD1 cmp ss: [ebptvar_4], edi
00003CD4 j 0x3D23

00003C7A
00003CF1
00003CF3
00003CF6
00003CF9
00003CFC
00003D03
00003D05
00003D06
00003D0B
00003D0C
00003D0D
00003D12
00003D14
00003D17
00003D19
00003D1C
00003D21

Y

00003C7A  sub_3C7A

00003CD6 jb 0x3CDD

00003c7a  sub_3C7A
00003CD8 cmp ss: [ebptvar 8], esi
00003CDB ja 0x3D23

00003C7A
00003CDD push bl 0x64
00003CDF push bl 0
00003CE1 push bl 0x16
00003CE3 push bl 0
00003CE5 0x2CAS

ss: [ebptvar 8], eax
ss: [ebptvar 4], edx
ebx, ss:[ebptarg 0
eax, b2 ds:|[ebx+0x1F44
bl 0

0x7530

edx

eax

0x4DF0

ecx, eax

ecx, ss:lebptvar 8
esi, edx

esi, ss:[ebptvar 4
edi, OxFED40000
0x3D40

'sub_3CTA 0D0003C7A

SECOndary



Boot Guard ACM BinDiff: Broadwell vs Skylake

Similarity Confic Chan¢ EA Primary

[RVV]

1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
0.99
0.99
0.99
0.98
0.96
0.96
0.96
0.93
0.93
0.91
0.91
0.87
0.62
0.50
045
042
0.40
033
0.28
0.23

LV

0.98

vuuvor im

——————— 00000045

------- 000001CE
------- 000001E7

——————— 00000200
——————— 00000229
——————— 00000F8B
——————— 00001603

——————— 0000165A
——————— 00001B63
——————— 00001BD9
——————— 00001FC2
------- 000023A2
------- 00002C36
------- 00002CB2
——————— 0000405D
——————— 00000A04
——————— 00000A39
——————— 00000FF3

——————— 00002055

——————— 00004019
——————— 0000409A
——————— 0000410A
-1-JE-- 000002FC
-1--E-- 00004892
=lle==== 00002078
=== 000041C8
GI-JE-- 00002F60

Gl--E... 00002486
Gl-J-... 000028F7

Gl--E... 00002DFA
-1--E-- 000033A0
Gl--E... 000031E2

Gl--E... 00004112
Gl-J--- 00003DCE
Gl--E... 00003D08
Gl--E... 000045BB
-1--E-- 00002CFA
Gl--E... 00004411

Gl--E... 0000453C
Gl--E... 00004699
Gl--E... 00002024
Gl--E... 00004922

Name Primary

EIVIVSN VY

sub_45
sub_1CE
sub_1E7
sub_200
sub_229
sub_F8B
sub_1603
sub_165A
sub_1B63
sub_1BD9
sub_1FC2
sub_23A2
sub_2C36
sub_2CB2
sub_405D
sub_A04
sub_A39
sub_FF3
sub_2055
sub_4019
sub_409A
sub_410A
sub_2FC
sub_4892
sub_2078
sub_41C8
sub_2F60
sub_2486
sub_28F7
sub_2DFA
sub_33A0
sub_31E2
sub_4112
sub_3DCE
sub_3D08
sub_45BB
sub_2CFA
sub_4411
sub_453C
sub_4699
sub_2024
sub_4922

GI--E... 00004BAD
Gl--E... 00003D66
Gl--E... 00003CD3
Gl--E... 0000484D
GI--E... 00002BC2

sub_4BAD
sub_3D66
sub_3CD3
sub_484D
sub 2BC2



Boot Guar‘d ACM BinDiff: Broadwell vs Skylake

mmmmm




Boot Guard BIOS Components (AMI)

> PEI
» BootGuardPei [B41956E1-7CA2-42db-9562-168389FOF066 ]

» SMM
» VerifyFwBootGuard [EE89F590-A816-4ac5-B3A9-1BC759B12439]

> DXE
» BootGuardDxe [1DB43EC9-DF5F-4cf5-AAFO-OE85DB4E149A]



BootGuardPei Validation Flow

EFI_STATUSBootGuardPei(EFI_PEI SERVICES **PeiServices, VOID *Ppi)
{

Status = GetBootMode ();
if ( EFI_ERROR( Status ) ) {
return Status;

if ( (BootMode == BOOT_IN_RECOVERY_MODE) || (BootMode == BOOT_ON_FLASH UPDATE) || BootMode == BOOT_ON_S3 RESUME) {
return Status;

BootGuardVerifyTransitionPEItoDXEFlag = 9;

CalculateSha256(BootGuardHashKeySegment®);
CalculateSha256(CurrentBootGuardHashKey®);

if ( !MemCmp(BootGuardHashKeySegment®, CurrentBootGuardHashKey®, 32) ) {
BootGuardVerifyTransitionPEItoDXEFlag = 1;

} else {
BootGuardVerifyTransitionPEItoDXEFlag = 9;
return EFI_SUCCESS;

if ( !((BootGuardHashKeySegmentl == 8) {
CalculateSha256 (BootGuardHashKeySegmentl);
CalculateSha256 (CurrentBootGuardHashKeyl);

if ( !MemCmp(BootGuardHashKeySegmentl, CurrentBootGuardHashKeyl, 32) ) {
BootGuardVerifyTransitionPEItoDXEFlag = 1;

} else {
BootGuardVerifyTransitionPEItoDXEFlag = 0;
return EFI_SUCCESS;

return Status;
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Boot Guard: struct BOOT_GUARD_MAIN_HASH_KEY HK |

PEI FV HASH
-

UINT32 SegmentSize1
e




wintel image Image Intel

Descriptor region Region Descriptor
GRE region Region GbE
ME region Region ME

“BIOS region Region BIOS
efiFirmwarerilesystem2Guid Volume  FRSW2
Padding Padding Empty (8xFF)
AF1C52D3-D824-4D2A-A2F@- EC40C23C5916 Volume FFSv2

AFDD39F1-1907 -4 Volume

FFSv2

PeifprioriFilemameGuid File Freeform PEL apriori file
JEE71260-CASE-4BDA- 9357 - 7FSAT7CSCACFD File PET module RomLayoutPel 5 1De Bes 3
PeiCore File PEI core PeiCare
CapsulePei File PEI module CapsulePel
0829F23C-C1EE-48D1-9382- 36DDELAGIEAN File PEI module NCTE1eEDPeilnit
PismmCommunicationPei File PEL module PFismmCommunicationPei I'-‘ E
Q1EERG6FD-2636-4AFAR- AAAD- DEAA4F235FA9 File PET module CpupeiBeforeren -' E BB B B E EEEEBEEREEB
| 99628830 -CA25-4FBE-BE9D-4EAMNTA7CBAR File PET module AmiTxtTegPein = o >
(Ol 7506086 -035A- 44D5- A5A- ACDSAAZTFOE2 File  PEI module hbPei O Z—-—0C" e ﬂ[ . . ( .0 @
C1FBDE24 - 27EA-48DL- AME-SACIDCSCTERD File PEI module SbPei = = - L
(Ol C7D4BBCF - EBOA-4C91-BDEB- FLAS9F286811 File PEL module AmiTxtPei ]’J & l Qg‘ < )
= AGAEF1FG-F25A-4082 - AF39-2220BCFSAGEL File PET module AmtstatusCodePei = y A =
52B3DBAT -9565-48E8-8E12-ECT196721B3C File PET module PlatformInfoPel o %
]—\: B41956F1-7CA2-42D6-9562 - 168 389FOFBEG File PET module BootGuardPei - = ¥ y 5 & = E)A - _E: - M
E C77BAEA2-AA27 -A46E- 9756 - EBBEASAT BBDY File PEI module BiosGuardPeifpRecoveryCapsule (‘ '? ] ~ ~ (‘4
of CAC3FBOG-33F5-4596- 818B- 68EG24DDBETE File PEI module LssecRecoveryPEL r
el GFFO0AS 3 -@430- 4765 - A040- FO7 7FEDE 2ERL File PET medule TegPlatformsetupPeiPolicy vl >>V ! (‘)F) 6 (‘) c. "’Me 1
E9312938-E56B-4614-A252-CF7D2F377E26 File PEI module Al TegPlatfornPelBeforeMen [ B ‘e O
2 6B844C56-6675-42CA-8ESE- 108244126596 File PEI module TegPeiplatform Z B]’é¥ * - e ]:) o - ¥ y \ [
‘AD1ED2F7 - [92B-4562-59200-5C82EC917EAE File PEI module CrhPei
E9DD7FE2 - 25EC-AFSD- AAB- AAD2GBF55A10 File PEI module StatusCodePel
FF0103A2-99F7 -4208- BLED - BEA1D402A332 File Freefarm
B83BDCF34-9076-4055-9A46-ABEF7167B5F 4 File PET module MVRAMPel
(9103017 -FC74-46E5-BDBE - 6F48GASASF3C File Freeform
BDCATO3A-EASE-42D8-BD7E-DCTFEE4E38CL File Freeform
CapsuleXad File PEL module CapsuleXbd
° PcdPeim File PEI module PedPeim
BE2DAFG3-BALF -4826- ABI9-DE2DTFAGESEC File PET module SpETpvPel
° S ru c ABA9SESS -AGFE-48B0-96DE-45C 266030083 File PEI module SiInitPreMem
EEEES11D-F78F-AFB2-BBGE-55907F 165288 File PEI module platformInitPrefem
ACAEEBAC - ABCB- 4384 - SFA5- EB7L23A8FCS T File PEL module AfterMemoryOummyDriver
GSAFEG1A-2EDA-A749- A76A - SEED7ADE1CBE File PEI module omosPei
ER3IEG451-297A-4FE-B1FT-639B70327C52 Flle PET module ErhancePelvarlable
1868EBED-5C8E-4724- 6011~ 2C5F958550F2 File Freeform
CBLO1FA44 - ABC-AASE-B696-783451DEER53 File Freeform
95C8%9484 -DAEC-46EL- 8609- 3CACTFCOB50DE File PEI module 8ioseuardRecovery
—_— BEEFD150- FC55-4A821- BA4E - 7BAAB0F 70850 File PET module PeiRamBoatPei
CpuToPel File PET module CpuToPel
PeatsingleSegmentPciCfg2pPei File PEI module PeatsingleSegmentPciCfg2Pel
E6@ATID5-DC9B-47F1-8703-51BF6%7B6121 File PEI module CpuPei
FAF7SESF -AD40-AF@2 - BACS-4B5L1278BF7F File PEI module 8iosGuardCpuPolicyOverride
SYANDG20-ALCE-44C5- A9EF - A1168 7704680 File PEI module Platforminit
DxeTpl File PET module DxeIpl
SACBA4F2-7019-5B5C-A22D-FAFAABFESLTS File PEI module AcpivariableHobOnsmramReservedob
BDB7C542 -SCFF-4044- ABSA-02B6AF98EF 34 File PEI module PeilverClock
EFFO400A-ADA5-A75B- 808F - CPAFCI13BATZ File PEI module AmiPeiCreateDummyRcHob
29UD6FEE - 2ECD-4E48- 9ECH - DDAATEBFSFDD File PEI module SiInit
R1F9F2CA-BE7B-4878- BOCD-B7 449407 D2AG File PET module Ccpus3pel
EFD&E52CC-QESD-40F0-96Ca- EOBCR308T7EFT File PEI module S2Resume
OBBAGC3A-5186-4B55-80F4 - CAFDEGL3DABL File PEI module BootScriptHidePed
3A598508E -93@A- 4095 - ABR - 2E6CFOFFBA31 File PEL module TegPei
961C198E -D1AC-ABAT - 87AF - AAEBFBODF 246 File PEI module TrEEPei
BD8@39FF -49E2-40C9-ABRG- BE7C31B0BCES File PET module AmiTpm2aprlat formpel
67451698-1825-4AC5-9930-F358CCTD5072 File PEI module CryptoPPT
ABAZADG2-C591-47@1-9D25-73Da226D89DC File PEI module PeiRamBootCacheRdy
39LBCALA-TAED-AAT1-834A-DBEIB1033 2686 File PEI module UsbPei
BDADTD1A - 4CAE-AC75- BSBC-DBA2D1TFE397 File PET module AhciRecavery
DACF7@5C-71DF -4970- AARE - 181 R6B2F 1DDE File PET module Recovery
7JECDSC28-6889-4A6F -B515-D64FF5BEE109 File PEI module FsRecovery
18022623 -DBSF-4721-AA30-4C12AFA238AT File PEI module IdeRecovery
BEEZEAEE-F334-4C15-A7Fa-E1EB97ESFESL File PEI module NvmeRecovery
BOFBGEEA9 - F297-4436- 8548 - EEBFIE92B568 File PEL module sdioRecovery
9B3F28D5-10A6-46CR-BAT2-BDAGRRATAT 1A File PET module i TegPLat FormPel Afterten
77D3DC59-D426-4916-ACED- BF469@35D158 File Raw
Pad-file File Pad
652BF532-2427-4195-B331-Ca854683E80A File Raw
BE2958/8 D377 4B75 BFDC- GAE2F&DB0E22 File Freeform
SBESI650-4550-4006- 2040 - 7TFABGIOTN2RBA File Freeform
Pad-file File Pad
C30FFF4A-18C6-4C@F -A454-FD319BAFECES File Raw
Pad-file File Pad
JCOASEFE-2B2B-4627- 8F16-F/D277D58825 File Raw
Pad-file File Pad
D1ESSF58-E8C3-4545-BF61-11F082233097 File Raw
~hon-empty pad-Tile File Pad
Free space Free spa.




VerifyFwBootGuard SMM Validation Flow

(Intel ME communications over HECI)

» Find and Verify ACM
> Verify ACM SVN

» Find and Verify Key Manifest (KM)
> Verify KM SVN

» Find and Verify Boot Policy Manifest (BPM)
> Verify BPM SVN

» If something wrong return EFI_SECURITY_VIOLATION



BootGuardDxe Validation Flow

EFI_STATUS BootGuardDxe(EFI_HANDLE ImageHandle, EFI SYSTEM TABLE *SystemTable)
{

if ( BootGuardSupported() == FALSE ) {
return EFI_SUCCESS;

}

BootMode = GetBootMode();
if ( (BootMode == BOOT_IN_RECOVERY MODE) || (BootMode == BOOT_ON_FLASH_UPDATE) ) {
return EFI_SUCCESS;

}

{
< one more 0-day bug?

return EFI_SUCCESS;



BootGuardDxe Validation Flow

EFI_STATUS BootGuardDxe(EFI_HANDLE ImageHandle, EFI SYSTEM TABLE *SystemTable)
{

if ( BootGuardSupported() == FALSE ) {
return EFI_SUCCESS;

\g\"’

if ( T IN_RECOVERY_MODE) || (BootMode == BOOT _ON_FLASH_UPDATE) ) {
EFI _SUCCESS;

3’

if ( BootGuardVerifyTransitionPEItoDXEFlag == 90 ) |{
BootGuardRegisterCallBack();

} < one more 0-day bug?

return EFI_SUCCESS;



Target Platform

» Gigabyte (GB-BSi7HA-6500)
v Intel 6th generation Core i7 CPU (Skylake) with vPro
v Intel Boot Guard - ENABLED
v' Intel BIOS Guard - NOT ENABLED

> Vulnerabilities

v’ Host Write/Read Access to ME (CVE-2017-11314)
v Intel Boot Guard Configuration not Locked (CVE-2017-11313)



Intel(R) MEInfo Version: 9.1.20.1828

Copyright(C) 2885 - 2814, Intel Corporation. All rights reserved.

GBE Region does not exist.
Intel(R) Manageability and Security Application code versions:

BEIOS Version: il
MEEx Version: 16.6.6.8887
Gbe Version: Unknown
VendorID: 2886
PCH Version: =
Fld UEPSi?H: 9'1'26'?935}€b:D Group ID BXFaC
LMS UETSlDﬂ: . Not Availabl| cpcon ports None
MEI Driver Version: 11.8.8.1157 cr ports Mone
OEM Public Key Hash FPF Mot set
Fld Capahili:ies: 8x4918196C 0OEM Public Key Hash ME EE7DESSFE8B18F541F0467089E8AdABIEEEABE259284CCA2CADTCEASAFIBAT 260
ACM SVMN FPF B2
Intel(R) Small Business Technology - PRESENT/EMIKM SVN FPF B8
Intel{R) Anti-Theft Technology - PRESENT/ENABLEIESMM 5VN FPF Bxa
Intel(R) Capability Licensing Service - PRESENT|GUC Encryption Key FPF Not set
Protect Audio Video Path - PRESENT/ENABLED GuC Encryption Key ME BBEEE0386866808886660686808606668680866688880806608888080668888808668
Intel(R) Dynamic Application Loader - PRESENT/E!
Service Advertisement & Discovery - PRESENT/ENAL FEF HE
~ . Force Boot Guard ACHM Mot set Enabled
L5: Disabled Protect BIOS Environment Not set Enabled
Last ME reset reason: Power up CPU Debugging Not set Enabled
Local FuUpdate: Enabled BSP Initialization Not set Enabled
BIOS Config Lock: Enabled Measured Boot Not set Enabled
Host Read Access to ME: Enabled Verified Boot Mot set Enabled
HJost _Write Access to ME: Enabled Key Manifest ID Not set ax1
SPI Flash ID #1: C22618 Enforcement Policy Mot set Bx3
SPI Flash ID VSCC #1: 28452845 PTT Mot set Enabled
SPI Flash BIOS VSCC: 28452845 EK Revoke 5tate Not Revoked
EIOS boot State: Post Boot PTT RTC Clear Detection FPF . Not set
OEM Id: 88066008 - 0066 - 08606 - BEE6 - BBE00000868608 U 4 =
Capability Licensing Service: Enabled
oEM Tag: exoe0000e not Locked (CVE-2017-11313)
Slot 1 Board Manufacturer: Unused
Slot 2 System Assembler: Unused
Slot 3 Reserved: Unused
M3 Autotest: Disabled
Localized Language: English

Independent Firmware Recovery: Enabled



OEM Public Key Hash EE 7D Bo 9F 8B 18 F3 41 Fo 46 ...

MEI Driver Version:

FW Capabilities:

Small Busin v nﬂﬂ+ n I I : FH rﬂ “Fi

Anti-Theft

' 18F541F6467 BAAAE ABE259284CC4A2CADTCEAZAFIBATY 260

Hoe6ae0680000008000000000000000000000000000000800800088

ME

Enabled
Enabled
Enabled
Enabled
Enabled

(R 8 Parameter  Value

SPI Flash I

Enabled

Key Manifest ID Ox0001
BIOS boot !
OEM Id:

PR rrweme | £00t Guard Profile Configuration  Boot Guard Profile 5 - FVME [

DEM Tag:

El'f'f 1 Board [-1.::4r'|IJ'I:.:'4-:::Jr"E CPL DEhLIEIEIiﬂEI Enabled

(CVE-2017-11313)

em Assembler:

Disabled
English
VEPY Enabled



Vertical Markets

- School

- University computer labs
- Libraries

copy from

Gigabyte
official

website

Powerful Commercial Applications
- Factory testing machine

- Bank ATM system

- Gaming equipment

- Vending machine

- Security system




Five steps to bypass Boot Guard

1) Modify UEFI firmware update image with rootkit/implant
or
Disable Intel Boot Guard

2) Initial Boot Block (IBB)
v’ Recalculate signature on 2048-bit RSA key pair for IBB
v’ Modify IBB manifest inside UEFI firmware update file
v’ Recalculate signature for IBB manifest with different 2048-bit RSA key pair

3) Modify Root Key manifest
v Recalculate SHA256 hash of the public key from Root Key Manifest

4) Modify ME region with new key (CVE-2017-11314)

v Modify Boot Guard configuration with active verified boot policy

5) Lock Boot Guard configuration with by FPF (CVE-2017-11313)



Boot Guard: Chain of Trust

Firmware

UEFI Firmware Image

Key Manifest (KM) \ Initial Boot Block Manifest
(IBBM)

hash of root OEM pub key (SHA-256)

number (SVN) (SVN)

j
hash of IBB pub key
(SHA-256) } hash of IBB (SHA-256)
___J
N

ﬁ
{ IBBM pub key (RSA-2048)
__

RSA signature on KM SVN RSA signature on IBBM SVN
+ +

hash of IBBM pub key hash of IBB

k
key manifest security versionJ IBBM security version number

K OEM root pub key
(RSA-2048)




Intel Statement

“Intel provides a 6th and 7th generation Core Platforms
Secure Configuration Specification, which covers how to
securely configure the platform. Additionally, Intel makes
available a utility that our ecosystem partners can use to
test and identify potential configuration issues.”




Gigabyte Statement

“For FPF issue, we discuss with internal the BIOS don’t
need any update but we will add ME Lock tool to our

production process soon, the new production ship will
include ME Lock.”



Intel BIOS Guard



Intel BIOS Guard

» Armoring SPI Flash access

v Access controlled by BIOS Guard ACM
v Attack Surface = Firmware

> BIOS update authentication

v' Root of Trust = Hardware -> Trusted Platform Module (TPM)
v Attack Surface = Firmware

> Verified Boot -»> since 2013

v Root of Trust = Hardware -> Field Programming Fuse (FPF)->Locked
v Attack Surface = Firmware + Hardware



Demystifying Intel BIOS Guard

{6} OEM signed E BIOS Guard runs in i SMM Based
Py . . Updated Trust Boundary

updated package AC-RAM for this function

———————————————————————— View early BIOS All BIOS until

SMM SMM lockdown

i Enable-able only i
< by BIOS Guard :

BIOS Guard L
. enforced by HW
update agent [ S }{ ________

eleq 1M

Flash control | |
hardware :

BIOS Guard Based
Updated Trust Boundary

View early BIOS BIOS Guard
module

http://www.intel.com/content/dam/www/public/us/en/documents/white-papers/security-technologies-4th-gen-core-retail-paper.pdf



http://www.intel.com/content/dam/www/public/us/en/documents/white-papers/security-technologies-4th-gen-core-retail-paper.pdf

Boot Guard BIOS Components (AMI)

> PEI
» BiosGuardPeiApRecoveryCapsule
[C776AEA2-AA27-446e-975B-EOBEA9O78BD9 |
» BiosGuardRecovery [95C894B4-DAEC-46E1-8600-3C4C7FC985D6 ]
» BiosGuardCpuPolicyOverride [FAF79E9SF-4D40-4F02-8AC9-4B5512708F7F ]

»> SMM
» BiosGuardSmm [44FE©7D3-C312-4ad4-B892-269ABO69C8E1 ]
» BiosGuardServices [6D4BAAOB-F431-4370-AF19-99D6209239F6 ]

> DXE
» BiosGuardDxe [6D1D13B3-8874-4e92-AED5-22FC7C4F7391]
» BiosGuardNvs [17565311-4B71-4340-88AA-DCO9F4422E53A]



Boot Guard BIOS Components (AMI)

> PEI

» BiosGuardPeiApRecoveryCapsule - AMI Capsule Update Validation
» BiosGuardRecovery - Recovery Update Image parser
» BiosGuardCpuPolicyOverride

v Find Public Key

v' Find and Load BIOS Guard ACM

» SMM
» BiosGuardSmm - Recovery SMI Handlers

> DXE

» BiosGuardDxe - Recovery helper for update process
v UEFI variable cleanup

» BiosGuardNvs - ACPI helper for update process
v' AMI Capsule validation



BIOS Guard Commands (AMI)

> PEI

BG_READ

BG_WRITE
BG_ERASE
BG_WRITE_ENABLE
BG_WRITE_DISABLE

VV V VYV

> SMM
> BG_READ
> BG_WRITE
> BG_ERASE



All the stuff will be released on public

save the link:

https://github.com/REhints/BlackHat 2015



Thank you for your attention!

Alex Matrosov
@matrosov



