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UEFI  Rootkit  Infection  





Firmware  Rootkits  Infection

§ Stage	
  1	
  (User-­‐Mode):
ü Client-­‐Side	
  Exploit	
  drop	
  installer	
  (1)
ü Installer	
  Elevate	
  Privileges	
  to	
  System

§ Stage	
  2	
  (Kernel-­‐Mode):
ü Bypass	
  Code	
  Signing	
  Policies
ü Install	
  Kernel-­‐Mode	
  Payload	
  (2)

§ Stage	
  3	
  (System	
  Management	
  Mode):
ü Execute	
  SMM	
  exploit
ü Elevate	
  Privileges	
  to	
  SMM
ü Execute	
  SMM	
  Payload	
  (3)

§ Stage	
  4	
  (SPI	
  Flash):	
  
ü Bypass	
  Flash	
  Write	
  Protection
ü Install	
  Rootkit	
  into	
  Firmware



Recent  Vulns For  Persistent  Infection  

Ø SMI  Handlers(always  an  issue)  – memory  corruption  
vulnerabilities  can  lead  arbitrary  SMM  code  execution.  

Ø S3BootScript(VU	
  #976132)  -­‐ arbitrary  modification  of  platform  
firmware.  Allows  attacker  arbitrarily  read/write  to  the  SMRAM  
region.

Ø ThinkPwn(LEN-­‐8324)  – arbitrary  SMM  code  execution  exploit  for  
multiple  BIOS  vendors.  Allows  attacker  to  disable  flash  write  
protection  and  modify  platform  firmware

Ø Aptiocalypsis(INTEL-­‐SA-­‐00057)  -­‐ arbitrary  SMM  code  execution  
exploit  for  AMI  Aptio based  firmware.  Allows  attacker  to  
disable  flash  write  protection  and  modify  platform  firmware



BIOS  Rootkits  In-­‐The-­‐Wild





HakingTeam Vector-­‐EDK  



Hacking  Team  UEFI  Implant

Ø First* discovery	
  of	
  	
  non-­‐PoC UEFI	
  Rootkit/Implant

Ø Persistent	
  copy	
  of	
  malicious	
  agent	
  inside	
  SPI	
  flash

Ø Infect	
  OS	
  from	
  UEFI	
  firmware

http://www.intelsecurity.com/advanced-­‐threat-­‐research/content/data/HT-­‐UEFI-­‐rootkit.html



Hacking  Team  UEFI  Implant  :  
Modules

rkloader

• DXE	
  module
• bootkit trigger	
  

fsbg

• UEFI	
  application
• main	
  bootkit
functionality

ntfs
• DXE	
  module
• NTFS	
  driver



HT  UEFI  Implant:  How  It  Works

RkLoader is  
executed  at  
DXE  phase  by  

Firmware

• Load  and  execute  main  
bootkit module  fsbg

Application  
fsbg is  
executed

• Initialize  NTFS protocol  by  
loading  NTFS driver

Drop  malware  
onto  NTFS  
volume

• Application  fsbg
installs  malware  
onto  NTFS  volume



HT  Implant  Deployment

• Via	
  	
  	
  exploitation	
  	
  	
  of	
  	
  	
  firmware	
  	
  	
  vulnerability







DEITYBOUNCE



Ø Only	
  Snowden-­‐leaked	
  
documentation	
  is	
  available	
  for	
  
analysis	
  

Ø Safe	
  to	
  assume	
  that	
  servers	
  use	
  
legacy	
  BIOS1

1.	
  http://resources.infosecinstitute.com/nsa-­‐bios-­‐backdoor-­‐god-­‐mode-­‐malware-­‐deitybounce/



DEITYBOUNCE  Workflow

Computer	
  Firmware	
  
(BIOS)

ARKSTREAM DEITYBOUNCE

SMRAM

Malicious	
  SMI	
  handler

System	
  Initialization

Execute	
  OS	
  bootloader

OS	
  Kernel	
  is	
  initialized

Patch	
  OS	
  kernel/
Inject	
  malicious	
  module



BANANABALLOT  and  JETPLOW  
(Equation  Group)









Vault7:  DerStarke



DerStarke Implant

Ø As  infection  method  used  DarkDream (S3BootScript  exploit  
VU#976132)  which  is  patched  in  2015

Ø Can	
  hook  firmware  update  process  on-­‐the-­‐fly  to  keep  
malicious  code  active  after  firmware  update

Ø According  to  leaked  information  it  is  focused  on  attacks  
against  Apple  hardware

Ø Contains  UEFI  BIOS  components  to  perform  its  activities



DerStarke Components

Ø Loader  (L.efi)  -­‐ main  loader  module  that  delivers/cleans  
implant  components  on/from  OS    

Ø VerboseInstaller (VI.efi)  -­‐ DXE  application  that  is  
responsible  for  writing  DXE/PEI  drivers  to  firmware  image  
or  recovery  partitions  onto  SPI  image

Ø AppInstaller (AI.efi)  -­‐ DXE  application  that  uses  
DarkDream exploit  to  execute  VerboseInstaller



DerStarke Components
Ø S3Sleep  (S.efi)  -­‐ DXE  driver  with  DarkDream exploit

Ø PeiUnlock (PU.efi)  -­‐ PEI  driver  that  keeps  SPI  flash  
unlocked

Ø PeiLoader (PL.efi)  -­‐ PEI  driver  used  to  hook  firmware  
updates

Ø DxeInjector (DI.efi)  -­‐ DXE  driver  that  is  used  by  
PeiLoader to  inject  the  old  implants  from  firmware  image  
into  the  new  update  capsule

Ø FwUpdate (FW.efi)  -­‐ DXE  driver  for  remote  update  of  Loader  
and  PeiLoader into  SPI  flash



Computrace/LoJack



Computrace/LoJack

Ø Legitimate  application  that  provides  anti-­‐theft  
protection

Ø Implements  implant  functionality  to  “persist”  on  
the  system

Ø Contains  UEFI  BIOS  components  to  perform  its  
activities
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Computrace/LoJack:  OS  Components

Computrace	
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Install	
  Computrace	
  
Agent	
  Service
	
  (rpcnetp.exe)



Computrace/LoJack Layout



ComputraceAgentInstaller

ComputraceAgentInstaller uses  two  methods  to  inject  Computrace
Agent  into  the  OS:

Ø Legacy:  replace  AUTOCHK.EXE  system  file  with  the  Agent
ü AUTOCHK.EXE  is  a  legitimate  system  application  (not  signed)

Ø Modern:  via  ACPI  Windows  Binary  Platform  Table  (WBPT)*

ü WBPT  is  an  ACPI  table  that  is  used  by  firmware  to  pass  an  executable  to  OS  for  execution
ü WBPT  is  available  since  Windows  8
ü The  executable  is  run  in  the  context  of  Smss.exe  process
ü The  executable  needs  to  have  a  proper  digital  signature

*  Alex  Ionescu,  ACPI  5.0  Rootkit  Attacks  “Againts”  Windows  8  //  http://alex-­‐ionescu.com/Publications/SyScan/syscan2012.pdf  



ComputraceAgentInstaller:  Replacing  AUTHOCK.EXE

Ø Implements  custom  NTFS  parsing  functionality  to  
install  the  “agent”  onto  NTFS  volumes



ComputraceAgentInstaller Using  WBPT

Ø Installs  WBPT  ACPI  Configuration  Table

Agent	
  Image
Original	
  

ACPI	
  RSDT
Table

Original	
  
ACPI	
  XSDT
Table

New	
  ACPI	
  
WBPT
Table

BootServices-­‐>InstallConfigurationTable

EFI_ACPI_TABLE_PROTOCOL-­‐>InstallAcpiTable

Agent	
  
UEFI	
  Shell	
  
Arguments



LenovoComputraceSmiServices

LenovoSecuritySmiDispatcher LenovoMailBoxSmm

UEFI	
  Firmware

LenovoSecurityConfig LenovoHiddenSetting

Load	
  Cofniguration	
  
Variables

Register	
  
Dispatch	
  Routines

NVRAM

Locate	
  Protocol

SMM

ComputraceSmiServices:  Components



ComputraceSmiServices:  Initialization



ComputraceSmiServices:  
Register  Callbacks



UEFI  Ransomware  Story





Disclosure  Timeline
(CLVA-­‐2016-­‐12-­‐001/002)

ü Discovery  Date:  2016-­‐12-­‐15
ü Gigabyte  Notification  Date:  2017-­‐01-­‐03
ü CERT/CC  Contact  Date:  2017-­‐01-­‐17
ü CERT/CC  Acknowledgement  (VU#507496)  Date:  2017-­‐01-­‐20
ü Disclosure  Notification  Date:  2017-­‐01-­‐26
ü AMI  Contact  Date:  2017-­‐02-­‐10
ü AMI  Response  Date:  2017-­‐02-­‐20
ü Disclosure  Revised  Date:  2017-­‐03-­‐06
ü CERT/CC  Acknowledged  Revised  Disclosure  Date:  2017-­‐03-­‐07
ü Gigabyte  Working  on  the  Patch:  2017-­‐03-­‐21
ü Public  Disclosure  Date:  2017-­‐03-­‐31

https://github.com/CylanceVulnResearch/disclosures



Target  Platform

Ø Gigabyte  (GB-­‐BSi7HA-­‐6500)
ü Intel  6th  generation  Core  i7  CPU  (Skylake)
ü BIOS  Lock  (BLE)  – ENABLED  (not  enabled  by  default)

Ø MS  Windows  10  Enterprise
ü All  latest  updates  installed
ü Virtualization  Based  Security  (VBS)  -­‐ ENABLED
ü Device  Guard  -­‐ ENABLED
ü Secure  Boot  – ENABLED  (OS  +  BIOS)







Why  so  vulnerable?

Ø BIOS	
  LOCK	
  (BLE)	
  not	
  enabled	
  
(CLVA-­‐2016-­‐12-­‐001/CVE-­‐2017-­‐3197)

ü Attacker  is  able  to  modify  BIOSWE  bit
ü Attacker  can  arbitrary  write  to  SPI  flash  from  OS

Ø FW  update  process  don’t  verify  signature
ü Attacker  is  able  to  abuse  BIOS  updater  with  signed  driver

Ø SmiFlash Handler  multiple  vulns
(CLVA-­‐2016-­‐12-­‐002/CVE-­‐2017-­‐3198)

ü Attacker  can  elevate  privileges  to  SMM  (ring  -­‐2)





important.doc	
  file	
  
with	
  embedded	
  

powershell dropper

Custom	
  BIOS	
  updater	
  
(flasher.exe)	
  runs	
  BIOS	
  

update	
  process	
  

powershell dropper	
  
<rnd>.ps1	
  downloads	
  

BIOS	
  updater	
  

Remote  Installation  Persistent  
UEFI  Ransomware

Signed	
  Driver	
  maps	
  
update	
  image	
  	
  and	
  

calls	
  SmiFlash handler	
  

SmiFlash DXE	
  writes	
  
the	
  update	
  image	
  to	
  

SPI

Malicious	
  update	
  is	
  
installed	
  and	
  system	
  

reboots	
  



Firmware	
  Rootkit
§ Stage	
  1:

ü Client-­‐Side	
  Exploit	
  drop	
  installer	
  (1)
ü Installer	
  Elevate	
  Privileges	
  to	
  System

§ Stage	
  2:
ü Bypass	
  Code	
  Signing	
  Policies
ü Install	
  Kernel-­‐Mode	
  Payload	
  (2)

§ Stage	
  3:
ü Execute	
  SMM	
  exploit
ü Elevate	
  Privileges	
  to	
  SMM
ü Execute	
  Payload	
  (3)

§ Stage	
  4:	
  
ü Bypass	
  Flash	
  Write	
  Protection
ü Install	
  Rootkit	
  into	
  Firmware	
  



DEMO  TIME





How  does  attack  work  without  
physical  access?

ü The  BIOS  update  is  not  authenticated  (inside  BIOS)  

→  can  accept  malicious  BIOS  image

ü The  BIOS  update  software  (flasher.exe)  does  not  authenticate  

updates  

→ can  install  malicious  update

ü The  BIOS  update  software  uses  digitally  signed  kernel  mode  

driver  with  unverified  caller  

→  can  deliver  malicious  update



BIOS  Update  Process  Issues

No	
  updates	
  
verification	
  on	
  
target	
  platform	
  

https://firmware.intel.com/sites/default/files/SF11_EFIS002_100.pdf



Gigabyte  SMIFlashHandler Issue  
(CLVA-­‐2016-­‐12-­‐002)  

Ø SMIFLASH  HANDLERS  (SMiFlash.efi)
ü ENABLE            0x20
ü READ                0x21
ü ERASE              0x22
ü WRITE              0x23
ü DISABLE          0x24
ü GET_INFO        0x25

Ø No  checks  for  the  input  pointers
SmmIsBufferOutsideSmmValid()



MS  Device  Guard  bypass  
from  UEFI  

(CVE-­‐2016-­‐8222)



CVE-­‐2016-­‐8222  (LEN-­‐8327):
Device  Guard  protection  bypass  

“A  vulnerability  has  been  identified  in  a  signed  kernel  
driver  for  the  BIOS  of  some  ThinkPad  systems  that  can  allow  
an  attacker  with  Windows  administrator-­‐level  privileges  to  
call  System  Management  Mode  (SMM)  services.  This  could  lead  
to  a  denial  of  service  attack  or  allow  certain  BIOS  
variables  or  settings  to  be  altered  (such  as  boot  
sequence).  The  setting  or  changing  of  BIOS  passwords  is  not  
affected  by  this  vulnerability.”

https://support.lenovo.com/us/ru/solutions/len_8327









LenovoDeviceGuardDxe



LenovoDeviceGuardDxe



Ø VARIBLE  NAME:  LenovoSecurityConfig
Ø GUID:  A2C1808F-­‐0D4F-­‐4CC9-­‐A619-­‐D1E641D39D49
Ø Attributes:  

ü NV – stored  in  non-­‐volatile  memory  (NVRAM)
ü BS – BOOTSERVICE  ACCESS
ü RT – RUNTIME  ACCESS  
ü AWS – AUTHENTICATED  WRITE  ACCESS

LenovoSecurityConfig
(T-­‐540p  without  DXE)



Ø VARIBLE  NAME:  LenovoSecurityConfig
Ø GUID:  2A4DC6B7-­‐41F5-­‐45DD-­‐B46F-­‐2DD334C1CF65
Ø Attributes:  NV+BS+RT+AWS

LenovoSecurityConfig
(P50  with  DXE)





BIOS  Update  with  Device  Guard



Forensic Approaches  





SMM  Memory  Forensics

https://github.com/Cr4sh/smram_parse/blob/master/smram_parse.py

Ø Diff  original  and  infected  SMRAM  to  hunt  for  malicious  SMI  
ü Parse  EFI_SMM_SYSTEM_TABLE to  get  SMM  memory  layout  
ü Find  all  SMI  handlers  based  on  DATABASE_RECORD signature

Ø Also  another  useful  information  can  be  extracted  from  SMRAM:
ü List  of  SMM  drivers
ü List  of  SMM  Protocols  

Ø Kudos  to  Cr4sh  for  SMRAM  forensic  parser



How  to  dump  SPI  Flash?



SPI  Flash  – Reading  from  OS

• SPI  Controller
• Get  SPI  Base  Address  Register  (refer  to  
ICH/PCH  documentation)  -­‐-­‐ SPIBAR

• Memory-­‐mapped  SPI  Registers
• SPIBAR  +  0x04:  HSFS  – Status  Register
• SPIBAR  +  0x06:  HSFC  – Control  Register
• SPIBAR  +  0x08:  FADDR  – Address  Register
• SPIBAR  +  0x10:  FDATAX  – Data  Registers

Get	
  platform
PCH/ICH	
  

configuration

Get	
  Root	
  
Complex	
  

Block	
  Address

Get	
  SPIBAR	
  
value



SPI  Flash  – Reading  from  OS

Reader SPI	
  Controller
Write	
  start	
  address	
  to	
  FADDR

Write	
  size	
  of	
  data	
  to	
  read	
  to	
  HSFC

Write	
  read	
  command	
  to	
  HSFC

Set	
  FGO	
  (0x0001)	
  bit	
  in	
  HSFC

Read	
  data	
  from	
  FDATAX	
  registers

Wait	
  for	
  SPI	
  read	
  cycle	
  
completion

FDBC

FGOFCYCLE

FSM
IE

FDBC

FGOFCYCLE

FSM
IE

FDBC

FGOFCYCLE

FSM
IE

Flash	
  Linear	
  AddressFADDR:

HSFC:

HSFC:

HSFC:

...

FDONE
FCERR
AEL
BERASE

SCIPHSFS:

DATAFDATAX:



SPI  Flash  – Anti-­‐Forensics

Flash	
  SPI	
  SMI#	
  Enable	
  (FSMIE)	
  — R/W.	
  When	
  set	
  to	
  1,	
  the	
  SPI	
  asserts	
  
an	
  SMI#	
  request	
  whenever	
  the	
  Flash	
  Cycle	
  Done	
  (FDONE)	
  bit	
  is	
  1.

FDBC

FGOFCYCLE

FSM
IEHSFC:



SPI  Flash  – Anti-­‐Forensics

Reader SPI	
  Controller

Write	
  start	
  address	
  to	
  FADDR

Write	
  size	
  of	
  data	
  to	
  read	
  to	
  HSFC

Write	
  read	
  command	
  to	
  HSFC

Set	
  FGO	
  (0x0001)	
  bit	
  in	
  HSFC

Read	
  data	
  from	
  FDATAX	
  registers

Wait	
  for	
  SPI	
  read	
  cycle	
  
completion

Attacker

Once	
  FDONE	
  is	
  set	
  to	
  1	
  SMI	
  is	
  triggered

Write	
  fake	
  data	
  to	
  FDATAX	
  registers

Set	
  FSMIE	
  bit	
  to	
  1	
  in	
  HSFC





How  to  dump  BIOS?



Intel  Virtual  Platform

• Perfect	
  simulation	
  of	
  hardware

• Boot	
  after	
  power	
  on,	
  sleep	
  and	
  hibernate

• Dump	
  SMRAM,	
  memory	
  map	
  and	
  other	
  parameters

• Disassembling	
  

• Dynamic	
  check	
  of	
  accesses	
  out	
  of	
  allowable	
  memory	
  regions	
  and	
  SMRAM	
  call-­‐outs



Minnowboard Max

http://wiki.minnowboard.org/





Intel	
  	
  XDP	
  Hardware	
  Debuggers



A  few  words  about  
UEFI  Firmware  Mitigations





Intel  Boot  Guard  Technology  

Ø Intel  Boot  Guard  – authenticated  code  module  ACM-­‐based  
secure  boot  (verified  boot)  that’s  verifies  a  known  and  
trusted  BIOS  is  booting  the  platform

Ø Protect  Secure  Boot  Root  of  Trust  from  firmware-­‐based  
attacks  

CPU  reset  -­‐>  bootrom -­‐>  ACM  -­‐>  initial  boot  block  -­‐>  BIOS  -­‐>  boot  loader  -­‐>  OS



Intel  Boot  Guard  Technology  

https://firmware.intel.com/sites/default/files/STTS003%20-­‐%20SF15_STTS003_100f.pdf



Intel  Boot  Guard  Technology  

http://vzimmer.blogspot.com/2013/09/where-­‐do-­‐i-­‐sign-­‐up.html



Intel	
  BIOS	
  Guard	
  Technology	
  

Ø BIOS  Guard  – hardware-­‐assisted  authentication  and  protection  
against  BIOS  recovery  attacks

Ø BIOS  Guard  can  reduces  SMI  handler  attack  surface  because  of  one  
signed  and  authenticated  code  module  (ACM)

Ø BIOS  Guard  module  is  authenticated  code  module  (ACM)  executing  in  
internal  processor  (isolated  CPU)  before  letting  the  machine  boot

Ø With  active  BIOS  Guard  only  guarded  module  is  able  to  modify  SPI  
flash  memory

Ø BIOS  Guard  can  be  useful  protection  from  persistent  rootkit  
infection



Intel  BIOS  Guard  Technology  

http://www.intel.com/content/dam/www/public/us/en/documents/white-­‐papers/security-­‐technologies-­‐4th-­‐gen-­‐core-­‐retail-­‐paper.pdf



Windows  SMM  Security  Mitigation  
Table  (WSMT)

https://msdn.microsoft.com/en-­‐us/windows/hardware/drivers/bringup/acpi-­‐system-­‐description-­‐tables#wsmt







Thank you for your attention!

Alex	
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