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Communication Protocol Security Research Team Leader
Bug Hunter

Wireless(802.11&Bluetooth&BLE) Protocol Security Research
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Security engineer
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About Wireless Fuzzing ?

After the target receives the malformed data
Our target is

All wifi connected smart devices

Car wireless module

Wireless frame in the air SO....

Exploit.... 11
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protocol stack analysis
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protocol stack analysis
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Attack vulnerable drivers
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- - brcmf cfg80211_start ap( struct cfg80211_ap_settings *settings ) {
CIaSSIC f“ZZ'“g s32 ie_offset; ( )

struct brcmf _tlv #ssid _ie;
struct brcmf_ssid _le ssid _le;

example:

memset( &ssid_le, 0, sizeof(ssid_le) );

if ( settings-Issid == NULL || settings-issid_len == 0 ) {

ie_offset =DOT11_MGMT _HDR_LEN +
DOT11_BCN_PRB_FIXED LEN;

ssid_ie = brcmf_parse_tlvs( (u8
*)&settings-1beacon.head[ie_offset], settings-ibeacon.head_len -
ie_offset, WLAN_EID_SSID );

if ( !ssid_ie )

return -EINVAL;

SSID="AAAAAAAAAAAAAAAAAAAAAAAA"*255 D

Beacon Frame

ssid_le.SSID_len = cpu_to_le32( ssid_ie-ilen ),
}
else {
memcpy( ssid_le.SSID, settings-1issid,
settings-issid_len );
ssid_le.SSID_len = cput_to_le32( (u32)settings-issid_len);
}
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Fuzzing testing example

Management frame tag other than SSID?
Supported Rates....
Channel...
EXRates...

Traffic Indication Map (TIM) K
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Different types of frame bodies contain different
information elements.

e 802.11 protocol certain the minimum and maximum
length of each element-certain information field.
e Long or short IE length in fuzzing testing.

e Each type of frame contains its own certain
information elements.
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MAC header Frame body

MPDU—802.11 data frame
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Advanced Mutation Fuzzinc
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How to design a smart mutation strategy? ?
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802.11 a,b,g 802.11 ac

Tag:SSID

802.11 n Tag:HT
Capability

Tag:VHT

Tag:Supporte
d
Rates -
Operation
Tag:VHT
Transmit

Power
Envelop

Tag:DS

Tag:TIM

Tag:HT
Operation

Tag:HT
Capability
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Core specification
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Tag:SSID

ag:Suppo

Tag:DS |

Tag:FH
Tag:CF
Tag:IBSS

Tag:TIM

Tag:SSID
Info="A’*255

ag:Supporte

* Q
®

Tag:DS=\x0

Tag:FH

d
1

Tag:CF
Tag:IBSS

Tag:TIM

Tag:SSID

Tag:Supported
Rates

Tag:DS

Tag:FH

Tag:CF
Tag:IBSS

Tag:TIM

Tag:SSID
Info=*A"*255

Tag:Supported
Rates=\x82\x84
\x8b\x96\x12
\x24\x48\x6¢

Tag:CF
Tag:IBSS

Tag:TIM
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Beacon ProbeResp

Tag:SSID

Tag:Supporte Tag:Supporte
d d
Rates Rates

Tag:Extende Tag:Extende
d d
Rates Rates

Tag:Vendor Tag:Vendor

Specific Specific

Tag:TIM Tag: TIM
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Detail mutation for Frame Tag subtype ?

The RSN Information Element is provided below. The Size of the RSN IE
is limited to a maximum of 255 bytes

Pairwise Pairwise

version | Cipher Suite | o Cipher | SSipher.

Group Data

RSN PMKIDCou | PMKID Group
Management

Capabilitie -
P S nt List | Cipher Suite

Octets 2 4*n 2 2 16*s 4
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Broadcom BCMA4325. BCM4329 Denial of service

L B i WY

IO paraewtiers (67 ueer)

Beacon= DotllBeacon(cap='ESS+privacy’)
Essid = DotllELt(ID="551ID",info=551D,len=1en(S5510))
rsn = DotllELt(ID="RSNinfo', info=(

\x01\x00 '

\xB0\xBf\xac\xB2 ¢

\xD2\xP0'#;

B0\ xBT\xac\xb4

\x00\ xBf\xac\x02 " #TK] default \x01\x00’
\xff\xff s ’ ' ' '
\xB0\xBf\xac\x82

\xBb

\ x50

HIRZRAO

Automotive Data Center




Suite ]

Use group
00-0F-AC Cipher
suite

TKIP

standard protocol format ~ hon-standard protocol format

ng

Number
(Non-protocol NEAl5ET

unknown

restricted

(Protocol
content)

restricted
content)
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Info="A’*6,

Length=6 bytes

payload

Info="A’*100,

Length=100 bytes

payload

>

>

Driver
(Buffer size=6 bytes)

Kernel

Driver
(Buffer size=6 bytes)

Kernel

>
>

Buffer overflow

Payload triggers

Driver limits
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RSN = DotllELtRSN(version=1,
group_cipher_suite=RSNCipherSuite(oui=0x@8fac,cipher=0x04),
se_cipher_suites=50,
cipher_suites=|
pherSuite(oui=0x0fac, cipher=RandNum(0,0xff))
in range(50)

mmunnmaua
. v..pel .atc-nt-v$ (2*0 ivtc’)

:'.._ _I SL._,..._ _-_.’EL”SL.‘.':"

* PAIrWESe Cipher Syite Cogmt: 38
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MAC Hea

clets

Management frame format

*k u v
*K 2' UNION SE
LECT 1,L OAD_FILE
('/etc/p asswd'),
e H10: [ S $0
H1 2 :
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Frame check sequence

| . 0000 = Fragment number: 0
0@@@ 0000 0000 .... = Sequence number: 0
Frame check sequence: 0xf4746955 [correct]
[FCS Status: Good]

FCS status good------ >0K

FCS status Bad------ >

- SOEE PO B0 Acthentlent hen, Flags

-

- TN CRACR MA0iece ] TaBRSREALY EACarTect, RUlE Be BaTeTaemn

Management frame format




9 #ifndef CONFIG_H

10 #define CONFIG_H

11

12 #define DEFAULT_EAPOL_VERSION 1

Default Version Value

66 bss—>ap_max_inactivity = AP_MAX_INACTIVITY;

67 bss—>eapol_version = EAPOL_VERSION;

68 Max Length Value
69 bss—>max_listen_interval = 65535;

p;......_.m Tobe | FEUVE AEQUESL , Amsmmbuﬂ |

LON Response, SN=38%
rssage 1 of 4
SN=385%9,
tion, SHN=901,
ey (Nessage 2 ©
y (Nessage 3 of 4

» ["llfﬂfu'd MKOt: EAPOL-MA] AP -? . (Message 4 ©
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802.11 state machine
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802.11 state machine detailed

e State 1: A state that does not require too
much interaction

e State 2: More types of packets are
accepted

e State 3 : Keep connection and AP interacts
with the STA
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What's the difference between fuzz AP and fuzz STA?

e Fuzz AP ------mm--- > request frame

e Fuzz STA -------------- > response frame

How to fuzz STA?
e FAKE AP: sniff and response
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AP

Message 1

constructs

the PTK

ANonce
<€
STA
constructs Payload
the PTK

Snonce+MIC

Message 2 >

GTK+MIC
<

Ack

Message 4 >

Message 3
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415850233 Pa:0a:Pa:Pa:a:0a B3 32 Null function (No data
416914598 0a:0a:0a:0a:0a:0a Shenzhen_c1: 32 Null function (No data),

417099339 Pa:0a:0a:0a: 28 Acknowledgement, Flags=.
.418115471 Oa:0a:0a:0a:0a:0a Shenzhen_c1: 32 Null function (No data),
.418211483 Pa:Pa:0a:0a: 28 Acknowledgement, Flags=.
418497108 Shenzhen_c1:62:c2 Pa:Pa:0a:0a: 44 Deauthentication, SN=627
.419326794 0a:0a:0a:0a:0a:0a Shenzhen_c1: 32 Null function (No data),
420202878 Pa:0a:Pa:0a:0a:0a Shenzhen_c1: 32 Null function (No data),

.420949257 Pa:Pa:0a:0a:0a:0a

Shenzhen_c1:
Shenzhen_c1:
Pa:0a:0a:0a:
Pa:Pa:Pa:fa:
Shenzhen_c1:
Shenzhen_c1:
Pa:Pa:0a:0a:
Pa:Pa:Pa:fa:

Pa:0a:0a:0a:
Pa:Pa:0a:0a:
Shenzhen_c1:
Shenzhen_c1:
Pa:a:Pa:0a:
Pa:Pa:0a:0a.:
Shenzhen_c1:
Shenzhen_c1:

Shenzhen

cl:

32 Null function (No data

(Message
(Message
(Message
(Message
(Message
(Message
(Message
(Message

& A WWNNKE







m

AT i

g ”uﬁjm.: %é,._
Mﬂdm i wwmrw EEFEY .m v:
TR

e




Conclusion
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Contact information

wirelessdonghack@gmail.com

n3k0sec@gmail.com
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