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About Wireless Fuzzing ?
• After the target receives the malformed data......

• Our target is  Phone , Wireless adapter , Smart Devices , IOT Devices...

•  All wifi connected smart devices

• OverFlow ?  Crash ?  Denial of service ?

• Car wireless module

• Wireless frame in the air  SO....

• Exploit....RCE！！！！

                       



    protocol stack analysis 



     protocol stack analysis 







  Attack vulnerable drivers 



Classic fuzzing

example:

  brcmf_cfg80211_start_ap(   struct cfg80211_ap_settings *settings ) {
               s32  ie_offset;
               struct brcmf_tlv *ssid_ie;
               struct brcmf_ssid_le ssid_le;

               memset( &ssid_le, 0, sizeof(ssid_le) );

               if  ( settings->ssid == NULL || settings->ssid_len == 0 ) {
                        ie_offset = DOT11_MGMT_HDR_LEN +
DOT11_BCN_PRB_FIXED_LEN;
                        ssid_ie = brcmf_parse_tlvs( (u8
*)&settings->beacon.head[ie_offset], settings->beacon.head_len -
ie_offset, WLAN_EID_SSID );
                       if ( !ssid_ie )
                              return -EINVAL;

                      memcpy( ssid_le.SSID, ssid_ie->data,
ssid_ie->len );   //overflow here.
                      ssid_le.SSID_len = cpu_to_le32( ssid_ie->len );
               }
               else {
                      memcpy( ssid_le.SSID, settings->ssid,
settings->ssid_len );
                      ssid_le.SSID_len = cput_to_le32( (u32)settings->ssid_len);
               }
               ...
      });
               }

               ...
      }



Fuzzing testing example

• Management frame tag other than SSID?

• Supported  Rates....

• Channel...
 
• EXRates...

• Traffic Indication Map (TIM)



Different types of frame bodies contain different 
information elements.

• 802.11 protocol certain the minimum and maximum 
length of each element-certain information field.

•  Long or short IE length in fuzzing testing.

• Each type of frame contains its own certain 
information elements.



●  The maximum 802.11 MTU 
is 2304 bytes!!!

 MTU + MAC Header + Encryption 
Header

θ WEP : 2304 + 34 + 8 = 2346 bytes
θ WPA (TKIP) : 2304 + 34 + 20 = 2358 
bytes
θ WPA2 (CCMP) : 2304 + 34 + 16 = 
2354 bytes
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  Advanced Mutation Fuzzing 



How to design a smart mutation strategy?？ 



802.11 a,b,g

802.11 n

802.11 ac



Core specification



Classic  Fuzzing Smart Mutation 



Beacon ProbeResp
.



Detail mutation for Frame Tag subtype？ 

The RSN Information Element is provided below. The Size of the RSN IE 
is limited to a maximum of 255 bytes

Element 
ID length Version

Group Data
Cipher Suite

Pairwise 
Cipher

Suite Count

Pairwise 
Cipher

Suite List

AKM 
Suite
Count

AKM 
Suite
List

RSN
Capabilitie

s
PMKIDCou

nt
PMKID

List
Group

Management
Cipher Suite

Octets 1 1 2 4 2 4 * m

Octets 2 4*n 22 16*s 4



Broadcom  BCM4325、BCM4329 Denial of service 



OUI Suite 
Type Meaning

00-0F-AC 0
Use group

Cipher 
suite

00-0F-AC 2 TKIP

… … …Mutation

standard protocol format non-standard protocol format

OUI Suite Type Meaning

00-00-00 Number
(Non-protocol 

restricted 
content)

unknownFF-FF-FF

…

OUI Suite Type Meani
ng

AAAAAAAAAAA…
Number
(Protocol 
restricted 
content)

unkno
wn

\u0041\u0041\u003
1…

&#65;&#65;&#65…

…



Driver
(Buffer size=6 bytes)

Kernel

Buffer overflowInfo=‘A’*6,
Length=6 bytes

payload

Driver
(Buffer size=6 bytes)

Kernel

Payload triggers
Driver limits

Info=‘A’*100,
Length=100 bytes

payload



Detail mutation





    CVE-2019-12785 
CPU 2 U
SLAB: Unable to allocate memory on node 0 (gfp=0x20)

cache: skbuff_head_cache, object size: 256, order: 0

CPU 2 Unable to handle kernel paging request at virtual address 013a00b0, epc == 
81615270, ra == 81615258nable to handle kernel paging request at virtual address 013a00b0, 
epc == 81615270, ra == 81615258
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    Fcs=binascii.crc32(bytes(data)) & 0xFFFFFFFFL
    Fcs=hex(fcs)[2:].rstrip('L').decode('hex')[::-1]

Frame check sequence
Frame check sequence

FCS status good------>OK

FCS status Bad------>Error
Frame check sequence



Default Version Value

Max Length Value

EAPOL-Type  Mutation 
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802.11 state machine 



802.11 state machine detailed 

• State 1: A state that does not require too 
much interaction

• State 2:  Ｍore types of packets are 
accepted

• State 3：Keep connection and AP interacts 
with the STA



What’s the difference between fuzz AP and fuzz STA?
• Fuzz AP    --------------> request frame

• Fuzz STA  --------------> response frame

How to fuzz STA?
• FAKE AP: sniff and response





Attack
HandShak
e



STA AP

STA 
constructs

the PTK

AP 
constructs

the PTK

ANonce

Payload

Snonce+MIC

GTK+MIC

Ack

Message 3

Message 2

Message 1

Message 4



-



  Demo





    Conclusion 
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