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Make
These

Just Kidding.......




Really | Make This....
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&l iPhone 4 with 4.3.2.lantern

Acquire t Export Inspect Search

Case 11-001
Evidence 001

Info

Device
Contacts

Calls Name Sean Morrissey’'s iPhone

Acquisition Type Device
Voicemail Device Type iPhone 4 (32GB) Black
Model MC319
SM5/MMS Firmware iBoot-1072.61
Serial Number 5SK112M7CA4T
Notes Software Version <37
Phone Number
Calendar uDID
IMEI
Internet IMS|
ICCID
Bluetooth MAC
Wifi MAC

Gmail

Yahoo

Artifacts E-mail Accounts

Skype
Dictionary Applications 0 yahoo.com
Calendar @gmail.com
Maps Calls me.com

Camera s@katanaforensics.com
Voicememos Contacts

Dictionary
Facebook Documents

Locations

Lantern iIOS Forensics Software




But | named it

IN BRIGHTEST DAY,
IN BLACKEST NIGHT

—

COMING SOON
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The First Logo looked
Like This




I0OS Forensics

® What is iOS Forensics?

® How do we handle iOS Devices?
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i P h O n eS ~ iPhone Sales
Worldwide —
B “" — 15000000

Total 35 Million and growing o ’
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Adobe Photosho...
Photography

Documents To G...
Business

- -
HBO

Entertainment

kindle

2

Numbers
Productivity

Standard Clock
Utilities

amazon

Amazon Mobile

Lifestyle

-

Dropbox
Productivity

Hide My Message

Utilities
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List n Do Lite
Productivity

Official Drudge...

News

FREE!

Super Air Hocke...

Games

APP Control Lite

Games

rﬁ*

Evernote
Productivity

Hulu Plus
Entertainment

G

LogMeln Ignition
Productivity

Productivity

Social Networking

f':\
HON

AppShopper

Utilities

- e

F-SIM Space Sh...

Games

&

iBooks
Books

VIDN

MacDailyNews

News

Pandora Radio
Music

Atomic Web Bro...

Productivity

Find My iPhone

Utilities

IMDb Movies & TV

Entertainment

% E
e
Marvel Comics
Books

pTerm - SSH, Tel...
Utilities

Adhbs
0 Piang
Music

P,

9‘ #

Backyard Pilot

Games

Footprints™

Social Networking

iMovie
Photography

Mercury Web Br...

Productivity

Remote
Entertainment

v

Forensic Compu...

Reference

3,

INRIX Traffic - G...

Navigation

MobileMe iDisk
Productivity

Solitaire

Games

Cool Wallpapers...

Entertainment

AJ

FRANCE 24

News

La

iISQL Pro

Reference

Movies by Flixst...

Entertainment

 SoundHound
SoundHound

Music

Crossword Light
Games

Google Earth

Travel
i @ ]

iVerse Comics
Books

NETFLIX

Netflix
Entertainment

Speak it! Text to...

Productivity

Travel

Documents To G...
Productivity

Google Search

Reference

Keynote
Productivity

Netstat

Utilities

Spyglass (AR tra...
Navigation

Zinio Magazine...
News




Handling i10S
Devices

Remove Sim card - Disconnect from
cellular network

Turn off Wifi and Bluetooth
Airplane Mode

No access to GUI - do the above and if
needed use a Faraday Bag also




Airplane Mode
i Wi-Fi

g Personal Hotspot

Notifications

B Location Services

@ Sounds

E Brightness

% Wallpaper







Sean Morrissey’s iPhone
iPhone 4

Located a minute ago

age or E




-ll ATET = 11:44 AM -ll ATET = 11:45 AM

About 1 Minute

Usage 2 Minutes

3 Minutes
MNetwork

4 Minutes
Bluetooth

5 Minutes
Location Services

t Never

Auto-Lock 1 Minute

Passcode Lock Off

Restrictions Off




Backup data

® Historical data from one or more devices

® Syncing certificates [.plist] that can aid in
bypassing passcodes

® \Windows 7:
user/[username]/appdata/roaming/AppleComp
er/Mobile5ync/Backup —r
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10S 2 backups,

0dc926a1810f7aee4e8f38793ed/7887011f93bf9d.mdba
ckup

I0S 3 backups,

0dc926a1810f7aeed4e8f38793ed/788701f93bf9d.mdata
0dc926a1810f7aee4e8f38793ed788701f93bf9d.mdinf
O

10S 4 backups,

UacO26231810f732eedelfR87902ed788701f03bfO0d




In Search Warrants

Don't forget, write so you can grab all the

>
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ICLoud

Data Synced over numerous devices




Logical Analysis




Logical Data &
Extraction

® After the release of the iPhone in 2007,
forensic developers were racing to build
applications to analyze the iDevices




Logical Tools

® Lantern 2.0

®* XRY




Physical Analysis




Physical Tools




L] Thumbs
xms, 1.24 GB available

7 Photo Database

] Thumbs

| F3004_l.ithmb
| F3008_l.ithmb
| F3009_l.ithmb
|1 F3011_l.ithmb

IOS 3 Synced Photos




» F3039_l.ithmb

& F3141_l.ithmb
! s | F3143_Lithmb
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Synced Images




0S 3

Geo Tracking

.| locationd

(][]
3 wif

com.apple....ration.plist ., | Ito2.dat
cache.plist
cells-local.plist
cells.plist
clients-b.plist
h-cells.plist
h-wifis.plist
stats.plist

Geo Data was all in .plist format




v 0

Latitude

Horizontal Accuracy
VericalAccuracy
Longitude

Altitude

Timestamp

RSSI

UMTSNeighbors
v 0
* RSCP
ARFCN
PSC
ECNO

RSCP
ARFCN
PSC
ECNO

< Untitled

36.11805573333333
300.2058267542113
454 2918533352134
-115.1737761333333
B14
256714314.483819
-58

GEO DATA




OS 4 . | consolidated.db
Geo Location

clients.pli
significant.plist




M ™ M = 50Lite Database Browser - /Volumes/Mac Files/Untitled.lantern /Acquisitions/1/Extraction/private /var/mobile/Library/... ©—

B =G e e L e =

i Database Structure | Browse Data | Execute SQL '

Table: |' CellLocation s ] ’: @, :’ ’: New Record :‘ f: Delete Record :‘

MCC LAC Timestamp Latitude Longitude HorizontalAccurz @
158494439|153859.735445 3B.BBB57305 -77.08129543 500.0
160761839)503887.045529| 38.99729001 -76.58929085 500.0
160761842503887.045529) 3B.99759525 -76.5902422 500.0

2036/503887.045529, 3B.97900587, -76.595685 2236.0
159451127503887.045529| 3B.97786432 -76.59514242 2059.0
2033)503887.045529) 3B.98040455) -76.59689146 2803.0
159451121503887.045529, 3B.97991001 -76.59833091 2292.0
159665688/503887.045529| 38.99939197 -76.59843456 1295.0
160774114/503887.045529  3B.9644984 -76.58490574 1699.0
14835303887.045529| 38.96925669 -76.60188108 1108.0
1430303887.045529 3B.95828437 -76.57820677 1693.0
160774642503887.045529) 38.97664427| -76.61203467 2418.0
158808566>03887.045529, 3B.97017753 -76.60790634 1168.0
159463391503887.045529| 3B8.95746797 -76.58152931 1655.0
159463919)503887.045529, 3B.98160874 -76.61495906 2644.0
159463397503887.045529) 3B.95697337 -76.57731842 1738.0
1594613273628519.20973| 38.98343169 -76.5651924 1686.0
160772047|3628519.20973 38.9833917| -76.56602269 1929.0 .
158805961|3628519.20973) 3B.98313194 -76.56661653 895.0
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Today we live in a world of instant gratification,
- where data is streamed instantiously.

| L4




EDITION: US. | intesnat. naL | méxico Signup | Login

Set adition preference

POWERED DY Coosl;

Home Video NewsPuise US. World Politics Justice Entertainment Tech Health Living Travel Opinion IReport Money. Sports.,

Make CNN Your Homepage

When the construction of
a housing development can

rebuild an entire community.
Yemen's Saleh burned on 40%
of body, official says

President Ali Abdullah Saleh was injured in an Rep. Anthony Weiner's poltical future appears unclear as his fellow Democrats
attack and is being treated in Saudi Arabia. It's pursue an ethics probe into whether he used congressional resources to send l Hil Log In or sign up to personalize!

» CLICKTO EX

unclear whether he wil return to Yemen, where explict photos to women online. CNN's Anderson Cooper reports. FULL STORY
fighting continued today. FULL STORY

* What's next: Implosion or tribal bargain? Featured

* Limited options "= | Doubtful future '~

Latest news

* Obama losing chief economic adviser X ! .

+ Economy makes people sick CNNM y 3 Y - Shooting witness alleges police NN

* Libyan TV: State broadcaster bombed Martin: Weiner's lies, Weiner's alleged Navarrette: Welner's misconduct

not tweets, did him in contact speaks up only cholce to resign Sclentist testifies about car trunk NN
odor

Zimbabwe cop Jalled for using LTS
Mugabe's toilet

* Obama to honor Merkel at state dinner

* Witness: Trunk odor result of dead body
* Anthony defense: Food caused odor "=
« Officer jailed for using Mugabe's tcilet

* Witness hid cop-shooting tape in mouth -

* Ford plans 50% production boost - }

Democrats turn up pressure on Himnmn
‘ Weiner

* Arizona wlidfire threatens New Mexico E

* Mistaken ID behind Infant’s death? Tsunami orphans feel  Palin doubles down The hidden cost of
+ European officlals hold E. coll crisis talks forgotten on history flap cybercrime

* Reporter rescues pig near highway "~

* Japan confirms 3 reactors meited down

* Ticker: Palin "best thing,’ says Romney

* Lenny Dykstra faces more charges

* Bruins pound Canucks in Game 3

* Kim Kardashian's pre-nup detalls "=

Explore the news with NewsPulse »

Abblicatio




twitterd

—ollow your interests

Instant updates from your friends, industry experts, favorite
celebrities, and what's happening around the world.

Search Twitter Q

Languages ' English * Franca

About - Help - Blog - Mobile - Status - Jobs - Terms - Privacy es - © 2011 Twitter

Twitter




Email Password

I B

@ Keep me logged in Forgot your password?

facebook

Facebook helps you connect and share Sign Up
with the people in your life. It's free and always will be.

First Name:
Last Name:
Your Email:
Re-enter Email:

New Password:
| am: Select Sex: %

Birthday: Month: % %  VYear: %

Why do | need to provide my birthday?

Create a Page for a celebrity, band or business.

English (US) Espafiol Portugués (Brasil) Francais (France) Deutsch Italiano i fE=7 (i) BAE »

Fac 2011 - English (US) Mobile - Find Friends - Badges - People - Pages - About - Advertising - Create a Page - Developers - Careers - Privacy - Terms - Help

Facebook







Time Is the enemy




Case in Point

°*OJ Simpson Murder Trial

*DNA Evidence Attacked




Validate Your Tools

®One of the most important canon of
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Setup forD




Niche Tools

® Have their place in forensics

® Are more accurate than other tools

~ ® Can adjust to changes quicker

—






The future iIs...

® Smartphones
® Apple iDevices

~ ® Android Devices




Last Man Standing

® Apple -iOS



Sean Morrissey

smorrissey@katanaforensics.com
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