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I  
Make  
These 

 
 
 
 
 

Just Kidding....... 



Really I Make This.... 

Lantern iOS Forensics Software 



But I named it 
after..... 



The First Logo looked 
Like This 



iOS Forensics 

What is iOS Forensics? 

How do we handle iOS Devices? 

How do we examine them? 

How are things changing? 



iOS Forensics 

The Analysis of Apple Mobile Devices 



4GB 32GB 

2007 2010 



2011 

64GB 



iPhones 
Worldwide 

Total 35 Million and growing 



500,000 
Apps 



Handling iOS 
Devices 

Remove Sim card -  Disconnect from 
cellular network 

Turn off Wifi and Bluetooth 

Airplane Mode 

No access to GUI - do the above and if 
needed use a Faraday Bag also 



oops! 









Backup  data  
  
Historical  data  from  one  or  more  devices  

  
Syncing  certificates  [.plist]  that  can  aid  in  
bypassing  passcodes  

  
Windows  7:  
user/[username]/appdata/roaming/AppleComp
uter/MobileSync/Backup  

  
OSX:  private/var/db/lockdown  

 



iOS 2 backups, 
 
 

0dc926a1810f7aee4e8f38793ed788701f93bf9d.mdba
ckup 

 
iOS 3 backups, 

 
0dc926a1810f7aee4e8f38793ed788701f93bf9d.mdata 
0dc926a1810f7aee4e8f38793ed788701f93bf9d.mdinf

o 
 

iOS 4 backups, 
 

0dc926a1810f7aee4e8f38793ed788701f93bf9d 



In Search Warrants 
PCs/Macs  

  



iCLoud 

Data Synced over numerous devices 



Logical Analysis 



Logical Data & 
Extraction 

After the release of the iPhone in 2007, 
forensic developers were racing to build 
applications to analyze the iDevices 



Logical Tools 

Lantern 2.0 

XRY 

Paraben 

Secure View 3 



Physical Analysis 



Physical Tools 

iXAM 

MPE+ 



Images 
iOS 3 



iOS 4 
Synced Images 



iOS 3 
Geo Tracking 





iOS 4 
Geo Location 







Today we live in a world of instant gratification, 
where data is streamed instantiously.  



News 



Twitter 



Facebook 



Case Loads 



Time is the enemy 



Case in Point 
OJ Simpson Murder Trial 

 
DNA Evidence Attacked 

 
Made Huges Waves 

 
Digital OJ..... 

 



Validate Your Tools 

One of  the most important canon of 
forensics 



iSheep 



Setup forDisaster 



Have their place in forensics 

Are more accurate than other tools 

Can adjust to changes quicker 

Easier to validate 

Cost effective 

Niche Tools 



ViaExtract 



The future is... 

Smartphones 

Apple iDevices 

Android Devices 

RIM? 

Windows? 



Last Man Standing 

Apple - iOS 

Google - Android 
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