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The incide book:

For




Andrew Hoog

NowSecure CEO and Co-founder

e Computer scientist & mobile security researcher
e Author of three mobile security books

e Enjoyer of science fiction, running and red wine
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Mobile incident
response challenges



DFIR professionals vs. giants

Mobile defenders have few allies
Apple and Google making strides to make iOS and Android more secure
Restricted platforms amplify attackers’ asymmetric advantage

(Attackers know something their targets don't)



Broad attack surface




DUAL-USE

The challenges of mobile IR
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Building blocks for your
mobile Incident response plan



You need to start somewhere

Identify assets:

Devices

& Select screen lock

Operating systems

00 Swipe
Installed apps Pattern
. Software Fingerprint
SCAN Principle g e | L.
System FONvEE None
Configuration
Apps
Network

Historical data is crucial to response



Your mobile IR “jump bag”

n/ e —
CONTINUAL ACQUISITION FORENSIC
ANALYSIS TOOLS TOOLS ANALYSIS TOOLS
(& more)

See a detailed list at
https://www.nowsecure.com/resources/mobile-incident-response/en/tools/index.html



https://www.nowsecure.com/resources/mobile-incident-response/en/tools/index.html

Phases of incident response

Playbooks

Preparation Identification Eradication Recovery Debrief

Lessons learned

Great reference: Mason Pokladnik’s “Checklist for incident response capability”



https://www.sans.org/reading-room/whitepapers/incident/incident-handling-process-small-medium-businesses-1791

Types of mobile incidents

Incident Type

INTERNAL INVESTIGATION
INSIDER ATTACK
LOST OR STOLEN DEVICE
VULNERABLE OR LEAKY APP
MALICIOUS IMPOSTER APP
DATA BREACH
DEVICE ACTING SUSPICIOUSLY

MALWARE ON DEVICE

Prevalence

Max Impact Risk
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Mobile incident response
playbook



It all began on Saturday, February 13

Here’s the data you might get from an end user

wocoo ATAT F 0557 -
( Wi-Fi freaside

Cancel Certificate Trust

senvers.afyonn.com
Issued by servers.afyonn.com

Forget This Metwork

Hat Trusted IP ADDRESS
Expires 1027THE, 15:24:54
- [ )
Cannot Verify Server Identity Mora Details
Tha identity of “imag.gmail.com™ IP Address 10.1.10.23
cannat be verified by Mail, Review the
cadificate details to continue.
Subnet Mask 2552552550
Cancel Bouter 10.1.10.1
Details DNS 85.25.207.96, 8.8.6.8, 2001:558:lea_..
Continue Search Domains wp.comcast.net
Client 1D
Renew Lease
HTTP PRCIXY
“ HManwal [ Auto |
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Step 1 — Identification

—4, [IDENTIFY e Device Indicators of Compromise (1oCs)
o Battery drain
o Unusual network traffic
o Certificate errors
o Unusual log messages
o Crash reports
e App reputation monitoring

T 1]
EE CONTAIN

® ERADICATE

o Unauthorized use of brand
o Apps connecting to your transactional servers
(A DEBRIEF e User reported

O?O?O



Step 2 — Containment

Once you have identified and logged an

Incident

Gain access to device, If possible

Capture device, OS, and app baseline
Determine if network analysis is appropriate
Isolate the device

o Airplane mode

o Faraday bag

® ERADICATE

o Etc.
(A DEBRIEF Perform full forensic acquisition



Step 3 — Eradication

e Analyze attack artifacts

e Determine if threat can be removed

e Identify all impacted (if malware on app store)
e Remove threat or wipe corporate data

o?o?o

%ﬂ DEBRIEF




Step 4 — Recovery

Mobile recovery typically involves
e Re-provision mobile devices
1] CONTAIN e Ensure attacker didn’t move laterally
e Monitor accounts and systems connected to
® CRADICATE mobile device and impacted user(s)
e Effectiveness of social engineering attacks is
greatly increased

O?O?O

%ﬁ? DEBRIEF



Step 5 — Debriefing

e Team debrief:
o What worked, what can be improved

1] CONTAIN o Policies & procedures changes, user education
e Determine IOCs
® o Attribution
ERADICATE

o Share threat intel data
e Inoculate against future attacks
o Static signatures generally ineffective

o Focus on anomaly detection
o Shared insights and cross-referenceable data



, |
Don’t panic
Andrew Hoog // CEO & Co-founder

NowSecure
ahoog@nowsecure.com
+1.312.878.1100
@ahoog42
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