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whoami

General Forensics Nerd & Mac Fan Girl

Government Contractor in Northern Virginia

• I’m hiring a Mobile Forensic Engineer! Contact me! http://bit.ly/1qGWAmT

Author & Instructor for SANS FOR518 – Mac Forensic Analysis

•www.sans.org/course/mac-forensic-analysis

•August/September – Virginia Beach, VA

•September – Las Vegas, NV

•October – Prague, CZ

Contact Info

• oompa@csh.rit.edu

• @iamevltwin

• mac4n6.com



PATTERN OF LIFE
Application Usage

Device State

Health

Location



INFO & CAVEATS

Jailbroken Device

•Files discussed are not available without root/physical access to the device.

•Except Health databases if backup is encrypted.

•Capture files while screen unlocked. (Some are encrypted when device is locked)

Timestamps - Never Trust Implicitly

•Different Storage Formats

•Some differ from actual event time (Always, always, always test before you report wrong data!)

Data Retention

•Each database/file is different, each table in the database is different

•iOS versions may adjust these.

•Data Retentions in this presentation are what I see in my own data - yours may differ.

Work in Progress

•I reserve the right to change update the details of this presentation to reflect new research.

•Find updated copies of this presentation on mac4n6.com

Test Devices

•iPhone 6 (iOS 9.0.2), Apple Watch 1 (watchOS 2.0)



DATA FILES
FILE PATH & DETAILS

• CoreDuet - /private/var/mobile/Library/CoreDuet/

• coreduetd.db (31 Tables)

• coreduetdClassA.db (31 Tables)

• coreduetdClassD.db (31 Tables)

• Knowledge/knowledgeC.db (5 Tables)

• People/interactionC.db (9 Tables)

• Aggregate Dictionary - /private/var/mobile/Library/AggregateDictionary/

• ADDataStore.sqlitedb ( 4 Tables)

• Battery Life (PowerLog) - /private/var/mobile/Library/BatteryLife/

• CurrentPowerlog.PLSQL (257 Tables)

• Archives/powerlog_YYYY-MM-DD_XXXXXXXX.PLQSQL.gz (Previous ~5 Days)

Note: 

Files highlighted are 

discussed in this 

presentation.



DATA FILES
FILE PATH & DETAILS

• networkd - /private/var/networkd/
• netusage.sqlite (13 Tables)

• Health - /private/var/mobile/Library/Health/
• healthdb.sqlite (11 Tables)
• healthdb_secure.sqlite (16 Tables)

• routined - /private/var/mobile/Library/Caches/com.apple.routined/
• cache_encryptedB.db (5 Tables)
• StateModel1.archive
• StateModel2.archive

• locationd - /private/var/root/Library/Caches/locationd/
• cache_encryptedA.db (79 Tables)
• lockCache_encryptedA.db (51 Tables)
• cache_encryptedB.db (167 Tables)
• cache_encryptedC.db (9 Tables)



APPLICATION USAGE



APP BATTERY USAGE TIME

Seriously, 

wait a few 

minutes



APP USAGE TIME
CurrentPowerlog.PLSQL

Data Retention:

~2 Weeks

(Don’t Forget 

Powerlog Archives!)

Timestamps:

Accurate

Per Day, Per Hour

Timing:

In Seconds



APP USAGE - BY TIME
CurrentPowerlog.PLSQL



APP USAGE -
BY HOUR OR BY APP

CurrentPowerlog.PLSQL



OVERALL
APP SCREEN TIME 

CurrentPowerlog.PLSQL



OVERALL
APP SCREEN TIME 

CurrentPowerlog.PLSQL

Commute



OVERALL
APP SCREEN TIME 

CurrentPowerlog.PLSQL

Commute

Research



OVERALL
APP SCREEN TIME 

CurrentPowerlog.PLSQL

Procrastination

Commute

Research



APP USAGE PLAY-BY-PLAY
CurrentPowerlog.PLSQL

Data Retention:

~1 Day

Timestamp Warning: 

My timestamps were 

off by +9:20 

¯\_(ツ)_/¯

Timing:

In Seconds



DEVICE STATE



DEVICE LOCK STATE
coreduetd.db

Data Retention:
~1 Month

Time Zone:
“ZCREATIONDATE” -

“ZLOCALTIME”

Timestamp Warning: 
Timestamps seem to be 

off ever so slightly. 

(~1m or so)

¯\_(ツ)_/¯

State:
0 = Unlocked

1 = Locked



DEVICE BATTERY LEVEL
CurrentPowerlog.PLSQL

Battery Level:

Every ~20 Seconds

Data Retention:

~2 Days

Timestamp Warning:

Mine were off by about 

+6 minutes

Note:

Level Vs. RawLevel



DEVICE BATTERY LEVEL
CurrentPowerlog.PLSQL



DEVICE BATTERY LEVEL
CurrentPowerlog.PLSQL

Can’t Sleep

On Phone
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Can’t Sleep

On Phone

Morning

Usage

Briefly Plugged 

into Charger



DEVICE BATTERY LEVEL
CurrentPowerlog.PLSQL

Can’t Sleep

On Phone

Morning
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Briefly Plugged 

into Charger

Semi-heavy Usage 

During Day



DEVICE BATTERY LEVEL
CurrentPowerlog.PLSQL

Can’t Sleep

On Phone

Morning

Usage

Briefly Plugged 

into Charger

Semi-heavy Usage 

During Day

Back on the 

Charger



DEVICE PLUGIN STATE
coreduetdClassD.db

Data Retention:

~1 Month

Timestamps:

Accurate

State:

0 = Unplugged

1 = Plugged In

Unplugged from bedside charger

Commute Time - Car Charger

Finally at Work!

Long commute home..

…sometimes it doesn’t take…

…and you get multiple entries.

Made good time home!

Research time!



HEALTH



ACTIVITY CACHE
healthdb_secure.sqlite



ACTIVITY CACHE
healthdb_secure.sqlite

Data Retention:
For All Time

Timestamps:
Accurate



ACTIVITY CACHE
healthdb_secure.sqlite



ACTIVITY “SAMPLES”
healthdb_secure.sqlite

Data Types:
3 = Weight
5 = Heart Rate    

(original_quantity)
7 = Steps
8 = Distance in Meters
9 = Resting Energy
10 = Active Energy
12 = Flights Climbed
20’s ~ 30’s = Nutrition
67 = Weekly Calorie Goal
70= Watch On
75 = Stand (Stood)
76 = Activity
79 = Workout
83 = Some Workouts



LOCATION



FREQUENT LOCATIONS 
(ROUTINED)

• User Viewable (View Yours!):

• Settings -> 

• Privacy -> 

• Location Services -> 

• System Services -> 

• Frequent Locations

• Uses Location Services

• More like “Frequent” and “Recent” 

Locations

• “Frequent” algorithm is unknown



FREQUENT LOCATIONS 
(ROUTINED)

Settings -> Privacy -> Location Services -> System Services -> Frequent Locations



LOCATIONS (ROUTINED)
cache_encryptedB.db

Data Retention:

~1 Days

Timestamps:

Accurate*

GPS Accuracy:

Close, but YMMV



Import Lat/Long into

Google‘My Maps’



FREQUENT LOCATIONS 
StateModel#.archive (1 or 2)

• Contains Historical Data
• Not every location for all time

• Uses algorithm to decide

• NSKeyedArchiver Property List Files
• No immediate context to 

keys/values

• Very manual analysis process. 

• Python Script!
• https://github.com/mac4n6/iOS-

Frequent-Locations-Dumper

• Outputs
• KML 

• CSV

• Textual (Example Next Slide)

https://github.com/mac4n6/iOS-Frequent-Locations-Dumper


FREQUENT LOCATIONS 
StateModel#.archive (1 or 2)



CELL LOCATIONS 
cache_encryptedA.db

lockCache_encryptedA.db
Data Retention:

~1 Week

(Varies Per Table)

Timestamps:

Accurate*

GPS Accuracy:

Within General Area 

(See Next Slide)

Many Other Tables:

• CDMA

• SCDMA

• LTE

• WIFI

• “Indoor”

• Application/“WTW”



CELL LOCATIONS 
cache_encryptedA.db

Yellow Point:

My Actual Location

Red Points:

“LTE Cell Locations”

Warning:

Locations are in 

general area, NOT 

exact area



WIFI LOCATIONS 
cache_encryptedB.db

Data Retention:

~4 Days

Timestamps:

Accurate*

GPS Accuracy:

Within General Area

MAC Address:

Stored in Base10



WIFI LOCATIONS 
cache_encryptedB.db





LOCATIONS SCRAPER
PYTHON SCRIPT

• Gimme All the 
Locations!

• Routined

• Locationd

• Python Script!

• Will Release Soon!

• Making code less 
redundant

• Need it NOW? 
Just ask, politely.

• Outputs 

• KML 

• CSV



Work With Me!

• http://bit.ly/1qGWAmT

Attend SANS FOR518 – Mac Forensic Analysis!

• August/September – Virginia Beach, VA

• September – Las Vegas, NV

• October – Prague, CZ

Contact Info

• oompa@csh.rit.edu, @iamevltwin, mac4n6.com

Scripts & Presentations

• github.com/mac4n6

Questions?


