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About us

® Jao Huang
® Senior researcher at Pangu Lab
e Focusing on iOS/macOS vulnerability discovery
® Tielei Wang
e PhD, co-founder of Team Pangu, organizer of MOSEC
¢ [eading iOS/macOS security research at Pangu Lab

e Regularly present research at BlackHat, POC, etc



Motivation

® Messaging apps are becoming a hot security research target

® Google Project 0 released a series ot blog posts about fuzzing messaging
apps, including WhatsApp, FaceTime

® We decided to take a look at FaceTime



Scope of the talk

® This talk will cover

® Code execution flows while making a FaceTime call

® Attack surfaces and vulnerabilities along with the code execution flows
® This talk will NOT cover

® FaceTime protocol families (e.g., SIP, STUN, RTP/SRTP, etc)

® Stream encryption, decryption, and storage

® https:/ /blog.quarkslab.com/resources/2013-10-17_imessage-privacy/slides/
iMessage_privacy.pdf



Outline

® Reverse-engineering Facelime
® Attack surface and vulnerabilities analysis

® Conclusion



FaceTime

Missed
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FaceTime is not a single application



FaceTime

® FaceTime.app provides
the basic Ul framework

FaceTime.App




¢ Manage the call status of
Facelime

® Respond to Ul triggered
events

¢ Communication bridge
between avconferenced
and identityservicesd

callservicesd
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e Produce and handle -~ avconferenced(macQOS)

FaceTime video/audio mediaserverd(1OS)
streams \




FaceTime

e We can consider that
FaceTime consists of the avconferenced(macOS)

, callservicesd , ,
three major components mediaserverd(iOS)




FaceTime

Missed

.

XXX-XXX-XXXX

e When a user tries to XXX-XXX-XXXX

make a FaceTime call

XXX-XXX-XXXX
XXX-XXX-XXXX
XXX-XXX-XXXX

XXX-XXX-XXXX




FaceTime

UlINotification-Call

Missed

Q]

XXX-XXX-XXXX \QA

® FaceTime.app will =

generate a notification

XXX-XXX-XXXX \Qer

XXX-XXX-XXXX \&

XXX-XXX-XXXX \&A

XXX-XXX-XXXX &~




FaceTime

.
callservicesd avconferenced(macOS)

mediaserverd(10S)

® callservicesd will handle respond Ul notification through -
[CSDFaceTimeProviderDelegate

the notification provider:
performStartCallAction:]




FaceTime

callservicesd avconferenced(macQOS)
mediaserverd(10S)

e callservicesd then invokes
the corresponding handler

tO create a new an1tathn interact with avconferenced
through Xpc-message

-(CSDAVCon{erence “conferenceGetInviteData”
® Callservicesd Sends an XPC prepareWithConfiguration:]

message to avconferenced
to get invitation data




FaceTime

callservicesd avconferenced(macQOS)
mediaserverd(10S)

® MediaBlob contains
configurations for audio
and video streams i wh

avconferenced through
-[CSDAVConference

Xpc-message

e SKEBIlob contains prepareWithConfiguratio “conferenceGetInviteData”

n:]

encryption and decryption
parameters for audio and
video streams

MediaBlob of A

SKEBIlob of A




® avconferenced sends
MediaBlob and SKEBIlob
back to callservicesd

callservicesd

interact with
avconferenced through
-[CSDAV Conference
prepareWithConfiguratio
n:]

data from avconferenced

FaceTime

avconferenced(macQOS)

mediaserverd(10S)

Xpc-message
“conferenceGetInviteData”




® callservicesd continues to

encapsulate more
information

callservicesd

send InviteData to
Identityservicesd through

-[CSDIDSChat
conferenceFinishedPreparin

gl

data from avconferenced

data from callservicesd

FaceTime

avconferenced(macQOS)
mediaserverd(10S)




e callservicesd passes the invitation data to identityservicesd for further
encapsulation

identityservicesd

data from avconferenced

avconferenced(macQOS)

CauSEI'VlCeSd mediaserverd(iOS) data from callservicesd




o Identity Services Daemon is a system process that handles credentials
for various services, including iCloud and iMessage. It also connects to
computers and iOS devices on your local network to coordinate phone
calls across multiple devices.

identityservicesd

Facelime

, avconferenced(macQOS)
callservicesd

mediaserverd(10S)



e identityservicesd continues to encapsulate more information, and then
passes it to apsd

data from avconferenced

data from callservicesd

data from identityservicesd

avconferenced(macQOS)

callservicesd

mediaserverd(10S)



® The Apple Push Service Daemon (apsd) is
responsible for sending and receiving Push
Notifications.

® apsd maintains a reliable and secure
connection with Apple server

FaceTime
avconferenced(macOS)

callservicesd

mediaserverd(1OS)

A

data from avconferenced

data from callservicesd

data from identityservicesd

\4

identityservicesd

A




* apsd serializes the whole invitation NI PR
data from avconferenced

data into an APS Message

data from callservicesd

data from identityservicesd

FaceTime

avconferenced(macQOS)

identityservicesd

data from apsd

callservicesd

mediaserverd(10S)




® When an endpoint sends a notification to
Apple, Apple does not simply forward it to the
destination, instead Apple will modity
payloads in the notification

e Comparing the notification sent out and the
notification received, we can find what we can
control

FaceTime

avconferenced(macQS)

callservicesd mediaserverd(iOS)

identityservicesd




e AppleServer now forwards notifications to
the callee endpoint, according to the content

of the APS Message /

m “

avconferenced(macQOS)

AppleServer

callservicesd

identityservicesd

T

mediaserverd(1iOS)




AppleServer

FaceTime

__apsd  Jll  apsd ldua rom avconferenced

data from callservicesd

avconferenced(macQOS)

callservicesd

mediaserverd(10S)

identityservicesd

T data from apsd

data from identityservicesd

® The callee apsd deserializes the APS message



FaceTime

avconferenced(macQOS)

callservicesd mediaserverd(iOS)

® We can set breakpoints in APSMessage
deserialization functions in a debugger, and
check the received notification
® APSProtocolCommand = 10
® APSProtocolPayload = <...>
® APSProtocolTopicHash = <...>

AppleServer

data from avconferenced
data from callservicesd

data from identityservicesd

po $rdx

APSProtocolCommand = 10; data fI'OIn aPSd

APSProtocolMessageExpiry = "1970-01-01 18:12:15 +0000";
APSProtocolMessagelD = <78e5cae4>;
APSProtocolMessageTimestamp = 1562140214245861022;
APSProtocolPayload = <62706c69 73743030 da@10203 04050607 08090a0b 0c@dledf 10111213 14527350 51745163 52655851 45517651 6
052 74505155 5f10176d 61696c74 6f3a3430 39333837 33383640 71712e63 6fbd4fld 2025837a bbofeflb S5de3c659 65bf956d a@185b9f 8ed60
672fc72f 3f59befc 9f10e810 00547061 69721003 1315addo 3f8b@bc8 84411105 aS502055a 554439d5 9e5c¢7f11 8f8a9186 bd69160e fcef@cb6
7624 e41a6@al fS5fa7cbe 1lcabdbb? 88fa92d7 3bce923d 56121alf 50c@la28 1a69ff7a 08a205d7 a7344e@3 23c9e258 6933a201 9cc8da35 fdab

2bc@148e 8753e660 757db443 ccbbaZ2d9 ba@90eb5 b3efl7ce ea84068a 8d4f2742 f30c93a2 d273edS5b 66e38a61 5b90817f bel25f74 7458c85a
e1995 608d8703 a4cddb45 cl10e8380 13e15998 2b8f0@2dc c@f6@1d8 43290236 c85fd5e8 d36294aa 57c¢f3b70 cb5da541 d2cfdc35 e5dfodb3 d41
1 b9169b76 7a2054d4 41e847e4 3f7dlco7 4f7468el 27ae2f3a 4ed@db3a 43f028d1l 6f2b028d fZ2cbeaba 5c8cb831 7243133e 108e13c9 elSabcb
c827f7 095c64dl c1901852 796al1b@3 1eb53d58 73420942 faf98c2f 85adcf34 c2719ab7 c5d585f1 d6376833 Sdac4S56c 8c76a629 93151c29 98
4d f97bbcd3 b8fd893e 2d2e91b3 4a@aa45c 9398dfe9 1beb9e62 03cb@dS5d 6cf4189d 07a9a852 606378ee b2663cf4 7a097d34 3bee5991 372026
fd67e89 9e72f631 898847cf 61e2095b f9clabdc 37b81lelS5 88a8el68 9adac339 ebbba38c d652808e 23011917 41a326d9 7941fdc8 852fb7bc 3
814 6e5c9a22 d321de8a 17d62d97 73d57e6c bda@88df 3c77396a fOf3083c @dob@50c cfbc797f fd2e29b9 12cb243f 63ef633c ¢3985b91 9d720
e7ad0e76 Qedd5f14 ab@8c@96 57117ece 96e43f43 fb35f@ce d4be3598 a4f915b4 8c09d28a 4c58003a f3ffle69 2b8595f4 76d87787 6f127eb7
264 af836923 e871170e 77acdbl3 8fald1l02 64187579 47469988 9ff7fdc2 accd44ald 64d7al126 33095001 ebc7653c adf1568b ef41f92f 189d

de935a36 84036037 13f7b89a Obe83dba 89b98efc 22cZ26dcc 541cb950 44db@760@ 553dfd85 d90c92db 13638fcb ece30c29 8af7e982 6bf2df4d
6e5b8 e5d944el fb8bcdl® 2d2d9ed9 618bfofl bee58e91 b34e6cS5d fd4locbS c5a6a524 5a1594d1 5c¢c883e73 4958ladf 74fc6918 c710ae67 4d0
7 08cealc? 3edc8be? 6159f3aa 63636b84 df9b83a4 20040df8 0d809d93 29e625e 4e3904ba 9abZ2324a 2a41le8e cccbbcd8 3f32c¢71f a@f@db92
f670b7 cc7fb@86 al02448c 4fd4e490 e35bda9a 05dof@9f 71cafa72 alS5c3d86 18f315ab 2a92890e @c29ae9c 75e5d62f 315c@df6 e3f455b8 51
10 8f07513f ef7f8ada 8e387ec? 0al2e9f7f 55741877 el7b45cf 8c5cb328 fI9bob515 4d@96eb8 b0513a89 29700ebb 2770bobd 594a4cfa a8b309
9861bce 86bcaeld 0a5f343d 49113e39 7d191146 bb240085 @7bcec3c 3585f75e 47ac@32e 66112388 c7b53d17 93d81le54 084abafd abe87ala 0
9bf 8a765652 0b31096f 2bc4@7bl 8c70c307 blfdo8eb @doea8dc 9b@dbcZb 9a7064d1l 1da’l2f84f 7a5420cl 7df2fe69 87fZ2baec adob4aSca f3del
392e43e@ 173510de db5c7ba8 c8e46d95 7465d3ce 853042bb b7ea9abd 4ceaa3c’Z fZ2b9%4efa 92127579 a46f7784 5325b450 370c0206 9ell’lcad
100f 08106173 d19eb74a 227e6802 034989cf c2364604 22817bc3 4b9e95d6 6e224751 ddl123d2e 8620fcd® 98c277e@ dc356d86 69e6b48f 0143

1b8152b5 e803c50c b99d78b5 1a9e5f5c 1014ec9b bb986ee®d 33c345d2 42a3bfc@ 32adlf20 088ba@db3 08033752 384blbcb Sdefbdbl ce81dob6ce
51062 df2b98d2 1lef80a88 871fe3b4 4d78916b 4de31922 d192140a @bllel37 1424186c 30919754 5b42e870 3084e6aa 94fac7lc 53b50116 422
7 3692e662 1cc66268 61483ed?2 feb8acdl 388f91a6 22314b89 el43e612 8c372402 6312c188 3060e45c 5580482a 017e3ed7 fd9bfS5e5 159960f
d38cd2 cb8ee2a5 43584167 2c12923a 7f@efZ2bb 249f1a29 1d402626 9de92081 8e61d816 a2870654 S50bZ2bof6 dlS5acdf4 dd3f86el 6874fdlf 1c
a® 4aa@d8b5 c3124512 6eba45b7 3d02ed7e e8384730 45022100 c695ff08 933a7dfe 5939dddd 18c95ffd 67faSbfe 1584615a c85c22d1l ©929ea
2201e46 3161993b 83a3bc79 ebcbefeb 84be5721 63650e9f cadf59fc 5698092c 88a35f10 1d6do6169 6c746f3a 74757269 6e672e68 75616e67 4
d6l 696c2e63 6f6d4f10 103eadcd c986fadc 5f80d5f0 338dc399 a3000800 1d002000 22002400 27002900 2b002d00 21003200 3400400 71007
75007000 7c008506 2e064e00 00000000 00020100 0VVV000 VVVV1500 V0VVVVVY VPPV VYYD V00661 ;

APSProtocolToken = EEE EE B H_ m me T
APSProtocolTopicHash = <5dd96535 5dda3aab a83fb@co al29c430 cde5dold>;



AppleServer

AN

avconferenced(macQOS)

e m m

callservicesd

data from avconferenced

mediaserverd(iOS)
r

data from callservicesd

data from identityservicesd

® According to APSProtocolTopicHash and APSProtocolCommand,

apsd delivers the payload of the notification to identityservicesd



po [@x7fb2ebdbb6f@ userInfo]

E = pair;

P = <02055a7b 3c4adccc 4495ae7f 7f140d29 13f8f24d 9fc48cb2 c88fd217 el2b2f6f8 43524005 d5712358 471931a2 11bc302b eb3d5486 eada

53cl cc475e8a 71ec8ac8 6fb56c76 7284678a df8df42c e9d8f23a c3dc7dae 1d7af80c faa868b4 c8baP80@ 126b3d3a @b914fc9 c9dfaa99 0b889dda
4cab19fb @cade846 cbfb3130 c3f847d0 4c756343 eS5fcel26a fabe5d73 0000066c 7b80@39a4 29acdS55c d76c@78f 141b9c3a 1la@ddo7bd 6238c8f7 630

e4485 5b79c98a 2e289da5 7e62d0e9 bfcl26ae? 27efa387 46c5a06a ca9ebb47 eda35dfa e7d7df2d 977f0@a8b 5d395ada 2b896a50 7f9eceee 2f2831c

f dd957a87 27ca52cd fc455512 5c¢5f4d73 cadeaf52 4a04491a da50a249 @3adbac9 b26eba59 f6a27887 36ad5954 5d36ae9b 086cb4bl 848f835c fc

ed4736 936427c6 bf758079 2001c@aZ2 c311f8ed ea7a67e6 b5d6le55 a423cd4b 0443bcfl 92c79f47 1505c31a ec86415e 2d1a93f6 b5fbd8@c 774b48
af d4533c7d fdf20fcd f3bacce9 62b24e9c a40963b5 ffe3050a acP4ca8d 7abb657c 1085b4ae b48al19@ d9eebddc f430edab da502566 dabcSae5 4
2d8d362 bfe91488 58071bfa 2c8e9edd 31224718 e4el18760 cbc4adb? eb968094 dbof74eb ffb28a27 69067923 cb3adbe7 1c4c9822 17ab2dec 5173f

85a 4273df8c 2dbd2dcf e169588f ff54799d ea@9fadc 2e79a249 091ddol3 2d04addl 910cb4@5 533684d7 bafa84ef 85552073 9e3claec 33aa7ada

9508fbeb abb8133d 40098616 73267310 f467bb4f @9b879b0 1f84e@2e 4fb762d2 85852480 a44bo’Zba 288dbf24 @532bcl7 29798243 calfbel? d149

97e7 58a86fe8 05def@@e 353faS58c cb7ebdlf @f239deZ bl96abae 9c89e486 a74d30b2 1leee732 Qad48e62 88c51097 32e95562 59e689f8 7c66181d
c9b43831 e5841164 fcddddbb 88ce7227 cddfl1019 cb2dfd3f 43c@08a4 1f7bf93c 65e7eadb 431b49al 6f5Sbecl® 82delfbf 2e2ladc5 767e8633 f44

. o o . o 3989%e 9cb5d10a 4697ca37 7494feb5 8dd3b9b5 8f758dOf f2ae8d6@ Sebc7255 6e9d93a4 07232191 2add387b 026eef’Zb 83b8e68e 73dfdf94 98cc485

@ We Can Set breakp()lnts 11N ldentltyserVICQSd and b 28dde4e5 8601b559 1088584 de5730ba d2chf7le da3ba502 fb248c20 eb819adS Sb27e7e9 68c72b04 a966f6dS b7cI3f81 9fbS4c6e eacde339 71
e@5f12 0f1c@ldd 07ecd28a 62e7ebl?2 ad44l4cc?2 93dd5c8e 7ab’2f229 54bbbco@ 8ea’24295 blZ2cff54 8f4918d3 6968545b 83e2c450 @Z2ec@acl 77d8bb
13 baf807b6 ccfd47c2f 1ldbfaS512 f72354fe 245b08f1 50c98fa3 dcSbddfl 3ab5639d 788dfafc 9acad4bba 80a29d18 9dd89aaZ2 dfdla9dZ2 854c4683 6
. . . . c2e4d8a 83378e06 5399c330 742eab@4 288d915e 25a2f912 ©334b9e5 73746488 925e9a66 66f297c6 68a97b93 90559696 1f7515f1 83ea98b2 cf867

CheCk the recelved 1nv1tat10n 2e6 12a2ee@3 949f3edc Oflcfc77 c9f5386f e3ecbb76 c3e04473 d9b56db8 96d9c@f6 102a53af 1lcd7bae8 11be2983 0749804a 91947a6f 2bfoefla
0252dbad f90fe818 efc5f0f3 10db4fd7 dalaf532 fed374e@ 370f48f9 4bc7ee33 007c9e94 de8le7a8 56400511 f4515cf6 7bd87a6a 8b33ab90 201c

edbf 576badco 7e8blfad f45353ce 73f50ble 3bdZ25ee5 b946409b 13bcel69 Qabldele 825e4035 S5c3c324b 2f12adS5c 42698fde 4elecc8a 4155758d

dabef604 18361132 dSlecZ2c4 3970aff4 94ec97aa f95423f0 b8a7a9a@ 9d225cf@ 2b486984 f51dod38 e5f55659 1743aadf 459d@bed d7eb8c3f 3d2

fa2dd 64726458 5b821ffe 0d84d198 1le7bb4f5 97255b99 7950af2a 261c523b 1lbeac74 ebe7146f afS56b1b9 5c7dc5d3 0ae9e59d 44330582 eb2209d

e 1c280e2c 5323463e 7696dofl 6f61850d aad4d257f e@b908c8 bocldd47a 12fco@64 443b58be e68fcbb9 €9968efd Of28eedob 3b377069 f54a070f 4d
de5e09 8944a236 ddf814b2 c6784e@b 4b178752 fleefbde c4b971c2 847elcba fb23c874 401ladbda 2decobe? 8a9874aa ab483046 ©022100be a7da40d
c4 caade90@d 5a88b0ad ledZefe9 253fb7a6 cocc530b 8e150663 960ba302 2100a8ab d40454f4 ae3f4aZa f9cb3bc9 eb6ddbS5da cd7dc7aa a290342d 4

0183711 bad7>;

I

I

U= <3dbim &~ BL_E.__5 JC8OL. . .M 441>,

c = 232;

e = 1562140602210643773;

eX = 0;

sP = "mailto:d™ "I AN "

t = <2587 W o= L SUN R R e W N o afc9f>;
tP = "mailto: - - "

v = 3;

}

14& l E; po [@x7fb2ebdbb6f@ topic]
Pp eocerver com.apple.private.alloy.facetime.video

i
-ﬁ--P

identityservicesd identityservicesd Jdata from avconferenced
T

data from callservicesd

FaceTime

avconferenced(macOS)

callservicesd mediaserverd(iOS)

data from identityservicesd



® =232
® =233
® =234
® =235
® =236
® c=237

callservicesd

po [@x7fb2ebdbb6f@ userInfo]

E = pair;
P = <02055a7b 3c4adccc 4495ae7f 7f140d29 13f8f24d 9fc48c62 c88fd217 e2b2f6f8 43524005 d5712358 471931a2 11bc302b eb3d5486 eada
53¢l cc475e8a 7lec8ac8 6fb56c76 7284678a df8df42c e9d8f23a c3dc7dae 1d7af8@c faa868b4 c8ba@800 126b3d3a Ob914fc9 c9dfaa99 0b889dda
4cabl9fb @cade846 cbfb3130 c3f847d0 4c756343 eS5fcelba fabe5d73 0000066c 7b8039a4 29acdS55c¢ d76c@78f 141b9c3a 1la@de7bd 6238c8f7 630
. . . R e4485 5b79c98a 2e289da5 7e62d0e9 bfclbae7 27efa387 46c5a@oba caebb4?7 eda3Sdfa e7d7df2d 977f0@a8b 5d395ada 2b896a50 7f9eceee 2f2831c
_> proCeSSIncomlngInV1tatlonW1thPay]Oad f dd957a87 27ca52cd fc455512 5c¢5f4d73 cadeaf52 4a04491a da50a249 @3adbac9 b26eba59 f6a27887 36ad5954 5d36ae9b 086cb4bl 848f835c fc
ed4736 936427c6 bf758079 2001c@a2 c311f8ed ea7a67e6 b5d6le55 a423cd4b 0443bcfl 92¢79f47 1505c31a ec86415e 2d1a93f6 b5fbd8@c 774b48
af d4533c7d fdf20fcd f3bacce9 62b24e9c a40963b5 ffe3050a acP4caldd 7abb657c 1085b4ae b48all90 d9eebddc f430edab da502566 dabcSae5 4
2d8d362 bfe91488 58071bfa 2c8e9edd 31224718 e4el8760 cbc4adb? eb968094 dbof74eb ffb28a27 69067923 cb3adbe7 1c4c9822 17ab2dec 5173f
85a 4273df8c 2dbd2dcf el1l69588f ff54799d ea@9fadc 2e79a249 091ddo6l3 2d04addl 910cb4d5 533684d7 bafa84ef 85552073 9e3claec 33aa7ada
9508fbeb abb8133d 40098616 73267310 f467bb4f Q9b879b0 1f84e@2e 4fb762d2 85852480 a44b62ba 288dbf24 ©@532bcl7 29798243 calfbel? d149
97e7 58a86fe8 05def@@e 353faS58c cb7ebdlf 0@f239de2 bl96abae 9c89e486 a74d30b2 l1lleee732 0a048e62 88c51097 32e95562 59e689f8 7c66181d
c9b43831 e5841164 fcddddbb 88ce7227 cddf1019 cb2dfd3f 43c008a4 1f7bf93c 65e7ead6 431b49al 6f5becld 82de2fbf 2e2ladc5 767e8633 f44
3989e 9cb5d10a 4697ca37 7494feb5 8dd3b9b5 8f758d0f f2ae8d6@ Sebc7255 6€9d93a4 07232191 2add387b 026eefZb 83b8e68e 73dfdf94 98cc485
b 28dde4e5 8601b559 1088584 de5730ba d2cbf7le da3ba502 fb248c20 eb819ad5 S5b27e7e9 68c72b@4 a966f6d5 b7c93f81 9fb54c6e eacle339 71
e@5f12 0f1lc@ldd 07ecd28a 62e7ebl2 ad44l4cc2 93dd5c8e 7ab2f229 54bbbco@ 8ea24295 bl2cff54 8f4918d3 6968545b 83e2c¢c450 @2ec@acl 77d8bb
13 baf807b6 ccf47c2f 1dbfa512 f72354fe 245b08f1 50c98fa3 dcSbddfl 3ab5639d 788dfafc 9acad4bba 80a29d18 9dd89aa2 dfdla9d2 854c4683 6
c2e4d8a 83378e06 5399c330 742eab@4 288d915e 25021912 0334b9%e5 73746488 925e9a66 661297c6 68a97b93 90559696 1f7515f1 83ea98b2 cf867
2e6 12a2ee@3 949f3edc Oflcfc77 c9f5386f e3ecbb76 c3e@4473 d9b56db8 96d9c@f6 102a53af 1lcd7bae8 11bel983 0749804a 91947a6f 2bfoefla
0252dbad f90fe818 efc5f0f3 10db4fd7 dalaf532 fed374e@ 370f48f9 4bc7ee33 007c9e94 de8le7a8 56400511 f4515cf6 7bd87aba 8b33ab90 201c
e4bf 576badc6o 7e8blfad f45353ce 73f50ble 3bd25ee5 b946409b 13bcel69 Qabldee 825e4035 5c3c324b 2fl12ad5c¢ 42698fde 4elecc8a 4155758d
dabef604 18361132 dS5lec2c4 397Qaff4 94ec97aa f95423f0 b8a7a%9a@ 9d225cf@ 2b486984 51d6d38 e5f55659 1743aadf 459d@bed d7eb8c3f 3d2
fa2d® 64726458 5b821ffe 0d84d198 le7bb4f5 97255b99 7950afZ2a 261c523b 1lbeac74 ebe7146f af56blb9 S5c7dc5d3 0ae9e59d 44330582 eb2209d
e 1c280e2c 5323463e 7696dofl 6161850d aa4d257f e@b908c8 bocldd7a 12fc6064 443b58be e68fcbb9 e9968efd Of28eedb 3b377069 f54a070f 4d
e5e09 89440236 ddf814b2 c6784e@b 4b178752 f2eefbde c4b971c2 847elcba fb23c874 401adbda 2deco6e? 8a9874aa ab483046 022100be a7dadd
caade9@d 5a88b0ad ledZefe9 253fb7a6 cbcc530b 8e150663 960ba302 2100a8ab d40454f4 ae3fdala fI9cb3bc9 ebddbSda cd7dc7aa a290342d 4

-> processlncomingSessionAcceptMessage
-> processIncomingSessionDeclineMessage
-> processIncomingSessionCancelMessage

-> processIncomingSessionMessage

. . 0\83711 bad7>;

> proCessIncommgSessmnEndMessage U= b L LD . W41
c = 232;
e = 1562140602210643773;
eX = 0;
sP = "mailto:d™ "I AN "
t = <2587 W o ——e__ . . W N T W e 2fcOf>;
tP = "mailto: - - "
v = 3;

}

IAL 1 E; po [@x7fb2ebdbb6f@ topic]
pp eoerver com.apple.private.alloy.facetime.video

i
-P-P

identityservicesd identityservicesd Jdata from avconferenced
T

FaceTime

avconferenced(macQOS)

mediaserverd(1iOS)

data from callservicesd

data from identityservicesd



AppleServer

FaceTime FaceTime

allservicesd aveonferenced(macOs) identit ervicesd identit ervicesd callservicesd aveonterenced(macOS)
CATISEIVICES mediaserverd(iOS) A ? mediaserverd(iOS)

data from avconferenced

data from callservicesd

® identityservicesd continues to forward data to callservicesd



callservicesd parses binary payload through
-|[CSDAbstractIDSProviderDelegate

. service:account:inviteReceivedForSession:fromID:withContext:]
<CSDMessagingCallMessage: 0Ox7f866e52d020> {

inviteData = {

SKEBlob = <308202ca 02010102 01003082 02c@0c@9 696e6974 6961746f 720c0972 6573706f 6646572 a08202a6 04820202 3082029 308
20207 a0030201 02020003 35b9c2d6 a22b8429 a8300d06 09208648 86f70dA1 01050500 305a310b 30090603 55040613 02555331 13301106 0355040
21 13004170 706c6520 496e632e 31153013 06035504 0b130c4l 70706c65 20695068 6f6e6531 1f301d06 03550403 13164170 706c6520 6950686f 6Ge
052044 65766963 65204341 301el70d 31393032 31333037 33333539 5a170d32 30303231 33303733 3835395a 302f312d 302b0603 55040316 244336
43 43324231 432d3238 37312d34 4639392d 38383531 2d314332 31394431 36464645 3130819f 300d0609 20864886 f70d0101 01050003 818d0030 8
1890281 8100c322 6588884c 250c8893 09294335 0e79d876 2c6493c@® baddb82c 1b326b55 f90682cb dddbdald 102cb99a 3f65efZ2c 81970c26 e7580
821 21ele@4a 5d5f31b3 8248984a ace32698 a9174cb?2 8f97cld3 a779felc 28f5fa@a 4aale®8@ bdcdc5f7 bbebdaZ6 d66898b4 ba83af9d ded76689
53eead4b8 4a559ba8 7a86b80b 887840fa fbfb0203 010001a3 81953081 92301f06 ©3551d23 04183016 8014bZ2fe 21234486 956a79d5 81268e73 10d8
a74c 8e74301d 0603551d 0e@41604 14acfdod 375c754c 696ee8a5 77153ca7 9b7b9c81 0c300cP6 03551d13 0101ff04 02300030 0ed60355 1dAf0101
ff040403 02050030 20060355 1d250101 ff041630 1406082b 06010505 07030106 082b06A1 @5050703 02301006 0al2a8648 86f76364 V6000404 020
50030 0d06092a 864886f7 0d010105 05000381 810Q@adbf S56fcd79d 4cbblef5 8e@d3298 886548e5 afba4798 85bdec3d 599d76ef 1c6512d3 f9c44b3
/ 275084b3 d223d2cl a82ffba8 383d630f 57cbbc51 58f7749f c590bb9@ b8df91co e3477b7d 79eb5cfZ2 1a85b4la 679e54a3 165cd5c8 c5515fcft 34
2ecdd3 24al63fa a7549cc@ 20770690 2b3dd756 3411e@le 717bbc4c a8d@lbbb 4142>;

callInfoBlob = <08809%eef 9c031001 1laPeddbl 63426f6f 6b50726f 31312c35 22083134 37302e34 2e322a06 31384631 3332>;

avconferenced(macOS)

mediaBlob = <78dae360 146094e?2 e7787e75 6ab804a3 c271f198d 4f22068c 4a7b9838 1leb67d58 c72dc@20 359d91a3 4e888b03 a84co’lff 3 callservicesd
c1le@506 309b49672 ff4cl@9b 87830928 dedac®a8 dOdOcOR8 e631cl78 52bloe3e cldob6l4l 8e5606db beldZ2ad8 48195a19 82692320 edl86cb5 64edl mEdiaserVerd(iOS)
o6c aSbb68ed e3062643 82ac9dld 9d1c9dad 9d83ac8c add3803c 0f432b1l3 6b37472b 536bc720 2b0b7d53 1d237d63 eb88206b ©54690cb aa@7a5cb
745a19el c1570d75 2393c4f9 767eb@1lb 412e39da c4aacP40@ 737718f1 866526a7 16e5572a 18ea99eb 19383078 bl72b008 S5cedd752 02022d0a Selc
4077 b90339af e4051892 98385832 180al801 Ocl5781e>; data from callservicesd
5

protoProtocolVersion = 3;
protoWantsVideo = 1;
type = Invite;




AppleServer

FaceTime FaceTime

; : avconferenced(macQS)

avconferenced(macQOS) callservicesd
mediaserverd(i0S)

mediaserverd(10S)

identityservicesd

! !

identityservicesd

callservicesd

MediaBlob of A

SKEBIlob of A

® callservicesd continues to forward blobs to avconferenced / mediaserverd



XXX=XXX-XXX




XXX=XXX-XXX

‘ | | @
N N . )
WA A

fi\

¥y A ‘ \‘ \




UINotification-Accept

XXX=-XXX=-XXX




UINotification-Accept

AppleServer

FaceTime

FaceTime

A \4

avconferenced(macQS)

avconferenced(macQOS) callservicesd
mediaserverd(i0S)

mediaserverd(10S)

identityservicesd

! !

identityservicesd

callservicesd




AppleServer

FaceTime FaceTime

; : avconferenced(macQS)

avconferenced(macQOS) callservicesd
mediaserverd(i0S)

mediaserverd(10S)

identityservicesd

! !

identityservicesd

callservicesd

UlINotification-Accept




callservicesd

FaceTime

avconferenced(macOS)

mediaserverd(iOS)

AppleServer

A

A4
identityservicesd
A

A

\4
identityservicesd
!

callservicesd

respond Ul notification through

[CSDFaceTimeProviderDelegate
provider:perform AnswerCallAc
tion:]

FaceTime

avconferenced(macOS)

mediaserverd(iOS)




AppleServer

FaceTime FaceTime

A A

avconferenced(macQOS)

avconferenced(macQOS)

callservicesd callservicesd

Y
identityservicesd
A

mediaserverd(iOS)

mediaserverd(iOS)

\
[ ] [ ] [ J
identityservicesd
interact with avconferenced
through Xpc-message
-[CSDAVConference “conferenceGetInviteData”
prepareWithConfiguration:]

MediaBlob of B

SKEBlob of B




callservicesd

FaceTime

avconferenced(macQOS)

mediaserverd(iOS)

AppleServer

A

Y
identityservicesd
A

A

A4
identityservicesd
!

callservicesd

interact with avconferenced
through
-[CSDAVConference
prepareWithConfiguration:]

data from avconferenced

FaceTime

avconferenced(macQOS)

mediaserverd(iOS)

Xpc-message
“conferenceGetlnviteData”




callservicesd

FaceTime

avconferenced(macQOS)

mediaserverd(iOS)

AppleServer

A

A4
identityservicesd
A

A

Y
identityservicesd
f

callservicesd

Send InviteData to
Identityservicesd through
-[CSDIDSChat
conferenceFinishedPreparing:]

data from avconferenced

data from callservicesd

FaceTime

avconferenced(macQOS)

mediaserverd(iOS)




AppleServer

RN

“ m FaceTime
A A

. avconferenced(macQOS)
callservicesd

\ \
, avconferenced(macOS) . . . . . .
callservicesd identityservicesd identityservicesd |gata from avconferenced
A A

mediaserverd(iOS) mediaserverd(iOS)

data from callservicesd

data from identityservicesd




callservicesd

FaceTime

avconferenced(macOS)

mediaserverd(i0OS)

AppleServer

e

& A

data from callservicesd

data from identityservicesd

data from apsd

A4 A4
identityservicesd identityservicesd
A A

callservicesd

FaceTime

avconferenced(macOS)

mediaserverd(iOS)




FaceTime FaceTime

\4

callservicesd aveonterenced(macO5) identityservicesd callservicesd avconferenced(nTacOS)
n mediaserverd(iOS)

mediaserverd(iOS)




AppleServer

FaceTime

racelime _

data from avconferenced

data from callservicesd
data from identityservicesd

data from apsd

\4 \4

identityservicesd identityservicesd callservicesd
? A

avconferenced(macQOS)
mediaserverd(iOS)

avconferenced(macQOS)

callservicesd mediaserverd(iOS)




® c=233 -> processIncomingSessionAcceptMessage

AppleServer

FaceTime

FaceTime

\4 \4

identityservicesd identityservicesd callservicesd
? A

avconferenced(macQOS)
mediaserverd(1i0S)

. avconferenced(macQOS)
callservicesd data from avconferenced

mediaserverd(iOS)
data from callservicesd

data from identityservicesd




AppleServer

FaceTime FaceTime

d
TN AR

avconferenced(macQOS)

callservicesd

data from avconferenced
data from callservicesd

mediaserverd(iOS)

mediaserverd(iOS)

\
identityservicesd identityservicesd callservicesd avconferenced(macOS)
*




AppleServer

FaceTime

A A

. avconferenced(macQOS)
callservicesd

avconferenced(macQOS)

callservicesd

mediaserverd(iOS)

mediaserverd(iOS)

Y
identityservicesd identityservicesd
*

MediaBlob of B

SKEBIlob of B




AppleServer

FaceTime

m
A

avconferenced(macQOS)

avconferenced(macOS) callservicesd

callservicesd mediaserverd(iOS)

identityservicesd identityservicesd

mediaserverd(iOS)

Meanwhile, identityservicesd creates sockets for session based connections



FaceTime

FaceTime

AppleServer

quickrelay
ket

identityservicesd
*

socket
avconferenced(macQOS)

mediaserverd(iOS)

callservicesd avconferenced(macOS)
mediaserverd(iOS)

identityservicesd callservicesd

|

Apple’s QuickRelay server coordinates caller and callee
build a direct connection




Now caller

avconferenced(macOS) | JEECRENENE NN oy conferenced(macOS)

mediaserverd(i0S) see / hear each mediaserverd(iOS)
other via

Facelime

identityservicesd




identityservicesd is responsible
for first layer packet handling
and packet re-dispatching



identityservicesd

recvimsg EA

-[IDSUDPLink _processIncomingPacket]

- 4-.em 4, -, -
— g W )  w—

44444



identityservicesd

-[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:]

-[IDSUDPLink _processIncomingPacket] recvmsg

-_ 4 a - ==-a =
— g WS o ——

4



->payloadSZ;

identityservicesd

LABEL 13:

’

goto LABEL 14;
}

In this function, identityservicesd identifies STUN
messages according to magic number matching



I I 1 LE ( *(( ->payload + 1) == 0x42A41221 )
identityservicesd B ) payload + 1) == 0x

= objc msgSend ( "headerOverhead”);
objc msgSend(

-[IDSGlobalLink _processStunPacket:fromDeviceUniquelD:cbuuid:arrivalTime:headerOverhead:]

-[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:]

-[IDSUDPLink _processIncomingPacket] recvmnsg

identityservicesd passes STUN messages to a handler



switch ( ( - - OXFEO) )
{
case 0Qu:
case lu:
objc msgSend (

[ ] [ J [ ]
r
ldentltyserV1ceSd " processAllocbindResponse: fromDevice:locallIfIndex:localAddress:remmoteAddress:candidatePairToken:arrivalTime:",

r
->varll,
&vi->varl2,
*( - Y) &
&vi->varl3,
) ;
goto LABEL 152;
case 2u:
case 0xl2u:
objc_msgSend (

r
" processUnallocbindResponse: fromDevice:locallfIndex:localAddress:remmoteAddress:candidatePairToken:arrivalTime:",

-[IDSGIlobalLink _processStunPacket:fromDeviceUniquelD:cbuuid:arrivalTime:headerOverhead:]

-[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:] svi-varl?,
*( - *)&
&vi->varl3,

-[IDSUDPLink _processIncomingPacket] recvmsg | M

case 3u:
objc msgSend( , 'processStatsResponse:arrivalTime:", r *(
goto LABEL 171;
case 4u:
objc msgSend( , 'processInfoResponse:packetBuffer:headerOverhead:",
goto LABEL 171;
case 5u:
objc msgSend( , processSessionInfoResponse:packetBuffer:headerOverhead:",
goto LABEL 171;

-[IDSGlobalLink
_processStunPacket:fromDeviceUniquelD:cbuuid:arrival

Time:headerOverhead:| will further call different
handlers according to different STUN message types.



® Besides STUN messages, many other types of packets are
also handled by identityservicesd itself
® The rest of packets will be distributed to different

processes such as avconferenced

identityservicesd identityservicesd

ﬁ.‘ -[IDSGlobalLink _processStunPacket:fromDeviceUniquelD:cbuuid:arrivalTime:headerOverhead:] | ’

-[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:] -[IDSGIlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:]
-[IDSUDPLink _processIncomingPacket] -[IDSUDPLink _processIncomingPacket]

-[IDSGIlobalLink _processStunPacket:fromDeviceUniquelD:cbuuid:arrivalTime:headerOverhead:]

S



RTP packets handler



identityservicesd

recvimsg EA

-[IDSUDPLink _processIncomingPacket]

- 4-.em 4, -, -
— g W )  w—

44444



identityservicesd

-[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:]

-[IDSUDPLink _processIncomingPacket] recvmsg

-_ 4 a - ==-a =
— g WS o ——

4



identityservicesd

-[IDSLinkManager link:didReceivePacket: fromDeviceUniquelD: cbuuid:] EA
-[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:]

-[IDSUDPLink _processIncomingPacket]

recvimsg

44444



identityservicesd

P

N\

-[IDSDSession link:didReceivePacket: fromDeviceUniquelD: cbuuid:]
-[IDSLinkManager link:didReceivePacket: fromDeviceUniquelD: cbuuid:]
-[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:]

-[IDSUDPLink _processIncomingPacket]

recvmsg

- 4-_-, e, A, -a
L2 Bl St

44444



avconferenced(macQOS)
mediaserverd(iOS)

Transter data to avconferenced
through a series of
undocumented syscalls

(os channel *

0S nexus )

identityservicesd

-[IDSDSession link:didReceivePacket: fromDeviceUniquelD: cbuuid:]
-[IDSLinkManager link:didReceivePacket: fromDeviceUniquelD: cbuuid:]
-[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:]

-[IDSUDPLink _processIncomingPacket] recvimsg




avconferenced(macQOS) avconferenced(macQOS)
mediaserverd(iOS) mediaserverd(iOS)

identityservicesd identityservicesd

-[IDSDSession link:didReceivePacket: fromDeviceUniquelD: cbuuid:] -[IDSDSession link:didReceivePacket: fromDeviceUniquelID: cbuuid:]
-[IDSLinkManager link:didReceivePacket: fromDeviceUniquelD: cbuuid:] -[IDSLinkManager link:didReceivePacket: fromDeviceUniquelD: cbuuid:]
-[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:] -[IDSGlobalLink link:didReceivePacket: fromDeviceUniquelD: cbuuid:]

-[IDSUDPLink _processIncomingPacket]

recvisg

S



Attack Surfaces



AppleServer

FaceTime

identityservicesd

avconferenced(macQOS)
mediaserverd(iOS)

e , g callservicesd
The code for notification

processing and delivering
forms 0-click attack
surfaces




AppleServer
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P 4

identityservicesd

The code for socket packet processing and
delivering forms 1-click attack surfaces,
after a FaceTime call is connected

g callservicesd

- e =
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avconferenced(macQOS)

mediaserverd(1iOS)




AppleServer

-
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C 4
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C d
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C 4
C 4
C 4
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" 4
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P d
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P 4
&
I’
P 4

S
S
S
S
S
S
S
\\
b

identityservicesd

identityservicesd can further

dispatch messages to other g callservicesd

services according to topics
and commands, and open
new attack surtfaces

- e =
——-—
- =
-
’—
-
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-
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-
-
"
-
-
-
"
-
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-
-
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-
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S

avconferenced(macQOS)

mediaserverd(1iOS)




other attack surfaces

remoteDesktop

phonecontinuity

AppleServer

identityservicesd

——_——---------------------
- e = -
- -
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- ‘S
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-
- ~
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g <
” LY
—”
L d
o
-
P4
-
L d
L d
C 4
4
T d
4
T 4
L d
P 4
&
F 4
C d
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&

avconferenced(macQOS)

g callservicesd mediaserverd(iOS)




Vulnerability Examples



AppleServer

FaceTime

identityservicesd

avconferenced(macOS)
mediaserverd(1iOS)

g callservicesd

remoteDesktop
phonecontinuity




AppleServer

malicious invitation message identityservicesd

U=<AAAABBBBAAAABBBB> ® 11U// indicates UUID
o« e o3 indicates an invitation

Invitation message contains a field indicating a UUID




AppleServer

malicious invitation message

identityservicesd U=<AAAABBBBAAAABBBB>

The victim’s identityservicesd will reply a message, using the same UUID



AppleServer

malicious invitation message identityservicesd

U=<AAAABBBBAAAABBBB>

_ Attacker receives the reply message




, 'objectForKey:'

ob]c ;élt'-;;;AutorelegsedReturnValue( 21l); B ‘ After fetChing ”U” in the

ring, "'class”);

h e O o U Invitation dictionary,

2 : sine .
ob]c retalnAutoreleasedReturnVa1ue( 25);

) identityservicesd presumes it

objc msgSend ( , FTDataFromBase64String"); o

objc retainAutoreleasedReturnValue(v2g); 1S 16 bYteS 10ng
1;

0;

® Convert an NSData

(presumed 16 bytes long) to
UUID

T.IT ) "TYT ) ~ M) s e T O de — i |
JWwWuUuuULDPusnoobt1ectlost, ng ( ( b '
4 —

unsigned _ int8 uu; //

® Stack variable uu is
uuid string t out; // | 1 1 e .
if ( lobjc msgSend( , length") ) unlnltlallZEd

)CFStr1ngCreateW1t CStrlng(OLL , 0x8000100LL);

2 - obw; “nsgsend(vi, “uppercasestring’)s ® Uninitialized memory leak
CFRelease(vl);
return s




malicious invitation message

AppleServer g apsd
U=<AAAABBBB>

dentityservicesd .

malicious invitation message

U=<AAAABBBB(LeakInfo)> AppleServer m

I v

identityservicesd

We hope to get an info leak by sending a short UUID in an
invitation message



But what real happens

AppleServer q-

malicious invitation message

U=<AAAABBBB>

identityservicesd

When we send U less then 16 bytes...



AppleServer

identityservicesd

Apple Server seems to have validations on UUIDS



>m

malicious invitation message

' e
identityservicesd I

® The received message does not contain the “U” field

o AppleServer

¢ From the code point of view, it’s definitely an info leak.
¢ We don’t know when Apple Server started to filter out the “short” UUIDs



remoteDesktop
phonecontinuity

AppleServer

identityservicesd

g callservicesd

FaceTime

avconferenced(macQOS)
mediaserverd(iOS)




AppleServer

Malicious Raw Packet

0]1]2[3/4/5/6/7/8/9|A/B|CIDE|F
 StunMessageType

Stun Message Type

identityservicesd




,
EHEEEEE J{.f ( *( DWORD *)(*( QWORD *) | ruct + 4LL) == 0x42A4122]1 )

Stun Message Type = objc msgSend(v97, "headerOyerhesd);

objc msgSend(
Stun Message Length v101,

processStunPacket: fromDeviceUniquelID:cbuuid:arrivalTime: headerOverhead: ",
MagicCookie(32bit)

);

0
0

Payload... )
= 0 -
goto LABEL 14;

e Session Traversal Utilities for NAT (STUN) is a standardized set of
methods, including a network protocol, for traversal of network
address translator (NAT) gateways in applications of real-time voice,
video, messaging, and other interactive communications.



Malicious Raw Packet
2131456/7|89|ABCD if ( *( DWORD *)(*( QWORD *) etStruct + 4LL) == 0x42A41221 )
Stun Message Type {

= objc msgSend(v97, "headerOverhead");

Stun Message Length objc _msgSend(

0x42A41221

Payload...

IDSStunMessage

type
len

| ’
"read:inputLength:internal:",
*( QWORD *)Stun. etStruct,
OLL) )

IDSStunAttribute[20]




un : : gned
IDSStunMessage objc_msgSend(

I
" processDataIndication:fromDevice:localIfIndex:localAddress:remoteAddress:candidatePairToken:arrivalTime:",

typ e=0x17 * (uns l_ll ed int * + 44),

*(double *)&
111 ( )

e

IDSStunAttribute[0]
IDSStunAttribute[l] gned int8)objc msgSend ( , 'getAttribute:attribute:", 19LL, r) )

int8)-[IDSGloballLink processIncomingIndicationData:length:candidatePairToken:arrivalTime: ] (
r
" processIncomingIndicationData:length:candidatePairToken:arrivalTime:",

IDSStunAttribute[n] sattr[12],

*(unsigned int *)&

’);

Certain type(0x17) of Stun message will go to

[IDSGlobalLink

_processDatalndication:fromDevice:locallfIndex:local Address:remote Address:cand
idatePairToken:arrivalTime:]



IDSStunMessage ] unsigned int8)objc msgSend ( , 'getAttribute:attribute:", 19LL, ) )

int8)-[IDSGloballLink processIncomingIndicationData:length:candidatePairToken:arrivalTime: ] (
I
" processIncomingIndicationData:length:candidatePairToken:arrivalTime:",

type=0x17 gattr[12],

*(unsigned int *)& [8],

r

len

r

)

IDSStunAttribute[0] char cdecl -[IDSStunMessage getAttribute:attribute:]
IDSStunAttribute[1] {

__int64 v4; //

oo ~_int64 v5; //
. int64 vé6; //
IDSStunAttribute|n] — M

vd = -> numAttribute;
if ((va <=0 )
return 0;
[IDSStunMessage \

( 1nt64) -> attributes;

getAttribute:attribute:] copies v6 = OLL;

while ( *(unsigned  intlé *)v
raw packet payload to a local S

r
-btﬂfer ‘ += 0x5DOLL;
if ( ve >= v
return 0;
}

memcpy ( t void *)v 0x5D0OuLL);
return 1;




IDSStunMessage ] insigned int8)objc msgSend(v10, "getAttribute:attribute:", 19LL, r) )

int8)-[IDSGloballLink processIncomingIndicationData:length:candidatePairToken:arrivalTime: ] (

I
" processIncomingIndicationData:length:candidatePairToken:arrivalTime:",

sattr[12],

type=OX]-7 *(unsigned int *)& [8],

I

len N

IDSStunAttribute|0] char cdecl -[IDSStunMessage getAttribute:attribute:]

IDSStunAttribute|1] { int64 v4; //

__inté64 v5; //
__inté64 v6; //

IDSStunAttribute|n]

vae = 1f-> numAttribute;
if ( vd <=0 )
return 0;
= (__int64)self->_ attributes;
= OLL;
while ( *(unsigned _ intl6 *)v

AAAAAAAAAAAAA... {

(0x5d0) ++v6;
75 += 0x5DOLL;

if ( ve >= v
return 0;
}

memcpy ( , (const void *)v 0x5DO0uLL);
return 1;

}




AAAAAAAAAAAAA...
(0x5d0)

IDSGlobalLinkMessage

Attribute 1 (0x410LL)

Attribute 2 (0x410LL)

Attribute 20 (0x410LL)

D oball.inkMessage read:inputleng

YWTL'"VTIOA " 'al
LYV L "’:. _|_,,| |).»

APSED LOCAL DECLARATIONS. PRESS KEYPA

'RL

<= 19 )

(void *)OSLogHandleForTransportCategory("GL");
objc retainAutoreleasedReturnValue(v5);
OLL;

if...

objc _release(v6);

if...

return 0;

*( _WORD *)

-> command = (unsigned intl6) ROL2 (
JRD #) ( + 2),

16
= (unsigned intl6é)_  ROL2_ _(*(_WORD *)
<=

LODWORD (
if (

This local buffer is used to deserialize an IDSGlobalLink
message

inkMessage

TO EXPAND]

Se

r




case
case
case
case OxBu
readIDSGLAttrU16 (
break:;
case 2u:
Payload
case
case
case OxAu:
case 0xCu:
case 0xDu:
case 0xEu:
case 0xFu:
readIDSGLAttrBinaryData (




CurNode

Type
Length

switc

{

case 0Ou:
Payload case lu:
case 4u:
case bHu:
case 0xBu:
readIDSGLAttrU16 (
break;

CurNode

OxF

0X4141

0x41414141414141414141...

case
case
case
case
case
case
case
case
case

2U:
3u:
8u:
Ju:
OxAu:
O0xCu:
OxDu:
O0xEu:
O0xFu:

readIDSGLAttrBinaryData(




8);

switch

CurNode {

case

case
case -
case 5u:

OxF

case (0xBu:
readIDSGLAttrU16 ( r, ‘ ; &

0X4141

break;

0x41414141414141414141...

case
case
case
case
case
case
case
case
case

readIDSGLAttrBinaryData(

2U:
3u:
8u:
Ju:
OxAu:
0xCu:
OxDu:
O0xEu:
0xFu



CurNode

OxF

0X4141

0x41414141414141414141...

case
case
case
case

readIDSGLAttrU16 (

S5u:
OxBu:

break;

case
case
case
case
case
case
case
case
case

2U:
3u:
8u:
Ou:
OxAu:
0xCu:
OxDu:
O0xEu:
OxFu:

readIDSGLAttrBinaryData( : y & )

{
*( DWORD *)(
memcpy( (void *)(
return 1LL;

}

L=0x4141 V=0x41414141414141....

During the deserialization, memcpy’s size argument is under attacker’s control




memc py ( ( volid
return 1L

Thread 2 name: TransportThread Primary
Thread 2 Crashed:
libsystem_platform.dylib 0x00000001b1235d94 0x1b122e000 + 32148
IDSFoundation 0x00000001bc950e74 Ox1bc88a000 + 814708 _readIDSGLAttrBinaryData
IDSFoundation 0x00000001bc8e7938 Ox1bc88a000 + 383288 -[IDSGloballLinkMessage read:inputLength:]
IDSFoundation 0x00000001bc8eb62bc Ox1bc88a000 + 377532 +[IDSGloballLinkMessage messageWithBuffer:length:]
IDSFoundation 0x00000001bc8cl13a8 Ox1bc88a000 + 226216 -[IDSGloballLink _processIncomingIndicationData:length:candidatePairToken:arrivalTime:]
IDSFoundation 0x00000001bc8b7528 Ox1bc88a0P0 + 185640 [IDSGloballink
_processDatalndication: fromDevice:locallfIndex:localAddress:remoteAddress:candidatePairToken:arrivalTime:]
©6 IDSFoundation 0x00000001bc8bal24 Ox1bc88a000 + 196900 -[IDSGloballink _processStunPacket:fromDeviceUniqueID:cbuuid:arrivalTime:headerOverhead: ]
7  IDSFoundation Ox@@@@@@@lbc8db®4® 0x1bc880®®® + 331840 -[IDSGloballLink link:didReceivePacket:fromDeviceUniquelD:cbuuid:]

memcpy will easily trigger such a kind of memory corruptions



e The heap overflow can overwrite the ISA pointer of adjacent objects

Crashed Thread: 2 TransportThread Primary

Exception Type: EXC_BAD_ACCESS (SIGSEGV)
Exception Codes: KERN_INVALID ADDRESS at 0x0000414141414160

Exception Note: EXC CORPSE NOTIFY

Termination Signal: Segmentation fault: 11

Termination Reason: Namespace SIGNAL, Code ©xb
Terminating Process: exc handler [12181]

VM Regions Near Ox414141414160:
__LINKEDIT 000000011c1e9000-000000011c212000 [ 164K] r——/rwx SM=COW /usr/lib/dyld
——>
STACK GUARD 0000700002508000-0000700002509000 [ 4K] ———/rwx SM=NUL stack guard for thread 6

e Please refer to Neil Archibald, “Modern Objective-C Exploitation”, for
exploitation techniques



AppleServer

identityservicesd

FaceTime

avconferenced(macQOS)
mediaserverd(iOS)

g callservicesd

remoteDesktop
phonecontinuity




Video Frame o AppleServer

FaceTime

identityservicesd

avconferenced(macQOS)
mediaserverd(10S)

g callservicesd




RTP Packet 1
RTP Packet 2
RTP Packet 3
RTP Packet 4
RTP Packet 5
RTP Packet 6
RTP Packet 7

FaceTime

Video Frame o AppleServer

identityservicesd

avconferenced(macQOS)
mediaserverd(10S)

g callservicesd

e A video frame may split into multiple RTP packets

® The receiver reassembles RTP packets into a video frame




VideoHandler

NextFrame

RTP List

RTP 8
Next

FEC Header FEC Header FEC Header
RTP length RTP length RTP length
RTP payload RTP payload RTP payload

Length of each RTP packet is strictly checked at receiving point



RTP Without FEC e FaceTime uses the Forward Error
RTP Header C(.)rl.‘ecjcion (FE}C) mechanism to
minimize the influence of packet
RTP Payload losses

® In case of packet loss, FaceTime
will try to recover the lost packet,

RTP With FEC and build a repaired RTP packet

RTP Header e However, the length of the repaired
RTP packet is copied from FEC
FEC Header header, fully under attacker’s

Repair Payload control



¢ When the repaired frame is scheduled to process, avconferenced will
execute the following functions:

® AssembleFrame H264
® > RTPProcessH264Packet(...)
. -> memcpy(stack_buffer, heap_buffer, size)

e Note that is recovered from FEC header, under attacker’s control



Question: is stack overtflow exploitable on 105 in 20197



Stack Canary should effectively prevent stack overflows

0x80808080...

local variables

local variables




_AssembleFrame H264 ; CODE XREF: _ text:0000000198A03A78Tp

var 3ABO
var 3AAS8
var 3A98
var 3A88
var 3A80
var 3A78
var 3A70
var 3A68
var 3A60
var 3A08
anonymous_2
anonymous 1
anonymous 0
anonymous 3
anonymous 4
var 50

var 40

var 30

var 20

var 10

var_ s0

-0x3AB0
-0x3AAS8
-0x3A98
-0x3A88
-0x3A80
-0x3A78
-0x3A70
-0x3A68
-0x3A60
-0x3A08
-0x39F2
-0x39F0
-0x39E8
-0x39D0
-0x39C8
-0x50

-0x40

-0x30

-0x20

-0x10

0

STP X28, X27, [SP,#-0xl1l0+var 50]!
STP X26, X25, [SP,#0x50+var 40]
STP X24, X23, [SP,#0x50+var 30]
STP X22, X21, [SP,#0x50+var 20]
STP X20, X19, [SP,#0x50+var 10]
STP X29, X30, [SP,#0x50+var sO]
ADD X29, SP, #0x50

SUB SP, SP, #3,LSL#12

SUB SP, SP, #0xA00

MOV X19, SP

MOV X21, XO

ADD X9, X19, #0x50 ; 'P’

ADRP X8, #stack cookie@PAGE

LDR X8, [X8,#stack cookie@PAGEOFF]
LDR X8, [X8]

STR X8, [X9]

STR X1, [X19,#0x3A50+var 3A08]

stack cookie is placed below local variables



_AssembleFrame H264 ; CODE XREF: _ text:0000000198A03A78Tp

-0x3AB0
-0x3AAS8
-0x3A98
func args
-0x3A80
-0x3A78

Dot return address
-0x3A60

-0x3A08

saved regs
-0x39F0

-0x39ES8

-0x39D0

-0x39C8

-0x50

-0x40

-0x30

-0x20

-0x10
0

var 3ABO
var 3AAS8
var 3A98
var 3A88
var 3A80
var 3A78
var 3A70
var 3A68
var 3A60
var 3A08
anonymous 2
anonymous 1
anonymous 0
anonymous 3
anonymous 4
var 50

var 40

var 30

var 20

var 10
var_s0

STP X28, X27, [SP,#-0x10+var 50]!
STP X26, X25, [SP,#0x50+var 40]
STP X24, X23, [SP,#0x50+var 30]
STP X22, X21, [SP,#0x50+var 20]
STP X20, X19, [SP,#0x50+var 10]
STP X29, X30, [SP,#0x50+var s0]
ADD X29, SP, #0x50

SUB SP, SP, #3,LSL#12

SUB SP, SP, #0xA00

MOV X19, SP

MOV X21, X0

ADD X9, X19, #0x50 ; 'P’

ADRP X8, #stack cookie@PAGE

LDR X8, [X8,#stack cookie@PAGEOFF]
LDR X8, [X8]

STR X8, [X9]

STR X1, [X19,#0x3A50+var 3A08]




_AssembleFrame H264

var 3ABO
var 3AAS8
var 3A98
var 3A88
var 3A80
var 3A78
var 3A70
var 3A68
var 3A60
var 3A08
anonymous 2
anonymous 1
anonymous 0
anonymous_ 3
anonymous 4
var 50

var 40

var 30

var 20

var 10
var_s0

-0x3AB0
-0x3AAS8
-0x3A98
-0x3A88
-0x3A80
-0x3A78
-0x3A70
-0x3A68
-0x3A60
-0x3A08
-0x39F2
-0x39F0
-0x39E8
-0x39D0
-0x39C8
-0x50

-0x40

-0x30

-0x20

-0x10

0

STP
STP
STP
STP
STP
STP
ADD
SUB
SUB
MOV
MOV
ADD
ADRP
LDR
LDR
STR
STR

; CODE XREF: _ text:0000000198A03A78Tp

X28, X27, [SP,#-0x10+var 50]!
X26, X25, [SP,#0x50+var 40]
X24, X23, [SP,#0x50+var 30]
X22, X21, [SP,#0x50+var 20]
X20, X19, [SP,#0x50+var 10]
X29, X30, [SP,#0x50+var s0]
X2Q _ SP_ #0x&0

SP, SP, #3,LSL#12

SP, SP, #0xA00

X19, SP

X21, X0

X9, X19, #0x50 : 'P'

X8, #stack cookie@PAGE

X8, [X8,#stack cookie@PAGEOFF]
X8, [X8]

X8, [X9]

X1, [X19,#0x3A50+var 3A08]

func args

return address

saved regs

local variables




_AssembleFrame H264

var 3ABO
var 3AAS8
var 3A98
var 3A88
var 3A80
var 3A78
var 3A70
var 3A68
var 3A60
var 3A08
anonymous 2
anonymous 1
anonymous 0
anonymous_ 3
anonymous 4
var 50

var 40

var 30

var 20

var 10
var_s0

-0x3AB0
-0x3AAS8
-0x3A98
-0x3A88
-0x3A80
-0x3A78
-0x3A70
-0x3A68
-0x3A60
-0x3A08
-0x39F2
-0x39F0
-0x39E8
-0x39D0
-0x39C8
-0x50

-0x40

-0x30

-0x20

0

X28,
X26,
X24,
X22,
X20,
X29,
X29,
SP,
SP,
X19,
%21 :
X9 .

; CODE XREF: _ text:0000000198A03A78Tp

X27, [SP,#-0x10+var 50]!
X25, [SP,#0x50+var 40]
X23, [SP,#0x50+var 30]
X21, [SP,#0x50+var 20]
X19, [SP,#0x50+var 10]
X30, [SP,#0x50+var s0]
SP, #0x50

SP, #3,LSL#12

SP, #0xA00
SP

X0

X19, #0x50 : 'PpP’

X8, #stack cookie@PAGE

X8,
X8,
X8,

AL,

[X8,#stack cookie@PAGEOFF ]
[X8]
[X9]

LALI ,FVAOAIVUTVAL JAVO |

func args

return address

saved regs

local variables

stack canary




Stack overflow happened in _AssembleFrameH264

func args 0x80808080...

return address 0x80808080...
saved regs 0x80808080...

0x80808080...

local variables

local variables




mediaserverd crash log on iOS

Thread 34 crashed with ARM Thread State (64-bit):

X0
x4 :
X8
x12:
x16:
xX20:
x24:
x28:

Sp:

Thread 34 Crashed:

0

0x0000000000000000
0x000000000000000b
0x2d1b939d33fb0048
0x00000001612c4000
0x000000019956a0230
0x8080808080808080
Ox8080808080808080
0x8080808080808080
0x00000001702edbf0

277

x1:
X5:
X9
x13:
x17:
x21:
: Ox8080808080808080
fp:

0x00000001702ea200
0x000000000000000b
0x2d1b939d33fb0048
0x0000000000003f f f
0x0000000066855132
0x8080808080808080

0x8080808030808030

X2:
X0:
x10:
x14:
x18:
X22:
X260
lr:

H0x8080808080808080 11 gk

Oxfffffffffffffffef
0x0000000000000000
0x0000000000000000
0x000000000000f6c4
0x0000000000000000
0x8080808080808030
0x8080808080808030
0x8080808080308030
0x60000000

: 0x0000000000000000
: Ox0000000000000000
: Ox000000000017a0c1
: Ox0000000000000001
: Ox8080808080808080
: Ox8080808080808080
: Ox80808080380808080

Ox38080808080808080 @ + -9187201950435737472



FaceTime

Avallable for: IPhone 5s and later, iIPad Air and later, and iIPod touch 6th generation and later

Impact: A remote attacker may be able to cause arbitrary code execution

Description: A memory corruption issue was addressed with improved input validation.

CVE-2019-8648: Tao Huang and Tielei Wang of Team Pangu



A compiler bug

¢ Many functions in different modules have incorrect stack cookies

e Apparently Apple’s compiler got a problem



Home > Notes > VU#129209

LLVMs Arm stack protection feature can be
rendered ineffective

Vulnerability Note VU#129209 B n

Overview

The stack protection feature in LLVM's Arm backend can be rendered ineffective when the stack protector
slot is re-allocated so that is appears after the local variables that it is meant to protect, leaving the
function potentially vulnerable to a stack-based buffer overflow.

Description

The stack protection feature provided in the LLVM Arm backend is an optional mitigating feature used
to protect against buffer overflows. It works by adding a cookie value between local variables and the
stack frame return address. The compiler stores this value in memory and checks the cookie with the
LocalStackSlotAllocation function to ensure that it has not changed or been overwritten. If the value
has changed, then the function will terminate. Since it currently pre-allocates the stack protector before
the local variables in the stack, it's possible that a new stack protector can be allocated later in the
process. If that happens, it leaves the stack protection ineffective as the new stack protector slot
appears after the local variables that it is meant to protect. Additionally, it is also possible for the stack
cookie pointer to spill to the stack and potentially be overwritten. This could happen in an area on the
stack before the stack protector slot, rendering it ineffective.




AppleServer
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Phone continuity

e Allows to make and receive calls from Mac, iPad, or iPod touch when
those devices are on the same network as iPhone.

e Apparently this needs bidirectional network connections between Mac and
iPhone

e Based on our manual inspection, we found the network packets are also
first processed by identityservicesd



Following this execution path

[IDSLinkManager link:didReceivePacket:fromDeviceUniquelD:cbuuid:]
[IDSLinkManager _processLMCommandPacket:fromLink:deviceUniquelD:cbuuid:]
[IDSInterface Address interface AddressWithTransmittedBytes:length:withLocallnterfaceName:]
[IDSInterfaceAddress initWithInterface Address:bflags:bssid:bssidLength:]

[IDSSockAddrWrapper initWithSock Addr:}



IDSSockAddrWrapper * cdecl -[IDSSockAddrWrapper initWithSockAddr:](IDSSockAddrWrapper *self, SEL a2, const sockaddr *a3)
{

__int64 v3; // rl4

char *v4; // rbx

char v5; // a.

IDSSockAddrWrapper *vé6; //

struct objc super v8; //

= ( 1int64d)a3;
.receiver = 1£f;
.cls = &0BJC_CLASS  IDSSockAddrWrapper;
v4d = (char *)objc msgSendSuper2(&v8, "init");
if ( vd )
{
if ( lv3 || !*( BYTE *)v3 || (v5 = *( BYTE *)(v3 + 1), v5 != 0x1E) && v5 1= 2 )

{
ve6 = OLL;
goto LABEL 9;

= objc retain(v4);

LABEL 9:
objc release(v4);
return vb6t;

}

® Very similar to Ian Beer’s mp_socket kernel vulnerability(CVE-2018-4241)(https:/ /

bugs.chromium.or roject-zero /issues/ detail?id=1558)
® sockaddr is under attacker’s control, but the function has no checks on the length field of sockaddr

(first byte)

® memcpy will lead to a heap overflow and overwrite ISA pointers of adjacent objects


https://bugs.chromium.org/p/project-zero/issues/detail?id=1558
https://bugs.chromium.org/p/project-zero/issues/detail?id=1558
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identityservicesd

avconferenced(macOS)
mediaserverd(1OS)

g callservicesd

iMessage

remoteDesktop

phonecontinuity We only share some typical bugs in such
attack surfaces. A lot of trivial bugs such
as type confusion are not mentioned.




Black Hat Sound Bytes

® FaceTime’'s implementation needs significant improvements
® Attack surfaces exposed by messaging intertaces need more attentions

e Typical stack overtlows may still attect 10S in 2019



Thank you!




