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NeXTSTEP Legacy

< NextStep v Mac OS X
NextStep v3.3
Apple acquisition
Jobs creates .
i PPC Rhapsody Mac OS X 1386

1986 1989 1995 2001 2005



Z
=
™

File

= File Viewer
Disk

View I
Tools I
Windows I

LocalApps netinfo-talk

nextdoom
next-admin
next-classroom
next-icon
next-jobs
next-managers
NeXT-FPP
next-prog
nsfip-homehbrew

Services I

Log Out q

ibmsaa.art
68 6MB available on remote disk

4403 Jan 18 Eliza
4404 Jan 18 Eliza

Attributes Inspector Pt
19 To: A
Attributas I
A SoftPC.local....

Adv.NetInfo.rtf b 2go, ' news-archive : Barclays

orders - Bargains.Propos...

paul calendar
Path: /homelpaul ‘ CISMail

Adv Netinfo rf

roughly:

r-thompson
SafetyNet

SarNet
uk-next-announce
uk-next-users
uk-riders

uk-sun
WebObjects

3 y/|lcmos.ram
Link To: for releasi
bpland project, codenamed "Rhapsody”. Rhapsody will be based initially on
he operating system acquired with NeXT, and with a development team
Slize: 30.2KB e inly of engineers from NeXT, headed by Avadis Tevanian, formerly head of
' at NeXT.

Owner: paul
ompute Il run on all current Power PC Macintoshes. The initial release for developers
Group: whesl I ; bpenStep APl (Application Programming Interface), which is part of the
perating system, and the user interface also from NeXTSTEP, with minor
Permissions ———— aken from the Macintosh System 7 interface. The full release of Rhapsody
. - 1er adaptations ofthe use rface, will include additional toolkits from

Name: OmniWeb.mhox
Delete I New I
Open I Transfer <* I




NeXTSTEP Legacy

x Operating system Design

x Object Oriented (APIs; KPIs)
x OpensStep APl (now cocoa)
x Objective-C

x Finder :-(



NeXTSTEP Design

NeXT GUI /

OpenStep AP
Display PostScript
Loadable . -
62 4.3BSD Kernel Servers Eiisn
Mach 2.0/2.5

* Berkeley - Garnegie Mellon Universities



CMU’s Mach Original Goals

x “An operating system: to create operating systems”

® Designed to replace the huge complex buggy Unix
kernel

® Promoted portability, stability and simplicity



Mach Original Concept:
a MicroKernel

|
: B "
- |
> ~ -

Real Operating System
User

Kernel Mach Operating System



Manoliernneternel

User APIs (libc, ...)
Kernel APIs (syscalls, ...)
Sockets
VES
TGP UDP
FAT32 1S09660  ext2fs
|
Drivers
Memory Mng Scheduler IPC Hardware Mng

Haraware
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Mach Basics

» Jask: simple resources container (VMM ports; threads;...)

x [hread: basic execution unit:(shares task’s resources
with other threads, only:-owns an execution context)

» Port: message queue protectea with privileges

x Message: data that a thread can send or receive

x Memory object: container for data (mapped in the
task’s virtual address space)




Vlach Basics...

= No user/group/world notions

= No S notions like working directory

x Pure/simple/secure oriented object concept

x Only one object can own/receive messages on a
Specific port

® A thread needs to have the right on a specific port
to send a message 1o it



Mach Memory Management
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\Vlach Is responsible for...

x Preemptive multitasking (schedule user/kernel threads)
x [nterrupt Management

® Protected Memory

= Virtual Memory:Management

x [PC

x Real-Time Support

x Debugging support

» Console I/O



From CMU to Apple
Implementation



CMU’s implementations

User APIs (libc, ...)

Kernel
4,.38SD



NeXIsShkbtesmemienoentation

User APIs (libc, ...)

Kernel |

FreeBSD IOKit

VM asi. 5.0,
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MicroKernel system calls

4GB

0GB




OSX: Colocation

User APIs (libc, ...)

Kernel
FreeBSD IOKit

Mach 3.0



BSD on top of Mach

x How to wrap a secure - and simple micro-kernel into an
iInsecure and complex monolithic-kernel?



BSD on top of Mach

k 4 3 3 J 4 - e R T T R R = ' v 3 3 %

User APIs (libc, ...)
Kernel syscalls ayscals
UNIX Pthread Unix
Process Signal
Task Thread ~ Exceptions w
Scheduler Scheduler IPC

Management
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v1.0 V2



v1.0 V2
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Binary Formats

® 9.0Ut

® COff

x PE

x ELF

x Mach-O




Mach-O

Fat Heaaer

al Arc

at Arc

x Multi-Archi

x Kernel is a Mach-0 (kernel'is always 32bits)

P file /mach_kernel

/mach_kernel: Mach-0O universal binary with 2 architectures
/mach_kernel (for architecture i386): Mach-O executable i386
/mach_kernel (for architecture ppc):Mach-O executable ppc



Mach-O

x | G THR

LC_UUID
LC_SEGMENT 7 LGS
LC_SYMTAB

LC_DSYMTAB

=AD

EGMENT 64

e

Section _ text

Section __cstring

o

eax Ox0 ebx  OxO ecx Ox0 edx Ox0
edi OxO esi  Ox0 ebp OxO0

eip 0x0000170



Design Considerations

x BSD designed by the academic world for the academic
Welgle

x Mach designed by the academic world for BSD
x NeXTSTEP designed for the education world

x OSX designed for??27
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What is binary encryption?

x Encrypt the binary Image
® Decrypt the code at runtime
x Delay as much as possible the code decryption

x Guarantee that no single snapshot contains the whole
unencrypted program
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Why encrypt??

x Adding an anti piracy. protection
® - Creventunatitnorized:tuser-from:executing:it
x Adding a reverse engineering protection

® - Prevent staticiattacks:(binary:-static-analysis)

® Hindering forensic analysis, just in case...



What is binary encryption?

start:

0000170 oushl  $0x00 8>AKBAN@N@<BI>AP<FF><85>
0000172 movl  %esp,%ebp S<FF><FF><FF><8B><85><F6>"0<85
00001174 andl  $0xf0,%esp ><91><FC><FF><FF><8B><9D>$

<FF><FF><FF><85><DB>"0<84>{ AN

00001f77 subl  $0x10,%esp
@N@<8B><85>N@<FF><FF><FF>NO
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VWhat didn’t work...

x Patch the Kernel Source
®x Add a custom Pager

x Fake Device

Kernel Pager




Patch the Kernel Source

® [00 invasive... No one on OSX installs other kernels
than the ones released by Apple

x Really hard to recompile a custom kernel, no support

x Using kernel'module’is really “mandatory” (cf. Apple)

Kernel Pager



What Is a pager?

x Responsible for reading/writing: pages to the backing
store

x Abstraction layer between the Kernel and the backing
store

Kernel Pager - ['Backing Store



OSX’s Pager

x Pager selection is hard coded (VNode pager, ...)
x No clean mechanism to-add-a custom pager

x [he only way is by hooking OSX’s page fault handler
(dirty)

Kernel Pager




Fake Device
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Fake Device

x Can limit accesses to kernel-only

® However, can't guarantee that the client is really our
driver

x Can't guarantee the amount of unencrypted pages



What works?

(__TEXT,__text) section

! : 0x1000
n EXC@ p't IONS H 00 k| N g 8>"\KBA@ \@<89>"\P<FF><85>

$<FF><FF><FF><8B><85><F

ﬂ VM_PROT_NONE

Protection

7 =Xxception

cs)oaodﬂ?d_-ix pushl ~$0x00 |

00001f72  movl  %esp,%ebp

| Page Fault
4 |
s 0x1000
Kerne| Pager > 8> \KB\@"@<8 g5>

;" L§<FF><FF><



Exceptions HooKINg

x Clear Mach APl to override task exception handler

x No overhead (no need to call the original handler)

x [hanks to Mach the User-land and the Kernel-land are
both clients of Mach. The same code works In both
lands
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