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Infection Vector
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Infection Vector

® Safari File Edit View History Bookmarks Window Help

O Tuel12:34AM Q

‘800 Intro - watch now |
L< l > J[l]@ http://adobe2macosxplayer.rr.nu/7f/ (,J (Qv Gooale )

Update fix a crush of A

Adobe® Flash® Player 11.0 Installer

o You need update to a latest version

ash player,

¥ | have read and agree to the terms of the Flash Player License Agreement.

Read the license here.
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Infection Vector

® Safari File Edit View History Bookmarks Window Help ‘D Tue 12:34AM Q
‘800 Intro - watch now
< | > + |6 http://adobe2macosxplayer.rr.nu/7f/ ¢ " Qr Google
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 Install Flash Player

yer Installer

ugh the steps necessary to

Go Back ( Continue )
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Infection Vector

/X \\ Do you want content signed by “Apple Inc.” to have access to

your computer?
The digital signature of this certificate could not be verified. Do not trust

this certificate if you do not know who issued it.

[ Always trust “Apple Inc.”
kQ Apple Inc.

Apple Inc.

Self-signed root certificate
Expires: Monday, May 7, 2012 2:02:02 AM Singapore Time

€ This root certificate is not trusted

 Trust

p Details

@ l: Hide Certificate ) (Eant:el ] W
&
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Infection Vector

* CVE-2008-5353

« CVE-2011-3544

 CVE-2012-0507

Java
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Installation
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Main Binary
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Main Binary: Update Server

 Creates a thread that connects to a set of C&C servers to
download updates every 3670 secs (>1hr)

Generated list
based on date
(*new variants

only)

Returned by a

Hardcoded list third party
server

September 27,
11 5012 @gg}lg F-Secure.?



Main Binary: Update Program

* Response:

* %markerl%%encoded VM program%%marker2%
%encoded MD5 RSA signature%%marker3%

* Log SHA1 of VM program
- {HOME}/Library/Logs/swlog
« {HOMEY}/Library/Logs/vmLog
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Main Binary: Payload C&C (Newer Variants)

« Same thread will also connect to another set of C&C
servers

« This time to select a server for executing the payload

Updateable list Hardcoded list

(Entry ID (Entry ID Generated list

3035856777) 2522550406) based on date
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Main Binary: Payload C&C (Old Variants)

Hardcoded list
(Entry ID

2413278617)

« Selected only once - when binary is loaded
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Main Binary: Payload C&C Validation

* Response

 %SHA1 string_of server name% |
%MD5 RSA signature%

« Use (2" — old variant / 15t — new variant) host in
hardcoded list as default server

« Use “localhost” if configuration entry does not exists
(new variant only)
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Main Binary: Payload (Old Variants)

Outbound Inbound

CFWriteStreamWrite CFReadStreamRead
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Main Binary: Payload (Old Variants)

Outbound Inbound

Contains target
% .
To Google” string?

Pls reply in a format _
that is parseable Inject content
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Demo
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Main Binary: Payload (Newer Variants)

Command
and Control

Browser

CFWriteStreamW rite

CFReadStreamRead
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Main Binary: Payload (Newer) -> Search

g Browser
Command S
and Control CFWriteStreamWrite

Keyword and qiglEi@iaiie

Other Modules

CFReadStreamRead
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Main Binary: Payload (Newer) -> Search

— Browser

Command S essssnsserernonnddl Original search

R Sl s CFWriteStreamWrite request
Redirection dat@ilale/fe]] m

other commzilels

Other Modules

Destination

CFReadStreamRead Google
search result
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Main Binary: Payload (Newer) -> Click

e Browser
Command S Redirection
el Sartiel @ CFWriteStreamWrite info

Tracking (aife;

Other Modules

CFReadStreamRead Redilrrﬁcc):tlon
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Main Binary: Payload (Newer) -> Click

-Stream Content

Google return the request in the response
"l Follow TCP Strear

GET fﬂnn—exiﬁtiﬂg_rEEGurcE|HTTPH1.1

Hostr—googtecom

User-agent: Mozilla/5.0 (Macintosh; U; Intel Mac 05 X 10_6_7; en-us)
Applewebkit,/533.20.25 (KHTML, like Gecko) version/5.0.4 safari/533.20.27

Accepﬁ: application/xml,application/xhtml+xml,text /html;g=0.9,text/plain; g=0.8&, image/
png,*/*;q=0.5

Accept-Language: en-us

Accept-Encoding: gzip, deflate

connection: keep-alive

HTTP,/1.1 301 Moved Permanently

Location: http:ffwww.gong1e.coﬂfnon—exi5t1ng_re50urce
Content-Type: text/html; charset=oTF=
X-Content-Type-options: nosniff

Date: Thu, 24 May 2012 17:41:52 GMT

Expires: Sat, 23 Jun 2012 17:41:52 GMT

Cache-Control: public, max-age=2592000

server: sffe

Content-Length: 240

¥-¥55-Protection: 1; mode=block

<HTML=<HEAD=<meta http-equiv="content-type" content="text/html;charset=utf-8">
<TITLE>301 Moved</TITLE></HEAD><BODY>
<H1>301 Moved=,/Hl>
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Main Binary: Payload (Newer) -> Click

Browser
Command

and Control - CFWriteStreamWirite

Request to /
new destination

Destination Other Modules

Redirection /£
script

CFReadStreamRead
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Main Binary: Payload (Newer) -> Click

Browser

Command
and Control

CFWriteStreamW rite

Request with
modified referrer

Other Modules

CFReadStreamRead
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Demo
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Filter/Loader Binary
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Filter /
Loader
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Filter/Loader Binary

safari check:
mouzx eax, byte ptr [rbx]

cmp al, 53h ;3 "5°

inz short webpo check

cmp byte ptr [rbx+1], 41Th ; "a’
jnz short righprocess check
cmp byte pty [rbx+2], aG6h ; "F°
inz short righprocess check
cmp byte ptyr [rbx+3], 4Th ; "a’
jnz short righprocess check
cmp byte ptyr [rbx+4], 7Z2h ; P’
inz short righprocess check
mou cs: rightProcess, BFFDAFEhD
jmp short righprocess check

September 27, Ty
28 2012 @59,\32 F-Secure §



Filter/Loader Binary

webpo _check:

cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
cmp
jnz
mou
jmp

al, 5/h ; "W

; CODE XREF:

short righprocess check
byte ptyr [rbx+1], a5h ; "e’
short righprocess check
byte ptyr [rbx+2], 42h ; "D’

short righprocess check
byte ptyr [rbx+3], S6h ; |'P°
short righprocess check
byte ptyr [rbx+4], aFh ; |"0°

short righprocess check
cs: rightProcess, BFFDAFEh

short loc BEB
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LaunchAgent Binary
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LaunchAgent Binary

« Stand-alone light version of the updater module found in
the main binary

* Uses different set of C&C servers

Generated list
based on
constants

Generated list

based on date Hardcoded list

« Similar server validation process

* Logs CRC32 of the update/installation program
* /tmp/.%crc32_of VM _program%

« Have it's own instruction set
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LaunchAgent Binary - Recent Variant

“y Java Decompiler - al-7.jar El&g

File Edit Mawvigate 5Search Help
SRR AR
al-7.jar }{]
- META-INF
ElEE a

) Help

- @[] apl

L
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LaunchAgent Binary - Recent Variant

-
*y Java Decompiler - al-2,jar EM

File Edit Mawvigate 5Search Help
SRR AR
al-2.jar }{]
- META-INF
EIEE a

) Help

- @[] apl

L

« Taken over the responsibility of installing the malware
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Thank you! Please check out the conference paper for
more detalls.

broderick.aquilino@f-secure.com
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