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Hacker (the good kind)
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My journey started 
here
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Mission control
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TotalSpaces

And ended here
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StackOver!ow
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First attempt

Change Space
Navigate OSX Lion desktops as if they were a 2D grid of spaces
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int get_space_id(void)
{
    int space;
    CFArrayRef windows = CGWindowListCopyWindowInfo( kCGWindowListOptionOnScreenOnly, 
kCGNullWindowID );
    CFIndex i, n;
    
    for (i = 0, n = CFArrayGetCount(windows); i < n; i++) {
        CFDictionaryRef windict = CFArrayGetValueAtIndex(windows, i);
        CFNumberRef spacenum = CFDictionaryGetValue(windict, kCGWindowWorkspace);
        if (spacenum) {
            CFNumberGetValue(spacenum,  kCFNumberIntType, &space);
            return space;
        }
    }
    return -1;
}

What space am I on?
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Take me to space x

void set_space_by_index(int space)
{
    CFNotificationCenterRef nc = CFNotificationCenterGetDistributedCenter();
    CFStringRef numstr = CFStringCreateWithFormat(NULL, nil, CFSTR("%d"), 
space);
    CFNotificationCenterPostNotification(nc, 
CFSTR("com.apple.switchSpaces"), numstr, NULL, TRUE);
}
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Arrgh, space 1

- (void) setSpaceOne {
  id sb = [SBApplication 
applicationWithBundleIdentifier:@"com.apple.SystemEvents"];
  // the cast to id is a hack to avoid the type warning, and the
  // call to performSelector is a hack to
  // avoid the semantic warning when calling 
  // keystroke:using: directly
  [sb performSelector:@selector(keystroke:using:) withObject:@"1" 
withObject:(id)[self fourCharCode:"Kctl"]];
}
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So much for public 
APIs

Private APIs?
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404, Not found

What now?
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Change the System

Dock.app

Window server

OSX

Friday, November 16, 12



1st TOOL

class-dump - Steve Nygard
This is a command-line utility for examining the Objective-C runtime information 
stored in Mach-O files. It generates declarations for the classes, categories and 
protocols. This is the same information provided by using 'otool -ov', but 
presented as normal Objective-C declarations, so it is much more compact and 
readable.
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@interface WVExpose : NSObject

- (id)init;
- (void)dealloc;
@property(nonatomic) int animationMode; // @synthesize animationMode=_animationMode;
@property(nonatomic) unsigned char mode; // @synthesize mode=_currentMode;
@property(readonly, nonatomic) BOOL isWindowsMode; // @dynamic isWindowsMode;
- (void)showForTile:(id)arg1 allowSlow:(BOOL)arg2;
- (void)addWindowsForPSN:(struct CPSProcessSerNum)arg1;
- (void)removeWindowsForPSN:(struct CPSProcessSerNum)arg1;
- (void)preflightMinimizedWindowsForMaximization:(const unsigned int *)arg1 orderOps:
(const int *)arg2 otherWindows:(const unsigned int *)arg3 count:(unsigned int)arg4;
- (void)maximizeWindow:(unsigned int)arg1 orderOp:(int)arg2 otherWindow:(unsigned 
int)arg3;
- (BOOL)handleEvent:(struct _CGSEventRecord)arg1;
- (BOOL)handleClickWhenInShowDesktop:(struct _CGSEventRecord)arg1;
- (void)recaptureEventsIfNecessary:(struct _CGSEventRecord)arg1;
- (void)dragEnded;
- (void)displayChanged;
- (void)cancelExpose;
- (void)showHiddenApp;
- (void)hideShownApp;
- (void)showPreviewForWindow:(id)arg1;
- (void)removePreviewWindow:(id)arg1;
- (double)exitExposeToUserSpace;
- (void)switchExposeToUserSpace:(unsigned long long)arg1;
- (void)switchExposeToNextSpace;
- (void)switchExposeToPreviousSpace;
- (void)leaveExposeIfNecessaryAndDoWorkAfter:(id)arg1;
...
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2nd TOOL

Swizzling

Objective C

Dynamic Dispatch

because

has
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method_exchangeImplementations(
    Method m1, 
    Method m2)

myOldMethod

myOldMethod

myNewMethod

myNewMethod
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- (void) myNewMethod
{
  // do something new
  // then call the original
  [self myNewMethod];
}
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https://github.com/rentzsch/jrswizzle
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3rd TOOL
/*
 *    ______           ____       _         __         ____ ____
 *   / __/ /____ _____/  _/__    (_)__ ____/ /_  __ __/ __// / /
 *  _\ \/ __/ _ `/ __// // _ \  / / -_) __/ __/  \ \ / _ \/_  _/
 * /___/\__/\_,_/_/ /___/_//_/_/ /\__/\__/\__/  /_\_\\___/ /_/  
 *                          |___/                               
 *
 * (c) 2011 qwertyoruiop
 *
 * Please refer to README and LICENCE.txt for the licence of StarInject
 * 
 */
#include "Headers/Headers.h"
extern char payload[];
extern char payload_end[];
extern void* pointers;
void* mach_memcpy(mach_port_t task, void* mem, int size) {
! void* ret;
! vm_allocate(task,(vm_address_t*)&ret,size,1);
! vm_write(task,(vm_address_t)ret,(pointer_t)mem,size);
! vm_protect(task,(vm_address_t)ret,size,0,VM_PROT_EXECUTE|VM_PROT_READ|VM_PROT_WRITE);
! if(!ret) puts("[-] Cannot allocate memory");
! printf("[+] Allocated a memory segment starting at 0x%lx into task's address space\n",(long 
unsigned int)ret);
! return ret;
}
int main(int argc, char** argv)
{
! printf("[i] ");
! __PRINT_HEADER(StarInject);
! printf("[i] Usage: %s PID_OF_TASK [library]\n[i] If no library is specified, StarLoader 
will run.\n", argv[0]);
! if(!argv[1])
! {
! ! puts("[-] Please specify a PID.");
! ! return -1;
! }
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SIMBL - SIMple Bundle 
Loader

Injector Dock New 
code

Apple

Event

Sdef
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3 TOOLS
class-dump

Swizzling

SIMBL

@interface WVExpose : NSObject

- (id)init;
- (void)dealloc;
@property(nonatomic) int animationMode; // @synthesize animationMode=_animationMode;
@property(nonatomic) unsigned char mode; // @synthesize mode=_currentMode;
@property(readonly, nonatomic) BOOL isWindowsMode; // @dynamic isWindowsMode;
- (void)showForTile:(id)arg1 allowSlow:(BOOL)arg2;
- (void)addWindowsForPSN:(struct CPSProcessSerNum)arg1;

...
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@interface WVExpose

- (void) _changeMode:(unsigned char)arg1 frontCID:(unsigned 
int)arg2 relativeToLayer:(id)arg3
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@implementation MyWVExpose

- (void) my_changeMode:(unsigned char)arg1 frontCID:(unsigned 
int)arg2 relativeToLayer:(id)arg3
{
  NSLog(@"mode was %u", arg1);
  [self my_changeMode:arg1 frontCID:arg2 relativeToLayer:arg3];
}

@end
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- (void) setupSwizzle
{
  Class WVClass = NSClassFromString(@"WVExpose");
  Class myWVClass = [MyWVExpose class];

  SEL origSel = @selector(_changeMode:frontCID:relativeToLayer:);
  SEL newSel = @selector(my_changeMode:frontCID:relativeToLayer:);

  Method origMethod = class_getInstanceMethod(WVClass, origSel);
  Method newMethod = class_getInstanceMethod(myWVClass, newSel);

  IMP origImp = class_getMethodImplementation(WVClass, origSel);
  IMP newImp = class_getMethodImplementation(myWVClass, newSel);
  
  class_addMethod(WVClass,
                  origSel,
                  origImp,
                  method_getTypeEncoding(origMethod));

  class_addMethod(WVClass,
                  newSel,
                  newImp,
                  method_getTypeEncoding(newMethod));

  Method newMethodInOrigClass = class_getInstanceMethod(WVClass, newSel);
  IMP newImpInOrigClass = class_getMethodImplementation(WVClass, newSel);
  
  method_setImplementation(origMethod, newImpInOrigClass);
  method_setImplementation(newMethodInOrigClass, origImp);
}
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Getting out of the Dock

Dock Your process
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Noti!cations

NSDistributedNotificationCenter *distCenter = 
  [NSDistributedNotificationCenter defaultCenter];

[distCenter addObserver:self selector:@selector(exposeModeChanged:) 
  name:@"com.yourname.exposeModeChanged" object:nil
  suspensionBehavior:NSNotificationSuspensionBehaviorDeliverImmediately];

NSDistributedNotificationCenter *distCenter = 
  [NSDistributedNotificationCenter defaultCenter];

[distCenter postNotificationName:@"com.yourname.exposeModeChanged"
  object:[NSString stringWithFormat:@"%d", arg1] userInfo:nil 
deliverImmediately:YES];

Sender

Receiver
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- (void) exposeModeChanged:(id)aNotification
{
  NSString *mode = [aNotification object];

  AVAudioPlayer* audioPlayer;
  NSURL* file = [NSURL URLWithString:[[NSBundle mainBundle] 
    pathForResource:@"sound" ofType:@"mp3"]];
  audioPlayer = [[AVAudioPlayer alloc] initWithContentsOfURL:file
    error:nil];
  [audioPlayer prepareToPlay];
  [audioPlayer play];

  // [self alert:
  //  [NSString stringWithFormat:@"Mode changed to %@", mode]];
}
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More TOOLS

Hopper Disassembler
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More TOOLS
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#!/usr/sbin/dtrace -s

#pragma D option quiet

pid$$1::objc_msgSend:entry
{
  printf("%d:%d %p %s_%ld\n", tid, timestamp / 1000000, arg0,
    copyinstr(arg1), arg2);
  ustack();
}

tick-1sec
/i++ == 2/
{exit(0);}

Friday, November 16, 12



Further reading

http://reverse.put.as/papers/
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