
OS X 
ROOTKITS 
fG! @ BSides Lisbon 

2



1 OS X Kernel Rootkits (duh!). 

2 
3 
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Ideas to improve them. 

Solving some problems. 

Breaking Volatility. 

Agenda 

5 Zombies, signed kexts policy. 

















sudo -k 



OLD TECHNOLOGY* 

*but brilliant! 



Filesystem access 



1 Very easy to do using VFS functions. 

2 
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Everything available in KPIs! 

Ability to read and write anywhere. 

Compatible with “all” OS X versions.  





github.com/gdbinit/hydra 

Details and code 



Disassembler 



1 Integrate disassembler library. 
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Tested with diStorm. 

Very fast in linear sweep. 

Be careful with some inline data. 



5 Helpful to find static functions. 
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Variables and structs fields offsets. 

Hooking by modifying call reference. 

Dynamic and future-proof rootkit. 



WHY? 



SYMBOLS! 



1 Some available in KPIs. 
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A few interesting not KPI exported. 

Others are static. 

In-memory search ok since Lion. 





If you use this 



with 



you get 



because 





1 Proc and task structs are internal. 
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Keep changing between versions. 

We want to access them! 

But only require a few fields. 



How to fix it? 

* Hopefully a few of you are old enough to know MacGyver! 



1 Try to find (very) simple functions. 
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That reference the field we want. 

Disassemble. 

Search and retrieve offset. 





Mountain Lion 

Mavericks 



http://code.google.com/p/distorm/ 



Prepare diStorm 



Disassemble and search offset 
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OS X plugins being developed. 

Assumptions… 

Yes, I'm an Economist! 

Very interesting project. 



http://code.google.com/p/volatility/wiki/MacMemoryForensics 
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Firewire/Thunderbolt/etc. 

Cold boot attacks/VM dumps. 

Kernel exploits. 

Kernel extension. 

Memory acquisition 

5 EFI stuff by Snare. 
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Verify the fmt parameter. 

Be careful, variable argument list. 

React if it’s creating /dev/mem. 

Hook devfs_make_node. 
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Patch the driver. 

Remove rootkit and kernel panic. 

Something else! 

Unload the rootkit. 

Possible (re)actions 
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Using a callback. 

IOServiceAddMatchingNotification. 

Doesn't work with Mandiant's driver. 

I/O Kit can notify about new drivers.  
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Dump ioreg registry. 

And lookup for Mandiant's driver. 

Polling as a workaround. 

If you get it working tell me J. 
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Hooks in many interesting places. 

Create a module and…  

Do something evil! 

Abuse TrustedBSD framework. 



Loaded policies structure 



Individual policy configuration 
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Retrieves all policy modules loaded. 

Verifies if function pointers are ok.  

Kernel, trusted modules, or NULL. 

Volatility finds mac_policy_list. 



http://reverse.put.as/wp-content/uploads/2011/06/sas-summit-mac-
memory-analysis-with-volatility.pdf 





1 

2 

3 

4 

MAC_CHECK() is a macro. 

Create a shadow mac_policy_list.  

Easy to implement! 

Volatility assumes mac_policy_list. 









Before rootkit is loaded 



Rootkit is loaded… 
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Only modified memory references. 

TrustedBSD does the dirty work. 

Triggers integrity checking L.  

No function hooking was made. 



Zombie rootkits! 
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Install rootkit code. 

Fix mem permissions and offsets.  

Redirect execution to zombie. 

Create kernel memory leak. 

5 Return KERN_FAILURE. 



Signed 
kexts! 
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Located in kext_tools package. 

IOKitTools is also useful.  

Notification queues. 

kextd is our target. 

5 A few more in Mavericks vs Mt Lion. 
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Doesn't display but doesn't clean. 

Redirect to resetUserNotifications.  

Doesn't display, cleans messages! 

"Crack" _checkNotificationQueue. 

Two possible actions 



Let's patch! 



Let's patch! 



Zombie, no codesign 
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Load rootkit. 

Restore original kextd bytes. 

Clean up logs. 

Temporarily patch kextd.  

5 No symbol names but easy to find! 





0 day! 



0 day! 

! 
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Human creativity is great! 

Money & information asymmetry. 

Question every assumption! 

Attackers have better incentives. 



nemo, noar, snare, saure, od, emptydir, korn, g0sh, 
spico and all other put.as friends, everyone at 
COSEINC, thegrugq, diff-t, i0nic, #osxre, Gil Dabah 
from diStorm, A. Ionescu, Igor from Hex-Rays, NSA 
& friends, and you for spending time of your life 
listening to me J. 

Greetings 



http://reverse.put.as 
http://github.com/gdbinit 

reverser@put.as 
@osxreverser 

#osxre @ irc.freenode.net 
And iloverootkits.com maybe soon! 



A day full of possibilities! 

Let's go exploring! 



ONE  
LAST  

THING! 




