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WHEN MACS GET  
HACKED 



!  Senior Digital Forensics Analyst @ Harris Corporation 
!  Northern Virginia 
!  Federal Law Enforcement 
!  Intrusion Analysis 
!  Counter-Intelligence, Counter-Terrorism, Criminal Cases 
! Mac Nerd at Heart 
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CURRENT THREATS: 



! Infected 600,000+ 
systems 

! $10,000/day ad-click 
revenue for attackers 

! Java Vulnerabilities 
! Fake Adobe Flash 

Installer 
! Drive-by-Download 

! Compromised Wordpress 
Blogs 
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CURRENT THREATS: 
FLASHBACK 

Image Source: http://www.cultofmac.com/124840/new-flashback-
os-x-trojan-is-in-the-wild-and-it-can-kill-os-xs-anti-malware-scams/ 



!  Hidden .app file in Zip 
Archive 

!  Installs backdoor 
!  Information Stealer 

!  Files 
!  Screenshots 

!  Another variant: 
!  Targets Tibetan Activists 
!  Photos of Tibetan 

Organization  
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CURRENT THREATS: 
IMULER 

Image Source: http://blog.eset.com/2012/03/16/osximuler-updated-still-a-
threat-on-mac-os-x 



! Vulnerabilities 
!  Java 
! MS Word 

! Malicious/Decoy Word 
Document 

! Targeting Tibetan NGOs 
! Backdoor 

! Download/Upload Files 
! Screenshots 
! Shell Execution 

oompa@csh.rit.edu | @iamevltwin 

CURRENT THREATS: 
SABPUB 

Image Source: http://totaldefense.com/blogs/2012/04/18/
OSX/SabPub-New-Backdoor-Malware-Threat-for-Mac-OS-
X.aspx 



! MS Word Vulnerability 
!  Remote Access Trojan 

!  Possible complete control of system 

!  Targets Tibetan NGOs via phishing emails 
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CURRENT THREATS: 
MACCONTROL 

Image Source: http://labs.alienvault.com/labs/index.php/2012/ms-office-exploit-that-
targets-macos-x-seen-in-the-wild-delivers-mac-control-rat/ 



!  Rootkit & Spyware 
!  Arrives as AdobeFlashPlayer.jar 

! WebEnhancer.class 

!  Cross-platform (Windows!) 
!  Backdoor Access: Screenshots, keylog, webcam, location, 

microphone, files, IM data, etc. 
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CURRENT THREATS: 
CRISIS / MORCUT 

http://nakedsecurity.sophos.com/2012/07/25/mac-malware-crisis-on-mountain-lion-eve/ 



! iPhoneDevSDK.com compromised 
! Mobile Developer Forum 
! Javascript Injected  

! Zero-day Exploit via the Java Browser Plugin 
! Infected: 

! Apple 
! Facebook 
! Twitter 
! Microsoft 
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CURRENT THREATS: 
PINT-SIZED 



! Bypasses Gatekeeper 
! Opens Reverse Shell 
! Encrypted C2 Communication 

! C2 Server at corp-aapl.com (now sinkholed) 
! RSA Keys 
! OpenSSH 

! Hides itself as printer related files 
! Perl scripts used for communication  
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CURRENT THREATS: 
PINT-SIZED 



!  Found on activist's system at Oslo Freedom Forum 
!  Backdoor 
!  Takes periodic screenshots 
!  Signed with Apple Developer ID 

oompa@csh.rit.edu | @iamevltwin 

CURRENT THREATS: 
KITM 

http://www.f-secure.com/weblog/archives/00002554.html 



Incident 
Response Autoruns Prefetch Internet 

History 

Email User Accounts Temporary 
Directories Log Analysis 

Antivirus Logs Time 
Stomping 

Memory 
Analysis 

Malware 
Reverse 

Engineering 
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WINDOWS INVESTIGATIONS 



What 

! System Information 
! Network Data 
! Users Logged On 
! Running Processes 
! Open Files 
! Memory Analysis 
! Other Tools 

Why 

! Collect Volatile Data 
! Triage Analysis 
! Dead-Box Analysis 
! Encryption 
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INCIDENT RESPONSE 



! Volatile Data 
! System Processes 
! Attached Media 
! Bash History 

! Memory Acquisition 
! HDD Acquisition 

too! 
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INCIDENT RESPONSE: 
MACQUISITION BY BLACKBAG 



!  Supports 10.4 – 10.8 32/64 
!  dd or Mach-O Formats 
!  http://cybermarshal.com/index.php/cyber-marshal-utilities/

mac-memory-reader 
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INCIDENT RESPONSE: 
MAC MEMORY READER (ATC-NY) 



!  App on USB Drive 
!  Captures: 

!  System Information 
!  Disk Information 
!  User Information 
!  Drivers 
!  Login Sessions 
!  Network Data 
!  Processes 
!  Screenshot 
!  Application Data 
!  FileVault Detection 
!  Property Lists 
!  RAM (10.7 not supported) 

!  macresponseforensics.com 
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INCIDENT RESPONSE: 
MACRESPONSE BY AIS 



! Blog: irhowto.wordpress.com 
! “Creating a OS X Live IR CD-ROM” 
! Step-by-Step Process & Scripts 
! Static Binaries 

! Not foolproof 
! May not work on all systems 
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INCIDENT RESPONSE: 
MAKE YOUR OWN IR LIVE CD 



! date !
! hostname!
! uname –a!
! sw_vers!
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INCIDENT RESPONSE: 
SYSTEM INFORMATION 

bit:~ user$ date!
Sun May 13 20:34:05 EDT 2012!
bit:~ user$ hostname!
bit!
bit:~ user$ uname -a!
Darwin bit 11.4.0 Darwin Kernel 
Version 11.4.0: Mon Apr  9 
19:32:15 PDT 2012; 
root:xnu-1699.26.8~1/
RELEASE_X86_64 x86_64!
bit:~ user$ sw_vers!
ProductName: !Mac OS X!
ProductVersion: !10.7.4!
BuildVersion: !11E53!



! netstat –an!
! lsof -i!
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INCIDENT RESPONSE: 
NETWORK DATA 

bit:~ user$ netstat –an!
Active Internet connections (including servers)!
Proto Recv-Q Send-Q  Local Address          Foreign Address        (state)    !
tcp4       0      0  192.168.1.101.60264    x.x.x.x.80             ESTABLISHED!
tcp4       0      0  192.168.1.101.60094    x.x.x.x.993            ESTABLISHED!
tcp4      37      0  192.168.1.101.59508    x.x.x.x.443            CLOSE_WAIT !
tcp4       0      0  192.168.1.101.59437    x.x.x.x.993            ESTABLISHED!
… 
bit:~ user$ lsof -i!
COMMAND    PID  USER   FD   TYPE             DEVICE SIZE/OFF NODE NAME!
loginwind   65 user    8u   IPv4 0xffffff8012574490      0t0  UDP *:*!
Mail       141 user    37u  IPv4 0xffffff80156e2320      0t0  TCP bit:59432-
>mail.some.thing.com:imaps (ESTABLISHED)!
Google     144 user    8u   IPv4 0xffffff8015f184e0      0t0  TCP bit:59421->qc-in-
f125.1e100.net:jabber-client (ESTABLISHED)!
iCal       149 user    17u  IPv4 0xffffff80156e1c00      0t0  TCP bit:49257-
>17.172.116.48:https (CLOSE_WAIT)!
Finder     155 user    26u  IPv4 0xffffff80156e5500      0t0  TCP localhost:57669->localhost:
26164 (ESTABLISHED)!
Dropbox    247 user    15u  IPv4 0xffffff8015717500      0t0  TCP bit:59418->sjc-
not18.sjc.dropbox.com:http (ESTABLISHED)!



! netstat –rn!

!
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INCIDENT RESPONSE: 
NETWORK DATA – ROUTING TABLE 

bit:~ user$ netstat -rn!
Routing tables!
!
Internet:!
Destination        Gateway            Flags        Refs      Use   Netif Expire!
default            192.168.1.254      UGSc           42        0     en1!
127                127.0.0.1          UCS             0        0     lo0!
127.0.0.1          127.0.0.1          UH              4  6677585     lo0!
169.254            link#5             UCS             1        0     en1!
169.254.204.125    b8:c7:5d:cc:5:80   UHLSW           0        7     en1!
172.16.152/24      link#9             UC              2        0  vmnet8!
172.16.152.255     ff:ff:ff:ff:ff:ff  UHLWbI          0        1  vmnet8!
172.16.243/24      link#8             UC              2        0  vmnet1!
172.16.243.255     ff:ff:ff:ff:ff:ff  UHLWbI          0        1  vmnet1!
192.168.1          link#5             UC              5        0     en1!
192.168.1.1        c0:3f:e:8c:59:59   UHLWIi          0      186     en1    900!
192.168.1.101      127.0.0.1          UHS             0        0     lo0!
192.168.1.133      3c:7:54:3:65:20    UHLWIi          1     2886     en1   1109!
192.168.1.241      68:9:27:32:15:9c   UHLWIi          0        0     en1   1085!



! arp –an!
! ifconfig!
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INCIDENT RESPONSE: 
NETWORK DATA – ARP TABLE 

bit:~ user$ arp -an!
? (169.254.204.125) at b8:c7:5d:cc:5:80 on en1 [ethernet]!
? (172.16.152.255) at ff:ff:ff:ff:ff:ff on vmnet8 ifscope [ethernet]!
? (172.16.243.255) at ff:ff:ff:ff:ff:ff on vmnet1 ifscope [ethernet]!
? (192.168.1.1) at c0:3f:e:8c:59:59 on en1 ifscope [ethernet]!
? (192.168.1.133) at 3c:7:54:3:65:20 on en1 ifscope [ethernet]!
bit:~ user$ ifconfig!
en0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500!

!options=2b<RXCSUM,TXCSUM,VLAN_HWTAGGING,TSO4>!
!ether c4:2c:03:09:ca:fd !
!media: autoselect (none)!
!status: inactive!

en1: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500!
!ether 90:27:e4:f8:e6:5f !
!inet6 fe80::9227:e4ff:fef8:e65f%en1 prefixlen 64 scopeid 0x5 !
!inet 192.168.1.101 netmask 0xffffff00 broadcast 192.168.1.255!
!media: autoselect!
!status: active!



!  lsof!
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INCIDENT RESPONSE: 
OPEN FILES 

bit:~ user$ lsof!
COMMAND    PID  USER   FD     TYPE   DEVICE  SIZE/OFF    NODE NAME!
loginwind   65 user   cwd   DIR   14,4      1156       2 /!
loginwind   65 user   txt   REG   14,4   1421280  501728 /System/Library/CoreServices/
loginwindow.app/Contents/MacOS/loginwindow!
loginwind   65 user   txt   REG   14,4    118384  424796 /System/Library/LoginPlugins/
FSDisconnect.loginPlugin/Contents/MacOS/FSDisconnect!
loginwind   65 user   txt   REG   14,4     19328  281526 /private/var/folders/xq/
yjffvqj90s313s17vy12w7nr0000gn/C/com.apple.scriptmanager.le.cache!
loginwind   65 user   txt   REG   14,4     17284   27515 /System/Library/PrivateFrameworks/
CoreWLANKit.framework/Versions/A/Resources/AirPort3.pdf!
…!
Mail       141 user   41u   REG   14,4   1806336  604815 /Users/user/Library/Caches/
com.apple.mail/Cache.db!
Mail       141 user   42w   REG   14,4     20748  282135 /Users/user/Library/Logs/Sync/
syncservices.log!
Mail       141 user   43u   REG   14,4     40960  629603 /Users/user/Library/Application 
Support/AddressBook/MailRecents-v4.abcdmr!
…!
Google     144 user   txt   REG   14,4    270336  769873 /Users/user/Library/Caches/Google/
Chrome/Default/Media Cache/data_1!
Google     144 user   txt   REG   14,4      8192  769874 /Users/user/Library/Caches/Google/
Chrome/Default/Media Cache/data_2!
Google     144 user   txt   REG   14,4      8192  769875 /Users/user/Library/Caches/Google/
Chrome/Default/Media Cache/data_3!



! who –a!
! w!
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INCIDENT RESPONSE: 
USERS LOGGED ON 

bit:~ user$ who -a!
reboot   ~        May 12 11:32 00:14 !     1!
user     console  May 12 11:32  old  !    65!
user     ttys000  May 12 11:33   .   !   189!
user     ttys001  May 13 11:38 09:29 !  3199!
user     ttys002  May 13 20:48   .   !  8781!
user     ttys003  May 13 20:55 00:14 !  8850!
   .       run-level 3!
bit:~ user$ w!
21:10  up 1 day,  9:38, 5 users, load averages: 1.06 1.55 1.81!
USER     TTY      FROM              LOGIN@  IDLE WHAT!
user     console  -                Sat11   33:37 -!
user     s000     -                Sat11       - w!
user     s001     -                11:38    9:29 more!
user     s002     -                20:48       - /usr/bin/less -is!
user     s003     -                20:55      14 -bash!



!  ps aux!
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INCIDENT RESPONSE: 
RUNNING PROCESSES 

bit:~ user$ ps aux!
USER   PID  %CPU %MEM      VSZ    RSS   TT  STAT STARTED      TIME COMMAND!
user   143   1.2  0.8  2649292  62964   ??  R    Sat11AM   0:45.27 /
Applications/Utilities/Terminal.app/Contents/MacOS/Terminal -psn_0_36873!
user   148   1.0  0.9  4009924  72300   ??  S    Sat11AM   9:43.59 /
Applications/iChat.app/Contents/MacOS/iChat -psn_0_57358!
user   6851  0.9  1.2   944492  98236   ??  S     7:06PM   3:56.95 /
Applications/Evernote.app/Contents/MacOS/Evernote -psn_0_12458977!
_windowserver    102   0.8  2.3  3456288 194720   ??  Ss   Sat11AM  35:09.10 /
System/Library/Frameworks/user         6700   0.2  user   145   0.1  1.1  
1095472  93940   ??  S    Sat11AM   5:25.76 /Applications/Microsoft Office 
2011/Microsoft Word.app/Contents/MacOS/Microsoft Word -psn_0_45067!
user  8945   0.0  0.0  2434848    596 s002  S+    9:09PM   0:00.01 man who!
user  8851   0.0  0.0  2435492   1124 s003  S+    8:55PM   0:00.01 –bash!
root  8850   0.0  0.0  2466544   2076 s003  Ss    8:55PM   0:00.02 login -pf 
user!
user  8800   0.0  0.4  2503560  31720   ??  SN    8:49PM   0:02.62 /System/
Library/Frameworks/user   8782   0.0  0.0  2435492   1128 s002  S     8:48PM   
0:00.02 –bash!



!  system_profiler -xml -detaillevel full > /
Volume/IR_CASE/sys_prof_MBP.spx!

!  Open in “System Information.app” 
!  Contains: 

!  Hardware Information 
!  USB Information 
!  Network Information 
!  Firewall Settings 
! Mounted Volumes 
!  System Information 
!  Applications 
!  Kernel Extensions 
!  Log Data 
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INCIDENT RESPONSE: 
SYSTEM INFORMATION 
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INCIDENT RESPONSE: 
SYSTEM INFORMATION 



What 

! Volafox 
! Volatility 
! Macmemoryze 

Why 

! Volatile Data 
! Network Connections 
! Open Files 
! Kernel Extensions 
! Running Processes 
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MEMORY ANALYSIS 



! www.mandiant.com/resources/download/mac-memoryze 
!  Supports 10.6 – 10.8 
!  Acquire & Analyze 
!  Only runs on a Mac (Mach-O Binary) 
!  Parses: 

!  Processes 
!  Network Information 
!  Open Files 
!  Kernel Extensions 
!  System Calls 
! Mach Trap Calls 
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MEMORY ANALYSIS: 
MANDIANT MACMEMORYZE 
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MEMORY ANALYSIS: 
MANDIANT MACMEMORYZE 



! http://code.google.com/p/volafox 
! Mach-O Image from Mac Memory Reader => Volafox’s 

flatty.py 
! Download from source for latest updates. 
! Supports 10.6 – 10.8 
! Based upon the Volatility Framework 
! Python-based 
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MEMORY ANALYSIS: 
VOLAFOX 



! Kernel Extensions 
! Syscall Table 
! Mach Trap Table 
! Network Connections 
! EFI & Boot Data 
! Mounted Devices 
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MEMORY ANALYSIS: 
VOLAFOX 

! System Information 
! Processes 
! Open Files 
! Possible Decrypt 

Candidates for Master 
Keychain 
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MEMORY ANALYSIS: 
VOLAFOX 



! Official Mac 
Support in 
Volatility 2.3 

! Over 30 
plugins! 
! Processes 
! Network 

Information 
! Open Files 
! File System 

Data 
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MEMORY ANALYSIS: 
VOLATILITY 



What 

! XPC Services 
! Launch Daemons & 

Agents 
! LoginItems 
! StartupItems  
! Login/Logout Scripts 

Why 

! Persistence 
! Persistence 
! Persistence 
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MAC AUTORUNS 



! Preferred Method 
! Introduced in 10.4 (w/launchd) 
! Property List File 
! Popular with current Mac malware 
! Reference: TN2083 
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AUTORUNS: 
LAUNCH AGENTS & DAEMONS 



! Agent – Background User Process 
! Can access user home directory 
! May have GUI (limited, if at all) 

! Location: 
! /System/Library/LaunchAgents/ 
! /Library/LaunchAgents/ 
! ~/Library/LaunchAgents 
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AUTORUNS: 
LAUNCH AGENTS 
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AUTORUNS: 
LAUNCH AGENTS EXAMPLES 
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AUTORUNS: 
LAUNCH AGENTS EXAMPLES 



Name Session 
Type Notes 

GUI launchd agent Aqua 
Access to GUI Services (login item)  
-  App Store Update 
-  Screen Sharing 

Non-GUI launchd 
agent StandardIO Runs only in non-GUI login sessions 

(i.e. SSH) 

Per-user launchd 
agent Background 

Runs in context that is the parent of 
all contexts for a given user 
- mdworker (metadata) 

Pre-login launchd 
agent  LoginWindow Runs in the loginwindow context 

- Find My Mac 
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AUTORUNS: 
LAUNCH AGENTS – SESSION TYPES 



! Daemon – Background System Process 
! Location: 

! /System/Library/LaunchDaemons 
! /Library/LaunchDaemons 
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AUTORUNS: 
LAUNCH DAEMONS 
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AUTORUNS: 
LAUNCH DAEMONS EXAMPLE 



! Launched when user logs into system via GUI 
! Location: 

! ~/Library/Preferences/com.apple.loginitems.plist 
! <application>.app/Contents/Library/LoginItems/ 
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AUTORUNS: 
LOGIN ITEMS 
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AUTORUNS: 
LOGIN ITEMS EXAMPLE 



! Privilege Separation & Stability 
! Sandboxed Environment 
! Runs in user context 
! Services a single application 
! Location: 

! Application Bundle: /Contents/XPCServices/ 
! /System/Library/XPCServices/ 
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AUTORUNS: 
XPC SERVICES 



oompa@csh.rit.edu | @iamevltwin 

AUTORUNS: 
XPC SERVICES EXAMPLE 



•  Still supported, not recommended /etc/crontab 

• Run as root 
• com.apple.loginwindow.plist – LoginHook/LogoutHook Keys 

Login/Logout Hooks  
Deprected as of 10.6 

• /Library/StartupItems 
• /System/Library/StartupItems 

Startup Item           
Deprecated as of 10.4 

• Property List File in /etc/mach_init.d 
mach_init Daemon   

Deprecated as of 10.5 

• Property List file in /etc/mach_init_per_user.d/ 
mach_init Agent  

Deprecated as of 10.5 
• Line in /etc/inetd.conf 
• Config file in /etc/xinetd.d/ 

inetd/xinetd Daemon  
Deprecated as of 10.4 

• Replaced with pre-login launchd agent.  
System Login Item  

Deprecated as of 10.5 
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AUTORUNS: 
DEPRECATED METHODS 



• ~/Library/LaunchAgents/com.java.update.plist 
• References .jupdate in user’s home directory. Flashback 
• ~/Library/LaunchAgents/checkvir.plist 
• References checkvir file in same directory. Imuler 
• ~/Library/LaunchAgents/com.apple.PubSabAgent.plist 
• References ~/Library/Preferences/

com.apple.PubSabAgent.pfile SabPub 
• ~/Library/LaunchAgents/com.apple.FolderActionsxl.plist 
• References ~/Library/launched 
• “MacKontrol” MacControl 
• Login Item to start macs.app Application KitM 
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AUTORUNS: 
MALWARE EXAMPLES 



What 

! Browsers 
! Safari 
! Chrome 
! FireFox 

Why 

! Temporary Internet 
Files 

! Cache Files 
! Downloads 
! Search History 
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INTERNET HISTORY   



•  ~/Library/Preferences/com.apple.Safari.plist 
• Default Downloads Directory 
• Recent Searches Safari 
• ~/Library/Application Support/Google/Chrome/Default/

Preferences 
• JSON Formatted File 
• Downloads Directory in “download” section 

Chrome 

• ~/Library/Application Support/Firefox/Profiles/
********.default/prefs.js 
• "browser.download.dir” Firefox 
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INTERNET HISTORY: 
PREFERENCES 



!  ~/Library/Safari/Downloads.plist 
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INTERNET HISTORY: 
SAFARI - DOWNLOADS 



!  ~/Library/Safari/History.plist 
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INTERNET HISTORY: 
SAFARI - HISTORY 



!  ~/Library/Safari/LastSession.plist 
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INTERNET HISTORY: 
SAFARI – LAST SESSION 



• Directory containing JPEG & PNG images of 
webpages. 

• May be used to see a webpage taken from a 
snapshot in time. 

~/Library/Caches/com.apple.Safari/
Webpage Previews/ 

• SQLite Database 
• Download Cache Files 
• Originating Location 
• Download Date 
• May contain evidence of: 

• Malicious code, redirects, phishing, etc. 

~/Library/Caches/com.apple.Safari/
Cache.db  
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INTERNET HISTORY: 
SAFARI - CACHE 



• SQLite Database 

~/Library/Application Support/Google/Chrome/Default/History 

•  ‘urls’ Table 
•  ‘visits’ Table 

History 

•  ‘downloads’ Table 

Downloads 

•  ‘keyword_search_terms’ Table 

Search History 
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INTERNET HISTORY: 
CHROME – INTERNET HISTORY 



!  ~/Library/Caches/Google/Chrome/Default/Cache/ 
!  “data_#” index – “Chromium Disk Cache” 
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INTERNET HISTORY: 
CHROME - CACHE 

bit:Cache oompa$ pwd!
/Users/oompa/Library/Caches/Google/Chrome/Default/Cache!
bit:Cache oompa$ file * | more!
data_0:   data!
data_1:   data!
data_2:   data!
data_3:   data!
data_4:   data!
f_00000b: gzip compressed data, was "hs.base.js", from Unix, last modified: Thu May 10 14:40:25 2012!
f_00000c: gzip compressed data, was "dashboard.css", from Unix, last modified: Thu May 10 14:40:16 
2012!
f_00000d: gzip compressed data, was "hs.dashboard.js", from Unix, last modified: Thu May 10 14:41:14 
2012!
f_00000e: PNG image data, 119 x 608, 8-bit/color RGBA, non-interlaced!
f_00000f: gzip compressed data, was "hs.dependencies.streams.js", from Unix, last modified: Thu May 10 
14:42:20 2012!
f_000010: HTML document text!
f_000011: PNG image data, 214 x 224, 8-bit/color RGBA, non-interlaced!
f_000012: gzip compressed data, was "staticlegacy.css", from Unix, last modified: Thu May 10 14:41:05 
2012!
f_000014: JPEG image data, JFIF standard 1.01!



!  ~/Library/Caches/Google/Chrome/Default/Media Cache/ 
!  “data_#” index – “Chromium Disk Cache” 

oompa@csh.rit.edu | @iamevltwin 

INTERNET HISTORY: 
CHROME - CACHE 

bit:Media Cache oompa$ pwd!
/Users/oompa/Library/Caches/Google/Chrome/Default/Media Cache!
bit:Media Cache oompa$ file * | more!
data_0:   data!
data_1:   data!
data_2:   data!
data_3:   data!
f_000001: ISO Media, MPEG v4 system, version 1!
f_000002: data!
f_000003: data!
f_000004: data!
f_000005: ISO Media, MPEG v4 system, version 1!
f_000006: data!
f_000007: data!
f_000008: data!
f_000009: ISO Media, MPEG v4 system, version 1!



• ~/Library/Application Support/Firefox/Profiles/********.default/places.sqlite 
• SQLite Database File 
• ‘moz_places’ Table 
• ‘moz_historyvisits’ Table 

History 

• ~/Library/Application Support/Firefox/Profiles/********.default/downloads.sqlite 
• SQLite Database – Contains one table 
• ‘moz_downloads’ Table Downloads 

• ~/Library/Application Support/Firefox/Profiles/********.default/formhistory.sqlite 
• SQLite Database – Contains one table 
• ‘moz_formhistory‘ Table 
• fieldname = “searchbar-history” 

Search 
History 

oompa@csh.rit.edu | @iamevltwin 

INTERNET HISTORY: 
FIREFOX - INTERNET HISTORY 



!  ~/Library/Caches/Firefox/Profiles/********.default/Cache 
!  “CACHE MAP” format 

oompa@csh.rit.edu | @iamevltwin 

INTERNET HISTORY: 
FIREFOX - CACHE 



What 

! Apple Mail 

Why 

! Malicious Attachments 
! Phishing 
! Data Exfiltration 

oompa@csh.rit.edu | @iamevltwin 

EMAIL 



! ~/Library/Mail/V2/MailData/ 
! Accounts.plist – Mail Account Information 

oompa@csh.rit.edu | @iamevltwin 

EMAIL: 
APPLE MAIL 



oompa@csh.rit.edu | @iamevltwin 

EMAIL: 
APPLE MAIL 

!  Directories for each email 
account. 
!  Nested messages and 

attachment directories. 
!  File Types: mbox & emlx 

! Mailboxes 
!  ~/Library/Mail/V2/ 



“Saved” 

•   ~/Downloads 

“QuickLook” 

• ~/Library/Mail Downloads/ 

Metadata 

• ~/Library/Mail/V2/MailData/
OpenAttachments.plist 

oompa@csh.rit.edu | @iamevltwin 

EMAIL: 
APPLE MAIL - ATTACHMENTS 



What 

! Temporary Directories 
! Java Cache 

Why 

! Remnants of Malicious 
Files 

! Flashback used temp 
and Java Cache 
directories 

oompa@csh.rit.edu | @iamevltwin 

TEMPORARY & CACHE DIRECTORIES 



! /tmp & /var/tmp 
! /Users/<user>/Library/Caches/Java/tmp 
! /Users/<user>/Library/Caches/Java/cache 

! IDX, JAR Files 
! Open Cache in /Applications/Utilities/Java 

Preferences.app 

oompa@csh.rit.edu | @iamevltwin 

TEMP & CACHE DIRECTORIES: 
/TMP, JAVA TEMP & CACHE 



oompa@csh.rit.edu | @iamevltwin 



oompa@csh.rit.edu | @iamevltwin 

JAVA TEMP & CACHE: 
IDX FILE CONTENTS 

0000000: 0000 0000 025b 0000 0000 0000 0000 0001  .....[..........!
0000010: 28d8 2ea8 4000 0000 0000 0000 0000 0000  (...@...........!
0000020: 0000 0000 0000 0000 00ac 0000 0000 0000  ................!
0000030: 0000 0000 0000 0000 0136 9959 1234 0000  .........6.Y.4..!
0000040: 0000 0000 0000 0000 0000 0000 0000 0000  ................!
0000050: 0000 0000 0000 0000 0000 0000 0136 9959  .............6.Y!
0000060: 1234 0000 0000 0000 0000 0000 0000 0000  .4..............!
0000070: 0000 0000 0000 0000 0000 0000 0000 0000  ................!
0000080: 0000 003a 6874 7470 733a 2f2f 656c 6d2e  ...:https://elm.!
0000090: 7361 6e73 2e6f 7267 3a34 3433 2f65 6c6d  sans.org:443/elm!
00000a0: 636f 6e74 726f 6c2f 6c69 622f 3130 2e30  control/lib/10.0!
00000b0: 2f76 6343 6170 7469 6f6e 2e6a 6172 0000  /vcCaption.jar..!
00000c0: 000b 3636 2e33 352e 3435 2e35 3000 0000  ..66.35.45.50...!
00000d0: 0200 063c 6e75 6c6c 3e00 0333 3032 0008  ...<null>..302..!
00000e0: 4c6f 6361 7469 6f6e 0042 6874 7470 733a  Location.Bhttps:!
00000f0: 2f2f 656c 6d2e 7361 6e73 2e6f 7267 3a34  //elm.sans.org:4!
0000100: 3433 2f65 6c6d 636f 6e74 726f 6c2f 6c69  43/elmcontrol/li!
0000110: 622f 3130 2e30 2f76 6343 6170 7469 6f6e  b/10.0/vcCaption!
0000120: 2e6a 6172 2e70 6163 6b2e 677a            .jar.pack.gz!



!  https://
github.com/Rurik/
Java_IDX_Parser 

! Windows 
Executable 

!  or… 
!  Python Script! 

oompa@csh.rit.edu | @iamevltwin 

 
BRIAN BASKIN’S (@BBASKIN) 

IDX PARSER 
 



• Mach-O Binary – /tmp/.sysenter 
• Java Cache Files 

• rh-3.jar 
• cl-3.jar 

Flashback 

• /tmp/.mdworker 
• /tmp/CurlUpload Imuler 

• /tmp/launch-hs – Bash Script 
• /tmp/launch-hse - Malware 
• /tmp/file.doc – Decoy Word Doc 

MacControl 

oompa@csh.rit.edu | @iamevltwin 

TEMP & CACHE FILES: 
EXAMPLES 



What 

! Apple System Logs 
! Audit Logs 
! Firewall Logs 
! Install Logs 

Why 

! Suspicious Use 
! Account Creation 
! Super User Access 
! External Volumes 

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS 



system.log 

secure.log 

kernel.log 

system.log 

   

MAJOR LOG CHANGES IN 10.8 



!  Location: /private/var/log/asl/ (>10.5.6) 
!  syslog “replacement”  
!  View using Console.app or syslog  command 
!  Filename Format: YYYY.MM.DD.[UID].[GID].asl 

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
APPLE SYSTEM LOGS 



oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
CONSOLE.APP 



oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
CONSOLE.APP 



! syslog –d asl/ !

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
SYSLOG COMMAND 



!  [ASLMessageID 3555356] !
!  [Time 2012.05.28 
19:39:32 UTC] !

!  [TimeNanoSec 887175000] !
!  [Level 5] !
!  [PID 908] !
!  [UID 0] !
!  [GID 20] !
!  [ReadGID 80] !
!  [Host byte] !
!  [Sender login] !
!  [Facility 
com.apple.system.utmpx]!

!  [Message DEAD_PROCESS: 
908 ttys002]!

!  [ut_user oompa] !
!  [ut_id s002] !
!  [ut_line ttys002] !
!  [ut_pid 908] !
!  [ut_type 8] !
!  [ut_tv.tv_sec 
1338233972] !

!  [ut_tv.tv_usec 886961] !
!  [ASLExpireTime 
1369856372]!

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
SYSLOG –T UTC –F RAW –D /ASL!



! Location: /private/var/audit/ 
! BSM Audit Logs 
! StartTime.EndTime 
! YYYYMMDDHHMMSS.YYYYMMDDHHMMSS 

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
AUDIT LOGS 



! su Example: 

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
PRAUDIT –XN /VAR/AUDIT/*!

<record version="11" event="user authentication" modifier="0" 
time="Mon May 28 21:12:51 2012" msec=" + 41 msec" >!
<subject audit-uid="501" uid="0" gid="20" ruid="501" rgid="20" 
pid="552" sid="100004" tid="552 0.0.0.0" />!
<text>Verify password for record type Users &apos;root&apos; node 
&apos;/Local/Default&apos;</text>!
<return errval="success" retval="0" />!
</record>!
!
<record version="11" event="user authentication" modifier="0" 
time="Mon May 28 21:12:55 2012" msec=" + 449 msec" >!
<subject audit-uid="501" uid="0" gid="20" ruid="501" rgid="20" 
pid="554" sid="100004" tid="554 0.0.0.0" />!
<text>Verify password for record type Users &apos;root&apos; node 
&apos;/Local/Default&apos;</text>!
<return errval="failure: Unknown error: 255" retval="5000" />!
</record>!



• May 28 14:48:04 byte login[693]: USER_PROCESS: 693 ttys000!
• May 28 14:48:07 byte login[698]: USER_PROCESS: 698 ttys001!
• May 28 15:07:29 byte login[812]: USER_PROCESS: 812 ttys002!
• May 28 15:07:51 byte login[812]: DEAD_PROCESS: 812 ttys002!

Local Terminal 

• May 28 12:42:23 byte loginwindow[66]: DEAD_PROCESS: 74 console!
• May 28 14:28:04 byte loginwindow[66]: USER_PROCESS: 60 console!

Login Window 

• May 28 15:15:38 byte sshd[831]: USER_PROCESS: 842 ttys002!
• May 28 15:15:52 byte sshd[831]: DEAD_PROCESS: 842 ttys002!

SSH 

• 5/28/12 3:31:33.675 PM screensharingd: Authentication: 
SUCCEEDED :: User Name: Sarah Edwards :: Viewer Address: 
192.168.1.101 :: Type: DH!

Screen Sharing!

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
USER LOGINS / LOGOUTS 



! Account Audit 
! Monthly 
! Uses ac -p command to 

calculate account time on 
system. 

! “Accumulated connected 
time in decimal hours” 

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS 
MONTHLY.OUT 

-- End of monthly output --!
!
Wed Apr  4 09:15:54 EDT 2012!
!
Rotating fax log files:!
!
Doing login accounting:!

!total     3678.85!
!sledwards  3678.76!
!root         0.09!

!
-- End of monthly output --!
!
Tue May  1 05:30:00 PDT 2012!
!
Rotating fax log files:!
!
Doing login accounting:!

!total     4301.95!
!sledwards  4301.77!
!root         0.18!

!
-- End of monthly output --!
!
Fri Jun  1 06:46:13 PDT 2012!
!
Rotating fax log files:!
!
Doing login accounting:!

!total     5047.22!
!sledwards  5047.04!
!root         0.18!

!
-- End of monthly output --!



su 
• 5/27/12 8:54:21.646 PM su: BAD SU oompa to 
root on /dev/ttys001!

• 5/28/12 8:57:44.032 PM su: oompa to root 
on /dev/ttys000!

sudo 
• 5/27/12 8:48:15.790 PM sudo:    oompa : 
TTY=ttys000 ; PWD=/Users/oompa/Documents ; 
USER=root ; COMMAND=/usr/bin/iosnoop!

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
PRIVILEGE ESCALATION 



Audit Logs 
• <record version="11" event="create user" modifier="0" 
time="Mon May 28 21:25:49 2012" msec=" + 677 msec" >!
<subject audit-uid="501" uid="501" gid="20" ruid="501" 
rgid="20" pid="585" sid="100004" tid="585 0.0.0.0" />!
<text>Create record type Users 
&apos;supersecretuser&apos; node &apos;/Local/
Default&apos;</text>!
<return errval="success" retval="0" />!
</record>!

secure.log 
• May 28 21:25:22 bit com.apple.SecurityServer[24]: 
UID 501 authenticated as user oompa (UID 501) for 
right 'system.preferences.accounts'!

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
ACCOUNT CREATION 



!  Location: /private/var/log/appfirewall.log 

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
FIREWALL LOGS 

May 28 21:58:22 bit Firewall[81]: Stealth Mode connection attempt to 
UDP 192.168.1.101:31365 from 192.168.1.100:57188!
May 28 21:58:22 bit Firewall[81]: Stealth Mode connection attempt to 
UDP 192.168.1.101:3702 from 192.168.1.100:57188!
May 28 21:58:22 bit Firewall[81]: Stealth Mode connection attempt to 
UDP 192.168.1.101:48189 from 192.168.1.100:57188!
May 28 21:58:22 bit Firewall[81]: Stealth Mode connection attempt to 
UDP 192.168.1.101:27899 from 192.168.1.100:57188!
May 28 21:58:22 bit Firewall[81]: Stealth Mode connection attempt to 
UDP 192.168.1.101:1804 from 192.168.1.100:57188!
May 28 21:58:22 bit Firewall[81]: Stealth Mode connection attempt to 
UDP 192.168.1.101:59846 from 192.168.1.100:57188!
May 28 21:58:22 bit Firewall[81]: Stealth Mode connection attempt to 
UDP 192.168.1.101:31335 from 192.168.1.100:57188!
May 28 21:58:22 bit Firewall[81]: Stealth Mode connection attempt to 
UDP 192.168.1.101:20817 from 192.168.1.100:57188!
May 28 21:58:22 bit Firewall[81]: Stealth Mode connection attempt to 
UDP 192.168.1.101:16974 !



May 27 11:59:03 MBP Installer[470]: logKext  Installation Log!
May 27 11:59:03 MBP Installer[470]: Opened from: /Users/oompa/
Downloads/logKext-2.3.pkg!
May 27 11:59:03 MBP Installer[470]: Product archive /Users/oompa/
Downloads/logKext-2.3.pkg trustLevel=100!
May 27 11:59:17 MBP Installer[470]: InstallerStatusNotifications 
plugin loaded!
May 27 11:59:26 MBP runner[477]: Administrator authorization 
granted.!
May 27 11:59:26 MBP Installer[470]: 
===================================================================
May 27 11:59:26 MBP Installer[470]: User picked Standard Install!
May 27 11:59:26 MBP Installer[470]: Choices selected for 
installation:!
…!
May 27 12:01:34 MBP installd[481]: Installed "logKext" ()!
May 27 12:01:35 MBP installd[481]: PackageKit: ----- End install 
-----!

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
INSTALL.LOG 



! Logs get “removed” or “turned over” 
! GREP or keyword search for specific date/log 

formats. 
! “May 18 23:17:15” 
! “Thu May 31 19:35:35 EDT 2012” 
! “ASL DB” 
! “launchctl::Audit startup” 
! “BZh91AY&SY” 

oompa@csh.rit.edu | @iamevltwin 

LOG ANALYSIS: 
LOG RECOVERY 



What 

! Log Files 
! MRU Files 
! Property List Files 

Why 

! Insider Threat 
! Data Exfiltration 
! Distribute Malware 

oompa@csh.rit.edu | @iamevltwin 

VOLUME ANALYSIS 



oompa@csh.rit.edu | @iamevltwin 

VOLUME ANALYSIS: 
SYSTEM.LOG & DAILY.LOG 



!  Search for “USBMSC” 
!  Serial Number, Vendor ID, Product ID, Version 

oompa@csh.rit.edu | @iamevltwin 

VOLUME ANALYSIS: 
KERNEL.LOG (10.8 - SYSTEM.LOG)  

Apr 25 12:27:11 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100!
Apr 25 12:32:31 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100!
Apr 25 12:47:29 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100!
Apr 25 12:49:43 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100!
Apr 25 12:52:46 Pro kernel[0]: USBMSC Identifier (non-unique): FBF1011220504638 0x90c 0x1000 0x1100!
Apr 25 12:53:37 Pro kernel[0]: USBMSC Identifier (non-unique): ABCDEF0123456789 0xe90 0x5 0x0!
Apr 25 13:04:21 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100!
Apr 25 13:04:29 Pro kernel[0]: USBMSC Identifier (non-unique): FBF1011220504638 0x90c 0x1000 0x1100!
Apr 26 12:36:05 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100!
Apr 27 09:02:59 Pro kernel[0]: USBMSC Identifier (non-unique): FBF1011220504638 0x90c 0x1000 0x1100!
Apr 30 09:07:14 Pro kernel[0]: USBMSC Identifier (non-unique): FBF1011220504638 0x90c 0x1000 0x1100!
May  3 05:43:05 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100!
May  3 06:24:05 Pro kernel[0]: USBMSC Identifier (non-unique): SWOC22905731 0x1199 0xfff 0x323!
May 24 11:22:43 Pro kernel[0]: USBMSC Identifier (non-unique): 000000009833 0x5ac 0x8403 0x9833!
May 24 11:53:25 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100!
May 25 12:48:38 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100!
May 30 06:50:01 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100!
May 31 13:10:09 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100!
Jun  1 07:16:03 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100!



oompa@csh.rit.edu | @iamevltwin 

VOLUME ANALYSIS: 
KERNEL.LOG (10.8 - SYSTEM.LOG)  

Jun  3 11:11:53 bit kernel[0]: USBMSC Identifier !
(non-unique): FBF1011220504638 0x90c 0x1000 0x1100!



!  FXDesktopVolumePositions 
!  FXRecentFolders (10 most recent) 

oompa@csh.rit.edu | @iamevltwin 

VOLUME ANALYSIS: 
COM.APPLE.FINDER.PLIST 



What 

! Extended Attributes 
! File Quarantine 
! Xprotect 
! GateKeeper 
! Third-party Vendors 

Why 

! File Metadata 
! Logs 
! Quarantine Directories 
! Weaknesses & 

Limitations 

oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS 



! Introduced in 10.5 
! Quarantines downloaded files 
! Applications (Browsers, Email, etc) 
! Weaknesses 

! Files on USB drives 
! Applications that do not implement File Quarantine 

oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
FILE QUARANTINE 



! Application’s Info.plist 
! LSFileQuarantineEnabled Key set to True 

oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
FILE QUARANTINE 



10.7 & 10.8  
• ~/Library/Preferences/

com.apple.LaunchServices.QuarantineEvents.V2 

10.6 
• ~/Library/Preferences/

com.apple.LaunchServices.QuarantineEvents 

oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
FILE QUARANTINE EVENTS 



!  Quarantine Events – LSQuarantineEvent Table 

oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
FILE QUARANTINE 

Key Example Data 

LSQuarantineEventIdentifier 68F08939-EF7F-4326-BDA3-810542E43579 

LSQuarantineTimeStamp 358820762.0 

LSQuarantineAgentBundleIdentifier com.google.Chrome 

LSQuarantineAgentName Google Chrome 

LSQuarantineDataURLString http://ash.barebones.com/TextWrangler_4.0.dmg 

LSQuarantineSenderName NULL 

LSQuarantineSenderAddress NULL 

LSQuarantineTypeNumber 0 

LSQuarantineOriginTitle NULL 

LSQuarantineOriginURLString http://www.barebones.com/products/textwrangler/ 

LSQuarantineOriginAlias NULL 



!  Command: xattr!
!  Quarantine 
!  Metadata: 

!  kMDItemWhereFroms 
!  Disk Images 
!  FinderInfo 
!  TextEncoding 
!  Preview UI State 
!  Resource Fork 
!  DropBox 
!  Etc. 

oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
EXTENDED ATTRIBUTES 



!

oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
EXTENDED ATTRIBUTES 

com.apple.quarantine Related Key in  
QuarantineEvents Database 

4fb2f41d LSQuarantineTimeStamp 

Google Chrome LSQuarantineAgentName 

68F08939-EF7F-4326-BDA3-810542E43579 LSQuarantineEventIdentifier 

com.google.Chrome LSQuarantineAgentBundleIdentifier 

com.apple.metadata:kMDItemWereFroms 

http://ash.barebones.com/
TextWrangler_4.0.dmg 

LSQuarantineDataURLString 
 

http://www.barebones.com/products/
textwrangler/ 

LSQuarantineOriginURLString 
 



! /System/Library/CoreServices/
CoreTypes.bundle/Contents/Resources 
! XProtect.meta.plist 

!  Last Update Date & Version 
! XProtect.plist 

! AV Signatures 

! Weaknesses 
! Apple updates it, sometimes. 
! Very few signatures on blacklist 
! No Heuristics 
! Only checks “quarantined” files 

oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
XPROTECT 



oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
XPROTECT 



! Introduced in 10.8 - Mountain Lion 
! Similar Functionality to File Quarantine/XProtect 
! Security Settings 

! Mac App Store 
!  Users can only run apps from the store. 

! Mac App Store & Identified Developers 
!  Default Setting 
!  Users can only run software signed using Apple Developer ID 

! Anywhere 
!  Users can run anything from anywhere 

oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
GATEKEEPER 



oompa@csh.rit.edu | @iamevltwin 

ANTIVIRUS: 
GATEKEEPER SETTINGS 



Check for 
Logs & 

Quarantine 
Directory 

Sophos 

ClamXav 

Intego 

Avast 

MacScan 

ESET 

Kaspersky 

Norton/
iAntivirus 
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ANTIVIRUS: 
THIRD-PARTY SOFTWARE 



What 

! Encryption 
! Optimization Software 
! Secure Erase 
 

Why 

! Suspicious Use 
! Data Removal 

oompa@csh.rit.edu | @iamevltwin 

ANTI-FORENSICS 



FileVault (Legacy) 
• Home Directory 
• Introduced in 10.3  
• Password 
• Sparse Disk Image <10.4 
• Sparse Bundle >10.5 

FileVault 2 
• Full Disk Encryption 
• Introduced in 10.7 
• Password or Recovery Key 

oompa@csh.rit.edu | @iamevltwin 

ANTI-FORENSICS: 
FILEVAULT ENCRYPTION 



!  Apple Encrypted Disk Images 
!  TrueCrypt 
!  Check Point FDE 
! McAfee Endpoint Encryption 

oompa@csh.rit.edu | @iamevltwin 

ANTI-FORENSICS: 
OTHER ENCRYPTION 



!  Piriform CCleaner 
!  Intego Washing Machine 2 
!  Disk Utility 

!  Disk Wipe 
!  Erase Free Space 
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ANTI-FORENSICS: 
OPTIMIZATION SOFTWARE & SECURE ERASE 



What 

! Kernel Extensions 
! Bash History 
! User Accounts 
! Applications 
! Shared Directory 

Why 

! Suspicious Use 
! Hidden Files 
! Unknown Accounts 
! Suspicious Software 
! Application Misuse 
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OTHER FILES 



!  Dynamically loaded executable code in kernel space 
!  Low Level Device Drivers 
!  Network Filters 
!  File Systems 
! …keyloggers? 
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OTHER FILES: 
KERNEL EXTENSIONS 



! ~/.bash_history 
! File not written until session 

logout 
! Each terminal window is a login 

session 
! 500 Entries by default 
! Incident Response Tip:  

! Run the ‘history’ command for 
the logged in user. 
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OTHER FILES: 
BASH HISTORY 

Comma
nd 

Usage 

sudo/
su/root 

File 
Access 

Directory 
Access 

Volume 
Access 

Network 
Access 



!  /private/var/db/dslocal/nodes/Default/users/ 
!  Password Shadow – ShadowHashData Key (Lion & Mountain Lion) 
!  Password Shadow - /private/var/db/shadow/<User GUID> 
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OTHER FILES: 
USER ACCOUNTS 

sh-3.2# ls -lat!
total 224!
drwx------  77 root  wheel    2618 May 15 03:05 .!
-rw-------   1 root  wheel    1525 May 15 03:05 root.plist !
-rw-------   1 root  wheel  103449 May 12 19:21 user.plist!
drw-------  12 root  wheel     408 May 10 16:41 ..!
-rw-------   1 root  wheel     250 May 10 00:36 _taskgated.plist!
-rw-------   1 root  wheel     666 May  9 19:29 _krbtgt.plist!
-rw-------   1 root  wheel     260 May  9 19:20 _amavisd.plist!
-rw-------   1 root  wheel     261 May  9 19:20 _appowner.plist!
-rw-------   1 root  wheel     276 May  9 19:20 _appserver.plist!
-rw-------   1 root  wheel     248 May  9 19:20 _ard.plist!
-rw-------   1 root  wheel     254 May  9 19:20 _atsserver.plist!
-rw-------   1 root  wheel     266 May  9 19:20 _avbdeviced.plist!
-rw-------   1 root  wheel     250 May  9 19:20 _calendar.plist!



Flashback Example: DYLD_INSERT_LIBRARIES 

Credentials Given 
•  Inserts the key “LSEnvironment” in subkey DYLD_INSERT_LIBRARIES 

in /Applications/Safari.app/Contents/Info.plist 
• References *.xsl and/or *.png files in:  

• /Applications/Safari.app/Contents/Resources/ 

No Credentials Given 
•  Inserts DYLD_INSERT_LIBRARIES into ~/.MacOSX/environment.plist 
• References: /Users/Shared/.libgmalloc.dylib file 

• References: Hidden .tmp file in /Users/<user>/Application Support/ 
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OTHER FILES: 
APPLICATION HOOKING 



• Writable to all users 
/Users/
Shared/ 

• Hidden *.so files 
• .libgmalloc.dylib (Previous Slide) 
• .tdem 

Flashback – 
Mach-O 
binaries 
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OTHER FILES: 
SHARED DIRECTORY 



What 

! Basic Reverse 
Engineering tools & 
techniques 

Why 

!  Deeper look at the 
malware internals. 
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BASIC REVERSE ENGINEERING 
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BASIC REVERSE ENGINEERING: 
STATIC: FILE & XXD!



! Architecture Information 
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BASIC REVERSE ENGINEERING: 
STATIC: LIPO!



! Display symbols 
! Capabilities of 

program 
! Xcode Required 
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BASIC REVERSE ENGINEERING: 
STATIC: NM!



! Shared Libraries 
! Xcode Required 
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BASIC REVERSE ENGINEERING: 
STATIC: OTOOL!



! Display virtual memory regions for a process. 
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BASIC REVERSE ENGINEERING: 
DYNAMIC: VMMAP!



! com.fsb.logKext <- Keylog file! 
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BASIC REVERSE ENGINEERING: 
DYNAMIC: LSOF!



! Track IO events 
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BASIC REVERSE ENGINEERING: 
DYNAMIC: IOSNOOP!



! Track process execution 
events. 
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REVERSE ENGINEERING: 
DYNAMIC: EXECSNOOP!



! opensnoop – File Opens 
! rwsnoop – File Read/Writes 
! IDA – Disassembler (hex-rays.com) 
! GDB – GNU Debugger 
! Instruments (Xcode Developer Tools) 
! fseventer - fernlightning.com 
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BASIC REVERSE ENGINEERING: 
OTHER TOOLS 



Sarah Edwards 
@iamevltwin 
oompa@csh.r i t .edu 

WHEN MACS GET  
HACKED 


