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Requirements

OS X Yosemite - Bluetooth 4.0/ LE

MacBook Air Late 2008
MacBook Pro Mid 2007
Retina MacBook Pro
iMac Mid 2007
Mac mini Early 2009

Mac Pro Early 2008

2008 2009 2010 2011 2012 § 2013 2014

} Official support



Call history and SMS analysis



SMS DB analysis

Path : ~/Library/Messages/chat.db

DB : SQLite3 enabled WAL mode

Attachment :
~[Library/Messages/Attachments
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SMS DB analysis
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‘attachment’ ‘chat’ ‘message’ join table

' | -

Message(text) <- plain text

File path ' Service name(service)

|File size Date when message is received(date)

Date when file is attached Date when message is read(date_read)
: — v Date when message is sent(date_send)

\chattmg member gmd(gwd)
ﬂSerwce name(serwce name)
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Call history analysis

pucigel A

MacOlM T2t 7= &€ QA T LEHRLCH "N,
FOONL il BIR Pl - P@ e, 'mIAXI, Spotlight, SafaridiA H2HZE S =017 T
ot £l "G’ O]AEM XF Uu{EA 20 S0{71HH
MacO| =5 XIS22 YEoliFLICH S AXoIHE
FaceTimeOlA iPhone &2t LIS & 7L, T TIPS
Y=ol E ELIC

11



Call history analysis

Path : ~/Library/Application Support
[CallHistoryDB/CallHistory.storedata

DB : SQLite3 enabled WAL mode
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Call history analysis
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Call history analysis
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Call history analysis
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Call History Decryptor for 0S X Yosemite (Copyright by n@fate)
It can decrypt a call-history in 0S X,
Continuity in 0S X : https://www.apple.com/osx/continuity/

[+] Key is d¢4 13

[+] Open the database : CallHistory.storedata
[+] Get a list of table

[+] Get a list of columns in ZCALLRECORD table
[+] Get a list of records in ZCALLRECORD table
[+] Result

[-] Time: Thu, 18 Sep 2014 01:55:53 GMT, Phone
[-] Time: Thu, 18 Sep 2014 03:18:42 GMT, Phone
[~] Time: Thu, 18 Sep 2014 03:26:04 GMT, Phone
[-] Time: Thu, 18 Sep 2014 06:13:51 GMT, Phone
L
[
i

-] Time: Fri, 19 Sep 2014 03:46:32 GMT, Phone
Time: Tue, 14 Oct 2014 02:05:28 GMT, Phone
Time: Thu, 16 Oct 2014 04:31:31 GMT, Phone




Demo

Call History Decryptor for 0S X Yosemite (Copyright by n@fate)
It can decrypt a call-history in 0S X.
Continuity in 0S X : https://www.apple.com/osx/continuity/

[+] Key is d¢4 13

[+] Open the database : CallHistory.storedata

[+] Get a list of table

[+] Get a list of columns in ZCALLRECORD table

[+] Get a list of records in ZCALLRECORD table

[+] Result
Time: Thu, 18 Sep 2014 01:55:53 GMT, Phone Number:
Time: Thu, 18 Sep 2014 03:18:42 CMT, Phone Number:
Time: Thu, 18 Sep 2014 03:26:04 GMT, Phone Number:
Time: Thu, 18 Sep 2014 06:13:51 GMT, Phone Number:
Time: Fri, 19 Sep 2014 03:46:32 CMT, Phone Number:
Time: Tue, 14 Oct 2014 02:05:28 GMT, Phone Number:
Time: Thu, 16 Oct 2014 04:31:31 CMT, Phone Number:

16



WO

Q&A

fate@no-

fate.com

17


mailto:n0fate@n0fate.com?subject=

