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Scope	
  &	
  Agenda	
  

Malware	
  Triage	
  

~20%	
  StaGc,	
  ~80%	
  Dynamic	
  

No	
  Assembly	
  

Agenda:	
  
•  StaGc	
  Analysis	
  
•  File	
  Types	
  
•  Analysis	
  Tools	
  

•  Dynamic	
  Analysis	
  
•  VirtualizaGon	
  
•  ApplicaGon	
  Tracing	
  
•  Analysis	
  Tools	
  

•  Analysis	
  Examples	
  



StaGc	
  Analysis	
  

Locate	
  &	
  Extract	
  the	
  Executable	
  Files	
  

File	
  Types:	
  
• ApplicaGon	
  Bundles	
  
• Mach-­‐O	
  
• PKG	
  Files	
  

Tools:	
  
• MachOView	
  
•  lipo	
  
• Strings	
  ||	
  srch_strings	
  
• nm	
  
• codesign	
  
• Hopper	
  



Locate	
  the	
  Malware	
  

ApplicaGon	
  Bundle	
  (*.app)	
  

PKG	
  File	
  

Mach-­‐O	
  Executable	
  

…	
  

Office	
  Document	
  

ZIP	
  Archive	
  

JAR	
  File	
  

…others…	
  



ApplicaGon	
  Bundle	
  

Directory	
  

Contents:	
  
•  Info.plist	
  (required)	
  
•  ConfiguraGon	
  InformaGon	
  

•  Executable	
  (required)	
  
•  Located	
  anywhere	
  in	
  bundle	
  

• MacOS	
  Directory	
  
•  Executable	
  may	
  be	
  in	
  here	
  too!	
  

•  Resources	
  Directory	
  
•  SupporGng	
  Files	
  



ApplicaGon	
  Bundle	
  
Crisis	
  Sample	
  

•  Executables:	
  
–  IZsROY7X.-MP!
–  lUnsA3Ci.Bz7!
–  mWgpX-al.8Vq!

•  Kernel	
  Extension	
  =	
  
6EaqyFfo.zIK.kext!



PKG	
  File	
  

eXtensible	
  ARchiver	
  
(XAR)	
  Archive	
  

Flashback	
  used	
  a	
  fake	
  
“FlashPlayer-­‐11-­‐

macos.pkg”	
  Installer	
  



PKG	
  Files	
  
List	
  &	
  Extract	
  the	
  Malware	
  



PKG	
  Files	
  
List	
  &	
  Extract	
  the	
  Malware	
  



PKG	
  Files	
  
List	
  &	
  Extract	
  the	
  Malware	
  

•  *-­‐1	
  (First	
  unar	
  -­‐	
  gzip)	
  
•  *-­‐1-­‐1	
  (Second	
  unar	
  -­‐	
  cpio)	
  



Mach-­‐O	
  Binaries	
  
•  Executable	
  Format	
  used	
  on	
  OS	
  X	
  
•  Universal	
  (Fat)	
  Binaries	
  
•  File	
  Signatures:	
  

•  0xCAFEBABE	
  –	
  Fat	
  binary	
  
•  0xFEEDFACE	
  –	
  32-­‐bit	
  
•  0xFEEDFACF	
  –	
  64-­‐bit	
  
•  0xCEFAEDFE	
  –	
  32-­‐bit,	
  Lirle	
  Endian	
  
•  0xCFFAEDFE	
  –	
  64-­‐bit,	
  Lirle	
  Endian	
  

32-­‐Bit/Lirle	
  Endian	
  



Mach-­‐O	
  Binaries	
  
Universal/Fat	
  Binaries	
  

Intel	
  32	
  &	
  64-­‐bit	
  

Universal	
  –	
  PowerPC	
  &	
  Intel	
  32-­‐bit	
  



Universal/Fat	
  Binary	
  File	
  Info	
  
lipo	
  

Review	
  Architecture	
  Details:	
  
• -info <file>!
• -detailed_info <file>!



Universal/Fat	
  Binary	
  File	
  Info	
  
lipo	
  

Extract	
  Binaries:	
  
• -extract <architecture type>!
• -output <output file>!



MachOView	
  -­‐	
  Mach	
  Header	
  
sourceforge.net/projects/machoview/	
  



Executables	
  Strings	
  	
  
	
  strings	
  ||	
  srch_strings	
  

Extract	
  all	
  strings:	
  	
  
• ASCII	
  Strings	
  
• strings –a !

• Unicode	
  Strings	
  (The	
  Sleuth	
  
Kit)	
  
• srch_strings –a -t!



MachOView	
  -­‐	
  Strings	
  
sourceforge.net/projects/machoview/	
  



Display	
  Symbols	
  	
  
nm	
  

•  Variable	
  and	
  FuncGon	
  Names	
  
•  Crisis	
  Example:	
  
– “nm IZsROY7X.-MP”!



MachOView	
  -­‐	
  Symbols	
  
sourceforge.net/projects/machoview/	
  



Hopper	
  -­‐	
  hopperapp.com	
  



Code	
  Signed	
  Binaries	
  

codesign –dvvv <*.app or Mach-O>!

KitM	
  Sample	
  =	
  “Kumar	
  In	
  the	
  Mac”	
  



Dynamic	
  Analysis	
  

VirtualizaGon	
  
• XProtect	
  
• Gatekeeper	
  

ApplicaGon	
  Tracing	
  

Analysis	
  Tools	
  (File,	
  Process	
  &	
  Network)	
  
• Dtrace	
  
• Xcode	
  Instruments	
  
• fs_usage	
  
• fseventer	
  
• AcGvity	
  Monitor	
  
• procxp	
  
• CocoaPacketAnalyzer	
  
• Wireshark	
  
• tcpdump	
  
• lsock	
  



VirtualizaGon 	
  	
  

VirtualizaGon	
  Tools	
  
• VMware	
  Fusion	
  
• Parallels	
  

VirtualizaGon	
  Issues	
  
• Capable	
  Versions	
  -­‐	
  10.7+	
  (10.6	
  Server)	
  
• Xprotect	
  &	
  Gatekeeper	
  



XProtect	
  
Files	
  

•  /System/Library/CoreServices/
CoreTypes.bundle/Contents/Resources	
  

•  XProtect.meta.plist	
  
•  Last	
  Update	
  Date	
  &	
  Version	
  (10.7	
  &	
  
10.8)	
  

•  Java	
  Minimum	
  Version	
  &	
  Blacklisted	
  
Plugins	
  

•  XProtect.plist	
  
•  AV	
  Signatures	
  

Weaknesses	
  

•  Apple	
  updates	
  it…when	
  they	
  want	
  to.	
  
•  Very	
  few	
  signatures	
  on	
  blacklist.	
  	
  
•  No	
  HeurisGcs	
  
•  Only	
  checks	
  “quaranGned”	
  files	
  
•  com.apple.quaranGne	
  Extended	
  
Arribute	
  

• Mac	
  Threats	
  Only	
  	
  



XProtect	
  
Signature	
  by	
  Hash 	
  	
  

“IdenGty”	
  Key	
  =	
  SHA1	
  Hash	
  



XProtect	
  
Signature	
  by	
  Launch	
  Service	
  &	
  Parern	
  



Disable	
  XProtect	
  

Delete/Edit	
  XProtect	
  Files	
  …or…	
  

Remove	
  com.apple.quaranGne	
  Extended	
  Arribute	
  
• xattr –d com.apple.quarantine <filename>!



Gatekeeper	
  
•  Introduced	
  in	
  10.7.5	
  
•  AnG-­‐malware	
  Feature	
  
•  ApplicaGon	
  ExecuGon	
  

RestricGons	
  
•  Security	
  Sewngs	
  

–  Mac	
  App	
  Store	
  
•  Users	
  can	
  only	
  run	
  apps	
  from	
  

the	
  store.	
  
–  Mac	
  App	
  Store	
  &	
  IdenGfied	
  

Developers	
  
•  Default	
  Sewng	
  (10.8+)	
  
•  Users	
  can	
  only	
  run	
  soxware	
  

signed	
  using	
  Apple	
  Developer	
  ID	
  
–  Anywhere	
  

•  Default	
  Sewng	
  (10.7.5)	
  
•  Users	
  can	
  run	
  anything	
  from	
  

anywhere	
  



Disable	
  Gatekeeper	
  

•  Permanent:	
  Change	
  to	
  “Allow	
  ApplicaGons	
  
Downloaded	
  From:”	
  to	
  “Anywhere”	
  …or…	
  

•  Case-­‐by-­‐case	
  basis:	
  Control+Click	
  ApplicaGon	
  



ApplicaGon	
  Tracing	
  	
  

“Trace”	
  program	
  execuGon,	
  file	
  system	
  events,	
  network	
  communicaGons	
  
for	
  use	
  in	
  troubleshooGng.	
  

Low-­‐level	
  logging	
  

Verbose	
  

Very	
  useful	
  for	
  reverse	
  engineering!	
  

Tools:	
  Dtrace,	
  fs_usage,	
  Xcode	
  Instruments	
  



Dtrace	
  
•  TroubleshooGng	
  UGlity	
  
•  Designed	
  by	
  Sun	
  

Microsystems	
  (Originally	
  for	
  
Solaris)	
  

•  Added	
  to	
  OS	
  X	
  in	
  10.5	
  
•  Captures	
  data	
  from:	
  

–  CPU	
  
–  Memory	
  
–  Network	
  
–  File	
  System	
  
–  Processes	
  

•  Uses	
  D	
  Language	
  (awk-­‐ish)	
  
•  dtracebook.com	
  
•  man	
  –k	
  dtrace	
  



Dtrace	
  Example	
  

•  Files	
  Opened	
  by	
  Process	
  
•  Example	
  from	
  dtracebook.com	
  (filebyproc.d)	
  

dtrace -n 'syscall::open*:entry { printf("%s 
%s",execname,copyinstr(arg0)); }!



Xcode	
  Instruments	
  

•  Installed	
  with	
  Xcode	
  (Xcode	
  Tools)	
  
•  Apple	
  Developer:	
  Instruments	
  User	
  Guide	
  
•  GUI	
  Tracing	
  ApplicaGon	
  



Xcode	
  Instruments	
  
	
  



File	
  Analysis	
  

Dtrace	
  
• filebyproc.d	
  
• opensnoop	
  
• Iosnoop	
  
• creatbyproc.d	
  

fs_usage	
  

fseventer	
  



File	
  Analysis	
  –	
  Files	
  Opened	
  By	
  Process	
  
Dtrace	
  -­‐	
  filebyproc.d	
  

•  CPU	
  –	
  CPU	
  that	
  received	
  event	
  
•  ID	
  –	
  Dtrace	
  Probe	
  ID	
  
•  FUNCTION:NAME	
  –	
  Dtrace	
  Probe	
  Name	
  
•  Remaining	
  –	
  Process/Pathname	
  



File	
  Analysis	
  –	
  Files	
  Opened	
  
Dtrace	
  -­‐	
  opensnoop	
  

•  UID	
  –	
  User	
  ID	
  
•  PID	
  –	
  Process	
  ID	
  
•  COMM	
  –	
  Process	
  Command	
  Name	
  
•  FD	
  –	
  File	
  Descriptor	
  
•  PATH	
  –	
  File	
  Path	
  



File	
  Analysis	
  –	
  Files	
  Opened	
  
Dtrace	
  –	
  opensnoop	
  -­‐a	
  

•  -­‐a	
  =	
  All	
  Data	
  
–  TIME	
  –	
  Timestamp	
  (RelaGve	
  Microsecond	
  Counter)	
  
–  STRTIME	
  –	
  String	
  Timestamp	
  (Local	
  System	
  Time)	
  
–  UID	
  –	
  User	
  ID	
  
–  PID	
  –	
  Process	
  ID	
  
–  FD	
  –	
  File	
  Descriptor	
  
–  ERR	
  –	
  Errno	
  Value	
  (See	
  errno.h)	
  	
  
–  PATH	
  –	
  File	
  Path	
  
–  ARGS	
  –	
  Argument	
  List	
  



File	
  Analysis	
  -­‐	
  Files	
  Read/Wriren	
  by	
  Process	
  
Dtrace	
  -­‐	
  iosnoop	
  

•  UID	
  –	
  User	
  ID	
  
•  PID	
  –	
  Process	
  ID	
  
•  D	
  –	
  DirecGon	
  (Read/Write)	
  
•  BLOCK	
  –	
  File	
  System	
  Block	
  for	
  OperaGon	
  
•  SIZE	
  –	
  OperaGon	
  Size	
  
•  COMM	
  –	
  Process	
  Command	
  Name	
  
•  PATHNAME	
  –	
  File	
  Path	
  



File	
  Analysis	
  –	
  Files	
  Created	
  by	
  Process	
  
Dtrace	
  –	
  creatbyproc.d	
  

•  CPU	
  –	
  CPU	
  ID	
  
•  ID	
  –	
  Process	
  ID	
  
•  FUNCTION:NAME	
  –	
  Dtrace	
  Probe	
  Name	
  
•  Remaining	
  –	
  Command/ApplicaGon	
  &	
  File	
  
Path	
  



File	
  Analysis	
  
fs_usage!

Very	
  Verbose	
  

NaGve	
  to	
  OS	
  X	
  

fs_usage –w –f <filter>!

Filters:	
  
• pathname	
  –	
  File	
  Path	
  Events	
  
• filesys	
  –	
  File	
  System	
  Events	
  
• exec	
  –	
  New	
  and	
  Spawned	
  Process	
  Events	
  
• diskio	
  –	
  Disk	
  Input/Output	
  Events	
  
• cachehit	
  –	
  Cache	
  Hits	
  
• network	
  –	
  Network	
  Events	
  



File	
  Analysis	
  –	
  Pathname	
  Events	
  
fs_usage –f pathname!

•  Columns	
  
–  Timestamp	
  
–  Call	
  
–  File	
  Descriptor	
  (F=##)	
  
–  [ERRNO]	
  –	
  Error	
  Code	
  
–  File	
  Path	
  
–  Time	
  Interval	
  (W	
  =	
  Wait	
  
Time)	
  

–  Process	
  Name	
  

	
  

•  Calls	
  of	
  Interest	
  
–  getattrlist	
  –	
  Get	
  file	
  
system	
  arributes	
  

–  getxattr	
  –	
  Get	
  
extended	
  arribute	
  

–  setattrlist	
  –	
  Set	
  file	
  
system	
  arribute	
  

–  stat64,	
  lstat64	
  –	
  Get	
  
file	
  status	
  

–  open	
  –	
  Open/Create	
  File	
  
–  mkdir,	
  rmdir	
  –	
  Make/
Remove	
  a	
  directory	
  



File	
  Analysis	
  -­‐	
  Pathname	
  Events	
  
fs_usage –w –f pathname	
  

 
!
08:05:21.631155  getattrlist /Applications/
Messages.app   0.000011   Dock.513976!
!
08:05:21.006391  open F=135 (R_____) /Users/
sledwards/Library/Application Support/
Google/Chrome/Default/Local Storage  
0.000022   Google Chrome.7460!

!



File	
  Analysis	
  –	
  Disk	
  I/O	
  Events	
  
fs_usage –f diskio!

•  Columns	
  
–  Timestamp	
  
–  Call	
  
–  Disk	
  Block	
  (D=##)	
  
–  Byte	
  Count	
  (B=##)	
  
–  Disk	
  
–  File	
  Path	
  
–  Time	
  Interval	
  (W	
  =	
  Wait	
  
Time)	
  

–  Process	
  Name	
  

	
  

•  Calls	
  of	
  Interest	
  
– WrMeta	
  –	
  Write	
  
Metadata	
  

– WrData	
  –	
  Write	
  Data	
  
–  RdData	
  –	
  Read	
  Data	
  
–  PgIn	
  –	
  Page	
  In	
  
–  PgOut	
  –	
  Page	
  Out	
  



File	
  Analysis	
  –	
  Disk	
  I/O	
  Events	
  
fs_usage –w –f diskio	
  

!

08:15:54.847585    WrMeta[AT3]     D=0x01471e78  
B=0x2000   /dev/disk1  /Users/sledwards/Library/
Mail/V2/IMAP-sledwards@imap.gmail.com/[Gmail].mbox/
Trash.mbox/65AE84E4-7606-4E45-BC3F-E5E3398FDCE0/
Data/0/7/Messages  0.000262 W launchd.207!
!
08:15:55.005800    WrData[AT1]     D=0x125f2870  
B=0x1000   /dev/disk1  /Users/sledwards/Library/
Application Support/Google/Chrome/Default/Local 
Storage/http_www.rdio.com_0.localstorage-journal 
0.000169 W Google Chrome.7458!
!



File	
  Analysis	
  
fseventer	
  

fernlightning.com	
  

GUI	
  ApplicaGon	
  

Different	
  Views:	
  
• Graphical	
  “Tree”	
  View	
  
• Table	
  View	
  

Filtering	
  

Save	
  Output	
  to	
  Text	
  File	
  



File	
  Analysis	
  -­‐	
  fseventer	
  



File	
  Analysis	
  -­‐	
  fseventer	
  



File	
  Analysis	
  -­‐	
  fseventer	
  



Process	
  Analysis	
  

Dtrace	
  
• execsnoop	
  
• newproc.d	
  

fs_usage	
  

procxp	
  

AcGvity	
  Monitor	
  



Process	
  Analysis	
  –	
  Snoop	
  New	
  Processes	
  
Dtrace	
  –	
  newproc.d	
  

•  Timestamp	
  
•  Process	
  ID	
  
•  Parent	
  Process	
  ID	
  
•  Architecture	
  =	
  32b/64b	
  	
  
•  Command	
  &	
  Arguments	
  /	
  ApplicaGon	
  



Process	
  Analysis	
  -­‐	
  New	
  Processes	
  
Dtrace	
  –	
  execsnoop	
  

•  TIME	
  –	
  RelaGve	
  Timestamp	
  
•  STRTIME	
  –Timestamp	
  (String)	
  
•  PROJ	
  –	
  Project	
  ID	
  
•  UID	
  –	
  User	
  ID	
  
•  PID	
  –	
  Process	
  ID	
  
•  PPID	
  –	
  Parent	
  Process	
  ID	
  
•  ARGS	
  –	
  Program/ApplicaGon	
  



Process	
  Analysis	
  –	
  New	
  Processes	
  
fs_usage –f exec!

•  Columns	
  
–  Timestamp	
  
–  Call	
  
–  Pathname	
  
–  Time	
  Interval	
  (W	
  =	
  Wait	
  
Time)	
  

–  Process	
  Name	
  

	
  

•  Calls	
  of	
  Interest:	
  
–  execve	
  –	
  New	
  Process	
  
–  posix_spawn	
  –	
  
Spawned	
  Process	
  



Process	
  Analysis	
  -­‐	
  New	
  Processes	
  
fs_usage –w –f exec	
  

!
20:53:48.539284  posix_spawn /Applications/0xED.app/
Contents/MacOS/0xED 0.000270 launchd.777421!
!
20:54:04.592903  execve /usr/bin/man 0.000175 bash.777569!
!
20:54:04.600445  posix_spawn /bin/sh 0.000165 man.777569!
!
20:54:04.603848  execve /usr/bin/tbl 0.000224 sh.777573!
!
20:54:04.604053  execve /usr/bin/groff 0.000173 sh.777574!



	
  
Process	
  Analysis	
  –	
  Real-­‐Gme	
  Processes	
  

procxp	
  
	
  

CLI	
  Process	
  Explorer	
  (for	
  Mac)	
  

Scroll/sort	
  processes	
  via	
  keys	
  

Click	
  Enter	
  for	
  more	
  info	
  on	
  process	
  

www.newosxbook.com/index.php?page=downloads	
  



	
  
Process	
  Analysis	
  

procxp	
  
	
  



Process	
  Analysis	
  –	
  Real-­‐Gme	
  Processes	
  
AcGvity	
  Monitor	
  



Network	
  Analysis	
  

CocoaPacketAnalyzer	
  

Wireshark	
  

Tcpdump	
  

AcGvity	
  Monitor	
  

lsock	
  



Network	
  Analysis	
  -­‐	
  CocoaPacketAnalyzer	
  
www.tastycocoabytes.com/cpa/	
  



Network	
  Analysis	
  –	
  Wireshark	
  
www.wireshark.org/download.html	
  



Network	
  Analysis	
  
tcpdump	
  

Without	
  Content:	
  tcpdump -i en0 -n host #.#.#.#	
  

	
  
With	
  Content:	
  tcpdump -i en0 -n -X host #.#.#.#!



Network	
  Analysis	
  
AcGvity	
  Monitor	
  



Network	
  Analysis	
  –	
  lsock	
  
www.newosxbook.com/index.php?page=downloads	
  



Malware	
  Analysis	
  Examples	
  

LogKext	
  –	
  Open	
  Source	
  Keylogger	
  
• *.pkg	
  Installer	
  

Imuler	
  –	
  File/Screenshot	
  Stealer	
  
• *.app	
  disguised	
  as	
  a	
  photo	
  



Example	
  -­‐	
  LogKext	
  



Example	
  -­‐	
  LogKext	
  
newproc.d	
  

2014 Apr  1 17:46:48 1445 <444> 64b  /bin/sh /tmp/
PKInstallSandbox.82TjPW/Scripts/
com.fsb.logkext.logkextExt.pkg.V8BqhR/postinstall /Users/
cliffstoll/Desktop/logKext-2.3.pkg /System/Library/
Extensions / /!
!
2014 Apr  1 17:46:49 1457 <1445> 64b  /Library/Application 
Support/logKext/logKextKeyGen!
!
2014 Apr  1 17:46:49 1458 <1445> 64b  /bin/launchctl 
load /Library/LaunchDaemons/logKext.plist!
!
2014 Apr  1 17:46:49 1460 <1445> 64b  /usr/bin/open /
LogKext Readme.html!



Example	
  -­‐	
  LogKext	
  
newproc.d	
  

2014 Apr  1 17:46:48 1455 <1445> 64b  /sbin/kextunload -b 
com.fsb.kext.logKext!
2014 Apr  1 17:46:49 1456 <1445> 64b  /sbin/kextload /
System/Library/Extensions/logKext.kext!
!
2014 Apr  1 17:46:49 1459 <1> 64b  /Library/Application 
Support/logKext/logKextDaemon!
!
2014 Apr  1 17:47:00 1472 <897> 64b  login -pf cliffstoll!
2014 Apr  1 17:47:00 1473 <1472> 64b  -bash!
2014 Apr  1 17:47:11 1476 <1473> 64b  sudo logKextClient!
2014 Apr  1 17:47:11 1477 <1476> 64b  logKextClient!



Example	
  -­‐	
  LogKext	
  
fs_usage	
  –f	
  pathname	
  

17:40:24.418176  getattrlist /Users/cliffstoll/Desktop/
logKext-2.3.pkg 0.000004   Finder.7100!
!
17:40:24.418285  getattrlist /System/Library/CoreServices/
Installer.app 0.000012   Finder.7100!
!
17:40:24.641275  open F=15 (RW_A_E) private/var/log/install.log 
0.000028   syslogd.30889!
!
17:40:39.296222  statfs64 /Library/Application Support/logKext 
0.000021   mds.30953!
!
17:40:39.296445  stat64 /System/Library/Extensions/logKext.kext 
0.000010   mds.30953!
!
17:40:43.135053  getattrlist /LogKextUninstall.command 0.000014  
mds.31061!



Example	
  -­‐	
  LogKext	
  
fs_usage	
  –f	
  pathname	
  

17:40:58.946647  open F=3 (R_____)  /usr/bin/logKextClient 
0.000007   logKextKeyGen.31301!
!
17:40:59.028515  open [  2] (R_____)  /Library/Preferences/
com.fsb.logKext.plist 0.000003  cfprefsd.31142!
!
17:40:59.056241  statfs [  2] /Library/Preferences/com.fsb.logKext 
0.000018   logKextDaemon.31319!
!
17:40:59.190232  open F=11 (R_____)  /LogKext Readme.html 0.000007   
mds.31061!
!
17:41:06.808873  open F=25 (_WC_T_)  /Users/cliffstoll/Library/
Caches/Metadata/Safari/History/file:%2F%2F%2FLogKext
%2520Readme.html.webhistory 0.000110   Safari.31520!
!
17:41:31.191547  stat64 /usr/bin/logKextClient                                                                                                                                                
0.000007   sudo.31638!



Example	
  -­‐	
  Imuler	
  



Example	
  -­‐	
  Imuler	
  
fs_usage	
  –f	
  exec	
  



Example	
  -­‐	
  Imuler	
  
fseventer	
  [1]	
  



Example	
  -­‐	
  Imuler	
  
fseventer	
  [2]	
  



Example	
  –	
  Imuler	
  
tcpdump	
  

•  Beacons	
  to	
  “ouchmen.com”	
  



Resources	
  &	
  References	
  

Blogs	
  
•  “Reverse	
  Engineering	
  OS	
  X”	
  -­‐	
  reverse.put.as	
  (@osxreverser)	
  
•  “Reverse	
  Engineering	
  Resources”	
  -­‐	
  hrp://samdmarshall.com/re.html	
  (@dirk_gently)	
  
•  Hopper	
  App	
  Blog	
  -­‐	
  hopperapp.tumblr.com	
  (@hopperapp)	
  

Resources	
  
•  Apple	
  Developer	
  Website	
  
• man	
  Pages	
  

Malware	
  Samples	
  
•  Contagio	
  -­‐	
  contagiodump.blogspot.com	
  
•  VXShare	
  -­‐	
  virusshare.com	
  
•  Open	
  Malware	
  -­‐	
  www.offensivecompuGng.net	
  
• Malwr	
  -­‐	
  malwr.com	
  

Contact	
  me	
  at:	
  @iamevltwin	
  or	
  oompa@csh.rit.edu	
  


