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whoami

e Computer Intrusions, Criminal, Counter Terrorism, Counter Intelligence
e Mac, Windows, *nix, Mobile, Malware, anything & everything...

e www.sans.org/course/mac-forensic-analysis



Scope & Agenda

e Static Analysis
e File Types
e Analysis Tools
e Dynamic Analysis
¢ Virtualization
e Application Tracing
e Analysis Tools
e Analysis Examples



Static Analysis

e Application Bundles
e Mach-O
e PKG Files

e MachOView

e lipo

e Strings || srch_strings
°nm

e codesign

e Hopper



Locate the Malware



Application Bundle

Safari.app/

: L— Contents
Dlrectory — Info.plist
F— Mac0S
[Contents: R puise
— Resources
e |nfo.plist (required) — _CodeSignature

e Configuration Information version.plist

e Executable (required) Dashboard. app/
. — (Contents
e Located anywhere in bundle — Info.plist
e MacOS Directory F— Mac05
] |  “— Dashboard
e Executable may be in here too! — PkgInfo

— Resources

e Resources Directory | — Dashboard.icns

e Supporting Files — _CodeSignature
I L— CodeResources
L— version.plist




jlc3V7we.app/
— Contents
I 5 Info.plist

| Mac0S

I Resources

I — 6EaqyFfo.zIK.kext
I

I

|

Application Bundle
Crisis Sample

— Contents

— Info.plist

F— Mac0S

I — 6EaqyFfo.zIK

L— Resources
F— IZsROY7X.-MP
— WeP1xpBU.wA-
eiYNzlgd.Cfp
krfhIgFRqIgxU8x6eqo68hVjjqg.gai
krfhIgFRxIgxU8x6eqojjUo8jq.gai
krfhIgFjqlqxU8x6e68UoHoQqq.gai
krfhIqgFjqlgxU8x6e68eqUxHjq.gal
krfhIgFjqIlgxU8x6ebhFUeebqq.gai
krfhIgFjqlgxU8x6e6hFVVFViq.gai
krfhIgFjqlgxU8x6e6hVDRHgjq.gal
krfhIgFjqlgxU8x6ebhVhU8Zqq.gai
krfhIgFjqlgxU8x6ebhjFQgRjqg.gal
krfhIgFjqlgxU8x6ebhxQ6joqq.gai
krfhIgFjqIlgxU8x6ebhxgxhDjq.gai
krfhIgFjqlqxU8x6eFFVHeFDqgq.gai
krfhIgFjglgxU8xbeFUR8BFZZjq.gal
krfhIgFjqIlgxU8x6eFVHoHHhjq.gal
krfhIqFjqlqxU8x6eFVx6QRFqgq.gai
krfhIqFjgqlqxU8xbeFqDFDHZjq.gal
krfhIqgFjqlgqxU8x6eFgHjolUxqgq.gai
krfhIgFjqlgxU8x6eFxZDhDRqq.gai
krfhIqgFjqlqxU8xbeFxjbgQxqq.gai
krfhIgFjqlgxU8x6exU6jejojq.gai
krfhIgFjqlgxU8x6exUQhFhZqq.gai

* Executables:
— 1ZsROY7X.-MP
— lUnsA3Ci.Bz7
— mWgpX-al.8Vqg
* Kernel Extension = 6EaqyFfo.zIK.kext

Key Value
Information Property List
Localization native development region English
Executable file IZsROY7X.-MP
Bundle identifier com.apple.mdworker-user
InfoDictionary version 6.0

Bundle name mdworker-user

APPL

Bundle OS Type code krfhIgFjqlgqxU8x6exUUHHHXqq.gail
Bundle creator OS Type code nn krfhIqF)qlqxU8x6exUjFQWiq.gai

krfhIgFjglgxU8x6exUojDZ8qq.gai
Bundle version 1.0 krfhIgFjqlqxU8x6exoF8VUjjq.gai
Main nib file base name MainMenu krfhIqqRqlgxU8x6eqo]jUo8]q.gai

Principal class
NSUIElement

NSApplication
1

[TTTTTTTTTTTTTTTTITTTTITTTTITTTITTT

1UnsA3(Ci.Bz7
mWgpX-al.8Vq
mdworker.flg
g45tyh



PKG File

FlashPlayer-11-macos.pkg




PKG Files

List & Extract the Malware

nibble:malware sledwards$ xar -t -v -f FlashPlayer-11-macos.pkg

-rw-r--r-- alis/wheel 729 2011-10-06 09:09:44 Distribution

drwxr-xr-x alis/wheel 0 2011-10-06 09:09:44 Resources

drwxr-xr-x alis/wheel 0@ 2011-10-06 09:29:44 Resources/en.lproj

-rw-r--r-- alis/wheel 128522 2011-07-22 14:18:25 Resources/en.lproj/background
drwxr-xr-x alis/wheel 0 2011-10-06 09:09:44 license.pkg

-rwW-r--r-- alis/wheel 267 2011-10-06 09:09:44 license.pkg/Packagelnfo
-PW-r--r-- alis/wheel 35129 2011-10-06 09:09:43 license.pkg/Bom

-rw-r--r-- alis/wheel 115 2011-10-06 ©09:09:43 license.pkg/Payload
-rw-r--r-- alis/wheel 32942 2011-10-06 09:09:43 license.pkg/Scripts

nibble:malware sledwards$ unar FlashPlayer-11-macos.pkg -o flashback_extract/
FlashPlayer-11-macos.pkg: XAR

license.pkg/ (dir)... OK.
license.pkg/PackageInfo (267 B)... OK.
license.pkg/Bom (35129 B)... OK.
license.pkg/Payload (115 B)... OK.

license.pkg/Scripts (32942 B)... OK.
Resources/ (dir)... OK.

Resources/en.lproj/ (dir)... OK.
Resources/en.lproj/background (128522 B)... OK.

Distribution (729 B)... OK.
Successfully extracted to "flashback_extract/FlashPlayer-11-macos"”.




PKG Files
List & Extract the Malware

nibble:license.pkg sledwards$ file *

Bom: Mac 0OS X bill of materials (BOM) file

PackageInfo: ERROR: line 163: regex error 17, (illegal byte sequence)
Payload: gzip compressed data, from Unix

Scripts: gzip compressed data, from Unix

nibble:license.pkg sledwards$ unar -r Payload
Payload: Gzip

Payload... OK.
Successfully extracted to "./Payload-1".
nibble:license.pkg sledwards$ unar -r Scripts
Scripts: Gzip

Scripts... OK.
Successfully extracted to "./Scripts-1".

nibble:license.pkg sledwards$ unar -r Payload-1
Payload-1: Cpio

./ (dir)... OK.

./license (@ B)... OK.
Successfully extracted to "Payload-1-1".
nibble:1license.pkg sledwards$ unar -r Scripts-1
Scripts-1: Cpio

./ (dir)... OK.

./postinstall (99268 B)... OK.
Successfully extracted to "Scripts-1-1".




PKG Files
List & Extract the Malware

e *-1 (First unar - gzip)
e *_1-1 (Second unar - cpio)

nibble:license.pkg sledwards$ file *

Bom: Mac 0S X bill of materials (BOM) file

PackageInfo: ERROR: 1line 163: regex error 17, (illegal byte sequence)
Payload: gzip compressed data, from Unix

Payload-1: ASCII cpio archive (pre-SVR4 or odc)

Payload-1-1: directory

Scripts: gzip compressed data, from Unix

Scripts-1:  ASCII cpio archive (pre-SVR4 or odc)

Scripts-1-1: directory

nibble:license.pkg sledwards$ file Payload-1-1/*

Payload-1-1/1license: empty

nibble:license.pkg sledwards$ file Scripts-1-1/*

Scripts-1-1/postinstall: Mach-0 universal binary with 2 architectures: [x86_64: Mach-0 64-bit
x86_64 executable] [1386: Mach-0 1386 executable]




Mach-O Binaries

 Executable Format used on OS X
* Universal (Fat) Binaries

* File Signatures:
« OXCAFEBABE - Fat binary
« OXFEEDFACE - 32-bit
 OXFEEDFACF — 64-bit
* OXCEFAEDFE - 32-bit, Little Endian
* OXCFFAEDFE - 64-bit, Little Endian

32-Bit/Little Endian

nibble:jlc3V7we.app sledwards$ file IZsROY7X.-MP
IZsROY7X.-MP: Mach-0 1386 executable

0000000 @700 0000 0300 0000 0200 0000

0000010: 2300 0000 5412 0000 8500 0001 0100 000 #...T
0000020: 3800 0000 S5f5f 5041 4745 5a45 524f 0000 8...__PAGEZERO..
0000030: 0000 0000 0000 2000 0010 V000 0000 0220




Mach-O Binaries
Universal/Fat Binaries

0000000: 0000 0002 0100 0007 8000 VA3
0000010: 0000 1000 QVVD b0e8 V0O 0VOC 00O 007

0000020: 0000 0003 0000 8000 Q0@ Sel4 V0O VOAC
0000030: 0000 0000 0000 0000 0000 VA0 V00 VB0

Intel 32 & 64-bit

nibble:jlc3V7we.app sledwards$ file mWgpX-al.8Vq
mWgpX-al.8Vq: Mach-0 universal binary with 2 architectures: [x86_64: Mach-0 64-bit x86_64
executable] [1386: Mach-0 1386 executable]

Universal — PowerPC & Intel 32-bit

nibble:malware sledwards$ file MacKontrol

MacKontrol: Mach-0 universal binary with 2 architectures: [ppc_7400: Mach-0 ppc_7400 executable]
[1386: Mach-0 1386 executable]




Universal/Fat Binary File Info
lipo

Review Architecture Details:

* -Iinfo <file>
* -detailed_info <file>

nibble:malware sledwards$ lipo -info MacKontrol
Architectures in the fat file: MacKontrol are: ppc7400 1386
nibble:malware sledwards$ lipo -detailed_info MacKontrol
Fat header in: MacKontrol
fat_magic @xcafebabe
nfat_arch 2
architecture ppc7400

cputype CPU_TYPE_POWERPC

cpusubtype CPU_SUBTYPE_POWERPC_7400

offset 4096

size 44852

align 2A12 (4996)
architecture 1386

cputype CPU_TYPE_I386

cpusubtype CPU_SUBTYPE_I386_ALL

offset 49152

size 50692

align 2A12 (4996)




Universal/Fat Binary File Info
lipo
Extract Binaries:

 -extract <architecture type>
 -output <output file>

nibble:malware sledwards$ lipo -extract 1386 -output MacKontrol_i386 MacKontrol

nibble:malware sledwards$ file MacKontrol_i386
MacKontrol_1386: Mach-0 universal binary with 1 architecture: [1386: Mach-0 1386 executable]




MachOView - Mach Header

sourceforge.net/projects/machoview/

ENANE)

@& RAW

@& RVA

Executable (X86) [SDK10.6 Target10.5]

Load Commands
Section (_ TEXT, text)
Assembly

Section (_TEXT,__symbol_stub)

Symbol S5tubs

Section (__TEXT,_stub_helper)

Assembly
Section (__TEXT,__cstring)
C String Literals
Section (_ TEXT, const)

Section (__ TEXT, unwind_info)
Section (_TEXT,__eh_frame)

Call Frame Ox53EEOQ

Offset

Do0oe000
00000004
00000008

beveevecC
0eoee010
oeveeola
oeeoeols

IZsROY7X.-MP

Data

FEEDFACE
Goobeeee’
Gooeeee3

fobeeRe2
0oveen23
00001254
0leeeess

I- b

-,
Description

Magic Number

CPU Type

CPU SubType

peeoARa3

File Type

Number of Load Commands
Size of Load Commands
Flags

boooovel

boooooe4

00eR0080

21000000

Value

MH_MAGIC
CPU_TYPE_I386

CPU_SUBTYPE_I386_ALL
MH_EXECUTE

35

4692

MH_NOUNDEFS
MH_DYLDLINK
MH_TWOLEVEL
MH_NO_HEAP_EXECUTION




Executables Strings
strings | | srch_strings

Extract all strings:

e ASCI| Strings
* Strings —a

e Unicode Strings (The Sleuth
Kit)
* srch_strings —a -t

mBackdoorPath
mKext32Path
mKext64Path
mServicelLoaderPath
setMBackdoorPath:
setMKext32Path:
setMKext64Path:
setMSLIP1istPath:
setMServiceloaderPath:
setMExecFlag:

isLion

isLeopard
disableSetugidAuth
enableSetugidAuth
unloadKext
loadKextFor64bit:
dropExecFlag
makeSuidBinary:
isBackdoorPresentInSLI:
createLaunchAgentPlist:forBinary:
c16@9:4@8@12
createSLIP1istWithBackdoor




MachOView - Strings

sourceforge.net/projects/machoview

M 666

¥ Executable (X86) [SDK10.6 Target10.5]

Mach Header

» Load Commands

» Section (__TEXT,__text)

» Section (__TEXT,__symbol_stub)

» Section (_TEXT,__stub_helper)

¥ Section (__TEXT,__cstring)

C String Literals

Section (__TEXT,__const)
Section (_TEXT,__unwind_info)

» Section (__TEXT,__eh_frame)
Section (_DATA,__dyld)

» Section (_DATA,__nl_symbol_ptr)

» Section (_DATA,__la_symbol_ptr)
Section (__DATA,__data)

» Section (__DATA,__cfstring)
Section (_DATA,__const)

» Section (__OBJC,__message_refs)
Section (__OBJC,_cls_refs)

» Section (__OBJC,__class)
Section (__OBJC,__meta_class)

» Section (__OBJC,__instance_vars)

» Section (__OBJC,__inst_meth)
Section (__OBJC,__symbols)

> Section (  OBJC, module info)

Offset

000497C7
00049705
000497E1
090497ED
00049800
00049812
00049822
00049832
00049844
00049858
00049869
00049870
0004987A
0004988D
0004989F
000498AA
000498BC
000498C9
00049809
000498F1
00049913
00049920
00049938
00049956

IZsROY7X.-MP

Data Description

6D4261636.. CString (length:
6D4B65787.. CString (length:
6D4B65787.. CString (length:
6D5365727.. CString (length:
7365744D4.. CString (length:
7365744D4.. CString (length:
7365744D4.. CString (length:
7365744D5.. CString (length:
7365744D5.. CString (length:
7365744D4.. CString (length:
69734C696.. CString (length:
69734C656.. CString (length:
646973616.. CString (length:
656E61626.. CString (length:
756E6C6F6.. CString (length:
6C6F61644.. CString (length:
64726F704.. CString (length:
6D616B655.. CString (length:
697342616.. CString (length:
637265617.. CString (length:
633136403.. CString (length:
637265617.. CString (length:
72656D6F7.. CString (length:
616464426.. CString (length:

13)
11)
11)
18)
17)
15)
15)
17)
22)
13)
6)

9)

18)
17)
10)
17)
12)
15)
23)
33)
12)
26)
26)
21)

Q

Value
mBackdoorPath

mKext32Path

mKext64Path
mServiceloaderPath
setMBackdoorPath:
setMKext32Path:
setMKext64Path:
setMSLIPlistPath:
setMServiceloaderPath:
setMExecFlag:

isLion

isLeopard
disableSetugidAuth
enableSetugidAuth
unloadKext
loadKextFor64bit:
dropExecFlag
makeSuidBinary:
isBackdoorPresentInSLI:
createLaunchAgentPlist: forBinary:
c16@0: 4@8@12
createSLIPlistWithBackdoor
removeBackdoorFromSLIPlist
addBackdoorToSLIPlist




Display Symbols

nm

 Variable and Function Names

* Crisis Example:
—“nm IZsROY7X.-MP”

000576b8
000576c0
000576bc
000545d0
00057698
00054510
0005769c¢
00054580
00057600
00057604
00057690
00054620
00057608
000545b0
000576c4
000576ac
000576b0@
00054550
00054664
00054668
00054640
0005466¢C
000576d4
P00576¢cC
000576d0
00057688
00057694
000576dc
000576e0
000576c8
0005768¢c
000576e4
00054690
000576b4
000074e1
0000787
00006f5f
00010ceb
00007b3f

S
S
S
D
S
D
S
D
S
S
S
D
S
D
S
S
S
D
D
D
D
D
S
S
S
S
S
S
S
S
S
S
D
S
T
T
T
T
T

_gAgent(Crisis
_gAgentCrisisApp
—gAgentCrisisNet
—gBackdoorID
_gBackdoorName
_gBackdoorSignature
_gBackdoorUpdateName
_gConfAesKey
_gConfigurationName

—gConfigurationUpdateName

_gControlFlaglLock
—gDemoMarker
_gInputManagerName
—gInstanceld
_gIsDemoMode
—gKext32Name
_gKext64Name
_glogAesKey
_gMemCommandMaxSize
_gMemLogMaxSize
_gMode
_gMyXPCName
_g0SBugFix
—g0SMajor
_g0SMinor
—g0riginalDesktopImage
_gSessionKey
_gSharedMemoryCommand
_gSharedMemorylLogging
_gSkypeQuality
—gSuidLock
—gutil
—gVersion
_gXPCName
—getActiveWindowInfo
_getBSDProcessList
—getHostname
_getRootDomain
getSystemSerialNumber




MachOView - Symbols

sourceforge.net/projects/machoview/

000

& RAW & RvA

Section (__DATA,_ const)
Section (__OBJC,__message_refs)
Section (__OBJC,_ cls_refs)
Section (__OBJC,__class)

Section (__OBJC,__meta_class)
Section (__OBJC__instance_vars)
Section (__OBJC,__inst_meth)
Section (__OBJC,_ symbaols)
Section (__OBJC,__module_info)
Section (__OBJIC,__cls_meth)
Section (__OBJC,__property)
Section (__OBJC,_ class_ext)
Section (__OBJC,__category)
Section (__OBJC,_ cat_inst_meth)
Section (__OBJC,__protocol)
Section (__OBJC,__cat_cls_meth)
Section (__OBJC,__image_infa)
Function Starts

Symbaol Table

Dynamic Symbol Table
External Relocations
Indirect Symbols

String Table

Offset

gaaspacc
aaasDaDna

aaasDabnl
gaaspabnz
gaasDan4a
gaasDane
geesDabC

AvesDanD
AeasDaDE
ABasDBEA
AeasDBE4
ABesDBER

aeasDaE9
AeasDaEA
BeasDBEC
feasDaFa
BeasDaF4

[ZsROY 7X.-MP

Data Description
QeeaaB7F String Table Index
BF Type

BE

a1
aF Section Index
geaa Description
Bee576B8 Value
BeaaaBaD String Table Index
BF Type

BE

a1
aF Section Index
515 5]] Description
BRBSTECA Value
BeBaaBoE String Table Index
BF Type

8E

a1
BF Section Index
415 ] 5] Description
BRB576BC Value
BRBBRBAF String Table Index
BF Type

]

Value

_gAgentCrisis

N_SECT
N_EXT
15 (__DATA, __common)

358072 (s+48)
_ghgentCrisisApp

N_SECT
N_EXT
15 (__DATA, __common)

358ee8 ($+56)
_ghgentCrisisNet

N_SECT
N_EXT
15 (__DATA,_ common)

358076 (5+52)
_gBackdoorID



Hopper - hopperapp.com

1IZsROYZ7X hop

oxpeRes3se o5y Instruction Encoding
1 Strings axeeees3se ¢ cdectfstring _sbin_kextload)
0x8000538e £op N L
00005392
Format
Argument 0 Default
RCWMSharedMecry
RCSMT sk Managet > y Y Comment
¥ RCSMLRN
RESTNetworkProtocol

-|RCSMUTs copyW oxdeeesssn
-|RCSMUTSy retain) 2x0000533a X
- ax8eees3sh Colors and Tags

SMUEss retsinCount] 2x0000539¢ .
[RCSMULES release] 2x0000533d D4 Area =m Set
IRC ore | 2xB88005320 exS3ah
:R:SML! 5 aunorelexse] 2x88005325 : Address RCSMULES
INCSMIRSS: isLoopurd) 2x800053a6 dword [ds: Ja%+cls_NSMutableDictionary)
~[RCSMUEs IsUion) ox88eesS3ac v, dword [ds: +objc_msg_dictionaryWithCapacity ]
0x8e0es3b2 1espednd],

0x8800s3b6 1e50],
RCSMUtS removelackdoorf romSLIMist] 2x880e%309 1 D 51 , B
5 create SLPInrWithBackdoar) oxeeeesicl imp___symbol_stub__objc_msgSend

. c 0x880053c6 oword [ss:=hp-@xtB+var_88], «
[RCSMULS isBackdoorPresentinSLL P
i N SRRCAORTIIMIUNILLS 2x880033cY imp___symbol_stub_ getuid
[RCSMUEs openSLIAIsH) oxBeees3ce .
[RCSMUTEs makeSuldBinary:] - 0x@eees3ide [

[RCSMUTSs dropExecFiag)

~|[RCSMUtEs executeTask:withArguments;waitUnt

Marage Tags

, dword [dstec S32%+cls_NSBundle) v 1 Refaranced By
, dword [ds: S3a%+objc_msg_mainBundle) . Address
dword [ssicopsdnd],
oword [ssiespl, X
imp___symbol_stub__objc_msgSend
, Oword [dsiesi-@x53at+objc_msg_bundlePath]
oword [ssicopedsd],
oword [ssiespl, X
imp___symbol_stub__objc_msgSend Remove Reference Add Reference
ecx, dword 1=8x53a%+objc_nmsg_rangeOfString ]
«, dword +cfstring__Library_Preferences)

AxBOLRS3d6
~|RCSMURSS Init] 0xBeeesidc
+[RCSMULI allocWithZone 0x8eees3e2
+[RCSNLI sharedinzance] :::::gtg
{RCSMULSs seeNBackdoorPath] xBeeeslee

[RCSMUTEs mBackdoorPath] :X:::gg::
i
{RCSMUTRs seaMiexa32Path:] AxBBeRL3Th

-[RCSMUES 2 3 oxBeees4dd

SMUR 0xBo0sL86

7 AxeBeesLdc oword [ss:

SUULSs mKextG4ruh] oxbeeessls dword [ssies LIS Address Instruction

-[RCSMUTSS setNSLIMIsIPars) oxteeesslq nov dword [ssiespl, X
[RCSMULES mSLIMistPath] et inp__synbol_stub_objc_nsgSend

[RCSMULIs seeNServiceloaderfatac) OxBE00s421 .

[RCSMUTEs mServiceLoaderPath| Sx800054

%881 27

-[RCSMUE INExecFlag)

[RC 5 seiNExecklag oxseeess2d
~|RCSMUESS mExect n axpeees43l
~[RCSMUTES disableSetugidAuth] oxdeeesssy

' Axeeeessin
JIRC > el d At
[RCSMULES enableSetugidAuth] 0x0000543¢
[RCSMUEas unloadKest) OxBB0es4as
[RCSMUEHs loadKextForsAnit] Oxdi@es4as
oxeeeesssc

AP

gt

Have Reference To

§s

n
e

3
p-

%8

. dword S+cls _NSBundle)

M;dm'n;d +objc_msg_sainSundle] e Seference Add Reference
1553

dword [ssiespl,
imp___symbol_stub__objc_msgSend

, dword [ds:es i-@x53a%+objc_msg_bundlePath]
dword [ssicop+dxd],
?::rd i;;{:ml'i;w .ubxc nsgSend S
-[RCSMUTEs createlaunchAgent?list:forginary:) OxB0005451 <, Oword [dsies i—Bx53a%+objc_msq rangeOfString ) . vpu{:_ggy‘eiﬂ
~[RCSMULSs. saveSLIPYIst atPath-] Ox00003457 , dword ' s+cfstring Users_] : Killed Regs: eax ecx esp &3l e

archSUPEstforkey:] oxesees4sd dword [ss: »
X 0xB8003461 dword [ss: ), ecx Predecessors
~IRCSMURS: addh 0 0xBB003465 dvord [ssiespl,
oxddees L6 imp___symbol_stub__objc_nsgSend

oxdeeessbd e BxTEEEFere
oxeeessr2

Address 0x5397, Segment __TEXT, -[RCSMULIS creamelaunchAgemPistdominary:] « 0, Section __tesx, file offset Oxd397

322

¥ Procedure
12 basic blocks

22888

3




Code Signed Binaries

codesign —dvvv <*.app or Mach-O>

nibble:Documents sledwards$ codesign -dvvv 0SX_Kitmos_A_39FAA22EB9D6B75QEC345EFCB38189F5
Executable=/Users/sledwards/Documents/0SX_Kitmos_A_39FAAZ22EBODoB75@EC345EFCB38189F5
Identifier=com.util.file

Format=Mach-0 thin (x86_64)

CodeDirectory v=20100 size=1362 flags=0x@(none) hashes=60+5 location=embedded

Hash type=shal size=20

CDHash=b@aa57a281c2d8cceb6c9a@9568cbe3feaS2ff80e

Signature size=8514

Authority=Developer ID Application: Rajinder Kumar

Authority=Developer ID Certification Authority

Authority=Apple Root CA

Timestamp=Apr 8, 2013, 4:52:49 AM

Info.plist=not bound

Sealed Resources=none

Internal requirements count=1 size=208

KitM Sample = “Kumar In the Mac”



Dynamic Analysis

e XProtect

* Gatekeeper

e Dtrace

® Xcode Instruments

o fs_usage

e fseventer

e Activity Monitor

® procxp

e CocoaPacketAnalyzer
e Wireshark

e tcpdump

e |sock



Virtualization

e \/Mware Fusion
e Parallels

e Capable Versions - 10.7+ (10.6 Server)
e Xprotect & Gatekeeper



XProtect

Weaknesses

e /System/Library/CoreServices/CoreTypes. e Apple updates it...when they want to.

bundle/Contents/Resources e Very few signatures on blacklist.
e XProtect.meta.plist e No Heuristics

e Last Update Date & Version (10.7 & e Only checks “quarantined” files

10.8) e com.apple.quarantine Extended
¢ Java Minimum Version & Blacklisted Attribute

Plugins e Mac Threats Only
e XProtect.plist

e AV Signatures

nibble:Downloads sledwards$ ls -1 xmount-0.5.0-x86_64.pkg

-rw-r--r-t@|1 sledwards staff 909305 Dec 24 07:40 xmount-0.5.0-x86_64.pkg
nibble:Downloads sledwards$ xattr -plx com.apple.quarantine xmount-0.5.0-x86_64.pkg
com.apple.quarantine:
00000000 30 30 32 31 3B 35 32 62 39 38 30 62 30 3B 47 oF 10021;52b980b0;Gol
00000010 ©oF 67 6C 65 5C 78 32 30 43 68 72 6F 6D 65 3B 36 logle.x20Chrome;6l|
00000020 46 35 41 38 46 44 30 2D 34 33 31 34 2D 34 45 44 |FS5A8FD@-4314-4ED|
00000030 33 2D 42 44 30 45 2D 45 32 33 44 35 37 33 33 38 |3-BDOE-E23D57338|
00000040 34 45 35 |4E5 |




XProtect
Signature by Hash

SHAZSE chb0f2b35desab 5aA5d 03598 142adececi405391 11 5bf26e0b9cc338ab31202d
File nams
Detection ratio:

Analysis date: 2014-02-13 18:04:47 UTC | 3 wesks ago )

= Analysis © Additional information # Comments n

@ File identification

MD5 26d5f81486e4568590a126d51ad5140a

SHA1 c2bB1705670cEITclbfoa2ddd 1306367 c0ala |

lterm 2 Dictionary
Description String 05X.CoinThief.B
aunchiervices Dictionary
ContentType string com.apple.application-bundle
Matches Array
File type B Item 0 Dictionary
Magie literal bzipZ compressed data, block size = S00K MatchType MatchAny

SHAZ56 cBbtZn3bdeaabbalod 0501a1 42adecacds 150

ssdeap 481521 KCptSSCLLOwWYOzb CEEECypd tiZL DDERVG
PPzY¥35c

File size 2.2 MB { 2292411 bytes )

Matches
Iterm O
ldentity : <e2b81F70 S670c837 c0bfsald ddle398e 967c0alB>
MatchFile Dictionary
“ 0 ” - NSURLMamekKey String .5ig
Identity” Key = SHA1 Hash VatchType o e
Itemn 1 Dictionary
Identity Data <02e24315 7dbcBB03 a3b64e941 0a5c41b3 6deb4c95 >
MatchFile Dictionary
NSURLNameKey String sig
MatchType String Match




XProtect
Signature by Launch Service & Pattern

v Item 20 Dictionary (3 items)
Description String OSX.Mdropper.i

¥ LaunchServices Dictionary (1 item)

LSItemContentType String com.microsoft.word.doc
V¥ Matches Array (1 item)
vitem O Dictionary (3 items)
¥ MatchFile Dictionary (1 item)

NSURLTypeldentifierKey String com.microsoft.word.doc
MatchType String Match
Pattern String 2F746D702F6C61756E63682D68

Atmps Llaunch-hs®
Atmpd launch-hze
“Shmps @ Abingds
hteLmp launch-h
ze Rlgopen Stmpd
file.doc B _
_PAGEZERO™™__mh
_execute_header




Disable XProtect

Delete/Edit XProtect Files ...or...

Remove com.apple.quarantine Extended Attribute

« xattr —d com.apple.quarantine <filename>

“Codec-M Installer” will damage your
computer. You should eject the disk image.

It contains the "0OSX.FkCodec.i™ malware.

I_ET Report malware to Apple to protect other users

Cancel | Eject Disk Image |




Gatekeeper

Introduced in 10.7.5
Anti-malware Feature
Application Execution

Restrictions BTN cievau | Frevait | prvacy
Secu rity Setti ngs A login password has been set for this user  Change Password
¥ Require password immediately | after sleep or screen saver begins
i M a C Ap p Sto re Show a message when the screen is locked
e Users can Only run apps from ¥ Disable automatic login
the store.
L o ow applications downloaded from
— Mac App Store & Identified g e
Deve I O pe rs Mac App Store and identified developers

* Anywhere

* Default Setting (10.8+)
e Users can only run software
signed using Apple Developer ID
= WATHIEE
* Default Setting (10.7.5)

e Users can run anything from
anywhere




Disable Gatekeeper

 Permanent: Change to “Allow Applications
Downloaded From:” to “Anywhere” ...or...

e Case-by-case basis: Control+Click Application

“Install Call Recorder Demo" can't be
opened because it was not downloaded

from the Mac App Store.
Your security preferences allow installation of only
apps from the Mac App Store.

iri downloaded this file today at 3:12 PM fro




Application Tracing




Dtrace

¢ Cc www.dtracebook.com

Troubleshooting Utility

Welcome o www.diracebook.com! Th

D€S|gﬂ€d by Sun DTraceBook

Microsystems (Originally for
Solaris)

Added to OS X in 10.5

Captures data from:
— CPU

— Memory .
— Network S Tal ot onans
— File System
— Processes

Uses D Language (awk-ish)
dtracebook.com

man —k dtrace




Dtrace Example

* Files Opened by Process
 Example from dtracebook.com (filebyproc.d)

dtrace -n 'syscall::open*.entry { printf("%s
%s",execname,copyinstr(arg0)); }

::open*:entry %s %s", execname, copyinstr(arg®
matched 4 probes

dtrace: description 'syscall::open*:entry
CPU FUNCTION :NAME
open_nocancel:entry kextd //private/var/run/installd.commit.pid
open:entry mds_stores .
open:entry mds_stores .
open_nocancel:entry Google Chrome /Users/sledwards/Library/Application Support/Google/Chrome/Default/.com.google.Chrome.WWGUaH
open:entry Google Chrome /Users/sledwards/Library/Application Support/Google/Chrome/Default/.com.google.Chrome. WGUaH
open:entry mds /Users/sledwards/Library/Application Support/Google/Chrome/Default/TransportSecurity
open:entry mds_stores .
open_nocancel:entry Mail /etc/hosts
open_nocancel:entry Mail /etc/hosts
:entry mdworker /Users/sledwards/Library/Application Support/Google/Chrome/Default/TransportSecurit

()

1
1
)
0
1
3
0
2
)




Xcode Instruments

* |nstalled with Xcode (Xcode Tools)

* Apple Developer: Instruments User Guide
* GUI Tracing Application

(.. File Edit View Find Navigate Editor Product
B About Xcode 'S

Preferences...
Behaviors

Services # i0S Simulator

Hide Xcode = Printer Simulator

Hide Others w Accessibility Inspector
FileMerge

_ ® Application Loader
Quit Xcode

More Developer Tools...



Xcode Instruments

& B B Instrumentsl

1 )( @ )(2) [® Google Chrome (.. D) O 00:00:586c |[W=10)

e |
Record Target Inspection Range Run 1 of 1 Wiew Library Filter

Instruments

Directory I/O ‘

L) File Activity B8 Event List File Activity

Call Tree # Caller Function FD | Path
(9800 close_nocancel 246
mkstemp stavg4 {Users/sledwards/Library/Application Support/Google/Chrome
mkstemp open_nocancel 169 ...sledwards/Library/Application Support/Google/Chrome/.com.google Chrome, 7kf
OxBdf7 50 close_nocancel 169 ...sledwards/Library/Application Support/Google/Chrome/.com.google. Chrome. Fkf
OxBdf750 open 169 ..sledwards/Library/Application Suppeort/Goegle/Chrome/.com.google.Chrome. 7k
OxBdf750 close_nocancel 169 ...sledwards/Library/Application Support/GoogleChrome/ .com.google. Chrome. 7k
Oxdcaf70 close_nocancel 244
Oxdcaf70 close_nocancel 252
Oedcaf? close_nocancel 211
Oxdcaf70 close_nocancel 263
Ocdcafy close_nocancel 206
Ox34dccal statG4 ..t Extensions/plocipoplcdbaefihamjohnefbik)ilc /6. 1_0/images /web-clipper-19x19
Ox34dccal stavg4 Support/Google /Chrome f Default/ Extensions/piocpoplod baefihamjohnefbikjilc /6.
Oxel2 850 stapb4 ...t/ Extensions /ploclpoplcdbaefihamjohnefbik)ilc/6.1_0/images f'web-clipper-19x19
Oxe 1fba0 apen .U Extensions fpiocipopledbaefinam johnefbikjile /6. 1_0/ images fweb-clipper-19x19
mkstemp stath4 fvar/folders/fl/_wpdftvx3k3_c96vhxd0fkqrOo000gn/T
mkstemp open_nocancel fvar/folders/fl)_wpdftvx3k3_c96vhxd0fkgrO000gn/T/ .com.google.Chrome. 13XpFj
OxBeb570 apen fvar/folders/fl/_wpdftvx3k3_c96vhxd0fkqrO000gn/T/.com.google.Chrome.13XpFj
OxBab570 fstatbd fvar/foldersffl/_wpdftvxIk3_c96vhxd0fkgrl000gn/T/ .com.google.Chrome 13 XpFj
OxBebb20 fstatbd fvar/foldersffl/_wpdftvx3k3_c96vhxd0fkgr0000gn/T/ .com.google. Chrome 13 XpFj
OxBebb20 fstatbd fvar/folders/fl/_wpdftve3k3_c96vhxd0fkgrO000gn/T/ .com.google. Chrome 13 XpFj

Call Tree Constraints
Specific Data Mining

o =~ B oW b L P e S

Fuld et et et et et e b b b s
(=TT I I - I FUR N R = I = ]




File Analysis

e filebyproc.d

® Opensnoop
¢ |osnoop
e creatbyproc.d



File Analysis — Files Opened By Process
Dtrace - filebyproc.d

* CPU - CPU that received event

* |D — Dtrace Probe ID

* FUNCTION:NAME — Dtrace Probe Name
* Remaining — Process/Pathname

Cliffs-Mac:~ cliffstolls sudo filebyproc.d
Password:
dtrace: script '"Jusr/bin/filebyproc.d' matched 4 probes
CPU 1D FUMCTION : NAME
151 open:entry
151 open:ent t
151 opensentry Dock / 3 Liffstoll/Applications
151 open: t 1 r liffstoll
151 open: r
151 open:
151 open: try mdworke tracehelper
open: try mdworker autofs_nowait
open: try mdworke I feliffstoll/.CFUserTextEncoding
open: try mdworker autofs_nowait
opensentry mdworker f
open_nocancel: try mdworke
open_nocancel:entry mdworker
open_nocancel: try mdworker / ibr 3 ) v i ramewor
open: t mdworker t ibr 3 SFramewor
open t mdwor
open: try cfpre
open:entry cfprefsd ,




File Analysis — Files Opened

Dtrace - opensnoop

e UID—-UserlD

* PID—-Process ID

e COMM - Process Command Name
 FD —File Descriptor

e PATH — File Path

Cliffs-Mac:~ cliffstolls sudo opensnoop
LI PID COMM FO PATH
581 BB3 bash
381 1289 open
581 1289 open
581 1289 open
581 1209 open
581 1289 open
501 1209 open
501 1209 open
581 1209 open
581 1289 open
581 1289 open
381 1289 open
581 1289 open
581 1289 open
581 1209 open

13 taskgated
13 aq

13 taskgated

13 taskgated

13 taskgated

13 taskgated
181 Dock

sstem/Library/Cor vices/5ys sion.plist

namedforks/rsrc
Support/CrashReporter/SubmitDiagInfo.domains

esf/CoreTypes.bundle/Contents/Library/AppExceptions.bundle/Exceptions.plist
com.apple. launchd.peruser.501l/overrides.plist
com.apple. launchd.peruser.581 erri .plist
es.bundlesContents/Resources/Exceptions.plist

.app

.appfContents

.appfContents/Info. pllJt

fﬂpp]lcatlﬂ x .appfContent acls

FApplicatio .appfContent acls

JApplicatio iit.app/Contents/Info.plist

FApplications/TextEdit.app

[l ¥ o R H R WH I WH I WH R o L B SR S T I TR TR R R R S S PR

L)




File Analysis — Files Opened
Dtrace — opensnoop -a

 -a=AllData
— TIME — Timestamp (Relative Microsecond Counter)
— STRTIME — String Timestamp (Local System Time)
— UID—-User ID
— PID —Process ID
— FD —File Descriptor
— ERR —Errno Value (See errno.h)
— PATH — File Path
— ARGS — Argument List

Cliffs-Mac:~ cliffstoll$ sudo opensnoop -a
TIME STRTIME UID FD ERR P ARGS
2250556 2814 Mar 13:44: 581 4 a s Jdtracehelper cath@
2814 Mar 13:44; 581 4 B fdev/dtracehelper groff\g
2814 Mar 13:44: 581 B JSdtracehelper Lessh\A
2814 Mar 13:44: 581 @, ib/libxcselect.dylib man'\@
2814 Mar 13:44; 581 @, tracehelper man® @
2814 Mar 13:44: 581 8 f hareflocalefen_US.UTF-B/LC_CTYPE man\@
2014 Mar 13:44: SRl @ fusrfshar occalefen_US.UTF-B/SLC_MESSAGES/LC_MESSAGES man'\@
585552381 2814 Mar 13:44; 581 B Sprivatefetc/man.cont man4@
585552885 2814 Mar 13:44: 581 Jusr/shar ie_dir_path manhB
5A555312@ 2014 Mar 13:44: SRl ‘usr
585553195 2814 Mar 13:44: 581
585554577 2014 Mar 13:44: 501

L T i L " I TE I R VE I

‘share/man/manl/ man'@
Sshare/man/manl/opensnoop.1lm manhB

Pd Bd B ] B B R RS B RD B RD
Bd Bd PBud Bd Bd Bd Bd Bl B R B P
Lad Lt Lad Lad Lt Lad Lad Lt Lad Lad Lt Lad

ECE R A L VR CERR R VY I R O o



File Analysis - Files Read/Written by Process
Dtrace - iosnhoop

* UID—-UserlID

* PID - Process ID

* D - Direction (Read/Write)

 BLOCK — File System Block for Operation
* SIZE — Operation Size

e COMM - Process Command Name

e PATHNAME — File Path

Cliffs-Mac:~ cliffstoll% sudo losnoop
UID PID D BELOCK 5IZE COMM PATHMAME
@ W 22281784 4B96 launchd ??/asl/2014.83.21.G80.as1
8 W 22281768 4896 launchd ??/as1/2014.83.21.U8.G8R.as1

2 W 16515088 4Q06 launchd ??fasl/StoreData

B W 35048 B192 launchd ?7/=unknown (MULL v_parent)>/<unknown (MULL v_name)=
) | 36256 B192 launchd ?7/=unknown (MULL v_parent)=/<unknown (NMULL v_name)=
B | 36720 8192 launchd ?7/=unknown (MULL v_parent)=/<unknown (NULL v_name)=




File Analysis — Files Created by Process
Dtrace — creatbyproc.d

 CPU-CPUID

* ID—Process ID

* FUNCTION:NAME — Dtrace Probe Name

* Remaining — Command/Application & File

Path

nibble:Documents sledwards$ sude creatbyproc.d
dtrace: script ‘binscreatbyproc.d” matched 1 probe

]
a
a
a
@
a

ID
151
151
151
151
151
151
151
151
151
131
151
151
151
151
151
151

FUNCTIOM : NAME
entry Go Chrome /1 rs ) 5/L1 Application 5
! /Application
Application

ders/f1/ _wodftwxl - @ kg re i 1&. Chrome. LonDal

reatbyproc.d.1m
open:ent
open:
open:
apen:
open:




File Analysis
fs _usage

« pathname — File Path Events

« filesys — File System Events

e exec — New and Spawned Process Events
« diskio — Disk Input/Output Events

» cachenhit — Cache Hits

* network — Network Events



File Analysis — Pathname Events
fs _usage —f pathname

e Columns e Calls of Interest
— Timestamp — getattrlist — Get file system
— call attributes
— F||e Descriptor (F:##) - QEtxattr — Get extendEd
— [ERRNO] — Error Code attribute |
_ File Path — Setf?lttrllst — Set file system
— Time Interval (W = Wait attribute
Ti — statb4, Istatb64 — Get file
ime)
— Process Name status
— open — Open/Create File
— mkdir, rmdir —

Make/Remove a directory



File Analysis - Pathname Events
fs usage —w —f pathname

08:05:21.631155 getattrlist /Applications/Messages.app
0.000011 Dock.513976

08:05:21.006391 open F=135 (R )
/Users/sledwards/Library/Application
Support/Google/Chrome/Default/Local Storage 0.000022
Google Chrome.7460



File Analysis — Disk /O Events
fs usage —f diskio

* Columns * Calls of Interest
— Timestamp — WrMeta — Write
— Call Metadata
— Disk Block (D=##) — WrData — Write Data
— Byte Count (B=##) — RdData — Read Data
— Disk — Pgln —Page In
— File Path — PgOut — Page Out

— Time Interval (W = Wait
Time)

— Process Name



File Analysis — Disk /0O Events
fs usage —w —f diskio

08:15:54.847585 WrMeta]AT3] D=0x01471e78 B=0x2000
/dev/diskl /Users/sledwards/Library/Mail/V2/IMAP-
sledwards@imap.gmail.com/[Gmail].mbox/Trash.mbox/65AE84E4-
7606-4E45-BC3F-E5E3398FDCEO/Data/O/7/Messages 0.000262 W
launchd.207

08:15:55.005800 WrData[AT1l] D=0x125f2870 B=0x1000
/dev/diskl /Users/sledwards/Library/Application
Support/Google/Chrome/Default/Local
Storage/http_www.rdio.com_0.localstorage-journal 0.000169 W Google
Chrome.7458



File Analysis
fseventer

e Graphical “Tree” View
e Table View




A
lv\!
]
5

_iMacintosh HD

Users 7} cliffstoll

Library

File Analysis - fseventer

fseventer QTH.’\S“'(I

OPreferences “com.apple.recentitems.plist

D

YSyncedPreferences ¥

“com.apple.syncedpreferences.plist

L3

Saved Application State _“com.fernlightning.fseventer.s

Qcom.apple.geod

e
Renamed low 1.data
lows.plist
6'30 minutesold_ , |
data
D > ~ Xpcd
SContainer.plist

BDes!-x'.oo
SDownloads
OPictures
OMusic
OMovies
©Documents & :
©.CFUserTextEncoding
ODictionaries
Simages HYPPeople
SApplication Scripts HPcom.apple ge
OMail
(1%
B0,
Sinput Methods
SSaved Application State
OSpelling
©Sounds

SData

- od 100%



File Analysis - fseventer

8eoo fseventer - Stopped
Itl | 7= o — \\ :..:J
Path Time Type Process Euid
fUsers/cliffstall/Library/Containers /com.apple.Maps/Container.plist 12:04:41 PM Renamed xpcd [
fUsers/cliffstall/Library/Containers 12:04:42 PM Folder Changed ¢ System 229777
| /Users/cliffstoll/Library/Containers /com.apple.Maps /Data 12:04:42 PM Folder Changed ¢ System 229942
JUsers [cliffstoll/Library/Containers/com.apple.Maps/Data/Library /Application Scripts 12:04:42 PM Folder Changed ¢ System 229966
| /Users/cliffstoll/Library/Containers /com.apple.Maps /Data/Documents 12:04:42 PM Folder Changed ¢ System 229972
JUsers [cliffstoll/Library/Containers /com.apple.Maps/Data/Library/Application Support | 12:04:42 PM Folder Changed ¢ System 229975
| /Users/cliffstoll/Library/Containers /com.apple.Maps/Data/Library/lmages 12:04:42 PM Folder Changed ¢ System 229984
fUsers/cliffstall/Library/Containers /com.apple.Maps /Data/Library 12:04:42 PM Folder Changed ¢ System 229987
| /Users/cliffstoll/Library/Containers /com.apple.Maps /Data/Library/Preferences 12:04:42 PM Folder Changed ¢ System 230005
fUsers/cliffstall/Library/Containers/com.apple.Maps 12:04:42 PM Folder Changed ¢ System 230015
# jUsers/cliffstoll/Library/Containers /com.apple.Maps/tempContainer.GbEXis 12:04:42 PM File Created xpcd
1 jUsers/cliffstoll/Library/Containers /com.apple.Maps /tempContainer.GbEXis 12:04:42 PM Content Modified xpcd
# jUsers/cliffstoll/Library/Containers /com.apple.Maps/tempContainer.GbEXis 12:04:42 PM Renamed xpcd
fUsers/cliffstall/Library/Containers /com.apple.Maps/Container.plist 12:04:42 PM Renamed xpcd
| /private /var/folders /fd [c2 kwfB893ysdrkkgp5f7 7¢j40000gn,/T/com.apple.Maps 12:04:42 PM Modified xattr ., Maps
Jprivate fvar/folders /fd fc2 kwf8893ysdrkkgpsf7 7cj40000gn,/T/com.apple.Maps 12:04:42 PM Folder Created ., Maps
fUsers/cliffstall/Library/Saved Application.. fernlightning.fseventer.savedState /data.data | 12:04:42 PM Content Modified &) fseventer
JUsers [cliffstoll/Library/Saved Application...lightning.fseventer.savedState /'windows.plist | 12:04:42 PM Stat Changed &) fseventer
JUsers [cliffstoll/Library/Saved Application...lightning.fseventer.savedState /windows.plist | 12:04:42 PM Content Modified &) fseventer
o fApplications/Maps.app 12:04:43 PM Launched App launchd
fUsers/cliffstoll/Library/Saved Application...ghtning.fseventer.savedState /window 1.data 12:04:43 PM Stat Changed =) fseventer




File Analysis - fseventer

800 fseventer - Stopped
> <Hm = \ A
Any of the following are true —N +
path includes O plist +
Path Time Type Process
JUsers/clittstoll/Library/Containers /com.a...ary/Preterences/com.apple.Hl Toolbox.plist | 12:04:43 FM File Created xpcd I
JUsers fcliffstoll/Library/Containers /com.apple.geod /Container.plist 12:04:43 PM Renamed xpcd
1 JUsers fcliffstoll/Library/Containers /com.a...a/Library/Preferences/com.apple.GEQ.plist | 12:04:43 PM File Created xpcd
L [Users/cliffstoll/Library/Containers fcom.a...ByHost/ com.apple. GEQ.000c29f9c093.plist | 12:04:43 PM File Created xpcd
JUsers fcliffstoll/Library/Containers /com.a.../Library/Preferences/com.apple.Maps.plist | 12:04:44 PM File Created cfprefsd
JUsers fcliffstoll/Library/Containers/com.a.../Library/Preferences/com.apple.Maps.plist | 12:04:44 PM Chown cfprefsd
. JUsers fcliffstoll/Library/Containers /com.a...Preferences/com.apple.Maps.plist. NzSmbtL | 12:04:44 PM File Created cfprefsd
4 jUsers /cliffstoll/ Library/Containers jcom.a...Preferences /com.apple.Maps.plist.NzSmbtL | 12:04:44 PM Chown cfprefsd
1 JUsers /cliffstoll/Library/Containers /com.a...Preferences/com.apple.Maps.plist. NzSmbtL | 12:04:44 PM Chown cfprefsd
. JUsers fcliffstoll/Library/Containers /com.a...Preferences/com.apple.Maps.plist. NzSmbtL | 12:04:44 PM Content Modified cfprefsd
] jUsers /cliffstoll/ Library/Containers jcom.a...Preferences /com.apple.Maps.plist.NzSmbtL | 12:04:44 PM Renamed cfprefsd
JUsers/cliffstoll/Library/Containers/com.a.../Library/Preferences/com.apple.Maps.plist | 12:04:44 PM Renamed cfprefsd
JUsers fcliffstoll/Library/Containers /com.apple.geod /Container.plist 12:04:45 PM Renamed xpcd
JUsers fcliffstoll/ Library/SyncedPreferences/com.apple.syncedpreferences. plist 12:04:47 PM Renamed 511 (exited?)
JUsers fcliffstoll/ Library/SyncedPreferences/com.apple.syncedpreferences. plist 12:04:47 PM Chown 511 (exited?)
L Usersjcliffstoll/Library/Preferences/com.apple. recentitermns.plist.nLgncC2 12:04:47 PM File Created cfprefsd
1 JUsers /cliffstoll/Library/Preferences/com.apple.recentitems.plist.nLgncC2 12:04:47 PM Chown cfprefsd B
% jUsers/cliffstoll/ Library/Preferences,/ com.apple.recentitems.plist.nLgncC2 12:04:47 PM Chown cfprefsd E
. fUsers/cliffstoll/Library/Preferences/com.apple. recentitems.plist.nLgncC2 12:04:47 PM Content Modified cfprefsd
% JUsers/cliffstoll/Library/Preferences/com.apple.recentitems.plist.nLgncC2 12:04:47 PM Renamed cfprefsd
JUsers /cliffstoll/ Library/Preferences/ com.apple.recentitems. plist 12:04:47 PM Renamed cfprefsd
JUsers fcliffstoll/ Library/SyncedPreferences/com.apple.syncedpreferences. plist 12:04:47 PM Renamed 511 (exited?)
JUsers fcliffstoll/ Library/SyncedPreferences/com.apple.synced preferences. plist 12:04:47 PM Chown 511 (exited?)



Process Analysis

® exXecsnoop

e newproc.d



Process Analysis — Snoop New Processes

Dtrace — newproc.d

* Timestamp
* Process ID
* Parent Process ID

e Architecture =32b/64b
« Command & Arguments / Application

nibble:Documents sledwards$ sudo newproc.d

2014 Mar 25 @7:55:13 2137
2014 Mar 25 @7:55:17 2138

<151> 32b /Applications/Microsoft Office 2011/0ffice/0ffice3655ervice.app/Contents/Mac0S/0ffice3655ervice
<151> 64b /System/Library/Frameworks/CoreServices.framework/Frameworks/Metadata.framework/Versions/A/Support/md

worker -s mdworker -c MDSImporterWorker -m <...>

2014 Mar 25 @7:55:50 2142
2014 Mar 25 @7:55:50 2143

<151> 64b /Applications/Notes.app/Contents/Mac0S/Notes
<37> 64b /System/Library/Frameworks/CoreServices.framework/Frameworks/0SServices. framework/Versions/A/Support/S

FLIconTool com.apple.recentitems RecentApplications
2014 Mar 25 @7:55:50 2144 <151> 64b /System/Library/Frameworks/OpenGL.framework/Versions/A/Libraries/CVMCompiler 3

2014 Mar 25 @7:55:51 2145

<1> b64b xpcproxy /System/Library/Frameworks/Security.framework/Versions/A/XP(Services/XPCKeychainSandboxCheck.x

pc/Contents/Mac0S/XPCKeychainSandb (...)

2014 Mar 25 07:55:51 2146
2014 Mar 25 @7:55:51 2146

er.xpc/Contents/Mac0S/com.

2014 Mar 25 @7:55:51 2145
2014 Mar 25 @7:56:23 2157
2014 Mar 25 07:56:23 2148
2014 Mar 25 07:56:43 2161

<1> 64b com.apple.iCloudHelper

<1> 64b xpcproxy /System/Library/PrivateFrameworks/AQSKit.framework/Versions/A/XP(CServices/com.apple.iCloudHelp
apple.iC (...)

<1> 64b com.apple.security.XPCKeychainSandboxCheck

<2154> 64b troff -Wall -mtty-char -mandoc -c -Tascii

<42@> 64b man ifconfig

<37> 64b /System/Library/Frameworks/CoreServices.framework/Frameworks/0SServices. framework/Versions/A/Support/S

FLIconTool com.apple.recentitems RecentApplications

2014 Mar 25 @7:56:43 2159
2014 Mar 25 07:56:43 2160

<420> 64b open -a TextWrangler
<151> 32b /Applications/TextWrangler.app/Contents/Mac0S/TextWrangler




Process Analysis - New Processes
Dtrace — execsnoop

TIME — Relative Timestamp
STRTIME —Timestamp (String)
PROJ — Project ID

UID — User ID

PID — Process ID

PPID — Parent Process ID
ARGS — Program/Application

nibble:Documents sledwards$ sudo execsnoop -a

TIME STRTIME PROJ UID ARGS
1580104042 2014 Mar 25 08:06:08 @ 501 cat
1581769527 2014 Mar 25 08:06:10 501 xxd
1584611113 2014 Mar 25 08:06:12 501 TextWrangler
1584576058 2014 Mar 25 08:06:12 501 open
1584848351 2014 Mar 25 08:06:13 501 SFLIconTool
1593140847 2014 Mar 25 08:06:21 501 cookied
1595461967 2014 Mar 25 08:06:23 0 find
1595448068 2014 Mar 25 08:06:23 501 sudo
1611400046 2014 Mar 25 08:06:39 501 man
1611442879 2014 Mar 25 08:06:39 501 man
1611462816 2014 Mar 25 08:06:39 501 grotty
1611462074 2014 Mar 25 08:06:39 501 troff
1611457535 2014 Mar 25 08:06:39 501 less
1611450569 2014 Mar 25 08:06:39 501 cat
1611451542 2014 25 08:06:39 501 groff
1611452923 2014 25 08:06:39 501 tbl

0000000000000 ®



Process Analysis — New Processes
fs usage —f exec

e Columns e (Calls of Interest:
— Timestamp — execve — New Process
— Call — POSIX_spawn —
— Pathname Spawned Process

— Time Interval (W = Wait
Time)

— Process Name



Process Analysis - New Processes
fs _usage —w —f exec

20:53:48.539284 posix_spawn /Applications/OXED.app/Contents/MacOS/OxED
0.000270 launchd.777421

20:54:04.592903 execve /usr/bin/man 0.000175 bash.777569
20:54:04.600445 posix_spawn /bin/sh 0.000165 man.777569
20:54:04.603848 execve /usr/bin/tbl 0.000224 sh. 777573

20:54:04.604053 execve /usr/bin/groff 0.000173 sh.777574



Process Analysis — Real-time Processes
procxp




BB:19:51 Up 53:56.00 Load Average:
2/2 active =Unable to get processor information=
I 988M Free + 1146M Used (Active:

Memstatus: BS Comp:
1824M Free +
TX: 614/53K (@ bytes/sec)

PU:

Swap:
Pkts:

Used (enc)

nable to get Power Source information
PRID

UID

TTY

COMMAND

@M + Decomp:

1.29 1.34 1.29

673M + Inactive:

e
=
==

File:

BX: 995/7150K (@ bytes/sec)

1 501
166 581
166 581
166 581
1 501
166 501
166 501
166 501
166 501
166 501
166 501
166 501
166 501
166 581
166 581
251 581
247 501
242 501
1 1
1 501
1 501
166 501
1 501
166 501
166 501
166 581
1 581
166 581
1 501
166 501
1 501
166 501
166 501
166 501
166 501
166 501
166 501
166 581
1 581
166 581
166 501
166 501
166 501
166 501
166 501
166 501
166 501
166 501

none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
268435
268435
268435
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none
none

procexp.univers
QuickLookSatell
guicklookd

pbs

cookied
IMRemotelRLConn
spindump_agent
mdflagwriter
EscrowSecurityA
storeagent
CloudKeychainPr
vmwa re—tools—da
AppleIDAuthAgen
helpd
SocialPushAgent
WiFiKeychainPro
bash

bash

bash
com.apple.dock.
Comernnle. WebKi
com.apple.WED
accountsd
com.apple.geod
CalendarAgent
secd
identityservice
IMDPersistenceA
imagent
com.apple.Share
lsboxd
com.apple.Ilcons
NotificationCen
usernoted

ubd

librariand
sharingd

fontd

pboard

xpcd

Finder
SystemUIServer
Dock

Activity Monite
Safari
Terminal

tced

cfprefsd
distnoted

B P b ol o s L L e B RS L RO RS L RO RS LD R LD B R RS W R R W W R R R R LD B B L B R L) RIS B Ln

268M + Wired:
1255M Anon:

BR:

284M Comp:

oM}

475M Throttled:

18:33

TIME

1M purgeable
M

R B
1BM| S 2B:19:16 ea.47 @
2936M |97B4K| 5 28:19:16 28.21 @ 19 T82K
2398M | 2564K| 5 28:19:13 8.3 @ 5 36K
23BBM | 1B44K| 5 28:19:09 28.01 @ 5 BK
2412M | 5508K| S 28:19:08 2a.83 2 11 32K
2390M (2208K | S e87:28:16 ea.e2 "] 5 BK
2389M| 728K| S |24/7@2 22:28 ea.ee ] 5 16K
2440M 11IM| S |24/82 21:53 ea.e8 ] 5 T3K
2416M (9164K | S |24/02 21:47 2a.B8 @ 11 490K
238BM |1924K | S |24/02 21:47 2a.e1 @ 5 BK
642M |61BBK| § (24782 21:47 @ B BK
2390M (1936K | S |24/82 21:47 ea.a2 @ 5 BK
2411M (4532K | S |24/82 21:47 ea.a2 @ 5 BK
2398M |5272K| 5 |24/82 21:47 ea.82 @ 5 16K
2411M | 24B4K| 5 |24/82 21:47 ea.04 @ 5 24K
2385M |1204K| 5 |24/082 21:47 28.01 @ 3 BK
2385M |11BBK| 5 |24/82 21:47 28.01 2 3 BK
2385M |1204K | S |24/702 21:47 ea.e2 "] 3 24K
243TH 16M| S |24/82 21:47 2e.2e ] 5 416K
3455M 12M| S |24/82 21:47 2e.15 ] 1@ 121K
343BM 18096 | S |24/02 21:47 28.06 2] 1@ 92K
2416M | 5704K| S 124/82 21:47 2a.1e 2] 9 25K
Process: 243 Mame: bash Parent: 242 Status: runnable
Flags: 64-bit,called exec,has controel tty,has controlling terminal,may suspend
L 581 RUID: 581 SVUID: 581
28 RGID: 28 SVGID: 28
irtual size: 23B5M (2581206816) Resident size: 1244K (1273B56)
ime: @0.83 = @9.981 (User) + ge.82 (System)
Syscalls: 1749 Mach Traps: 118
Disk If0: Read BK Written: 16K

Threads: 1

Process Hiera
243 bash
L 443

rchy:

(Process has no workgueues)

procexp.univers

(press T to display Thread Informatiom)

3 File descriptors: 3 files (press F for detailed information)

2516M 48M
2413M | 318BK
2398M | 1624K
2411M | 2524K

v n N

24792
24792
24792
24792

21:47
21:47
21:47
21:47

ee.e6
ee.32
2e.17




Process Analysis — Real-time Processes
Activity Monitor

Activity Monitor (All Processes)

r CPL 1 Memory | Energy | Disk = Network Q-

Process Name ®CPU w CPUTime Threads Idle Wake Ups PID  User Real Mem Sandbox
BB Activity Monitor 6.1 1:21.27 7 18 2085 sledwards 125.2 MB Mo
& Google Chrome 5.1 3811.85 39 19 581 sledwards 314.6 MB Mo

WindowServer 3.9 2807.53 4 24 124 _windowserver 592.9 MB MNo
VITIWAre-vmx 3.7 3:40:31.81 16 1882 root 2.14 GB
bluetoothaudiod 3.6 1:12.05 3 2901 root 7.4 MB
coreaudiod 3.2 7:43.02 5 184 _coreaudiod 11.3 ME
kernel_task 3.2 19:29.74 0 root 1.33 GB
Google Chrome Helper 3.1 9:55.02 5 599 sledwards 236.8 MB
. Google Chrome Helper 3.0 38:07.04 2 621 sledwards 200.3 MB
hidd 1.1 4:06.25 11 92 root 4.8 MB
. Google Chrome Helper 1.1  12:04.68 40 618 sledwards 7.4 MB
launchd 0.9 1:24.85 0 1 root 4.8 MB
Dropbox 0.8 20:22.95 i5 456 sledwards 124.6 MB
NanoSnapper 0.2 20.93 5 0 455 sledwards 29.1 MB
sysmond 0.2 52.35 3 0 44 root 4.3 MB
Microsoft PowerPoint 0.1 2:29.17 8 1843 sledwards 151.6 MB
distnoted 0.1 13.79 155 sledwards 7.8 MB
Adium 0.1 44.70 170 sledwards 79.6 MBE
GCoogle Chrome Helper 0.1 1:22.81 607 sledwards 34 8 ME

A | P 7 ——, e RAR

System: 4 B0 % CPU LOAD Threads:
User: i Processes:
Idle:

ﬁi\.—-"“%ﬂﬁ-— “"'TI'I'II\IL‘-C:‘;‘.1'-';‘5Q?..“‘._‘.—.’AI




Network Analysis




Network Analysis - CocoaPacketAnalyzer
www.tastycocoabytes.com/cpa/

Untitled_3262014-083017.pcap

Open Capture Jump Find  Print Filter
 Source Destination Captured Length Packet Ln’gin Protocol | Date Received ] Time Delta | Information
172.16.148.135 172.16.148.1 76 76 UDP 2014-03-26 06:30:20.006 0.000000 60895 > DOMAIN
172.16.148.1 172.16.148.135 70 70 ICMP 2014-03-26 08:30:20.007 0.001410 Destination unreachable,
172.16.148.135 172.16.1458.1 98 98 ICMP 2014-03-26 08:30:20.639 0.633687 Echo request (Cade=0)
172.16.148.1 172.16.148.135 98 98 ICMP 2014-03-26 08:30:20.640 0.633B16 Echo reply (Code=0)
172.16.148.135 172.16.148.1 76 [iL] uoe 2014-03-26 08:30:21.041 1.035184 60895 > DOMAIN
172.16.148.1 172.16.148.135 70 70 ICMP 2014-03-2b 08:30:21.041 1.0353786 Destination unreachable...
172.16.148.135 172.16.148.1 98 98 ICMP 2014-03-26 08:30:21.641 1.635041 Echo request (Code=0)
172.16.148.1 172.16.148.135 98 98 ICMP 2014-03-26 08:30:21.641 1.635171 Echo reply (Code=0)
172.16.148.135 172.16.148.1 98 98 ICMP 2014-03-26 08:30:22.642 2.836535 Echo request (Code=0)

A 177 12 140 1 179 1€ 140 12F O o [P 1 IN1A NT_TE AR-TM-DD EAT T EFEEONT Fabhe saslos (e AL

=1

1
2
3
4
5
L&
7
8
9
1

Details Values
Packet
Ethernet-Header
IP-Header

Length 64 bytes

Type & (Echo request)
Code 0

Checksum 0x91a8
Identifier 0x9702
Sequence 1

Data

P8 59 56 CO 22 91 @2 &C 29 F9 CB 93 B8 @9 45 B0 9@ 54 BS CA 20 22 49 21 22 29
B4 B7 AC 19 94 21 23 @@ 91 AB 97 02 @2 @1 53 32 (B 5D @@ @9 (3 BY 88 @9 @A 28
@E ©F 18 11 12 13 14 15 16 17 18 19 1A 1B 1C 10 1E 1F 28 21 22 23 24 25 26 27

ZA 2B 2C ZD ZE ZF 38 31 3Z 33 34 35 36 37 *4, =/ B1234567

Fileformat: 2.4 Snaplength: 65535 bytes Linktype: ETHERNET (DLT_EN10MB) Filesize: 5752 bytes Packets: 52 of 52 (1 selected)



Network Analysis — Wireshark
www.wireshark.org/download.html

0066 %/ en0 [Wireshark 1.8.5 (SVN Rev 47350 from /trunk-1.8)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Woga PEAXSLE A2 F L EBEB QW

Filter: ‘ J Expression...

No. |Time |Source |De5tinati0n |Pr0t0c0|‘ Length||nf0
1089 26.419702000 fe80::60c5:300d:c4 ff02::1:3 LLMNR 86 Standard query 0x824f A isatap
1090 26.419899000 192.168.1.222 224.0.0.252 LLMNR 66 Standard query 0x824f A isatap
1091 27.649425008 169.254.1.63 255.255.255.255 UDP 1178 Source port: 21382 Destination port: 21382

1093 27.649833000 192.168.1. 205 108.160.162.52 TCP 66 52796 = http [ACK] Seq=1 Ack=180 Win=81BO Le
1094 27.651265000 192.168.1.205 108.160.162.52 HTTP GET /subscribe?host_int=B295684066&ns_map=546
1095 27.743346000 108.160.162.52 192.168.1. 205 TCP 66 http = 52796 [ACK] Seq=180 Ack=381 Win=B3 Le

1097 28.262447000 192.168.1.222 192, 168. 1. 255 NENS 92 Name query NB ISATAP<00=
1098 29.491288000 feB0::60c5:300d:cd ffO2::c SSDP M-SEARCH * HTTP/1.1 O
1099 30.720081000 169.254.1.63 169.254.1. 255 upp 78 Source port: silhouette Destination port: s
1108 32.3582020080 192.168.1.206 239, 255,255,250 S5DP NOTIFY * HTTP/1.1
1101 32.407665000 192, 168.1.205 192.168.1. 254 79 Standard query 9x5bl4 A clients4.google.com v
«f : ] >
P Frame 1092: 245 bytes on wire (1960 bits), 245 bytes captured (1960 bits) on interface 0
* Ethernet II, Src: Pegatron 50:4c:86 (e@:69:95:50:4c:06), Dst: bB:e8:56:37:ec:06 (bB8:e8:56:37:ec:06)
I Internet Protocol Version 4, Src: 108.160,162.52 (108.160.162,.52), Dst: 192.168.1.205 (192.168.1.205)
= Transmission Control Protocol, Src Port: http (88}, Dst Port: 52796 (527396), Seq: 1, Ack: 1, Len: 179
Source port: http (8@)
Destination port: 52796 (52796)
[Stream index: 28]
Sequence number: 1 (relative sequence number)
[Next seauence number: 180 (relative seauence number)]
el ec 69 95 50 4c 06 08 45 00 WM7...1 LPL...E.
e7 ce 40 06 bb f8 6c ad a2 ch asd VRPN = PO SRR IR O
cd ce la db 7c 2a 18 W PLasb L LR
53 ]3] 01 2e 79 d7 .5x e Y
be 54 20 30 7.HTTP/1 .1 200 O

od 2d ad 6f K..X-DB- Timeout:
31 od 6d 3a 120..Pr agma: no

o ~ e e - e e e e -

¥ | File: 'f;r;alr:flzoicﬂie};ffl ,’_wpdf... ] Packets 1281 Displayed: 1281 Ma... i Profile: Default




Network Analysis
tcpdump

Without Content: tcpdump -i en0 -n host #.#.#.#

nibble:~ sledwards$ tcpdump -i en@ -n host 192.168.1.205

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on en@, link-type EN1@MB (Ethernet), capture size 65535 bytes

16:26:16.626586 IP 192.168.1.205.53398 > 108.160.165.212.443: Flags [F.], seq 2979705787, ack 3210059276, win 8192, options [nop,nop,TS va
1 760117124 ecr 3433675004], length @

16:26:17.20278@0 IP 192.168.1.205.52626 > 192.168.1.128.5001: Flags [P.], seq 222079171:222079481, ack 980612418, win 8192, options [nop,no
p,TS val 760117699 ecr 2488032], length 310

16:26:17.202959 IP 192.168.1.205.52626 > 192.168.1.128.5001: Flags [P.], seq 310:382, ack 1, win 8192, options [nop,nop,TS val 760117699 e
cr 24880@32], length 72

16:26:17.204283 IP 192.168.1.128.5001 > 192.168.1.205.52626: Flags [.], ack 310, win 2641, options [nop,nop,TS val 2488537 ecr 760117699],
length @

With Content: tcpdump -i en0 -n -X host #.#.#.#

nibble:~ sledwards$ tcpdump -i en@ -n -X host 192.168.1.205
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on en@, link-type EN1@MB (Ethernet), capture size 65535 bytes
16:47:15.694066 IP 192.168.1.128.5001 > 192.168.1.205.52626: Flags [P.], seq 980659379:980659434, ack 222192319, win 2641, options [nop,no
p,TS val 2614360 ecr 761370136], length 55
0x0000: 4500 Q06b 9396 4000 4006 2259 c@al @180 E..k..@.@."Y....
0x0010: c0a8 @lcd 1389 cd92 3a73 acbh3 @d3e 62bf ........:s...>b.
0x0020: 8018 Qa51 4fea 0000 0101 080a 0027 e458 ...Q0........ rX
0x0030: 2d6l1 9618 1703 0300 3235 192f 427b 51c0 25./B{Q.
0x0040: claf 1984 6097 41cc 95fd 6045 92ac 8720 .... .A...jE....
0x0050: 97e2 d240 9618 9489 8d4f 1325 8716 737d ...@.....0.%¥..s}
0x0060: e191 lbfe 457c 22cb 1e8@ 77 ..LElML W
16:47:15.694134 IP 192.168.1.205.52626 > 192.168.1.128.5001: Flags [.], ack 55, win 8188, options [nop,nop,TS val 761370988 ecr 2614360],
length @
0x0000: 4500 0034 d3a7 4000 4006 e27e c@a @lcd E..4..0.@..~....
0x0010: cGa8 0180 cd92 1389 @d3e 62bf 3a73 acea
0x0020: 8010 1ffc eeae 0000 0101 @80a 2del 991c
0x0030: 0027 e458




Network Analysis
Activity Monitor

Activity Monitor (All Processes)

CPU | Memory @ Energy = Disk

Process Name Sent Bytes » Rcvd Bytes Sent Packets =~ Rcvd Packets ) User
mDNSResponder 1.4 MB 1.6 MB 5,816 4,701 _mdnsresponder
Dropbox 870 KB 1.3 MB 7,179 9,452 sledwards
Google Chrome 468 KB 398 KB 452 452 sledwards
netbiosd 138 KB 885 KB 1,708 10,114 _netbios
Finder 125 KB 32 KB 1,595 798 sledwards
Mail 53 KB 259 KB 827 851 sledwards
Adium 11 KB 225 KB 74 395 sledwards
VMware Fusion 9 KB 2.3 MB 44 1,694 sledwards
apsd 3 KB 3 KB 16 12 root
Notes 2 KB 6 KB
ntpd 96 bytes 96 bytes
kernel_task 0 bytes 0 bytes
Evernote Helper 0 bytes 0 bytes
tced 0 bytes 0 bytes
systemstatsd 0 bytes 0 bytes
corestoraged 0 bytes 0 bytes
periodic-wrapper 0 bytes 0 bytes
SocialPushAgent 0 bytes 0 bytes
ubd 0 bytes 0 bytes

" ' o W PP N s

o
o
N
o

sledwards
root
root
sledwards
sledwards
root
root
root
sledwards
sledwards

P2 O 00O 0O 0O OCON
P O 0O 0O 00O OO ON

Packets in: 734,523 PACKETS § Data received: 634.3 MB

Packets out: 575,652 > Data sent: 144.0 MB

\
Packets in/sec: e Data received/sec: 156 bytes

Packets out/sec: ( Data sent/sec: 0 bytes




Network Analysis — Isock
www.newosxbook.com/index.php?page=downloads

Time Local Addr Remote Addr If State PID  (Name)

14:39:03 fdB85:971f:afda:26d4;f5c4:2bf:2800:b80:123 * * g N/A 66
14:39:93 9.0.0.0:17500 ¥ (4] N/A 596 (Dropbox)

14:39:93 9.0.0.0:52988 o 1 N/A 20 (syslogd)

14:39:03 fd85:971f:afda:26d4:f5c4:2bf: 2800 :b80 : 4500 L 8 N/A 612
14:39:03 fd85:971f:afda:26d4:f5c4:2bf:2800: b8A: 500 o 8 N/A 612
14:39:83 feld::f5c4:2bf:2800:b80:123 L 8 N/A ] (ntpd)
14:39:03 ::1:4500 . 1 N/A 612 (racoon)

14:39:03 ::1:500 e 1 N/A 612 (racoon)

14:39:03 127.0.0.1:4500 i 1 N/A 612 (racoon)

14:39:03 127.0.0.1:500 . 1 N/A 612 (racoon)

14:39:03 feBd::1:4500 . 1 N/A 612 (racoon)

14:39:03 fedd::1:500 L 1 N/A 612 (racoon)

14:39:03 192.168.1.205:4500 o 4 N/A 612 (racoon)

14:39:93 192.168.1.205:500 *E 4 N/A 612 (racoon)

14:39:03 feBd: :f5c4:2bf:2800:b80:4500 8 N/A 612 (racoon)
14:39:03 feB@: :f5c4:2bf:2800:b80:500 L 8 N/A 612 (racoon)
14:39:03 0.0.0.0:04835 "= @ N/A 170  CAdium)

14:39:83 192.168.1.205:123 .. 4 N/A ot (ntpd)

14:39:03 feB0::1:123 .. 1 N/A (44 (ntpd)

14:39:03 ::1:123 .. 1 N/A 66 (ntpd)

14:39:83 :::61675 e @ N/A 41 (mDNSResponder)
14:39:03 0.0.0.0:0 e (5] N/A 186 (airportd)

14:39:03 90.0.0.0:0 * % @ N/A 12 (UserEventAgent)
14:39:83 192.168.1.7205:52377 23.195.92.16b:443 4 ESTABLISHED 161 (Google Chrome})
14:39:83 192.168.1.205:51966 173.194.76.125:5222 4 ESTABLISHED 161 (Google Chrome)
14:39:83 192.168.1.205:51863 173.194.68.108:993 4 ESTABLISHED 163  (Mail)

14:39:03 192.168.1.205:51845 129.21.49.169:143 4 ESTABLISHED 163 (Mail)



Malware Analysis Examples

e * pkg Installer

e * app disguised as a photo



Example - LogKext

~ 4 | €9 file:///LogKext¥%20Readme. html

Apple Cloud Facebook Twitter fikipedia Yahoo News ™ Popular ™

T — logKext v2.2

Welcome to the logKext Installer Release Date: 2008-1-9

& Introduction s o fro e for Mac OS X, a prodact of FSB software
Snow Leopard

Sumimary
LogKext is an opea so ) cOS X tof FSB software How 50 got staned:
Control and usage of logKext is through KextClient. LogKextClient runs through the Mac OS X Terminal
Reyg
Mx OS X 105 Le § it kernel) . ' o . :
s AT Step 1: Finding the Termi
Details

Locate the Termi lication (/Applications/Utilities/Te

Step 2: Using the Terminal

The window that pops up will have a ¢ npt that looks something like this:
[Bill's-Computer:—] bill%
pe the following command and press re

sude logKextClient

You will be prompted for your account password (you must be an administrator). Enter it.
Continue - - _ 2

Next, logKext will prompt you for your lo,

logKext password:

3 logKext password. The defaul
1 will not see the password echoed to the screen as y




Example - LogKext
newproc.d

2014 Apr 117:46:48 1445 <444> 64b /bin/sh
Itmp/PKlInstallSandbox.82TjPW/Scripts/com.fsb.logkext.logkextExt.pkg.V
8BghR/postinstall /Users/cliffstoll/Desktop/logKext-2.3.pkg
/ISystem/Library/Extensions //

2014 Apr 117:46:49 1457 <1445> 64b /Library/Application
Support/logKext/logKextKeyGen

2014 Apr 117:46:49 1458 <1445> 64b /bin/launchctl load
[Library/LaunchDaemons/logKext.plist

2014 Apr 1 17:46:49 1460 <1445> 64b /usr/bin/open /[LogKext
Readme.html



2014 Apr

Example - LogKext
newproc.d

117:46:48 1455 <1445> 64b /sbin/kextunload -b

com.fsb.kext.logKext

2014 Apr

1 17:46:49 1456 <1445> 64b /sbin/kextload

/ISystem/Library/Extensions/logKext.kext

2014 Apr

117:46:49 1459 <1> 64b /Library/Application

Support/logKext/logKextDaemon

2014 Apr
2014 Apr
2014 Apr
2014 Apr

117:47:00 1472 <897> 64b login -pf cliffstoll
117:47:00 1473 <1472> 64b -bash

117:47:11 1476 <1473> 64b sudo logKextClient
117:47:11 1477 <1476> 64b logKextClient



17:40:24.418176
Finder.7100

17:40:24.418285
Finder.7100

17:40:24.641275
syslogd.30889

17:40:39.296222
mds.30953

17:40:39.296445
mds.30953

17:40:43.135053

Example - LogKext
fs usage —f pathname

getattrlist /Users/cliffstoll/Desktop/logKext-2.3.pkg 0.000004
getattrlist /System/Library/CoreServices/Installer.app 0.000012
open F=15 (RW_A_E) private/var/log/install.log 0.000028
statfs64 /Library/Application Support/logKext 0.000021

state4 /System/Library/Extensions/logKext.kext 0.000010

getattrlist /LogKextUninstall.command 0.000014 mds.31061



Example - LogKext
fs usage —f pathname

17:40:58.946647 open F=3 (R ) /usr/bin/logKextClient 0.000007
logKextKeyGen.31301

17:40:59.028515 open [ 2] (R ) /Library/Preferences/com.fsb.logKext.plist
0.000003 cfprefsd.31142

17:40:59.056241 statfs [ 2] /Library/Preferences/com.fsb.logKext 0.000018
logKextDaemon.31319

17:40:59.190232 open F=11 (R ) /LogKext Readme.html 0.000007 mds.31061

17:41:06.808873 open F=25( WC T))
/Users/cliffstoll/Library/Caches/Metadata/Safari/History/file:%2F%2F%2FLogKext%
2520Readme.html.webhistory 0.000110 Safari.31520

17:41:31.191547 stat64 /usr/bin/logKextClient
0.000007 sudo.31638



Example - Imuler

Vodified

All My Files

Applications } o> >

Desktop
Docu
Dowr

\kw:pv-\.

Musit —

’

Pictul




WARMIMG:

To proceed,

Fassword:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:
14:17:

5@
5@
5@
5@
5@
5@
5@
5@
51
51
52
32
52
52
52
53
53
54

Elwoods-Mac:~ elwoodblues$ sudo fs_usage -T exec

posix_spawn
posix_spawn
EXECVE
posix_spawn
EXECVE
posix_spawn
EXECVE
EXECVE
EXECVE
posix_spawn
EXECVE
posix_spawn
EXECVE
posix_spawn
EXECVE
EXECVE
posix_spawn
posix_spawn

enter your password,

Example - Imuler

fs usage —f exec

Improper use of the sudo command could lead to data loss
or the deletion of important system files.
tyvping when using sudo. Type "man sudo"

Flease double-check vyour
for more information.

or type Ctrl-C to abort.

pSGoroup photo/DSCRE3E] . app/Contents /MacOS/F1lleAgent
Jusrflibexec/taskgated

Ds5Services. Tramework/Versions/ A/ Support/SFLIconTool
Sbinfsh

private/tmp/Spotlight

Sbinfsh

private/tmp/ launch-IC5008

Jusr/binSopen

AfSupport/Llssave
Jhpplications/Preview.app/Contents/Mac0S/Preview
Ds5Services. Tramework/Versions/ A/ Support/SFLIconTool
Jbingsh

Sbindrm

Jusrflibexec/xpcproxy
v.pboxd.xpc/Contents /MacOS5 /com.apple.security. pboxd
Ds5Services. Tramework/Versions/ A/ Support/SFLIconTool
Jusr/libexec/ lsboxd

s/0penGl. framework/Versions/ASLibraries/CVMCompller

@ E I E I EEH G E DI5OGS E D3 @&

.Beae41
.BBB33E
.BBa3T1
.BB1554
.BeB223
.BB3831
.Beaz23z
.BB1563
.BB238s
.BB396E
.BBB363
001929
.BBa1593
.BB5484
.BB4938
.Bea449
.BB2383
.BBle32

¥
¥

¥
¥
¥
¥
¥
W

¥
¥

¥
¥

Launchd
Launchd
COFESErvices
FilehAgent

zh

FilehAgent

zh

zh
COFESErvices
Launchd
COFESErvices
FileAgent

zh

Launchd
KPCproxy
COFESErvices
Launchd
Launchd



Example - Imuler
fseventer [1]

N
w

54 FM
254 FM
54 FM
54 FM
54 FM
54 FM
54 FM
54 FM
54 FM
254 FM
54 FM
54 FM
54 FM
54 FM
54 FM
54 FM
54 FM
254 FM
54 FM

¢ fUsers/elwoodblues /Desktop/Group photo/DSC08381.JPG
JUsers felwoodblues fLibrary/Preferences /SDMHelpData/AppleExtra/English /Help5SDMIndexFile
fUsers felwoodblues fLibrary/Saved Application State/com.fernlightning.fseventer.savedState
fprivate ftmp
¢ jUsers /elwoodblues/Desktop/Group photo/DSC08381.)PG
“ fprivate /tmp/DSC0O8381.JPC
“ [private/tmp/D5SC0O8381 PG
™ fprivate /tmp/launch-1C5000
M /private /tmp/launch-1C5000
M /private/tmp/launch-1C5000
. f.Spotlight-¥100/5tore-V2 /552B9C16-9B3A-4E91-B1C4-91284 12ER4ED | journal Attr.6
M juUsers felwoodblues fLibrary/LaunchAgents /ScheduledSync
M juUsers felwoodblues /Library/LaunchAgents /ScheduledSync
JUsers/elwoodblues fLibrary/Launchagents /ScheduledSync.plist
woodblues /Library/LaunchAgents /ScheduledSync.plist

IR T AT AT EET BT T T T R R R T R R
W W W W W oW oW W W W W oW W W W W

1:
1:
1:
1
1
1:
1:
1

1

1:
1:
1
1
1:
1:
1
1:
1:
1

[ I |
o

JUsers felwoodblues [Library/.confback

File Created
Folder Changed
Folder Changed
Folder Changed
Content Modified
File Created
Content Modified
File Created
Content Modified
Chown

File Created

File Created
Content Modified
File Created
Content Modified
Chown

Chown

File Created
Content Modified

(exited?)

ited?)

953 (exited?)
Spotlight
Spotlight
Spotlight
Spotlight
Spotlight
Spotlight




Example - Imuler
fseventer [2]

i, /Users /elwoodblues fDesktop/Group photo/DSCO8381.app 9:55 PM | Terminated App { System
9:56 PM |Launched App launchd
9:55 PM |5tat Changed . Finder
9:55 PM |Modified xattr i Finder
55 PM | Content Modified i Finder
55 PM | 5tat Changed & Finder
PM |Content Modified & Finder
5PM | Deleted
5PM | Deleted
PM | Deleted
PM |Deleted
PM | Deleted
5 PM | Deleted
PM | Deleted
5 PM | Deleted
PM |Deleted
y PM | Deleted 959 (exited?)
PM | Deleted 959 (exited?)
PM | Deleted
PM | Deleted
5 PM | Deleted

& [Applications/Preview.app
fUsers [elwoodblues /Library/Saved Application State/com.apple.finder.savedState/window_14.data
JUsers felwoodblues [Library /Saved Application State/com.apple L B e/window_14.data
fUsers /elwoodblues /Library /Sav apple.finder.savedstate ta.data
apple.finder.savedState /'windows.plist
apple.finder.savedState /windows.plist
app/Contents/Info.plist

photo/DSCO8B3E1.app, tents/Mac cnf

oup photo/ ] IContents,/Mac confr
elwoodblues fDesktop/Group photo/ 818 tents/MacO5/.conft
elwoodblues /Desktop/Group photo/ : - [FileAgent
woodblues [Desktop/Group photo/ ) C
Iwoodblues (Desktop/Group photo/D5C08381.app
Users /elwoodblues /Desktop/Group photo/DSC08381.app sources/co.icns
Users /elwoodblues fDesktop/Group photo/DSCO8381.app/Contents /Resources/English.lproj/InfoPlist.strings
. /Users felwoodblues [Desktop/Group photo/DSC08381.app/Contents/Resources/English.lproj /MainMenu.nib
. fUsers felwoodblues /Desktop/Group photo/DSC0OB381.app/Contents/Resources/English.lproj
Users /elwoodblues fDesktop/Group photo/ 3381.app/Contents/Resources
% /Users /elwoodblues /Desktop/Group photo/DSC0O8381.app/Contents

= e e e e e e e e e e e e e e e e e e e

i, /Users /elwoodblues /Desktop/Group photo/D5S app




Example — Imuler
tcpdump

Beacons to “ouchmen.com”

IP 172.16. 141

4588 BB3IE

acld 9488

ed58 BRG0

daa@d @A35
IF 172.16.1¢4

4588 B83d

acld 9481

Beal aeoa

cBbd 656e
IP 172.16. 14

4500 BB3E

acld 9488

6014 aaae

119 B@3s
12:47: D4.1DEH IP 172.16. 14
Bxdpaa: 4588 083d
acld 94@81

BeRl aaal

EE6d GBSEe

=

|:!|J

= 1¥2.16.148.136: ICHMP 172.16.148.1 udp port 53 unreachable, length 36
AERE 4801 2d24 acle 9481 E..B....@3.-%....
2172 QR0 ARRE 4506 8@49 ......!.....E..I
S6al acle 9488 acle 9481 . X....V.........
HHHH

(&
(]
[=p]

=
& =k L
W @ —h

Y T

==
=T w I
==
o]
m
Ln

= =h

16.148.1.53: 54718+ A? www.ouchmen.com.

acld 9488 E..=1i...........

d5be @188 .......5.)......

Ba7ef 7563 sa s n s s s WWW.0OUC

Bl hmen.com.....

ICMP 172.16.148.1 udp port 53 unreachable, Length
acleg 9481 E..BTa..@.......

4500 @@3d ............E..=

acld 9481 1...eeiccciiaaana

b
o

(=g}
w
= =
[ |
= P
]

= =k
= D

=
=
-
=
-

=
Lal
&

Efed

= 172.16. 14
BaRe 4881
BbES BR00
dlfe acle
BRRG
B.580918

=

[= =l ]
=
L
(=5}
=

[we]

i I W N T}

= O =
= LA

L B -

&= WD

=
=

3
8.1
&1

3

1

(¥
s
oo
oo

=2 o=h L L

@ =h
Fd b=
o

C
16.148.1.53: 35328+ AAAAT www.ouchmen.com.
acleg 9488 E..=.V..........

Badd 9188 .....5.5.)......

B7et 7563 am s s momos s s WWW.OUC

Bl hmen. com. . ...

b=
o

Lad
s
=
P

(= I
=
=
=
[ ]

=5
o

=

=

= P Lo
=

(=]
==
=
m

LN

ooee
6Ted

|
==l
=]
|

[
Lad
[=p]
Lat
=
(5]

[
=



Resources & References

e “Reverse Engineering OS X” - reverse.put.as (@osxreverser)
e “Reverse Engineering Resources” - http://samdmarshall.com/re.htm! (@dirk_gently)
e Hopper App Blog - hopperapp.tumblr.com (@hopperapp)

e Apple Developer Website
e man Pages

e Contagio - contagiodump.blogspot.com

e \/XShare - virusshare.com

e Open Malware - www.offensivecomputing.net
e Malwr - malwr.com



