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OS X Kernel Attack Surface

• Syscall/Mach Trap

– In general, strong

• HFS

– Not very common these years.

• IOKit

– Still a lot, our target…

• Etc.



PART 1: IOKIT VULNERABILITIES



IOKit vulnerability review - CVE-2013-0981

• Back to the year 2013

• CVE-2013-0981: used by Evad0rs to jailbreak iOS 6

• PC pointer can be specified by the user directly

PC Control



IOKit vulnerability review - CVE-2014-1318

• Direct PC control for OS X version

• CVE-2014-1318: discovered by Ian Beer of Google Project Zero

• UserClient IGAccelGLContext selector 0x201

PC Control



IOKit vulnerability review – CVE-2015-5774
• In 2015, direct PC control vulnerability is extinct

• Many exploitable heap overflow vulns

• CVE-2015-5774: credit to TaiG team

postReportResult called 
twice with same descriptor

First call, enlarge the descriptor 
length without changing buffer 

Second call, overflow!



IOKit vulnerability review – CVE-????-????

• Simple IOKit vulnerability extinct ?

– Still exists but hard (exploitability) 

• CVE-????-???? : Discovered by KeenTeam 
and reported to Google Project Zero in May 
2015

– Never got fixed till now

• AGPMClient selector 7312: 
AGPMClient::setBoost

scalarInput[0] is user controlled



IOKit vulnerability review – CVE-????-????

inputScalar0 is signed

Can pass the check if 
inputScalar0 < 0 

OOB read here



IOKit vulnerability review – CVE-????-????

• Can still trigger on latest EI Capitan

• Not quite exploitable

• Problem: Not too many such simple 
bugs nowadays 

EI Capitan 10.11



IOKit vulnerability: Think deeper?
• IOKit is a C++ based framework

• UserClient usually overrides 
IOUserClient::externalMethod and 
IOUserClient::getTargetAndMethodForIndex

– Some drivers totally rewrite the original 
implementation

– Others implement its own code and call the 
parent’s implementation

• Problem 1: Does the developer fully understand 
what their parent’s implementation is?

• Problem 2: Does the method implementer know 
which function call him, what check is performed?

• If not, vulnerabilities are introduced

AGPMClient::externalMethod fully rewrite the implementation

IOAccelSurface2::externalMethod calls IOUserClient::externalMethod

Then IOAccelSurface2::set_shape_backing_length_ext is likely to have issue



IOKit vulnerability: CVE-2015-3705

• Discovered by KeenTeam and reported to Google Project 
Zero in May 2015

• By calling IOConnectCallMethod API:

– structureInput is used if structureInputSize < 4096

– structureInputDescriptor is used if otherwise



IOKit vulnerability: CVE-2015-3705

• If IOUserClient::externalMethod were not 
overridden

• But if IOUserClient::externalMethod it is a 
different story

• IOAccelSurface2::set_shape_backing_length_ext
is not aware of that!

Dispatch always == NULL

structureInputDescriptor usage not allowed



IOKit vulnerability: CVE-2015-3705

• IOAccelSurface2::externalMethod overrides 
IOUserClient::externalMethod

– structureInputSize > 4096

– structureInputDescriptor should be used 
instead of structureInput

structureInput value is unexpected 

unexpected read

unexpected write



IOKit vulnerability: CVE-2015-3705

• Exploitable?

– structureInput value is unexpected

– Valid address value but not controllable



IOKit vulnerability: Think deeper and deeper? 

• Does the problem affect only for 
externalMethod or 
getTargetAndMethodForIndex?

– Of course not!

• Graphics driver is good candidate

– E.g IGAccelGLContext

– Easy to cause issue

IGAccelGLContext IOAccelGLContext2 IOAccelContext2

AppleIntelHD5000Graphics IOAcceleratorFamily2 IOAcceleratorFamily2



IOKit vulnerability: CVE-2015-3706

• Discovered by KeenTeam and reported to Google Project Zero in May 2015

• In IOAccelSurface2::surfaceStart, dword at this+1144 is initialized as 0xffff

Initialized to 0xffff



IOKit vulnerability: CVE-2015-3706

• In userclient IOAccelSurface2 selector 7, IOAccelSurface2::set_id_mode

IOAccelSurface2::prune_buffer is called

The IOAccelDisplayMachine2 + 8*0xffff + 136 is accessed
IOAccelDisplayMachine2 is 0x130 in size!



IOKit vulnerability: CVE-2015-3706

• Later in IOAccelSurface2::attach_buffer_at_index, the returned value is used as this pointer and its 
vtable entry is called

• Wait , *((_BYTE *)this + 4565) should be 1 to reach the OOB access

Vtable call



IOKit vulnerability: CVE-2015-3706

• Before that, selector 9 should be called to set *((_BYTE *)this + 4565) to 1

• PoC:



IOKit vulnerability: CVE-2015-3706

• IOAccelDisplayMachine2 is allocated upon boot, so IOAccelDisplayMachine2 + 0xffff * 8 is hard to 
control

• But we still have successful rate



Part 2: OS X Exploitation Technology



Oh, wait, nothing more…

工欲善其事，必先利其器。 We NEED DEBUGing!! 



worth to try…

apple provide another method to debug kernel

OS X Debugging



But FireWire has been abandoned by Apple…

iMac

MacBook Pro Mac Pro

OS X Debugging



hackintosh(host) pcie-1394b card

1394b linereal osx machine(debug)

So this is my Workstation

OS X Debugging



Apple Thunderbolt to FireWire Adapter

In fact..

OS X Debugging



OS X Debugging
• What we can do

– set breakpoint(int3)

– step in/out/over

– register read

– memory read/write

– Disassemble

• What we cannot do

– set hardware breakpoint(watchpoint)

• Sometimes lldb works not very well…

• But… much better than nothing!



OS X Kernel mitigations

• KASLR

– kslide is assigned upon booting. (Kexts and kernel share the same slide)

• DEP

– Disallow kernel RWX

• SMEP



Overflow in IOHIDResourceDeviceUserClient::_postReportResult

IOHIDResourceDeviceUserClient

pointer buffer

zone.256

XXX XXX ……

overflow

Exploitation on Yosemite: CVE-2015-5774
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Leaking kslide



Leaking kslide



Mach_msg

RootDomainUserClient

Leaking kslide



Leaking kslide



Leaking kslide



kslide = tmp - 0xffffff8000a23a70;

Leaking kslide



RootDmain
UserClient

buffer

RootDmain
UserClient

RootDmain
UserClient

RootDmain
UserClient

RootDmain
UserClient

vtable

vtable

vtable

…

call [rax+0x38]

rop

rop

rop

Code execution



Code execution



Code execution



New mitigations in EI Capitan

• mach_port_kobject is killed (Actually in 10.10.5)

– Harder for Feng Shui

Available for debug/development kernel



New mitigations in EI Capitan

• SMAP

– Not enabled on my machine

– But it is said to be enforced on 
ForceTouch MBP



New mitigations in EI Capitan

• vm_map_copy_t

– No kdata field

– Changing kdata pointer not 
possible

• Memory spraying still works fine

• OOB read still works fine

– But not arbitrary memory 
read/write



Use-after-free in IOHIDResourceDeviceUserClient::terminateDevice
Credit to Luca Todesco

IOHIDResourceDeviceUserClient

pointer _device

zone.256

XXX XXX ……

UAF

Exploitation on EI Capitan: CVE-2015-6974



mach_msg mach_msg mach_msg mach_msg _device xxx xxx xxx

mach_msg mach_msg mach_msg mach_msg mach_msg mach_msg mach_msg mach_msg

call vtable

replace

Exploitation on EI Capitan: Code execution



Normal mach_msg before release mach_msg after release/recieve

fake vtable 0xdeadbeef00000003

fake vtable next pointer

A little bit different…

Freed memory == Useless ?



next next

msg msg
vtable

c0c0c0c0

Control the $pc…

rax

Exploitation on EI Capitan: Code execution



Exploitation on EI Capitan: Info Leak

• Use a separate info leak vulnerability

– E.g CVE-2015-3676 (By KeenTeam)

• How to leak by taking advantage of existing vulns?

– Heap Overflow vuln:
• By overflowing to the vm_map_copy_t structure, enlarging the size field to achieve OOB read

– Use After Free:
• Playing like Internet Explorer exploit? Crazy?

• Let’s have a try on CVE-2015-6974



• General strategy (CVE-2015-6974)

– Free _device object

– Allocate another vtable-based object with same size to fill in (IOUserClient object is preferred)

– Call selector 2, IOHIDResourceDeviceUserClient::_handleReport

• Vtable type confuse 

Exploitation on EI Capitan: Info Leak

vtable + 0x938

ret value to userland



Exploitation on EI Capitan: Info Leak

• What vtable member is preferred to return useful information?

• Candidate 1: getTargetAndMethodForIndex

– Can return kernel global structure address and leak kslide

• Candidate 2: OSMetaClass::getMetaClass(void)

– This works well when the calling offset is larger than the vtable of our confused userclient

– Because a MetaClass vtable is usually right after a userclient vtable



Exploitation on EI Capitan: Info Leak
• On EI Capitan

– Offset 0x938 is within the range of IOUserClient vtable

– Bad news: No user client in EI Capitan implements getExternalAsyncMethodForIndex

– Can use non-userclient object to confuse but it is tough

0x938

IOUserClient::getExternalAsyncMethodForIndex



Exploitation on EI Capitan: Info Leak

• Type confusion is platform-specific

– Have a try on iOS?

• On iOS 8, 
IOHIDResourceDeviceUserClient::_h
andleReport is at vtable + 0x3b4

– AppleCredentialManager has the 
shortest UserClient vtable (no 
self function implemented)

– Not able to reach getMetaClass
because of 0x10 byte alignment

Vtable is 0x10 byte aligned 

0x3b4

OSMetaClass::release is reached



Exploitation on EI Capitan: Info Leak

• What is OSMetaClass::release

• Empty function!

• Good news for arm/arm64 

• this pointer can be leaked (R0/X0 is used for 1st

parameter AND return value)

• But kslide still not leaked

• All iOS 8 kernel vtable is 0x10 aligned 

• No chance to reach getMetaClass 

0x10 byte aligned



Exploitation on EI Capitan: Info Leak
• iOS 9?

• No alignment!!!

• Some userclients reach OSMetaClass::release

• Some reach OSMetaClass::getMetaClass

• Achieve both kslide leak and Feng Shui(this pointer leaked)



Summary

• OS X kernel improves a lot in the year 2015

• New mitigations make exploitation harder

• Good vulnerability with good exploitation methodology still leads to 
kernel root
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