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About me
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▪ @claud_xiao 

▪ Researcher at Palo Alto Networks 

▪ 6 years in antivirus industry 
▪Windows -> Android -> OSX, iOS

https://twitter.com/claud_xiao
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New Families by Year - iOS 
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New Families by Year - OSX
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• Trojan includes Backdoor 
• 12 more Spyware, HackTool and PUP’s first appearances 

are not clear. 
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Ep. 1  
Threats in  

Walled Garden



Managed Environment

App Store Distribution
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Developers Apple Code Review Code Signing App Store

iPad/iPhone

Mac computers



Enterprise In-house Distribution
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▪ NO more submission, code reviewing, publishing to App Store 

▪ Directly signed by the developer himself 

▪ No (technical) restriction on which device could install them



Enterprise Developer Account
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▪ Applied from Apple: $299 / year + D-U-N-S number + documents 

▪ Or, bought from underground markets (hence violated license) 
▪ $3 to sign an app (SaaS :P) 
▪ $800 to own an account



Abuse Enterprise Certificate
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▪ Apps blocked by Apple code review 
▪Game emulators 

▪ Jailbreaking tools’ first stage iOS apps 

▪ Pirated apps 
▪ 3rd party pirated app store, e.g., VShare 

▪ Trojan/Adware 
▪WireLurker 
▪Oneclickfraud 
▪ YiSpecter 
▪ TracerPlus 
▪ TinyV



Free Personal Certificate
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▪ Previously $100 / yr 

▪ Free since Xcode 7 in Jun 2015 

▪ Run app in your own devices 

▪ Abusing problem 
▪ ZergHelper



“Masque” Vulnerabilities
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▪ Enterprise signed apps -> collision in bundle ID of app (no CVE), 
VPN plugin (CVE-2014-4493), itms-service manifest 
(CVE-2015-3722), or extension (CVE-?) 
▪ Apple has fixed, and has added more mechanisms.  

▪ Has been used in the wild (along with Hacking Team leaked 
resources)



Private APIs
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▪ Not documented in SDK, sometimes privileged 

▪ Some privileged APIs are not restricted well by sandbox 
▪ security rely on manually code review 

▪ E.g., 
▪ SpringBoardServices.framework 

▪ SBSSpringBoardServerPort  
▪ SBSCopyApplicationDisplayIdentifiers  

▪ MobileInstallation.framework  
▪ MobileInstallationInstall  
▪ MobileInstallationUninstall  

▪ MobileCoreServices.framework  
▪ allApplications  

▪ coreTelephony.framework  
▪ CTTelephonyCenterAddObserver 
▪ CTCallCopyAddress  
▪ CTCallDisconnect



Case: YiSpecter
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▪ Spreading 
▪ Internet traffic hijacking based advertisement 
▪ SNS worm Lingdun 
▪ App promotion 

▪ Porn content attraction 

▪ Signed by enterprise certs 

▪ Abuse private APIs to 
▪ Install hidden apps (modules) 
▪ Collect user privacy 

▪ Promote more apps 

▪ Replace existing apps 

▪ Hijack existing apps’ execution 

▪ Change browser configuration (in jailbroken devices)



Ep. 2  
Trojan Store



XcodeGhost: Impact
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▪ Infected 7 versions of Xcode installers 

▪ Existed in more than 6 months 

▪ Affected more than 4,000 apps in App Store (which have hundreds of 
millions installation in total) 

▪ Affected users all around the world (but mainly in China) 

▪ Apple’s Top 25 affected app list 

▪ Details: http://researchcenter.paloaltonetworks.com/tag/xcodeghost/

http://researchcenter.paloaltonetworks.com/tag/xcodeghost/
http://researchcenter.paloaltonetworks.com/tag/xcodeghost/


Origin Idea of Compiler Backdoor
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XcodeGhost: Single Line Implementation
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XcodeGhost: Spreading
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▪ Infected Xcode installer for public downloading 
▪ Apple’s global CDN failure 

▪ Habit of sharing big files via cloud storage services 

▪ Developer forum advertisements and SEO 

▪ Developers disabled the Gatekeeper 
▪ (potentially) a cache poisoning vulnerability in a popular P2P+Cloud 

downloading tool



XcodeGhost: Discovering
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▪ Attack began at Mar 13, 2015, been publicly aware at ~Sep 16, 2015 
▪ Earlier, in the beginning of Sep: 

▪ Story 1: Infected a super popular app -> C2 server downed by “DDoS” -> C2 
connection time out -> slowed the app’s launch -> developers profiled performance 
issue 

▪ Story 2: Some developers found abnormal traffic from iOS Simulator captured by Little 
Snitch 

▪ More earlier, in Aug 10, when I was analyzing iOS.KeyRaider 

▪ Sample shared to public in Sep 1 (3838A37A9BC7DF750FB16D12E32A2FCB) 
▪ Why I missed it? (explained in last section)



XcodeGhost: Vulnerability
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▪ HTTP for C2 

▪ Payload encrypted by DES, fixed key “stringWi” 

▪ Hijacking! 

▪ What can we do by “openURL”?



▪ KeyRaider, TinyV, and ZergHelper were also infected by XcodeGhost 

▪ Locally modifying Xcode? Doable, pretty possible.  

▪ Similar attack to Android SDK? Doable 

▪ Modifying 3rd party SDKs? Happened.  
▪ XcodeGhost had infected Unity3D installers too. 

XcodeGhost: May not the End
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Will You Trust 3rd Party SDKs ?
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▪ Some SDKs (especially adlibs) are only available in binary form 

▪ Linked into apps 

▪ Shared apps’ context 
▪ Same process 

▪ Same privileges 

▪ Same data storage ! 

▪ Not transparent to developers, not distinguishable to users



Evil SDKs in the Wild

25

SDK Time Behaviors Techniques Affections

Juhe Oct	  2014
Collecting	  whole	  contacts	  
information,	  IMEI,	  model,	  

locations,	  etc.
None >=	  2

Youmi Oct	  2015 Collecting	  app	  list,	  serial	  
number,	  Apple	  ID	  email

Private	  APIs	  +	  
encryption >	  1,000

AdSage Nov	  2015 Remotely	  control,	  multiple	  
sensitive	  functionalities

Private	  APIs	  	  +	  
JavaScript >	  2,800



Private API issue on App Store
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Source: Zhui Deng et al. iRiS: Vetting Private API Abuse in iOS Applications. CCS’15



Apps Targeting Specific Data
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▪ FakeTor 

▪ InstaAgent



Apps Evading Code Review
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▪ ZergHelper 
▪ Different behaviors for different countries 

▪ Dynamic updating via Lua 

▪ Discovered by simple static rules



Ep. 3  
You Are Targeted



Recent Cases

30

Family Platform Discovered	  
Date Targets Comment

Careto OSX 2014.02 31	  countries

IOSInfector OSX 2014.06 HackingTeam

XSLCmd OSX 2014.09 “GREF”

Clientsnow OSX 2014 Tibetan	  and	  Uyghur	  
communities

Xsser iOS 2014.09 Hong	  Kong

CloudAtlas iOS 2014.12 Russia

XAgent/
PawnStorm iOS,	  OSX 2015.02 APT28

OceanLotus OSX 2015.05 China



Spreading Methods
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▪ Email phishing 

▪ WhatsApp message (?) 

▪ USB installation (with physical touch) 

▪ Watering hole



More Spyware in Planning
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Image from http://imgur.com/z3MM3hC



More Commercial Spyware in the Wild
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Wait… non-jailbroken?
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Ep. 4  
Across Platforms We Can  

Reach Every Cover in the World



Install Apps from Trusted PC/Mac

36

▪ Another “trusting trust” dilemma 

▪ Paring and authentication 

▪ The “Mactans” attack in BHUS13 

▪ Silently installation 

▪ No need jailbreaking 

▪ WireLurker



BackStab
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▪ By default, iOS device data will be automatically, unencrypted 
backed-up to Windows or Mac in fixed position 
▪ Fixed in iOS 9.1 

▪ Game over: read it, parse it, and steal it



YiSpecter: another kind of crossing platform
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Windows PC QQ Server

QQ Client

Lingdun Worm

Malicious HTMLhijack session

upload

Linux Android iOS Windows

LingdunYiSpecter!



A Macro Malware
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▪ “New Microsoft Word Document (2).docm” 

▪ 1/56 detections in VirusTotal so far



Windows Malware in App Store (Whhhat?)
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▪ Worm.Win32.CB.VB in the “Instaquotes-Quotes Cards For 
Instagram” by $1  (July 2012) 

▪ Trojan.JS.iframe.BKD in “Simply Find It” by $2  (May 2013)



Ep. 5  
Hunting for Ads and IDs



When I was preparing this slides
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Most Popular OS X Adware in 2015
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▪ Vsearch 

▪ InstallCore 

▪ XLoader 

▪ Genieo 

▪ Bundlore 

▪ Macinst 

▪ Spigot



Anti-RE Techniques in Adware
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▪ Packer, obfuscator 
▪ UPX 

▪Mpress 
▪ LLVM 

▪ Customized 

▪ JavaScript or other scripts 

▪ Encryption 

▪ Anti-VM 

▪ Anti-debugging



Ads Revenue
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▪ AdThief 
▪ Replace 15 adlib’s publisher ID 

▪ 75,000 devices, 22,000 daily 
activates, 22M total activates 

▪ AppsBg 
▪ “Lock Saver Free” in ModMyi repo

Source: A. Apvrille. Inside the iOS/AdThief Malware



Possible Way that XcodeGhost Made Profit
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Apple ID “Eco-system”
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Pay

iCloud

iDevice

iMessage

Certificate

App Store



Steal Apple Accounts
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▪ Unflod 

▪ AppBuyer 
▪ Sharing stolen Apple IDs 

▪ KeyRaider 
▪ 225,000 Apple IDs in 18 

countries 

▪ 92 samples



Conclusion



Takeaway
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▪ 27 (OSX) and 21 (iOS) new families were discovered in last 2 years 

▪ Practical (and low-tech) ways to infect non-jailbroken iDevices 
▪ development certificates 

▪ private APIs 

▪ code review bypassing 

▪ toolchain, SDKs 

▪ Targeted attacks have aimed OSX and iOS. Commercial Spyware 
and key loggers are available in public.  

▪ OSX/iOS malware problems are not just limited on OSX/iOS 

▪ Ads, app promotion, stolen accounts have made huge profit hence 
will still be trends in future.



One more thing…
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END
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Thank you! 

▪ Twitter: @claud_xiao 

▪ Email: iClaudXiao@gmail.com 

▪ More interesting and related stories: http://
researchcenter.paloaltonetworks.com/author/claud-xiao/

https://twitter.com/claud_xiao
mailto:iClaudXiao@gmail.com
http://researchcenter.paloaltonetworks.com/author/claud-xiao/
http://researchcenter.paloaltonetworks.com/author/claud-xiao/
http://researchcenter.paloaltonetworks.com/author/claud-xiao/

