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LOG BASICS



• /private/var/log
• /Library/LogsSystem Logs

• ~/Library/LogsUser Logs

• /Library/Application Support/<app>
• /Applications/
• /Library/Logs/

Application
Specific
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GENERAL LOG LOCATION



¡ Tends  to use Standard Unix Log Format
§ MMM DD HH:MM:SS Host Service: Message

¡ Most  are in plaintext
¡ BZip2 or Gz ip Compress ion

§ Used for archival after log turnover
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OS X LOG BASICS



¡ Use bzcat or gzcat on OS X 
§ (oldest -> newest) 
§ Bzip2 - system.log.7.bz2 -> system.log.0.bz2
§ Gzip - system.log.7.gz -> system.log.0.gz

1. bzcat system.log.7.bz2 system.log.6.bz2 
system.log.5.bz2 system.log.4.bz2 
system.log.3.bz2 system.log.2.bz2 
system.log.1.bz2 system.log.0.bz2 >> 
system_all.log

2. cat system.log >> system_all.log
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BZIP2 DECOMPRESSION
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CONSOLE.APP
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CONSOLE.APP:
MESSAGE INSPECTOR



Correlate data in a single system or across multiple systems

Must know “originating” time zone for system

Timestamp Storage
•Apple System Log = UTC
•Most other logs (/var/log, ~/Library/Logs/) = Local System Time

Timestamp Output
•ASL Logs – praudit may output to local system time
•Use export TZ="EST5EDT” command
•Temporarily change time zone of terminal window

LOG NORMALIZATION
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Logs get “removed” or “turned over”

Usually due to file size or time limitations

GREP or keyword search for specific date/log formats.
• “May 18 23:17:15”
• “Thu May 31 19:35:35 EDT 2012”
• “ASL DB”
• “launchctl::Audit startup”
• “BZh91AY&SY”
• “1F8B08”
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LOG RECOVERY



Carved & Extracted Files

May not contain context
•Year
•Time Zone

TEMPORAL CONTEXT



•Jun 19 09:20:16 bit kernel[0]: nspace-handler-set-snapshot-time: 
1340112018

•Jun 12 10:08:15 bit kernel[0]: RTC: maintenance alarm 2012/6/12 
14:08:14, sleep 2012/6/12 12:08:46

kernel.log/system.log

•Jun 13 09:55:31 bit mtmd[64]: Set snapshot time:1339595733
(current time:1339595731)

•Jun 12 10:16:35 localhost bootlog[0]: BOOT_TIME 1339510595 0
•Jun 9 10:21:53 bit shutdown[309]: SHUTDOWN_TIME: 1339251713
535787

•Jun 12 17:23:44 bit com.apple.backupd[4046]: Deleted
/Volumes/Time Machine Backups/Backups.backupdb/bit/2012-06-10-
012553 (50.5 MB)

•Jun 12 10:17:42 bit [0x0-0x8008].com.google.Chrome[141]: 2012-06-
12 14:17:42.785 Google Chrome Helper[196:207] Error received in 
message reply handler: Connection invalid

system.log

DATE & TIME SEARCH
EPOCH & TIMESTAMP FORMATS
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APPLE SYSTEM LOG



¡ Locat ion:  /private/var/log/as l/ (>10.5.6)
¡ sys log “replacement”  (St i l l  uses  sys log backend)
¡ View us ing Console.app or  syslog command
¡ Binary Format  – “ASL DB” Signature
¡ Log Turn Over - 7 Days ,  ~1 Year (utmp)

APPLE SYSTEM LOG

oompa@csh.rit.edu | @iamevltwin



¡ Filename Format :  
YYYY.MM.DD.[UID].[GID].asl

¡ BB – Best  Before
¡ AUX - Auxil iary

APPLE SYSTEM LOG
FILE NAMES
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APPLE SYSTEM LOGS
AUXILIARY FILES
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APPLE SYSTEM LOG
RECORD FORMAT
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Output Format (-F)

bsd

std

raw

xml

Time Format (-T)

sec

local

utc

File or Directory

-f

-d

SYSLOG COMMAND
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¡ [ASLMessageID 
3555356] 

¡ [Time 
2012.05.28 
19:39:32 UTC] 

¡ [TimeNanoSec 
887175000] 

¡ [Level 5] 
¡ [PID 908] 
¡ [UID 0] 
¡ [GID 20] 

¡ [ReadGID 80] 
¡ [Host byte] 
¡ [Sender login] 
¡ [Facility 
com.apple.syste
m.utmpx]

¡ [Message 
DEAD_PROCESS: 
908 ttys002]

¡ [ut_user oompa] 
¡ [ut_id s002]

¡ [ut_line 
ttys002] 

¡ [ut_pid 908] 
¡ [ut_type 8] 
¡ [ut_tv.tv_sec 
1338233972] 

¡ [ut_tv.tv_usec 
886961] 

¡ [ASLExpireTime 
1369856372]

syslog –T utc –F raw –d /asl
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AUDIT LOGS



Basic Security Module (BSM) Audit Logs

Binary Format

AUDIT LOGS
/PRIVATE/VAR/AUDIT/*



StartTime.EndTime

YYYYMMDDHHMMSS.YYYYMMDDHHMMSS

Other Filenames:
• “current”
• *.not_terminated
• *.crash_recovery

AUDIT LOGS – AUDIT TRAIL FILES



¡ Each record is  made up of  “ tokens”

AUDIT LOG RECORDS

<record version="11" event="user 
authentication" modifier="0" time="Mon May 28 
21:12:51 2012" msec=" + 41 msec" >

<subject audit-uid="501" uid="0" gid="20" 
ruid="501" rgid="20" pid="552" sid="100004" 
tid="552 0.0.0.0" />

<text>Verify password for record type Users 
&apos;root&apos; node 
&apos;/Local/Default&apos;</text>

<return errval="success" retval="0" />

</record>Trailer

Return

Text

Subject

Header



Variable number of tokens

AUDIT LOG RECORD - TOKENS



praudit –xn /var/audit/*
SU EXAMPLE:

<record version="11" event="user authentication" modifier="0" 
time="Mon May 28 21:12:51 2012" msec=" + 41 msec" >
<subject audit-uid="501" uid="0" gid="20" ruid="501" rgid="20" 
pid="552" sid="100004" tid="552 0.0.0.0" />
<text>Verify password for record type Users &apos;root&apos; 
node &apos;/Local/Default&apos;</text>
<return errval="success" retval="0" />
</record>

<record version="11" event="user authentication" modifier="0" 
time="Mon May 28 21:12:55 2012" msec=" + 449 msec" >
<subject audit-uid="501" uid="0" gid="20" ruid="501" rgid="20" 
pid="554" sid="100004" tid="554 0.0.0.0" />
<text>Verify password for record type Users &apos;root&apos; 
node &apos;/Local/Default&apos;</text>
<return errval="failure: Unknown error: 255" retval="5000" />
</record>

oompa@csh.rit.edu | @iamevltwin



oompa@csh.rit.edu | @iamevltwin 

VOLUMES



¡ FXDesktopVolumePositions
¡ FXRecentFolders (10 most  recent )
¡ I tem 0 = Most  Recent ly Accessed I tem 
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FINDER VOLUMES
~/LIBRARY/PREF E REN C ES/ COM.APP LE.F IND E R.P LIST



FINDER – DESKTOP VOLUMES
~/LIBRARY/PREF E REN C ES/ COM.APP LE.F IND E R.P LIST

FXDesktopVolumePositions
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SEARCH “/VOLUMES/”
ASL, SYSTEM.LOG, DAILY.OUT



¡ Serial Number,  Vendor ID,  Product  ID,  Vers ion
¡ <=10.7 – This  data is  found in the kernel. log
¡ 10.8+ – This  data res ides  in the sys tem.log
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SEARCH “USBMSC”
ASL, SYSTEM.LOG

Apr 25 12:27:11 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100
Apr 25 12:32:31 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100
Apr 25 12:47:29 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100
Apr 25 12:49:43 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100
Apr 25 12:52:46 Pro kernel[0]: USBMSC Identifier (non-unique): FBF1011220504638 0x90c 0x1000 0x1100
Apr 25 12:53:37 Pro kernel[0]: USBMSC Identifier (non-unique): ABCDEF0123456789 0xe90 0x5 0x0
Apr 25 13:04:21 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100
Apr 25 13:04:29 Pro kernel[0]: USBMSC Identifier (non-unique): FBF1011220504638 0x90c 0x1000 0x1100
Apr 26 12:36:05 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100
Apr 27 09:02:59 Pro kernel[0]: USBMSC Identifier (non-unique): FBF1011220504638 0x90c 0x1000 0x1100
Apr 30 09:07:14 Pro kernel[0]: USBMSC Identifier (non-unique): FBF1011220504638 0x90c 0x1000 0x1100
May  3 05:43:05 Pro kernel[0]: USBMSC Identifier (non-unique): 58A8120830AC8C5C 0x1e1d 0x1101 0x100
May  3 06:24:05 Pro kernel[0]: USBMSC Identifier (non-unique): SWOC22905731 0x1199 0xfff 0x323
May 24 11:22:43 Pro kernel[0]: USBMSC Identifier (non-unique): 000000009833 0x5ac 0x8403 0x9833
May 24 11:53:25 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100
May 25 12:48:38 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100
May 30 06:50:01 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100
May 31 13:10:09 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100
Jun  1 07:16:03 Pro kernel[0]: USBMSC Identifier (non-unique): 0911201415f7f3 0x1e1d 0x165 0x100



¡ Dec 31 22:02:42 word kernel[0]: USBMSC 
Identifier (non-unique): 000000000820 0x5ac
0x8406 0x820, 3

¡ Appears  upon sys tem ‘wake’
§ Unintentional – Lid Open/System Maintenance/Other “wake reason”

¡ Intent ional – Outs ide of  sys tem ’wake’ t imes , and “HFS: 
mounted’ message fol lows .
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‘USBMSC’ CAVEAT
INTERNAL SD CARD READER



¡ Mounted Devices
¡ /dev/disk#s#
¡ Determine how long a volume was  mounted
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SEARCH “HFS:” “MOUNTED” ,“UNMOUNT” 
SYSTEM.LOG (10.9+)



THUNDERBOLT DRIVES - SYSTEM.LOG
SEARCH “IOTHUNDERBOLTSWITCH” AND “HFS:” IN 

CONTEXT 

Aug  2 15:37:54 nibble kernel[0]: 
IOThunderboltSwitch<0xffffff803c894000>(0x0)::listenerCallback -
Thunderbolt HPD packet for route = 0x0 port = 1 unplug = 0
Aug  2 15:37:55 nibble kernel[0]: The USB device Apple Internal 
Keyboard / Trackpad (Port 5 of Hub at 0x14000000) may have caused a 
wake by issuing a remote wakeup (2)
Aug  2 15:37:56 nibble kernel[0]: [ PCI configuration begin ]
Aug  2 15:37:56 nibble kernel[0]: [ PCI configuration end, bridges 14, 
devices 13 ]
Aug  2 15:37:58 nibble kernel[0]: hfs: mounted 
Thunderbolt_External_Drive on device disk3s3
Aug  2 15:38:31 nibble kernel[0]: hfs: unmount initiated on 
Thunderbolt_External_Drive on device disk3s3
Aug  2 15:38:51 nibble kernel[0]: 
IOThunderboltSwitch<0xffffff803c894000>(0x0)::listenerCallback -
Thunderbolt HPD packet for route = 0x0 port = 1 unplug = 1
Aug  2 15:38:51 nibble kernel[0]: [ PCI configuration begin ]
Aug  2 15:38:51 nibble kernel[0]: [ PCI configuration end, bridges 12, 
devices 13 ]



Jun 15 21:00:01 nibble kernel[0]: AFP_VFS afpfs_mount: 
/Volumes/Macintosh HD-1, pid 860
Jun 15 21:00:01 nibble kernel[0]: AFP_VFS afpfs_mount : succeeded 
on volume 0xffffff80d5a33008 /Volumes/Macintosh HD-1 (error = 0, 
retval = 0)
Jun 15 21:00:59 nibble kernel[0]: AFP_VFS afpfs_unmount: 
/Volumes/Macintosh HD-1, flags 0, pid 879
Jun 15 21:00:59 nibble kernel[0]: AFP_VFS afpfs_unmount : We are 
the last mnt/sbmnt using volume /Volumes/Macintosh HD-1 
0xffffff80d5a33008
Jun 15 21:00:59 nibble kernel[0]: AFP_VFS afpfs_unmount : We are 
the last volume using socket /Volumes/Macintosh HD-1 
0xffffff80d5a33008
Jun 15 21:00:59 nibble kernel[0]: AFP_VFS afpfs_unmount : 
afpfs_DoReconnect sent signal for unmount to proceed

AFP/SMB NETWORK SHARES
SEARCH “AFP_VFS” OR “SMB_VFS”
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~/LIBRARY/PREFERENCES/
COM.APPLE.SIDEBARLISTS.PLIST



Volume EntryType
•Time Machine (AFPFS), AFP File Shares, 
OSXFUSE Volumes (ewfmount/xmount)8

•Network Hard Drive, iDisk, 
“Computer”16 

•“iDisk”128
•Hard Drive, Boot Hard Drive261 
•USB Flash, Time Machine Backups, Disk 
Image (HFS, MBR), Built-inSD Card515

•USB Hard Drive (FAT/ExFAT/HFS+)517
•“Remote Disk”1024
•Disk Image (Bzip, VAX COFF Executable), 
DVD, Mounted OSXFUSE Volume1027

•External HDD (NTFS)1029

FINDER SIDEBAR – VOLUMES LIST
~/LIBRARY/PREFERENCES/

COM.APPLE.SIDEBARLISTS.PLIST
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NETWORK INFORMATION



NETWORK INFORMATION – CONFIGURATION
/LIBRARY/PREF E RENC ES /SYS TE MCONFI GURATION

/PREFERENCE S.P LIST



NETWORK INFORMATION – DHCP ADDRESSES
/PRIVATE/VAR/DB/DHCPCLIENT/LEASES/
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NETWORK CHANGES
SYSTEM.LOG – SEARCH “CONFIGD”

Jan  3 11:52:41 word configd[51]: setting hostname to 
"word.local”
Jan  3 11:52:41 word configd[51]: network changed: 
v4(en0-:10.11.12.229) v6(en0-
:2601:141:300:61c9:bae8:56ff:fe37:ec06) DNS- Proxy-
Jan  3 11:52:57 word configd[51]: network changed: 
DNS* Proxy
Jan  3 11:52:57 word configd[51]: network changed: 
v4(en0!:10.11.12.229) DNS+ Proxy+ SMB
Jan  3 11:52:57 word configd[51]: setting hostname to 
"word.stationx”
Jan  3 11:52:58 word configd[51]: network changed: 
v4(en0:10.11.12.229) 
v6(en0+:2601:141:300:61c9:bae8:56ff:fe37:ec06) DNS! 
Proxy SMB



Jun 12 10:17:24 bit airportd[36]: _doAutoJoin: Already associated to 
“veyron”. Bailing on auto-join.
Jun 12 11:43:17 bit airportd[3105]: _doAutoJoin: Already associated 
to “veyron”. Bailing on auto-join.
Jun 12 13:07:24 bit airportd[3218]: _doAutoJoin: Already associated 
to “PANERA”. Bailing on auto-join.
Jun 12 13:07:29 bit airportd[3218]: _doAutoJoin: Already associated 
to “PANERA”. Bailing on auto-join.
Jun 12 14:51:42 bit airportd[3756]: _processSystemPSKAssoc: No 
password for network <CWNetwork: 0x7f8083c189b0> [ssid=L.A. Boxing 
Customer WIFI, bssid=00:21:29:d5:20:12, security=WPA/WPA2 Personal, 
rssi=-92, channel=<CWChannel: 0x7f8085106d90> [channelNumber=6(2GHz), 
channelWidth={20MHz}], ibss=0] in the system keychain
Jun 12 16:49:03 bit airportd[3769]: _doAutoJoin: Already associated 
to “veyron”. Bailing on auto-join.
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SYSTEM.LOG (10.9-)
SEARCH “AIRPORTD” 



NETWORK INFORMATION – WI-FI (10.9-) 
/LIBRARY/PREFERENCES/SYSTEMCONFIGURATION/

COM.APPLE.AIRPORT.PREFERENCES.PLIST



Feb 12 19:12:25 word kernel[0]: en0: BSSID changed to 88:dc:96:30:ed:d7
Feb 12 19:12:44 word kernel[0]: en0: BSSID changed to 26:73:55:13:cd:20
Feb 12 19:12:48 word UserEventAgent[43]: Captive: [CNInfoNetworkActive:1748] 
en0: SSID 'xfinitywifi' not making interface primary (no cache entry)
Feb 12 19:12:54 word kernel[0]: en0: BSSID changed to 88:dc:96:30:ed:d7
Feb 12 19:12:56 word UserEventAgent[43]: Captive: [CNInfoNetworkActive:1748] 
en0: SSID 'stationx' making interface primary (protected network)
Mar 12 08:55:10 word UserEventAgent[43]: Captive: [CNInfoNetworkActive:1748] 
en0: SSID 'attwifi' not making interface primary (no cache entry)
Mar 12 08:55:11 word UserEventAgent[43]: Captive: en0: Launching Websheet on 
SSID attwifi with URL http://attwifi.apple.com/library/test/success.html
Mar 12 14:49:19 word kernel[0]: en0: BSSID changed to 00:24:a8:85:0a:c1
Mar 12 14:49:22 word UserEventAgent[43]: Captive: [CNInfoNetworkActive:1748] 
en0: SSID 'United_Wi-Fi' not making interface primary (no cache entry)
Mar 13 13:00:44 word kernel[0]: en0: BSSID changed to 58:93:96:11:98:a8
Mar 13 13:00:47 word UserEventAgent[46]: Captive: [CNInfoNetworkActive:1748] 
en0: SSID 'Marriott_GUEST' not making interface primary (no cache entry)
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SYSTEM.LOG (10.10+)
SEARCH “USEREVENTAGENT” AND/OR “SSID” 



NETWORK INFORMATION – WI-FI (10.10+)
/LIBRARY/PREFERENCES/SYSTEMCONFIGURATION/

COM.APPLE.AIRPORT.PREFERENCES.PLIST
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LOCATIONAL DATA



Jun  1 19:52:04 bit airportd[3492]: _doAutoJoin: Already associated to “veyron”. Bailing on 
auto-join.
Jun  2 07:24:23 bit airportd[3848]: _doAutoJoin: Already associated to “Washington Dulles 
WiFi”. Bailing on auto-join.
Jun  2 14:44:32 bit airportd[4944]: _doAutoJoin: Already associated to “Marriott Guest”. 
Bailing on auto-join.
Jun  3 17:12:14 bit airportd[6538]: _doAutoJoin: Already associated to “Marriott Guest”. 
Bailing on auto-join.
Jun  4 01:33:29 bit airportd[7841]: _doAutoJoin: Already associated to “Marriott Guest”. 
Bailing on auto-join.
Jun  5 08:50:16 bit airportd[17054]: _doAutoJoin: Already associated to “Marriott Guest”. 
Bailing on auto-join.
Jun  6 13:34:01 bit airportd[20160]: _doAutoJoin: Already associated to “Marriott Guest”. 
Bailing on auto-join.
Jun  6 13:34:40 bit airportd[20160]: _doAutoJoin: Already associated to “Marriott 
Conference”. Bailing on auto-join.
Jun  6 17:40:23 bit airportd[20286]: _doAutoJoin: Already associated to “CLTNET”. Bailing on 
auto-join.
Jun  9 09:24:24 bit airportd[25724]: _doAutoJoin: Already associated to “veyron”. Bailing on 
auto-join.
Jun 12 13:07:24 bit airportd[3218]: _doAutoJoin: Already associated to “PANERA”. Bailing on 
auto-join.
Jun 12 16:49:03 bit airportd[3769]: _doAutoJoin: Already associated to “veyron”. Bailing on 
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DETAILED TIMELINE
SYSTEM.LOG - SEARCH “AIRPORTD” OR “SSID”



¡ Determine general locat ion based 
upon SSID

¡ Last  Connected Time
¡ Local Sys tem Time
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WIRELESS NET WORKS
/LI BRARY/PREF ERENC ES /S YS TEM C O NF I GURATI ON

/C OM .APPLE.AI RPORT.P REF ER ENC ES . P LI S T



veyron
•Probable Home 

Network

Washington 
Dulles WiFi
06/02/12 
7:28 AM
•Airport WiFi
•Possible Travel

Marriott Guest
06/06/12 
1:33 PM
•Hotel Guest 

Network

Marriott 
Conference
06/06/12 
1:34 PM
•Attended a 

conference in the 
same hotel?

CLTNET
06/06/12 
5:40 PM
•Google “CLTNET”, 

first hit is 
Charlotte/Dougla
s Int'l Airport
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TRAVEL TIMELINE



Jun  5 12:08:49 MBP kernel[0]: en1: 802.11d country code set to 'SE'.
Jun  5 12:08:49 MBP kernel[0]: en1: Supported channels 1 2 3 4 5 6 7 8 9 10 11 12 13 36 40 44 
48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140

Jun  5 12:09:14 MBP kernel[0]: Auth result for: 88:f0:77:2f:75:70 MAC AUTH succeeded
Jun  5 12:09:14 MBP kernel[0]: AirPort: Link Up on en1

COUNTRY CODES - KERNEL.LOG & SYSTEM.LOG
SEARCH “COUNTRY CODE”

Aug  5 09:49:13 MBP kernel[0]: en1: 802.11d country code set to 'US'.
Aug  5 09:49:13 MBP kernel[0]: en1: Supported channels 1 2 3 4 5 6 7 8 9 10 11 36 40 44 48 52 
56 60 64 100 104 108 112 116 120 124 128 132 136 140 149 153 157 161 165

Aug  5 09:49:40 MBP kernel[0]: Auth result for: 00:0c:e5:0e:65:bd MAC AUTH succeeded
Aug  5 09:49:40 MBP kernel[0]: AirPort: Link Up on en1

Aug  5 09:49:07 MBP kernel[0]: en1: 802.11d country code set to 'X0'.
Aug  5 09:49:07 MBP kernel[0]: en1: Supported channels 1 2 3 4 5 6 7 8 9 10 11 36 40 44 48 52 
56 60 64 100 104 108 112 116 120 124 128 132 136 140 149 153 157 161 165

Aug  5 09:49:10 MBP kernel[0]: NVEthernet::setLinkStatus - Valid but not Active
Aug  5 09:49:10 MBP kernel[0]: NVEthernet::mediaChanged - Link is down

Aug  5 09:49:10 MBP kernel[0]: NVEthernet::setLinkStatus - Valid but not Active

Sep  1 17:42:13 MBP kernel[0]: en1: 802.11d country code set to 'AU'.
Sep  1 17:42:13 MBP kernel[0]: en1: Supported channels 1 2 3 4 5 6 7 8 9 10 11 12 13 36 40 44 
48 52 56 60 64 149 153 157 161 165

Sep  1 17:46:13 MBP kernel[0]: Auth result for: 00:26:b0:fe:76:74 MAC AUTH succeeded
Sep  1 17:46:13 MBP kernel[0]: AirPort: Link Up on en1



Photo 
EXIF Data Calendar Email 

Itineraries

Internet 
History

Travel 
Websites

Search 
History
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CORRELATE WITH…
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USER ACTIVITY



•May 28 14:48:04 byte login[693]: USER_PROCESS: 693 ttys000
•May 28 14:48:07 byte login[698]: USER_PROCESS: 698 ttys001
•May 28 15:07:29 byte login[812]: USER_PROCESS: 812 ttys002
•May 28 15:07:51 byte login[812]: DEAD_PROCESS: 812 ttys002

Local Terminal

•May 28 12:42:23 byte loginwindow[66]: DEAD_PROCESS: 74 console
•May 28 14:28:04 byte loginwindow[66]: USER_PROCESS: 60 console

Login Window

•May 28 15:15:38 byte sshd[831]: USER_PROCESS: 842 ttys002
•May 28 15:15:52 byte sshd[831]: DEAD_PROCESS: 842 ttys002

SSH

•5/28/12 3:31:33.675 PM screensharingd: Authentication: SUCCEEDED :: 
User Name: Sarah Edwards :: Viewer Address: 192.168.1.101 :: Type: DH

Screen Sharing
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USER LOGINS / LOGOUTS
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ADDITIONAL SSHD INFO
UNKNOWN VS. KNOWN USER ACCOUNT

Feb 14 17:11:24 word sshd[49322]: Invalid user neo from 10.11.12.212
Feb 14 17:11:24 word sshd[49322]: input_userauth_request: invalid user neo 
[preauth]
Feb 14 17:11:24 word sshd: unknown [pam][49324]: in od_record_create(): failed: 
13
Feb 14 17:11:24 word sshd: unknown [pam][49324]: in od_record_create_cstring(): 
failed: 13
Feb 14 17:11:24 word sshd[49322]: Postponed keyboard-interactive for invalid 
user neo from 10.11.12.212 port 52174 ssh2 [preauth]
…
Feb 14 17:11:26 word sshd: unknown [pam][49324]: in pam_sm_authenticate(): 
OpenDirectory - Unable to get user record.
Feb 14 17:11:26 word sshd[49322]: error: PAM: unknown user for illegal user neo 
from 10.11.12.212 via 10.11.12.229
…

Feb 14 17:12:45 word sshd[49327]: error: PAM: authentication error for oompa
from 10.11.12.212 via 10.11.12.229



• 5/27/12 8:54:21.646 PM su: BAD SU oompa to
root on /dev/ttys001

• 5/28/12 8:57:44.032 PM su: oompa to root on 
/dev/ttys000

su

• 5/27/12 8:48:15.790 PM sudo:    oompa : 
TTY=ttys000 ; PWD=/Users/oompa/Documents ; 
USER=root ; COMMAND=/usr/bin/iosnoop

sudo

oompa@csh.rit.edu | @iamevltwin

PRIVILEGE ESCALATION



• <record version="11" event="create user" modifier="0" 
time="Mon May 28 21:25:49 2012" msec=" + 677 msec" >
<subject audit-uid="501" uid="501" gid="20" ruid="501" 
rgid="20" pid="585" sid="100004" tid="585 0.0.0.0" />
<text>Create record type Users 
&apos;supersecretuser&apos; node 
&apos;/Local/Default&apos;</text>
<return errval="success" retval="0" />
</record>

Audit Logs

• May 28 21:25:22 bit com.apple.SecurityServer[24]: UID 
501 authenticated as user oompa (UID 501) for right 
'system.preferences.accounts'

secure.log or system.log (10.8+)
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ACCOUNT CREATION
DIFFERENCE BETWEEN LOGS
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ACCOUNT DELETION 
/LIBRARY/PREFERENCES/

COM.APPLE.PREFERENCES.ACCOUNTS.PLIST

<record version="11" event="delete user" modifier="0" time="Wed Jun 13 20:41:56 
2012" msec=" + 322 msec" >
<subject audit-uid="501" uid="501" gid="20" ruid="501" rgid="20" pid="10717" 
sid="100005" tid="10717 0.0.0.0" />
<text>Delete record type Users &apos;testuser&apos; node 
&apos;/Local/Default&apos;</text>
<return errval="success" retval="0" />
</record>
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BACKUPS



Jun 16 15:18:10 bit com.apple.backupd[1957]: Starting standard backup
Jun 16 15:18:10 bit com.apple.backupd[1957]: Attempting to mount network destination URL: 
afp://Sarah%20Edwards;AUTH=SRP@Delorean.local/Data
Jun 16 15:18:19 bit com.apple.backupd[1957]: Mounted network destination at mountpoint: /Volumes/Data 
using URL: afp://Sarah%20Edwards;AUTH=SRP@Delorean.local/Data
Jun 16 15:18:23 bit com.apple.backupd[1957]: QUICKCHECK ONLY; FILESYSTEM CLEAN

Jun 16 15:18:26 bit com.apple.backupd[1957]: Disk image /Volumes/Data/bit.sparsebundle mounted at: 
/Volumes/Time Machine Backups
Jun 16 15:18:26 bit com.apple.backupd[1957]: Backing up to: /Volumes/Time Machine Backups/Backups.backupdb
Jun 16 12:19:00 bit com.apple.backupd[1957]: 100.0 MB required (including padding), 516.13 GB available

Jun 16 12:19:00 bit com.apple.backupd[1957]: Waiting for index to be ready (101)
Jun 16 12:22:08 bit com.apple.backupd[1957]: Copied 1115 files (26.1 MB) from volume LION.
Jun 16 12:22:09 bit com.apple.backupd[1957]: 1.23 GB required (including padding), 516.13 GB available
Jun 16 12:22:51 bit com.apple.backupd[1957]: Copied 971 files (1.1 MB) from volume LION.
Jun 16 12:22:57 bit com.apple.backupd[1957]: Starting post-backup thinning
Jun 16 12:23:43 bit com.apple.backupd[1957]: Deleted /Volumes/Time Machine 
Backups/Backups.backupdb/bit/2012-05-19-004000 (21.3 MB)
Jun 16 12:24:22 bit com.apple.backupd[1957]: Deleted /Volumes/Time Machine 
Backups/Backups.backupdb/bit/2012-06-08-004822 (87.3 MB)

Jun 16 12:25:11 bit com.apple.backupd[1957]: Deleted /Volumes/Time Machine 
Backups/Backups.backupdb/bit/2012-06-10-002525 (168.2 MB)
Jun 16 12:25:11 bit com.apple.backupd[1957]: Post-back up thinning complete: 3 expired backups removed
Jun 16 12:25:11 bit com.apple.backupd[1957]: Backup completed successfully.

Jun 16 12:25:51 bit com.apple.backupd[1957]: Ejected Time Machine disk image.
Jun 16 12:25:51 bit com.apple.backupd[1957]: Ejected Time Machine network volume.
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BACKUP LOG ENTRY
SYSTEM.LOG
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BACKUPS 
/LIBRARY/PREFERENCES/

COM.APPLE.TIMEMACHINE.PLIST
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SOFTWARE



May  9 16:28:06 localhost OSInstaller[328]: Installed "Mac OS X" ()
…
May  9 19:56:21 bit installd[338]: Installed "Evernote" ()
May 10 00:45:34 bit installd[559]: Installed "Flashback malware removal tool" (1.0)
May 10 00:45:34 bit installd[559]: Installed "Mac OS X Update Combined" (10.7.4)
May 10 00:45:34 bit installd[559]: Installed "iTunes" (10.6.1)
May 10 00:46:33 bit installd[559]: Installed "Lion Recovery Update" (1.0)
May 10 16:51:51 bit installd[295]: Installed "Xcode" ()
May 10 16:55:55 bit installd[295]: Installed "iPhoto" ()
May 11 19:51:09 bit installd[4384]: Installed "Office 2011 14.1.0 Update" ()
May 14 18:31:44 bit installd[9572]: Installed "Java for OS X 2012-003" (1.0)
May 19 16:50:20 bit installd[20691]: Installed "TrueCrypt 7.1a" ()

May 19 17:17:25 bit installd[20847]: Installed "CCleaner" ()
May 19 17:32:19 bit installd[20847]: Installed "TextWrangler" ()
May 26 20:15:45 bit installd[39022]: Installed "The Unarchiver" ()
May 27 15:46:56 bit installd[41936]: Installed "Wireshark 1.6.8 Intel 64" ()
May 27 20:57:48 bit installd[514]: Installed "Microsoft Error Reporting for Mac" ()
May 27 20:59:41 bit installd[978]: Installed "Office 2011 14.2.2 Update" ()
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INSTALLED SOFTWARE
INSTALL.LOG – SEARCH “INSTALLED” 



May 27 11:59:03 MBP Installer[470]: logKext Installation Log
May 27 11:59:03 MBP Installer[470]: Opened from: 
/Users/oompa/Downloads/logKext-2.3.pkg
May 27 11:59:03 MBP Installer[470]: Product archive 
/Users/oompa/Downloads/logKext-2.3.pkg trustLevel=100
May 27 11:59:17 MBP Installer[470]: InstallerStatusNotifications
plugin loaded
May 27 11:59:26 MBP runner[477]: Administrator authorization granted.
May 27 11:59:26 MBP Installer[470]: 
=====================================================================
May 27 11:59:26 MBP Installer[470]: User picked Standard Install
May 27 11:59:26 MBP Installer[470]: Choices selected for 
installation:
…
May 27 12:01:34 MBP installd[481]: Installed "logKext" ()
May 27 12:01:35 MBP installd[481]: PackageKit: ----- End install ----
-

INSTALL DETAILS
INSTALL.LOG
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INSTALL HISTORY
/LIBRARY/RECEIPTS/INSTALLHISTORY.PLIST
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RECEIPT FILES
/VAR/DB/RECEIPTS/



May  9 16:14:10 localhost Install Mac OS X Lion[339]: Running OS Build: Mac OS X
10.7 (11A511)
May  9 16:19:25 localhost OSInstaller[328]: Running OS Build: Mac OS X 10.7 
(11A511)
May 11 19:23:47 bit Installer[3177]: Running OS Build: Mac OS X 10.7.4 (11E53)
May 11 19:40:47 bit Installer[3755]: Running OS Build: Mac OS X 10.7.4 (11E53)
May 11 19:49:02 bit Installer[4114]: Running OS Build: Mac OS X 10.7.4 (11E53)
May 13 13:47:00 bit Installer[3927]: Running OS Build: Mac OS X 10.7.4 (11E53)
May 19 16:50:11 bit Installer[20680]: Running OS Build: Mac OS X 10.7.4 (11E53)
May 27 15:46:39 bit Installer[41929]: Running OS Build: Mac OS X 10.7.4 (11E53)
May 27 20:57:17 bit Installer[495]: Running OS Build: Mac OS X 10.7.4 (11E53)
May 27 20:58:01 bit Installer[529]: Running OS Build: Mac OS X 10.7.4 (11E53)
Jun 9 09:28:18 bit Installer[299]: Running OS Build: Mac OS X 10.7.4 (11E53)
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SYSTEM VERSION
INSTALL.LOG – SEARCH “BUILD:”
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SYSTEM INFORMATION & 
SYSTEM STATE
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SYSTEM.LOG
BOOT, REBOOT & SHUTDOWN



May 26 17:27:02 MBP kernel[0]: Previous Sleep Cause: #

•Normal Sleep, Closed Laptop Lid5
•Unknown-60
•Hibernation0
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KERNEL.LOG / SYSTEM.LOG
SLEEP CAUSE



Jun  9 19:45:46 bit kernel[0]: Wake reason: <Message>

• Wake on Demand, Bonjour Services - Real Time ClockRTC (Alarm)  

• Laptop LidEC LID0, EC LID0 EHC2, 
EC.LidOpen, EC.LidOpen XHC1

• Enhanced Host Controller - USB, Bluetooth, Wireless 
DevicesEHC1, EHC2

• Power ButtonPWRB (User)

• Open Host Controller - USB/Firewire, Mouse/KeyboardOHC1

• Power Button from hibernation w/ no battery power? (User)

• TrackpadUSB1

• Power AdapterEC.ACAttach (Maintenance), 
EC.ACDetach (Maintenance)
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KERNEL.LOG / SYSTEM.LOG
WAKE REASON



Jul 23 17:08:52 localhost kernel[0]: Previous Shutdown Cause: #

• Battery Removal/Power Plug0

• Hard Shutdown (Hold Power Button)3

• Normal Shutdown/Reboot5

• Unknown-128

• Unknown-60 
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KERNEL.LOG/SYSTEM.LOG
SHUTDOWN CAUSE
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DISK USAGE HISTORY
DAILY.LOG
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TEMPORAL CHANGES & 
CONTEXT



Jun 16 14:50:56 bit System Preferences[1828]: -[GEOWorldTimeZoneView selectedCityLayer] Invalidating 
_selectedCityLayer
Jun 16 14:50:56 bit System Preferences[1828]: -[GEOWorldTimeZoneView selectedCityLayer] all good  
cachedValue:1.000000
Jun 16 14:50:56: --- last message repeated 4 times ---
Jun 16 14:50:56 bit System Preferences[1828]: -[GEOWorldTimeZoneView selectedCityLayer] Invalidating 
_selectedCityLayer
Jun 16 14:50:56 bit System Preferences[1828]: -[GEOWorldTimeZoneView selectedCityLayer] all good  
cachedValue:1.000000
Jun 16 14:50:56: --- last message repeated 1 time ---
Jun 16 14:50:56 bit System Preferences[1828]: **** ERROR: -[GEOCityPickerView
_bindPublicToPrivateProperties] UI is already bounded
Jun 16 14:50:59 bit System Preferences[1828]: -[GEOWorldTimeZoneView selectedCityLayer] all good  
cachedValue:1.000000
Jun 16 11:51:05: --- last message repeated 4 times ---
Jun 16 11:51:05 bit System Preferences[1828]: -[GEOWorldTimeZoneView selectedCityLayer] Invalidating 
_selectedCityLayer
Jun 16 11:51:05 bit System Preferences[1828]: -[GEOWorldTimeZoneView selectedCityLayer] all good  
cachedValue:1.000000
Jun 16 11:51:06 bit System Preferences[1828]: -[GEOWorldTimeZoneView selectedCityLayer] Invalidating 
_selectedCityLayer
Jun 16 11:51:06 bit System Preferences[1828]: -[GEOWorldTimeZoneView selectedCityLayer] all good  
cachedValue:1.000000
Jun 16 11:51:06 bit ntpd[1848]: proto: precision = 1.000 usec
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TIME CHANGES: GOING BACK IN TIME
SYSTEM.LOG



bit:etc oompa$ pwd
/etc
bit:etc oompa$ ls -l localtime
lrwxr-xr-x  1 root  wheel  39 Jun 16 11:51 localtime
-> /usr/share/zoneinfo/America/Los_Angeles
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TIME CHANGES:
TIME ZONE - /ETC/LOCALTIME



Jun 16 12:08:04 bit System Preferences[1914]: -[GEOWorldTimeZoneView
selectedCityLayer] all good  cachedValue:1.000000
Jun 16 12:08:04: --- last message repeated 1 time ---
Jun 16 12:08:04 bit System Preferences[1914]: **** ERROR: -
[GEOCityPickerView _bindPublicToPrivateProperties] UI is already 
bounded
Jun 16 12:08:06 bit System Preferences[1914]: -[GEOWorldTimeZoneView
selectedCityLayer] all good  cachedValue:1.000000
Jun 16 15:08:09: --- last message repeated 9 times ---
Jun 16 15:08:09 bit System Preferences[1914]: WARNING: -
[GEOTimezoneHitMap fileNameAtLongitude:latitude:] no time zone area 
found
Jun 16 15:08:13 bit System Preferences[1914]: -[GEOWorldTimeZoneView
selectedCityLayer] all good  cachedValue:1.000000
Jun 16 15:08:15: --- last message repeated 5 times ---

TIME CHANGES: BACK TO THE FUTURE
SYSTEM.LOG (10.8-)



May 19 12:28:35 word com.apple.authd[36]: Succeeded
authorizing right 'system.preferences' by client 
'/System/Library/PreferencePanes/DateAndTime.prefPane/Contents
/XPCServices/com.apple.preference.datetime.remoteservice.xpc' 
[17859] for authorization created by 
'/System/Library/PreferencePanes/DateAndTime.prefPane/Contents
/XPCServices/com.apple.preference.datetime.remoteservice.xpc' 
[17859] (2,0)
May 19 12:28:35 word com.apple.authd[36]: Succeeded 
authorizing right 'system.preferences.datetime' by client 
'/System/Library/PreferencePanes/DateAndTime.prefPane/Contents
/XPCServices/com.apple.preference.datetime.remoteservice.xpc' 
[17859] for authorization created by 
'/System/Library/PreferencePanes/DateAndTime.prefPane/Contents
/XPCServices/com.apple.preference.datetime.remoteservice.xpc' 
[17859] (12,0)

TIME CHANGES: BACK TO THE FUTURE
AUTHD.LOG (10.9+)



Tue Jun  5 08:50:04 EDT 2012
Wed Jun  6 10:17:44 EDT 2012
Thu Jun  7 08:15:09 EDT 2012
Fri Jun  8 03:15:00 EDT 2012
Sat Jun  9 09:24:18 EDT 2012
Sun Jun 10 09:19:00 EDT 2012
Mon Jun 11 04:01:17 EDT 2012
Tue Jun 12 04:06:51 EDT 2012
Wed Jun 13 08:26:34 EDT 2012
Thu Jun 14 08:47:03 EDT 2012
Fri Jun 15 19:13:34 EDT 2012
Sat Jun 16 11:00:19 EDT 2012
Sun Jun 17 07:57:40 PDT 2012
Mon Jun 18 05:34:50 PDT 2012
Tue Jun 19 07:12:16 EDT 2012

TIME ZONE CHANGES
DAILY.LOG – SEARCH “2012”
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LOCATION BASED TIME CHANGE

Mar 13 13:14:41 word kernel[0]: 
IO80211AWDLPeerManager::setAwdlOperatingMode Setting the AWDL 
operation mode from SUSPENDED to AUTO
Mar 13 13:14:41 word kernel[0]: 
IO80211AWDLPeerManager::setAwdlAutoMode Resuming AWDL
Mar 13 13:14:41 word com.apple.SecurityServer[81]: Session 100026 
created
Mar 13 13:14:41 word locationd[83]: Location icon should now be in 
state 'Active’
Mar 13 10:14:42 word secd[260]:  securityd_xpc_dictionary_handler
cloudd[329] copy_matching Error Domain=NSOSStatusErrorDomain Code=-50 
"query missing class name" (paramErr: error in user parameter list) 
UserInfo={NSDescription=query missing class name}
Mar 13 10:14:42 word cloudd[329]:  SecOSStatusWith error:[-50] Error 
Domain=NSOSStatusErrorDomain Code=-50 "query missing class name" 
(paramErr: error in user parameter list) 
UserInfo={NSDescription=query missing class name}
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FACETIME



FACETIME – FACETIME ACCOUNT INFO
~/LIBRARY/PREFERENCES/

COM.APPLE.IMSERVICE.FACETIME.PLIST
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FACETIME LOG – INITIAL CONTACT
(INCOMING/OUTGOING)

~/LIBRARY/LOGS/FACETIME.LOG
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FACETIME LOG – ACCEPT/END CALLS
~/LIBRARY/LOGS/FACETIME.LOG



FACETIME –
FACETIME RECENT 

CALLS

¡ ~/Library/Preferences
/ByHost/com.apple.Fa
ceTime. <GUID>.plis t



Volumes Network Location User Activity

Backups Software System 
Information System State

Temporal 
Changes Communication
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WHY?
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