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WHERE WE CAME FROM

Apple System Logs (ASL, syslog)
• /var/log/asl/
• Binary Format
• MacOS, limited on iOS

Unix Logs (syslog)
• /var/log/
• ASCII/Compressed ASCII
• MacOS, limited on iOS

Basic Security Module (BSM) Audit Logs
• /var/audit/
• Binary Format
• MacOS

Check out my ‘Analysis & Correlation of Mac Logs’ Presentation!
• mac4n6.com/resources



WHERE WE ARE GOING

Unified logs across devices and operating systems!

Devices
• macOS 10.12 (Sierra) - Laptops/Desktops
• iOS 10 - iPhone, iPad, iPod
• watchOS 3.0 - Apple Watches
• tvOS 10 - Apple TV (Gen 4)

Similar Storage Locations

Volatile Logs

Binary Format

…and everything from the previous slide…for now.



UNIFIED LOG ACQUISITION



LOG LEVELS & STORAGE [DEFAULT CONFIG] 
(ON DISK OR IN MEMORY)

Default - “Things that might fail”

• Storage: Memory -> Compressed -> On Disk
• Retention: Oldest Removed after storage exceeded

Info – “Helpful, but non-essential”

• Storage: Memory (default)
• Retention: Removed when memory buffer full

• Storage: Disk (If faults/errors occur)
• Retention: Oldest Removed after storage exceeded

Debug – “Development 
troubleshooting”
• Storage: Memory (Only if debug logs are enabled)
• Retention: Removed per configuration

Error – “Process level 
errors”
• Storage: On Disk
• Retention: Oldest Removed after 

storage exceeded

Fault – “System 
level/multi-process errors”
• Storage: On Disk
• Retention: Oldest Removed after 

storage exceeded



ON DISK STORAGE [macOS]

• File Paths:

• /var/db/diagnostics/

• /var/db/uuidtext
(Reference Data)

• Binary Format (*.tracev3)

• logdata.Persistent.YYYYMMDD
THHMMSS.tracev3

• Tracev3 Files also in:

• /FaultsAndErrors/

• /TTL/ (Includes TTL in filename)

• Statistics:

• logdata.statistics.0.txt



REFERENCE DATA

• /var/db/uuidtext

• Nested Directory Structure

• Proprietary Format

• Hex Header: 

• 9988 7766 0200 0000 0100 0000 0200 0000

• ASCII Strings:



‘log ’ COMMAND OPTIONS

collect - Used for log acquisition, bundles into “logarchive” file
• Filter on timeframe or size

config - Edit, review log configuration
• Can configure mode, system, subsystem, process, category specifics. 

erase - Remove log data
• Remove by Time-To-Live (TTL), all, or by error/faults.

show - Review logs using file or log archive
• Filter on predicates, source, timeframe.
• Different view styles (JSON/Syslog)
• By default does not show info and debug logs.

stream - Live view of log data
• Filter on level, predicates, processes, source, type
• Different view styles (JSON/Syslog)



macOS LOG ACQUISITION – ‘log collect ’

log collect command will output 
system_logs.logarchive to current directory.

• Contains packaged *.tracev3 files and referenced data from /var/db/uuidtext/
• ‘Package’ File - shows a a single file in Finder, actually a directory.

Can only run ‘log’ command as root.

Import into newer Console.app (10.12)



CONSOLE.APP

Default GUI viewer for Mac 
Logs
• Different than macOS 10.11 and 

older

Useful for all sorts of 
forensic analysis
• Import other ASCII-based logs
• Filter/Find by various keywords.

Caution!: If reviewing on 
live system
• Will only show new new events 

since Console.app opened.
• Will show messages on disk & in 

memory (‘Volatile’ column).



macOS LOG ACQUISITION – ‘log show ’

log show – On live system, output system logs to standard out, already in temporal order

Perform on *.logarchive, *.tracev3 (file or directory) extracted from image
• By File: *.tracev3 - Not in temporal order – may have to reorder. (See screenshot below)
• By Log Archive: *.logarchive – In temporal order

By default disregards Info and Debug messages
• Use --info and/or --debug for all log messages

Standard Output to Terminal
• --style = (JSON or Syslog Outputs)



‘log show ’ COMMAND



iDEVICE - LOG ACQUISITION

• Devices:
• iOS

• watchOS

• tvOS

• ‘sysdiagnosis’ utility – key-
chords for each devices
• Console.app
• More researched needed 

to see if useful for forensic 
analysis



ON DISK STORAGE [iOS]
/private/var/db/ [diagnostics & uuidtext]



UNIFIED LOG ANALYSIS



LOG FORMAT
DEFAULT ’log ’ COMMAND’ OUTPUT

Timestamp [YYYY-MM-DD HH:MM:SS.ssssss-TZ]

Thread ID

Log Level Type (Default, Info, Debug, Error, Fault)

Activity ID

Process ID

Subsystem

Library

Process Name

Category

Message



PREDICATE FILTERING
--predicate

• Filter log events using logical statements (AND/OR/NOT/</>/=/CONTAINS/BEGINSWITH/TRUE/FALSE, etc)

• eventType – Filters on Event Types (Log, Trace, Activity)

• eventMessage – Filters on message text or Activity Name (if log/trace event)

• messageType – Filters on Log Level (Default, Info, Debug, Error, Fault)

• processImagePath – Filters on the process name of the event originator

• senderImagePath – Filters on sender name of the event originator (Library, framework, kext, mach-o binary)

• subsystem – Filters on subsystem (reverse DNS ID)

• category – Filters on subsystem category 

[cd] = Ignore 
case/diacritics



CONSOLATION - 3RD PARTY GUI ANALYSIS TOOL
ECLECTICLIGHT.CO/DOWNLOADS/



NON-VOLATILE VS. VOLATILE MESSAGES



POTENTIAL FOR MEMORY ANALYSIS

• Look in the ‘diagnosticd’ process



ANALYSIS CAVEATS



USER LOGINS
OLD METHOD - SYSTEM.LOG

Local Terminal
• May 28 15:07:29 byte login[812]: USER_PROCESS: 812 ttys002
• May 28 15:07:51 byte login[812]: DEAD_PROCESS: 812 ttys002

Login Window
• May 28 12:42:23 byte loginwindow[66]: DEAD_PROCESS: 74 console
• May 28 14:28:04 byte loginwindow[66]: USER_PROCESS: 60 console

SSH
• May 28 15:15:38 byte sshd[831]: USER_PROCESS: 842 ttys002
• May 28 15:15:52 byte sshd[831]: DEAD_PROCESS: 842 ttys002



USER LOGINS 
UNIFIED LOGS

• All “logout” events in unified logs - where are the user “login” events?



USER LOGINS
GOING OLD SKOOL - SYSTEM.LOG



TIME MACHINE BACKUPS

log show system_logs.logarchive/ --predicate 'senderImagePath contains[cd] 
"TimeMachine"' --info --start "2017-03-31 06:58:42"



TIME MACHINE BACKUPS
A CASE FOR ‘--info ’



TIME MACHINE BACKUPS
START & END TIMES

• Start/End Filter

log show system_logs.logarchive/ --
predicate 'senderImagePath contains[cd] 
"TimeMachine"' --info --start "2017-03-31 
06:58:42"

• What if I want to slice it?

log show system_logs.logarchive/ --
predicate 'senderImagePath contains[cd] 
"TimeMachine"' --info --start "2017-03-31 
06:58:42" --end "2017-03-31 07:04:24"



TIME MACHINE BACKUPS
TIME SLICING

log show system_logs.logarchive/ --predicate 'senderImagePath contains[cd] 
"TimeMachine"' --info --start "2017-03-31 06:58:42" --end "2017-03-31 
07:04:24"

🤔



TIME MACHINE BACKUPS
BUG/FEATURE?

log show system_logs.logarchive/ --predicate 'senderImagePath contains[cd] 
"TimeMachine"' --info --start "2017-03-31 06:58:42" --end "2017-03-31 07:05:00"

" 



TIMEZONE CHANGE VIA LOCATIOND
HINTS OF TIME CHANGES



TIMEZONE CHANGE VIA LOCATIOND
HINTS OF TIME CHANGES

• …many hundreds of entries later…

• Really only ~17 seconds

• Always look within context, even before/after hundreds of entries!



OTHER INTERESTING EXAMPLES



NETWORK USAGE
CONFIGD

log show --info --predicate 'senderImagePath contains[cd] 
"IPConfiguration" and (eventMessage contains[cd] "SSID" or 
eventMessage contains[cd] "Lease" or eventMessage contains[cd] 
"network changed")'



FIND USER DEVICES WITH SECD

log show --info --predicate 'subsystem contains[cd] "com.apple.securityd" and 
category contains[cd] "log"'



FIND USER DEVICES WITH SECD

log show --info --predicate 'subsystem contains[cd] "com.apple.securityd" and 
category contains[cd] "log"'



LOOK UP ‘os’ & ‘serial’ FIELDS



EXTERNAL MEDIA
MOUNT & UNMOUNT

log show --info --predicate 'subsystem = "com.apple.imagecapture" or 
processImagePath contains[cd] "fseventsd"'



EXTERNAL MEDIA
…OR PRINTERS AND PHONES!



EMAIL 
ACCOUNTS & SYNCING

log show --info system_logs.logarchive/ --predicate 'subsystem = 
"com.apple.mail" and (category = "AccountFetch” or category = 
"IMAPSyncActivity”)'



USER LOGINS 
via APPLE WATCH

log show --info system_logs.logarchive/ --predicate 'subsystem = 
"com.apple.sharing" and category = "AutoUnlock"'



USER LOGINS VIA APPLE WATCH
DEVICE INFORMATION

log show --info system_logs.logarchive/ --predicate 'subsystem = 
"com.apple.sharing" and category = "AutoUnlock" and eventMessage contains[cd] 
"Found Peer"'



REFERENCE MATERIALS

• man log on macOS

• https://developer.apple.com/videos/play/wwdc2016/721/

• https://developer.apple.com/reference/os/logging

• http://devstreaming.apple.com/videos/wwdc/2016/721wh2etddp4ghxhpcg/721/721_unified_logging_and_activity_tracing.pdf

• http://devstreaming.apple.com/videos/wwdc/2014/714xx1h4szxdnyz/714/714_fix_bugs_faster_using_activity_tracing.pdf

• https://developer.apple.com/library/content/documentation/Cocoa/Conceptual/Predicates/AdditionalChapters/Introduction.html

• https://developer.apple.com/library/content/documentation/Cocoa/Conceptual/Predicates/Articles/pBNF.html

• https://eclecticlight.co/2016/10/17/log-a-primer-on-predicates/

• https://eclecticlight.co/2016/10/01/using-the-logs-in-sierra-some-practical-tips/

• https://eclecticlight.co/downloads/

• https://www.objc.io/issues/19-debugging/activity-tracing/

• https://github.com/mac4n6/Presentations/blob/master/Analysis%20and%20Correlation%20of%20Mac%20Logs/Analysis_and_Correlatio
n_of_Mac_Logs_2016.pdf


