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Uld-school malware

o I =
> rc.common persistence . 1

» Add malicious code to the end of
setc/rc.common

» MacDounloader unused code:

» if cat rsetcsrc.common | grep #@: then
sleep 1: else echo "sleep #d && 0 & >>
setcsroc.common: f1

» Does not work in Lion (05 X 10.7) or higher



Uld-school malware
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> CYrom

» Found in recent USearch (aka Pirrit) variant

» S sudo crontab -1
20 »* =» % =*= sLibrary-sstateliness. hur
statel iness.hu cr
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Old-school maluware

» Uirusest?

> "A virus operates by inserting or
attaching 1tself to a legitimate program
or document [...] in order to execute
its code.m1

£
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» None currently active on Macs

» Cases where maluware was added to an
existing app were done manually, not
automatically

1 - https: s us.norton.comnsinternetsecurity—malware-what-izs-a-computer-virus.html



Mac viruses’
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» Code =signing theory

» Cryptographically sign an app with private
key

> If app is modified, code signature becomes
invalid

> App with invalid signature should not be
allowed to run



& Mac viruses’

.

> Apple tools that give information about code
signatures:

» codesign
> spctl
» Third-party apps:

> What’s Your Sign? (Objective-See.com)

> RB App Checker Lite (Mac App Store)


http://Objective-See.com

Mac viruses’s

> Are viruses impossible on modern macO3, due to
code signing?

> Unfortunately, no.

> Why not? Let’s look at how code signing works.

l n




"bad" is damaged and can’t be opened. You

should move it to the Trash.
Safari downloaded this file today at 10:11 PM.

Cancel







Lode signing on HMac
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> Apps are 'guarantined” when downloaded

» Gatekeeper only checks code signature for
gquarantined apps

> After opening, guarantine flag is removed

» Code signature is never checked again!t

Ty




Time for mischiet?

» Maluare almost always wants persistence
» Maluare almost always wants to be hidden

» Achieve both by infecting apps that are no
longer quarantined!?

> Malicious code will run every time an infected
app 1= opened

=



® O = good ® O = good
Name Date Modified Name Date Modified

v Contents May 7, 2012, v Contents May 7, 2012,
_CodeSignature May 7, 2012, ) _CodeSignature May 7, 2012,

@ Info.plist May 7, 2012, @ Info.plist May 7, 2012,
MacQOS Today, 6:50 MacQOS Today, 6:50

M good May 7, 2012, May 7, 2012,

Mo
Pkginfo May 7, 2012, B good ﬁ May 7, 2012,
Resources Jan 8, 2013, Pkginfo . May 7, 2012,
Resources Jan 8, 2013,







O @® Activity Monitor (All Processes)
T v VB Memory Energy Disk  Network Q~goo

Process Name % CPU CPU Time Threads Idle Wake Ups PID User

>

2 good il 0.3 0.11 4 13 50089 thomas

>

©) good W Mag . 0.0 0.23 4 1 50091 thomas

*Malicious process

4.74% CPU LOAD Threads
2.00% Processes:
93.27%

A




You have dysentery.




How hard 1s this’
= i

» Not very?
» 22 lines of Swift code - malicious executable
» 18 lines of Apple3cript - dropper part 1

> 16 lines of shell script - dropper part 2



Chess quit unexpectedly.

Click Reopen to open the application again. Click Report
to see more detailed information and send a report to
Apple.

lgnore Report... Reopen




Something has modified Pacifist's
application bundle. The application could be
damaged, or could be infected by a virus.

Please download an unaltered copy of
Pacifist.

OK




Fotential gilveaways

» Doubled Dock icons
> Malicious process shows as bouncing icon
> 0Original process appears normally

» Can be prevented




Fotential gilveaways

» Tuo processes in Activity Monitor
» Two processes in ps output

» Could make this less suspicious fairly easily

= thomas — -bash — 53x5

Hyperion:~ thomas$ ps -axo command | grep good.app .
/Applications/good.app/Contents/Mac0S/good
/Applications/good.app/Contents/Mac0S/0

grep good.app
Hyperion:~ thomas$



Demo time. ..



How to detect

> Use spctl]l to verify signature

Good signature: -5

%y thomas — -bash — 80x5

Hyperion:~ thomas$ spctl --assess --verbose=4 /Applications/good.app
/Applications/good.app: accepted

source=Developer ID

Hyperion:~ thomas$

Bad =signature:

) thomas — -bash — 80x5
Hyperion:~ thomas$ spctl --assess --verbose=4 /Applications/good.app
/Applications/good.app: code has no resources but signature indicates they must
be present
Hyperion:~ thomas$

] B



How to detect

» Use osquery to check signature

, 2y thomas — -bash — 80x10
Hyperion:~ thomas$ osqueryi --line 'select * from signature where path="/Applicdlg

tions/good.app
path = /Applications/good.app
signhed = 1
identifier = com.thesafemac.good
cdhash = 7bdebb6406c5148f5b055971af11864da4633d40
team_identifier = DKYMKWTFCU
authority = Developer ID Application: Thomas Reed (DKYMKWTFCU)
Hyperion:~ thomas$



How to detect

» Use osquery to check signature
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%y thomas — -bash — 80x10

Hyperion:~ thomas$ osqueryi --line 'select * from signature where path="/Applica

tions/good.app
path = /Applications/good.app
signhed = 0
identifier = MalTest-55554944f1486d7a59f535fabef31b690dbbc92b
cdhash = 93¢c51b7dc46ca82eba78e@0b93685¢ccb914757b6
team_identifier =
authority =
Hyperion:~ thomas$



Froblem. ..

> What if the dropper re-signs the app with a
different certificate’
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, , % thomas — -bash — 80x9 n ak
Hyperion:~ thomas$ osqueryi --line 'select * from signature where path="/Applica
tions/good.app""’
path = /Applications/good.app
signhed = 1
identifier = com.goomba.good
cdhash = 93c¢51b7dc46ca82eba78e@0db93685ccb914757b6
team_identifier = ABCDEFGHIJ]
authority = Developer ID Application: Joe Smith (ABCDEFGHIJ)
Hyperion:~ thomas$



Maughty or nice’

» Pos=sible =solution: 3Santa
hitps:/70ithub.conmsgooglessanta

» Use in lockdoun mode to allow only whitelisted
apps to run

> Modified apps will be blocked



https://github.com/google/santa

Santa

The following application has been blocked from executing
because its trustworthiness cannot be determined.

Application good

Filename good
Path
Publisher

Identifier

Parent launchd (1)

User test

Prevent future notifications for this application for a day

Ignore




Maughty or nice’

¥

» Cons: -

» Pros:

> Difficult to bypass

> Whitelisting will keep you jumping with
uszer requests?t

» Unrealistic for certain users (erq,
developers)

o







Bonus points
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