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Outline
Need for macOS Threat Hunting 🏹 

macOS Attack Landscape 🖥☠ 
Hunt Methodology 🧠 

Tools & Data 🛠 
Adversary Techniques/Detections 🔬🎯 

Threat Hunting Demo 📽
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Macs Are Getting Attacked
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Threat Hunting
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Actively searching for malicious activity in the environment 
that has evaded current in place defenses.
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“Fundamentally, if somebody wants to get in, they’re getting in… 
accept that. What we tell clients is: ‘Number one, you’re in the 
fight, whether you thought you were or not. Number two, you 

almost certainly are penetrated.’”   
-Michael Hayden (Former Director of NSA and CIA) 



How can we detect attacker’s behaviors  
and activity post-compromise ? 
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Hunt Methodology



Creating A Minefield
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Show Me The Data 
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Show Me The Data 
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Top ATT&CK MacOS Data 
Sources
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Process Monitoring 88

File Monitoring 59

Process Command Line 45

Process Use of Network  30
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•Kernel Extension 
•Application Whitelisting via Whitelisting/Blacklisting 
•Process Monitoring

Google Santa
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•Sysmon for Macs 
•Logging of persistent items 
•Process Monitoring

XNUmon
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•File Integrity Monitoring 
•Scheduled queries (Enterprise sweeps) 
•Yara Scanning 
•Process Monitoring

Facebook osquery



Persistence
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LaunchAgents & LaunchDaemons
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📂💻

📂

launchd

,

Load: 
/System/Library/LaunchDaemons/ 

/Library/LaunchDaemons/

Load: 
/System/Library/LaunchAgents 

/Library/LaunchAgents 
User’s individual Library/LaunchAgents
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Hypothesis: An attacker has compromised at 
least one system and is persisting via a Launch 

Agent or Launch Daemon.



select * FROM signature s  
JOIN launchd d ON 

d.program_arguments = s.path  
WHERE d.name LIKE ‘com.apple.%’  

AND  
signed=0 AND d.run_at_load=1;
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Hypothesis: An attacker has compromised at least 
one system and is persisting via a SIGNED Launch 
Agent or Launch Daemon in which the associated 

binary is NOT signed by Apple.
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select * from signature s  
JOIN launchd d ON d.program_arguments = s.path  
WHERE d.name like ‘com.apple.%’ and signed=1  

AND authority!=’Software Signing’  
AND d.run_at_load=1; 
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select * from signature s  
JOIN launchd d ON d.program_arguments = s.path  
WHERE d.name like ‘com.apple.%’ and signed=1  

AND authority!=’Software Signing’  
AND d.run_at_load=1 AND 

 arch=’i386’; 



Privilege Escalation
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Hypothesis: An attacker has compromised at 
least one system and has escalated privileges 

through the use of sudo.
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Baselining of the use of sudo in the environment. 

Use of /usr/libexec/security_authtrampoline



Defense Evasion
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File Quarantine

!37



Gatekeeper
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XProtect
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System Integrity Protection
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Gatekeeper Bypass
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Hypothesis: An attacker has compromised at 
least one system and is attempting to evade 
defenses, specifically SIP and/or Gatekeeper.
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select * from sip_config  
Where config_flag=‘sip’  

and enabled = ‘0’;

select * from gatekeeper 
where 

assessments_enabled=‘0’;
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Real Time via Process Monitoring: 

• Baseline use of curl, python, wget for attempts to download 
files. 

• Monitor for use of spctl to disable Gatekeeper. 
• Monitor for use of xattr with parameters of -d -r to remove 

attributes.
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🖥 AttackerXNUmon



Hypothesis: An attacker has compromised at 
least one system and executing malicious code 

via AppleScript.



Demo



Credits/Resources

*OS Internals Volume III - Security & Insecurity 
objective-see.com 

https://isc.sans.edu/forums/diary/Crypto+community+target+of+MacOS+malware/
23816/ 

https://support.apple.com/en-us/HT201940 
https://thehackernews.com/2017/02/mac-osx-macro-malware.html 

https://blog.malwarebytes.com/threat-analysis/2018/10/mac-cryptocurrency-ticker-
app-installs-backdoors/
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http://objective-see.com
https://isc.sans.edu/forums/diary/Crypto+community+target+of+MacOS+malware/23816/
https://isc.sans.edu/forums/diary/Crypto+community+target+of+MacOS+malware/23816/
https://support.apple.com/en-us/HT201940


Q&A
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@rrcyrus


