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So far we've talked a lot about the OS security of Mac.!
But what's Apple's hardware story?
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Apple Is no stranger to deep hardware change when!
needed. The first Macs ran on Motorola 68k processors.
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To keep up with their speed needs, they later switched to!
PowerPC processors with emulation providing 68k support.



Then they spent a little time making fun of the!
competition ..
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. before SW|tch|ng to praising them adopting Intel as the!
|new CPU and again relying on emulation during transition.

.
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So what has the mothership been doing lately?
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For starters, their work on ARM looks pretty nice!
these days.



.. but since late 2017!







.. Apple has been introducing alien devices!
to the world - Secure Boot Macs with the T2 chip.
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"It Just Works"















Previous generation Macs were wired more like this, with!
storage and externals mostly routed directly to the CPU.






But with the T2, large portions were re-wired and routed
through 1t. The T2 now controls access to these things.






And with control of storage (where the OS lies) the T2 Is!
now In full control of Mac start up and boot processes.







































Booting Secure

michaellynn.github.10/2018/07/27/booting-secure



Booting Secure
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www.apple.com/mac/docs/Apple T2 Security Chip Overview.pdf

Apple just recently released this overview of the T2.!
Everyone here should read this.






In It, they provided the first documented boot chain!
diagram of T2 devices. And they Included a new detalil.



T2 devices are using eSPI now to deliver Apple's EFI
Implementation to the Intel side of the Mac.












This means they are no longer reading EFI firmware from!
a physical SPI but instead dynamically at every boot.



IM4AM

The T2 validates the firmware of the machifé and send it!
to be loaded. It's the firmware that performs sig checks.



IM4AM

The T2, while gatekeeper of storage access, doesn't ever!
truly read the "Mac" side of the SSD.
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ts job is to validate the root of the boot chdih. Once EFI!
loads, a T2 Mac Is In many ways similar to prior models.
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Remember this diagram?! MM

Guess what else needs personalization.



Personalized!

IM4AM

That's right - bridgeQOS itself.! MaM



Personalized!

IM4AM

And bridgeOS doesn't honor your Secure Boot settings for!
disabling Secure Boot. It will *always* want to personalize.



Personalized!
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This means if you work in a shop where outbound network!
connections to Apple are blocked (gov/prod Cl ...) ..



Personalized!

IM4AM

.. your new Macs will likely never be able to'tipdate. What is!
the better security: Blocking Apple? Or not updating?



I'm sure as heck glad | don't
nave to provision these!



.. | have presents for you!
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I1. Talk To Your Admins!
I2. Get a Secure Boot Mac!
3. PRK key escrow / IRK
4. Firmware password!
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thank you!



thank you!
(questions?)



