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Former Abertay 
Hackers Vice Gaffer
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"I'm not a 
cryptographer, I just 

encrypt a lot"
- @isislovecruft
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No l33t 0day 
!
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High level understanding of 
modern macOS security 

technologies and mechanisms
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Questions?
Shout them out!

(Remind me to repeat the question for the recording 
!

)
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Contents
• Gatekeeper 

!

• Disk Encryption (FileVault 2) (APFS) 

"

• System Integrity Protection (SIP)

• Firmware (eficheck)

• Secure Boot (T2 Chip) 

#

• Security Tools 

$

• mOSL (macOS Lockdown)
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macOS Mojave
(10.14)
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Windows vs. macOS
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Gatekeeper 
!
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Quarantine 
!
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Gatekeeper 
!
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Entitlements 
!
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Translocation 
!
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XProtect
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Malware Removal 
Tool (MRT)
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FileVault 2 
!
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FileVault 2
• Volume level encryption1

• 128 bit AES-XTS

• On by default2

2 Escrow to iCloud by default

1 AKA Full Disk Encryption
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Filesystem 
!
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Hierarchical File 
System + (HFS+)

Circa 1998
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Apple Filesystem 
(APFS)
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System Integrity 
Protection (SIP)
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SIP: What
• Protect OS on disk & at runtime
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SIP: How
• Limit power of root

• Reduces to a sandbox policy that applies to the whole 
system
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SIP: Why
• Most Macs are single user systems with root privileges

• Malware one password or LPE away from full control
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Kernel exploits ain't 
nuthing ta fuck wit
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SIP: Overview
• System Locations can't be written to

• System Processes can't be interfered with

• Kernel Extensions (kexts) must be signed
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SIP: Filesystem Protections

System Only Available to Devs

/System [~]/Library

/usr /usr/local

/bin /Applications

/sbin
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SIP: Runtime 
Protections
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SIP: Runtime Protections
• restricted flag 

• Can't fork & exec

• Can't inject libraries

• No Dtrace

• No debugger attachment

• Can't kill 
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SIP: Configuration
csrutil
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SIP: Configuration
• csrutil enable --without3

• kext

• fs

• debug

• dtrace

• nvram

3 Undocumented argument, caveat emptor 
!

@0x0304 51

https://twitter.com/0x0304
https://twitter.com/0x0304


SIP: Configuration
nvram csr-active-config
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Enhanced Runtime
AKA 3rd Party SIP
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Enhanced Runtime
• Opt in

• Protections similar to system binaries

1. Code Signing

2. Debugging

3. Resource Access

• Opt out via entitlements
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Firmware
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(U)EFI
(Unified) Extensible Firmware 

Interface
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Thunderstrike 1 & 2
Trammell Hudson, Xeno Kovah & 

Corey Kallenberg
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Thunderstrike 1
1. EFI validity only checked by a software CRC32 

!
 

2. Update is bless'd 

"

3. "recovery mode boot"

• Flashing code run at same time Option ROMs loaded

4. Option ROMs can overwrite EFI 

#
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Thunderstrike 2
1. Get r00t 

!

2. Load kernel module to access RAM

3. Hook the S3 Sleep/ Resume script4 

4. Unlock EFI Flash (FLOCKDN) 

"

5. Overwrite EFI 

#

6. Write payload to all connected thunderbolt devices 

$

4 Not always necessary 
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Dark Jedi
Rafal Wojtczuk, Corey Kallenberg
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Dark Jedi
1. Close MacBook

2. Open MacBook

3.

!
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Overwrite EFI from userland

@0x0304 62

https://twitter.com/0x0304
https://twitter.com/0x0304


Mitigations 
!

Modern Mac EFI Security
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OptionROM Loading
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OptionROM Loading
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eficheck

• Added in High Sierra (10.13)

• Runs weekly

• Corey Kallenberg & Xeno Kovah

• /usr/libexec/firmwarecheckers/eficheck/eficheck
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eficheck

$ /usr/libexec/firmwarecheckers/eficheck/eficheck --integrity-check
EFI Version: MBP133.88Z.0247.B00.1806261159
Primary allowlist version match found. No changes detected in primary hashes. 
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eficheck: T2 Macs
$ /usr/libexec/firmwarecheckers/eficheck/eficheck --integrity-check
ReadBinaryFromKernel: No matching services found. 
Either this system is not supported by eficheck, or you need to re-load the kext
IntegrityCheck: couldn't get EFI contents from kext
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T2
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T2: What?
• Repurposed Apple A10

• "Security Coprocessor"

• Secure Boot

• Full disk encryption
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T2: Where
• iMac Pro (2017)

• MacBook Pro with Touch Bar (2018)
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T2: Secure Boot
• Full Security5 (Default)

• Ensures your OS is trusted by Apple

• Medium Security

• Ensures that the OS has been signed by apple

• No Security 

5 Requires internet connection
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T2: Disk Encryption
• Hardware accelerated AES

• Automatic disk encryption6

• Tied to a 256-bit AES key burned into your T2

6 Still need to enable FileVault
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Security Tools
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"continually monitors common persistence locations and 
displays an alert whenever a persistent component is added"

objective-see.com/products/blockblock
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"monitors mic and webcam, alerts the user when the internal 
mic is activated, or whenever a process accesses the webcam."

objective-see.com/products/oversight
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obdev.at/products/littlesnitch

@0x0304 78

https://www.obdev.at/products/littlesnitch/index.html
https://twitter.com/0x0304
https://twitter.com/0x0304


Anti-Virus?
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mOSL
(macOS Lockdown)
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Demo 
!
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Open Source 
!

github.com/0xmachos/mOSL
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Questions?
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