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BAD THINGS IN SMALL 
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JARON BRADLEY, SENIOR RESEARCH DEVELOPER

CVE-2019-8561

Impact: A malicious
application may be able 
toelevate privileges

Description: A logic issue was
addressed with improved

validation.
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PKG FILE

Distribution Resources

name.pkg

BOM PackageInfo

Scripts

preinstall postInstall

Payload
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PKGUTIL
Important Commands

• pkgutil --expand <package_name> <tmp dir> 
• pkgutil --flatten <tmp dir> <package_name>



VIDEO DEMO
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BUILDING A PKG INJECTOR
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BUILDING A PKG INJECTOR
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DEMO OF PKG_INJECTOR
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BYPASSING (SOME OF) SIP
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PRO_VIDEO_FORMATS
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A SIMPLE TEST



2018 CROWDSTRIKE, INC. ALL RIGHTS RESERVED. 

FIRST ATTEMPT
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FAIL ☹
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WHAT WENT WRONG?
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SYSTEM_INSTALLD
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WHAT WENT WRONG?
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WHAT DOES SUCCESS LOOK LIKE?
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TAKE 2
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SUCCESS!
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BRINGING IT ALL TOGETHER  
DEMO


