
Detecting macOS 
Compromise with Venator



HELLO!
I am Richie Cyrus
Defensive Services Team @ SpecterOps
Former Detection & Response @Apple
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The number of macOS systems in the 
enterprise is growing.
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macOS malware is alive and trending 
upward.
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Defensive controls will eventually fail or 
be bypassed.
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INTRODUCING
VENATOR
A macOS tool for 
proactive detection of 
malicious activity.
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Launch Agents
Browser Extensions

Launch Daemons

Event Taps
Applications

Env VariablesCron Jobs

Bash History
Gatekeeper Status

SIP Status Login Items

System Info

Network Connections
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External Log Shipping
Support for sending 
output .JSON files to 
external location (ie. 
Amazon S3 bucket)

Future Updates
Additional Modules
Downloaded files, .bashrc, 
File in /tmp, and more!
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Any questions?
You can find me on Twitter:
@rrcyrus
@SpecterOps
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