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What & Why?
■ Scope

– macOS 3rd Party Monitoring 
Software
■ Objective-See
■ Little Snitch
■ Sophos
■ iStat Menus

■ Data Sources
– Application Logs
– System Logs (Unified Logs)

■ Different Investigative Uses

■ Device Usage & State

■ Processes & Applications Usage

■ Location

■ Network Activity

■ Software Installations

■ Attached Volumes

■ File Downloads

■ Disk Usage

■ Web Browsing



OBJECTIVE-SEE  
DO NOT DISTURB



Objective-See – Do Not Disturb
Enable or Disabled – Unified Logs
■ log show ---info --predicate 'eventMessage contains ”DND”’



Objective-See - Do Not Disturb
Laptop Lid State
■ /Library/Objective-

See/DND/DND.log

■ Potential Session Usage 

■ Device Use Frequency



Objective-See - Do Not Disturb
USB & Volumes
■ /Library/Objective-See/DND/DND.log

■ USB Usage….however not all 
usage…only the first 3 minutes



Objective-See - Do Not Disturb
Application Usage & Processes
■ /Library/Objective-See/DND/DND.log

■ Only the first 3 minutes…



Objective-See - Do Not Disturb
User Authentication
■ /Library/Objective-See/DND/DND.log



Objective-See - Do Not Disturb
Downloaded Files
■ /Library/Objective-See/DND/DND.log

■ Previously Existing Files, Application Usage, Mail Attachment Opening

🔍



Objective-See - Do Not Disturb
Downloaded Files
■ /Library/Objective-See/DND/DND.log

■ Previously Existing Files, Application Usage, Mail Attachment Opening



OBJECTIVE-SEE  
BLOCKBLOCK



BlockBlock Alerts & Action
~/Library/Application 
Support/com.objectiveSee.BlockBlock/BlockBlock.log
■ …if logging is enabled



BlockBlock Alerts via Unified Logs



OBJECTIVE-SEE
LULU FIREWALL



Objective-See – LuLu Firewall
/Library/Objective-See/LuLu/LuLu.log

■ Firewall Status

■ Software Installation/Updates by User

■ Install Locations

■ Associated IP Address/Ports

■ Process IDs

■ Signing Information

■ Entitlements

■ Bundle Identifier



OBJECTIVE-SEE  
OVERSIGHT



Objective-See – Oversight
~/Library/Application Support/Objective-See/OverSight/OverSight.log



LITTLE SNITCH 
NETWORK MONITOR



Little Snitch - Network Monitor
~/Library/Logs/Little Snitch Network Monitor.log

🔍



Little Snitch - Network Monitor
~/Library/Logs/Little Snitch Network Monitor.log



SOPHOS
ANTIVIRUS



Sophos - Files & Volumes
/Library/Sophos Anti-Virus/events.db



Sophos – Network Connections
/Library/Logs/SophosDiagnostics*.gz

🔍



Sophos – Network Connections
/Library/Logs/SophosDiagnostics*.gz



Sophos – Web Visits
/Library/Logs/SophosDiagnostics*.gz



Sophos – Processes
/Library/Logs/SophosDiagnostics*.gz

🔍



Sophos – Processes
/Library/Logs/SophosDiagnostics*.gz



ISTAT MENUS
SYSTEM MONITOR



iStat Menus – Sleep & Showdown Status
/Library/Application Support/iStat Menus 6/uptime.db



iStat Menus – Network Usage
/Library/Application Support/iStat Menus 6/bandwidth.db



iStat Menus - Sleep & Wake
/Library/Logs/
iStat Menus /Daemon/ 
iStatMenuDaemon*.log



iStat Menus 
Power Status
■ ~/Library/Application Support/iStat

Menus/databases/iStatMenusStatus.db

■ Also:
– Battery Percentage by 
■ Hour
■ Day
■ Week
■ Month 



iStat Menus – Disk Status
~/Library/Application Support/iStat Menus/databases/iStatMenusStatus.db

■ By Hour, Day, Week, & Month



iStat Menus – Location
~/Library/Logs/iStat Menus/iStat Menus 
Status/status.log & Unified Logs

■ Longitude, Latitude



iStat Menus – Location
~/Library/Logs/iStat Menus/iStat Menus Status/status.log
& Unified Logs

■ Stored as Longitude, Latitude

Detailed weather data in NSKeyedArchiver Plist: ~/Library/Caches/iStat Menus/Weather/-7/data.cache



iStat Menus – Location
~/Library/Logs/iStat Menus/iStat Menus Status/status.log
& Unified Logs

■ Stored as Longitude, Latitude

Detailed weather data in NSKeyedArchiver Plist: ~/Library/Caches/iStat Menus/Weather/-7/data.cache



Merci!
■ Different applications log different data – some better than others.
■ Your (sometimes sensitive) data are my investigative pivot points.

– How were you using your system?
– When were you using your system?
– Did you download anything, was it malicious, did you install it anyway?
– What volumes did you have access to?
– Where were you?

■ Twitter: @iamevltwin

■ Blog & Presentations - mac4n6.com
■ Take a class! Mac and iOS Forensic Analysis & Incident Response 

– for518.com 


