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• Who makes Mac malware, and why?

• Attribution challenges

• Does this presentation help the bad guys?

• Why does attribution matter?

• 5 case studies (the fun stuff! 😈)

Fun with Mac Malware Attribution



• Past:

• Now:  
 

Who makes malware? Why?

💰
🤔😎

*monetary or political motivations

*curiosity or self-aggrandizement



• Some are just sneakier

• False flags

• Code reuse

Attribution Challenges



No.
Will this help the bad guys?

      *
*Plenty of DFIR and OSINT resources go deeper on these topics.



• Huge demotivator for potential  
malware makers

• …But don’t dox people

Why attribution matters



The Good Stuff  

😈



Coldroot RAT



Coldroot RAT



Coldroot RAT



Coldroot RAT

coldroot․com from about Nov 2015 to Aug 2016:

*The colored bubbles are 
links to his LinkedIn, 
YouTube, Google+, and 
Facebook, all of which 
used his hacker nickname, 
Coldzer0.



Coldroot RAT

coldroot․com from about Nov 2015 to Aug 2016:

*He had previously been called out by name on another site a couple years earlier.
Intego published a report about Coldroot RAT, mentioning its developer, which led to an… 



Coldroot RAT

coldroot․com from about Nov 2015 to Aug 2016:e-mail from Mohamed Osama:



Coldroot RAT

coldroot․com from about Nov 2015 to Aug 2016:

🧐



Coldroot RAT

*To this day, he still uses the nickname Coldzer0 together with his real name.



Operation AppleJeus



Operation AppleJeus

*“Broox” with an x is an extremely 
uncommon and possibly made up surname, 
but another developer’s name surfaced…



Operation AppleJeus

*Walliy!



Operation AppleJeus

*Within minutes of when 
the Windows version 
was compiled, it was 
uploaded to VirusTotal, 
where two people rated 
the file as Safe:

• John Broox
• Walliy Darwish



Operation AppleJeus

*If he’s real, it’s 
unclear whether he 
knew about the 
connection with 
Lazarus Group 
before writing code 
for CelasTradePro, 
or whether he was 
unknowingly hired 
by a threat actor 
and deceived into 
making software 
that would be 
subsequently 
exploited and 
Trojanized. &

*Being a third-
degree LinkedIn 

connection 
seemed to give 
slight credence 

to the possibility 
that he may be a 

real person.



CreativeUpdater

❗ {         }



CreativeUpdater

*Little info about “Ramos Jaxson” has been found to date, but another dev’s name surfaced…



CreativeUpdater
tiagomateus1985 tiagobrandaom

tiagobrandaomateus



CreativeUpdater

tiagobrandaomateus

*Patrick asked…

tiagomateus1985 tiagobrandaom



CreativeUpdater
tiagomateus1985 tiagom

tiagobrandaomateus



CreativeUpdater

*We know Tiago registers domains (he did for CreativeUpdater), so “tigdesigner” seemed worth investigating.



CreativeUpdater



CreativeUpdater

⬅ Birthday in Portuguese



CreativeUpdater

☎

*Searching public docs, found home address, phone number, several businesses and 
domains he manages, and a 6-character password he’s used. 



Pirrit

*Pirrit is harmful adware. (Credit to Amit Serper for this research)



Pirrit

*The dev’s real name was embedded in the metadata of a .tgz archive dropped by the malware.



Pirrit

*Not wanting to make the same mistake twice, the dev started using an account named…



Pirrit
*…Batman!



Pirrit

*A different Pirrit dev later applied for a job where Serper works.



Fruitfly

* The FBI tracked down 
Phillip R. Durachinsky, the 
creator of the Fruitfly (aka 
Quimitchin) malware, which 
Durachinsky had been using 
for 14 years to spy on 
victims in the U.S.  Although 
not all of the FBI’s research 
methodologies are known to 
the public, it is clear that they 
have a lot more resources 
than the average malware 
researcher. Durachinsky is 
still awaiting trial.



The Lesson

©Fox
*“Kids, you tried your best, and you failed miserably. The lesson is: never try.” –Homer J. Simpson

  https://youtu.be/F6uUY-BNLbY

https://youtu.be/F6uUY-BNLbY


• New white paper has all the links!

• The Mac Security Blog :  intego.com/mac-security-blog 

Resources

• Fred Blaison, Amit Serper, Patrick Wardle, Thomas Reed, Arnaud Abbati, 
and Nicholas Ptacek for their research and/or feedback 

Thanks!

https://www.intego.com/mac-security-blog/


Questions?

Josh Long • jlong@intego.com 
@theJoshMeister  •  thejoshmeister.com 

https://twitter.com/theJoshMeister
https://www.thejoshmeister.com


• Apple juice/apples image by Phongnguyen1410; CC-BY-SA-4.0

• Pirrit screenshots from Amit Serper’s RSAC 2017 slides (PDF)

• Fruitfly image by Katja Schulz via Wikimedia Commons; CC-BY-2.0

• All other images, logos, etc. are the property of their respective owners
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