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WHO AM 17

Cody Thomas - @its_a_feature

e Operator / Instructor at SpecterOps
e Open Source Developer

o Apfell - Red Team C2 Framework

o Bifrost — Kerberos Manipulation

o Orchard — Open Directory Access

o GitHub: https://qithub.com/its-a-feature



https://github.com/its-a-feature

OVERVIEW

e Brief intro to Kerberos
o Whatis it/ How does it work / Why do we care?

o Attacking Active Directory Kerberos from macOS
o Credential Storage / Theft

o Common Attacks

e Other Kerberos details on macOS
o LKDC
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KERBEROS INTRODUCTION

A brief overview




KERBEROS 101

e What is Kerberos?
o Authentication mechanism invented by MIT in 1980s

o Designed for use on insecure networks

o Uses math and cryptography to provide strong guarantees
o Based on a client/server model - stateless

o Uses ASN.1/DER encoding of data

o Scoped to ‘realms’ of authentication

e Many implementations
o Traditional MIT (with plugins)

o Windows

o macOS




KERBEROS 101 —AUTH STEPS

1. Client and Key Distribution Center (KDC) have shared secret
o Think of the KDC like an all-knowing PKI management server

2. Client makes a request to the Authentication Server (AS) to be

authenticated with the shared secret — i.e. an AS-REQ
o AS forwards request to the KDC, typically these are the same machine

3. AS responds with a ticket to the krbtgt SPN and encrypts a portion
with the krbtgt hash. This ticket is called a Ticket Granting Ticket
(TGT). This is an AS-REP.

o The TGT proves you are who you say you are to the KDC because of the
encrypted portion

o Think of this like a new username/password combination



KERBEROS 101 —AUTH STEPS

4. Client presents their TGT to the Ticket Granting Service (TGS) and
reguests to speak to a specific service —i.e. TGS-REQ

5. TGS responds with a ticket to the service and encrypts a portion with

the service account’s hash (another shared secret)
o This is a TGS-REP. The ticket is a Service Ticket

6. Client presents Service Ticket to the service and requests services

7. Service checks ticket to determine if the client Is authorized for access
o Service validates the ticket due to the shared secret the service has with the KDC



KERBEROS 101 - EXTRAS

e The KDC is bound to a ‘realm’ that it knows about
o In Windows, this is the Fully Qualified Domain Name (FQDN) of AD

o Technically, can be anything though

e Tickets have expiration times
o Tickets can potentially be renewed or revoked

e Services are requested via Service Principal Name (SPN)
o A combination of the service and the computer that hosts the service

o Must be an exact match (no IP addresses, use hostnames)



KERBEROS — WHY CARE?

As a Red Teamer:

e User passwords only get you so far
o Sometimes hard to get on macOS

Cody Thomas

@its_a _feature_

What's the percentage of red teaming or
pen testing environments you've been in

Kerberos tickets are just as valuable that have AD joined Mac machines? If
° Pote ntiaIIy less protected you have a specific number you can call
e 3 out, even better!
More moving pieces makes T
it harder to change
-25-50%
As a Blue Teamer: B sors%
e More authentication logs for correlation B 7s-100%
e More credential material to track A

e You might be using it and not even know it

9:47pm - 30 Oct 2019 - Twitter for iPhone
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WINDOWS ACTIVE DIRECTORY & HEIMDAL

A case study in Windows attacks from a macOS perspective




WHAT / WHO IS HEIMDAL?

« Heimdall in Norse Mythology guards the Bifrost (rainbow road) in
Asgard (where Thor, Loki, Odin, etc live)

* Heimdal is Apple’s slightly tweaked implementation of Kerberos

* \We’'ll cover those differences
as we go along

* This is Marvel’s version ->




HOW TO USE HEIMDAL

« macOS has a Kerberos framework we can import into XCode

« Throughout these slides we’ll use these API calls in Objective C
» There are other implementations out there in scripting languages

« According to Apple, all 3" party scripting languages should be removed
soon "™, so we should pretend they’re already gone from a Red Team

perspective
« We will manually craft the network traffic to TCP port 88

« We will use the user TEST\test_lab_admin in the test.lab.local
domain on the spooky.test.lab.local computer
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HOW TO USE HEIMDAL

g8 < B bifrost <A> [H
] 1% bifrost < Resource Tags Build Settings Build Phases Build Rules
+ @ Filter

» Dependencies (0 items)

P Headers (16 items) X
> Compile Sources (17 items) =
¥ Link Binary With Libraries (3 items) x
Name Status
B tiosst.a Required O
. libcrypto.a Required _
B Kerberos.framework Required O

+ Drag to reorder linked binaries



STAGE 1 - THE SHARED SECRET

1. Client and Key Distribution Center (KDC) have shared secret

 In Windows, you don’t send your password around, you use a hash

 Active Directory knows this hash, not your plaintext password

« AD knows many hashes of your password to be able to support a wide
range of system versions

« We need to convert our password to a hash, but what kind?
« RC4, AES128, AES256, DES3, etc



STAGE 1 - THE SHARED SECRET

« Heimdal has us covered:
krb5 c _string to_key(context, ENCTYPE, &password, &salt, &newKey);

 ENCTYPE
- ENCTYPE_ARCFOUR_HMAC — unsalted NTLM
« ENCTYPE_AES128 CTS HMAC_SHA1 96 — salted AES128
- ENCTYPE_AES256_CTS_HMAC_SHA1 96 — salted AES256

« Salt?
* If normal account: DOMAINFODNusername
* If computer account: DOMAINFQDNhostusername.domainfqdn

* RC4 hashes are so enticing because they're and are
easier to crack
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STAGE 1 - THE SHARED SECRET

/ JActive Directory/TEST application password Mar 7, 2020 at 11:17:56 AM  --
LN N [Active Directory-/"rE»ST | ' . If you;re CuriOUS hOW tO
Attributes | [EAGCRSS CONMEN ~get your computer$
shared secret, you can
Name: [Active Directory/TEST . . .
/ _ reveal it with admin
Kind: application password .
fapp credentials from the

e SYSTEM Keychain
Where: /Active Directory/TEST
Comments:  Found under
/Active Directory/
NETBIOS Name

» Also found via dscl
(Open Directory)

v Show password: *kwMY8FndnEPEKw



STAGE 1 - THE SHARED SECRET

spooky:Desktop test_lab_admin$ ./bifrost —-action askhash -username test_lab_admin -password 'Nimda_bal_tset3#' -domain test.lab.local
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Usernamed test lab admin [spooky:Desktop test_lab_admin$ ./bifrost -action askhash -username spooky$ -passworc

Password: Nimda_bal_tset3# - e =
Domainr: TEST 1 AR INQAI

Salt: TEST.LAB.LOCALtest_lab_admin

Keys:

AES128: 1CFE2EA9167043CD159D0810F985573F

AES256: 43E79B64@078E3D937F761A7ES2FF10C68DBY

RC& : DEA90156C04183ABODBSBDEC87A92A37
Username: spooky$
Password: "KwMYBFndnEPEKw
Domair\- TEQT | AR |1 NrAl

Salt: TEST.LAB.LOCALhostspooky.test.lab.local

Keys:

AES128: ED2ESDBA6D6F4AEL49B3AB186FDABDYB

AES256: 29ECB29E9F117699FF3169F0F45E027C32C68EQQ4DAR00B2DIEBL95498C32DESS
RC4& : 34114C46FBZAOFFES986041247607935
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STAGE 1.5 — SAVING HASHES

» What if you can’t be bothered to keep typing your password each
time to generate that shared secret?

» Keytabs
» A table of keys associated with various accounts
» System generated (/etc/krb5.keytab)
* Your system has one for hashes of its own computer$ account
« Need to be root to access
» User generated
» Users can generate their own at any time (yikes!)



STAGE 1.5 — SAVING HASHES
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[*] Resolving default keytab path

[+] Successfully opened keytab

[+] principal: vnc/spooky.test.lab.local@PTEST.LAB.LOCAL
Entry version: é
Key enctype: aesl28
Key: ED2ESDBA6D6F4AE149B3A8186FDABDYB
L 7 PR PR MAAANA AR AN AN .AO.AN” PuaTr

[+] principal: spooky$SQ@TEST.LAB.LOCAL
Entry version: é
Key enctype: rcé4
Key: 34114C46FB2ABFFES9B60410474D7935
Timestamn: 2020-83-12 03:18:00 GMT

[+] principal: vnc/spooky.test.lab.local@TEST.LAB.LOCAL
Entry version: 6
Key :
Key: 29ECB29E9F117699FF3169FOF6550270320685904DA90020958695 98C32DES4
Timestamp: -03~

[+] principal: spooky$S@TEST.LAB. LOCAL
Entry version: 6

Key 2
Key: E9ECB29E9F117699FF3169FOF65EO2703206850060A9002D9EB£95698¢32DE5# l
TIma e P amen * " . .




STAGE 1 ATTACKS

* If you compromise the user’s plaintext password:
* You can generate their shared secret and continue the rest of the
process
* If you compromise the user’s / computer$ shared secret (hash):

* You can continue the process because the plaintext is only used to
generate the shared secret

 Typically called “Over-Pass-The-Hash” or “Pass-The-Hash” in windows
depending on if you're messing with LSASS

* If you get the user’s RC4 secret, you can attempt to crack it
 This allows you to “be” that user/account



Application 18 (©@x6A)
Sequence (8x30)
[1] INTEGER pvno (5)
21 TNTECER men_tuna [(10)
[3] PA-DATA (@xA3)
Sequence (0x30)
sequence (0x30)
[1] INTEGER pdata-~type (val 2 - krb5-padata-enc-timestamp)
[2] OCTET STRING (0x04)
Sequence (0x30)
[@] INTEGER enctype (18)
[2] OCTETSTRING (0x84) 56 bytes
SEquence \vxse)
[1] INTEGER (pdata-type 149) (KRBS-PDATA-REQ-ENC-PA-REP)
[2] OCTET STRING (@ bytes, so 8x84 08)
[4] KDC-REQ-BODY
SEQUENCE (@8x38)
[B] KDCOntions (KDC TKT COMMON MASK) (hitstrina nf I2hits)
[1] PrincipalName (cname) optional - client username
Sequence
[@] INTEGER (val 1) - means KRB5-NT-PRINCIPAL
[1] Sequence
General String (username)

enc value

REALM
GeneralString (realm)
PrincipalName (sname)
Sequence

[@] Integer (val 2) - MEANS krb5-nt-sry-inst

[1] Seguence

GeneralString (krbtgt)
GeneralString (realm)
Kerperosiime (Trom) {oprionat, SsKippea)
KerberosTime (till) (generalizedTime format like before, 0x18)
GeneralizedTime
KerberosTime (rtime - renew time) (optional, skipped)
GeneralizedTime (supplied in kinit request)
Uint32 (nonce) (random 4byte value)
Integer
- etype list in preference order

Sequence

Integer 18

Integer 17

Integer 16

Integer 23

[2]
(31

14)
(5]

[6]
[7]
[8]

ﬁ‘

STAGE 2 — AS-REQ
FOR TGT

Sending a request to the
Authentication Server (AS) for a
TGT

Uses ASN.1 Encoding for structure

Need to prove we know the secret
from stage 1 somewhere

« PADATA section for this called
PADATA-ENC-TIMESTAMP

You guessed it, we'll encrypt a
timestamp with the hash as proof



STAGE 2 - AS-REQ FOR TGT

 Remember: it all boils down to a ticket request with a few things:
 Who we are
* Proof of who we are
« What service we want a ticket for
* In this section, we request a ticket (TGT) that can be used with the Ticket
Granting Service ( )
« We say who we are and prove it with the encrypted timestamp

« TGT requests have a Service Principal of krbtgt for the realm



STAGE 2 - AS-REQ FOR TGT

NSDatax createPADataTimestamp(){
//sequence (0x30)
// [8] (exAel)
// GeneralizedTime (timestamp of now)
Atrv{

krb5_keyblock key; 1i

NSData* hexContents = dataFromHexString(hash);

key.length = hexContents.length; ‘& Implicit conversion loses integer precision: ‘h

key.magic = KV5M_KEYBLOCK;

key.enctype = enctype;

key.contents = malloc(key.length);

memcpy (key.contents, hexContents.bytes, hexContents.length);

size_t encrypt_length;

//kxrb5_c_encrypt_length(krb5_context context, krb5_enctype enctype,size_t inputlen, size_t *length)
} ret = krb5 c_encrypt_length(context, enctype, plaintextDataToEncrypt.length, &encrypt_length); -.

AT\VLAECLJL

printKrbError(context,ret); & Implicit decl

return NULL;




STAGE 2 — ATTACKS

* Note: in pure MIT Kerberos we don’t do this encryption

» Any user requests a TGT for any other user. The resulting TGT is
encrypted with the target user’s shared secret (hash).

» The idea being that only the right user can decrypt.
* Very trusting

 This is the idea behind AS-REP roasting
» This requirement can be added to MIT Kerberos with a PKINIT plugin.



STAGE 3 - AS-REP WITH TGT

« AS and KDC validate what was sent:
* Does the user requested exist?
* And is it active?
Is this KDC authoritative over the requested realm?
Does the KDC have a hash for that user of the requested type?
Using that user’s hash, can the KDC decrypt that encrypted timestamp?
Is that encrypted timestamp within the past 5 min?

* If KDC answered YES to all the above, success! We cangeta TGT

* If KDC answered NO to any, we get a KRB_ERROR reply with why
« Many legit reasons for this*



Application 11 (1 elem) (©x6B)
SEQUENCE (7 elem)

[@] INTEGER 5 pvno
[1] INTEGER 11 krb-as-rep
[2] (1 elem)
SEQUENCE (1 elem)
SEQUENCE (2 elem)
[1] INTEGER 19 krb5-padata-etype-info2
[2] OCTET STRING (1 elem)
SEQUENCE (1 elem)
SEQUENCE (2 elem)
[@] INTEGER 18 enctype

[1] GeneralString salt (DOMAINclientprincipal)
[3] GeneralString realm

[4] SEQUENCE (2 elem)

[@] INTEGER 1 krbt-nt-principal
[1] SEQUENCE (1 elem)

e e VR AL/ e -

[5] Application 1 (1 elem)
SEQUENCE (4 elem)
[6] INTEGER 5 tkt-vno
[1] GeneralString realm
[2] SEQUENCE (2 elem)
[@] INTEGER 2 krb5-nt-srv-inst
[1] SEQUENCE (2 elem)
GeneralString (krbtgt)
GeneralString (domain)
[3] SEQUENCE (3 elem)
[@] INTEGER 18 (enctype)

[1] INTEGER 12 kvno
' - (/

[6] SEQUENCE (3 elem)
[@] INTEGER 18 enctype
[1] INTEGER 7 kvno

< 11\ Safadalalls ta

[2] OCTET STRING (319 byte) cipher encoded data

.-llll""‘:______________________::""llllllllliiii!!

STAGE 3 - AS-REP
WITH TGT

+ AS-REP repeats a lot of our
request information

* The protocol is stateless, so it
repeats a lot

e Element5isthe TGT

» That contains our information
encrypted with the krbtgt hash

* Element 6 Is special

» That contains a blob encrypted
with our shared secret



Application 25 (1 elem)
SFQIIFMFF f1‘) n'lnm)

(0]

(1]

(2]
[3]
(4]
(5]
(6]
(7]
(8]
[9]

SEQUENCE (2 elem)
[0] INTEGER 18
[1] OCTET STRING (32 byte) key
SEQUENCE (1 elem)
SEQUENCE (2 elem)

[0] INTEGER 0

[1] GeneralizedTime 2019-10-24 05:22:07 UTC
INTEGER nonce
GeneralizedTime 2037-09-14 02:48:05 UTC
BIT STRING (32 bit) 01000000111000010000000000000000
GeneralizedTime 2019-10-24 05:22:07 UTC (auth)
GeneralizedTime 2019-10-24 05:22:07 UTC (start)
GeneralizedTime 2019-10-25 05:22:07 UTC (end)
GeneralizedTime 2019-10-31 05:22:07 UTC (renew)
GeneralString

[10] SEQUENCE (2 elem)

[@] INTEGER 2

[1] SEQUENCE (2 elem)
GeneralString
GeneralString

[12] SEQUENCE (1 elem)

SEQUENCE (2 elem)
[1] INTEGER 149
[2] OCTET STRING (1 elem)
SEQUENCE (2 elem)
[@] INTEGER 16
[1] OCTET STRING (12 byte)|

STAGE 3 - AS-REP
WITH TGT

» Decrypted section contains
valuable information:

* New session key
* Lifetime of TGT

« TGT usage flags
 Renewable, forwardable, etc



STAGE 3.25 - WHERE DOES THE
TGT GO?

* macOS stores tickets in a format called ccache (credential cache)

By default, these ccache entries are managed by a KCM
* In normal Kerberos land this is referred to as API storage
» We transparently interface with a daemon process to access the tickets

« Each ccache is assigned a random UUID
» There’s one principal (the client)
* There can be multiple tickets

 You can have multiple ccaches and swap between them
 You can also force save these ccaches to files on disk (yikes!)
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STAGE 3.25 - WHERE DOES THE

lsh-3.2# ./bifrost -action list

)
) SR G
S5 T D Vel

|
o b e il e

"3 i
I -
S Y i
Y I
AN |

[#*] Principal: test_lab_admin@TEST.LAB.LOCAL
Name: API:1FABF339-AADF-4DAC~9DES-9809FF@5029D
Issued Expires
2020-83-09 19:45:56GMT-10 2020-03~-10 85:45:56GMT~-10
1976-12~-31 13:30:00GMT-18:30 2020-04-88 19:45:56GMT~-18

[+] Pri
Name: API:988961ED-95B1-40FC-9850-BFD7ACF517FB
E
2020-03-08 22:12:11GMT-18

2020-04-07 12:12:116MT-16

2020-03-08 12:12:116MT-10
1970-12-31 13:30:00GMT-10:30

| krbtgt/TEST.LAB.LOCALRTEST.LAB.LOCAL I

Principal
krbtgt/TEST.LAB.LOCALRTEST.LAB.LOCAL
krb5_ccache_conf_data/kcm-status@X-CAC

(forwardable renewable initial pre-~auth )

HECONF :

TGT GO?

Flags
()

‘ (forwardable renewable initial pre-auth )
- 1\

Flags




STAGE 3.5 - TICKET PORTABILITY

« What if you want to take a ticket from one computer and use it on
another?

* No worries! Kerberos is stateless and doesn’t track where tickets are
used or generated
* We can use the Kirbi format to save all the necessary info
« Stores information from the AS-REP ‘
* |.E. the TGT and that special encrypted data q q
- Saves it in a new Application 22 in ASN.1 ity
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STAGE 3.5 - TICKET PORTABILITY

Ish-3.2# ./bifrost -action dump -source tickets

QT VARSI G |
| l (L0 I | SO
()N IR G

().
1,2
1
1=
AL}

Client: test_lab_admin®TEST.LAB.LOCAL

Principal: krbtgt/TEST.LAB.LOCALRTEST.LAB.LOCAL

Key enctype: aes2b5é6

Key: cqOI77CKT7iGql9vFY1BhkTWm+wOPdzo6btOcnKup2Y= (72A388EFBOBALFBBBOABSF6F168D418644D69BECREIDDCESEIBBLET272AEATS6)
Expires: 2820-83-10 15:45:56 GMT

Flags: forwardable renewable initial pre-auth

Kirbi:

doIFgDCCBXygBgIEAAAAAQEGAGRAAAAWOOIEZ 2CCBGNhggRFMITEWSAGAGQAAAAFORABDIRFULQUTEFCLKXPQRFMO1iYWIKAGAGQAAAACOROWGBSGa3J1idGdOGWSURVNULkxBQiSMTONBTKOCBBUwGY
QROAYCBAAAABKhBgIEAAAAAQKCA/BEggP58MsGatDSS5spinYka2RISkZgtgTépihSrsPKOeEYNCIS/I4kRN4oYBsseyOMklasLAGyde4Vymg4UtRBerFmBADEMY TNaBVXicmx1jC1GqSAXNIQsBbrn
p6IAI720Ek416pZdlAW9Zbhazqve@PDLWpPVYRORIN1OA3YF1T4AF+eglesSFmSsUcaR78zx9kveTumv4PelFe3gfOe8yXak37vaShCCeMKiXmOdgkwigle80XnKBUNIXEThBCARQYIvBCitZzSeT6106
FaVkNUZoeKlpmeiCigqrhvolYUwb@BF1B/dWy/+2NMvBel JtRRYtW22CPalr&WRiorNzv1z6R4c3jDEWIADRCSDFEWT913cI+rxko9mwBUXgQL34+pTAZclI+tYpS/P4oPkvQOSI4KKEQRItPOCacB
7pm2rnvad5+BAGikEBZEc//KFqIkWwTIISvi7DagjtktODh/f1AmMNGGbrQnEi+Nqbuzl37JzRcabibYXiMS58LvIFcy0230TFbY2ccBoxFKBNO47HQUXS5uA+KaESCC7 i rKrUTOLgAp35V7g8e9RVEH
tAx+kzDfI2BVQqs/IwZeZ08COYroz316ERIBXN4ywnW/ J1RAZOITTXIX7Fq/nsCTbxdkUBPSWIa7M1vIkn9K7Xi58rvBn7uwZNQTtsGme/6dC769pBb1VMBB4gSw/kGBWFV1zdjolyeTkll8emYrc
NoxtyubkalOl6SN4BoeESIM7POy2c2R1DaZVVEYQ7wkTpeZ+nZGDI2zThQmrP7WFVLYT22HRKmVSdVy7XGeU+7Trum/9t552¢c/155IDL3AWSZCRWISEY /EmNyODGgkb/B23riUoLLF9t T7DVZKEVQHp1
UwQoe3mtFIIMCDUCSKTtFNXTZspX7DxzinuCAYocLylj fxhhCHYIy109nHmsF+00]7anJ)1+JGIwa4T8OvdSNgXDkIOBHAYQUhhmSGYSB4CyebquAyyR+XeicCknV+fFQ2cNGmKUWAQFE2j+5Eo+qW/ v
YQS1R9ITNBbSNmALSOAST161d/@aVpHVB8XVZPhenbr/FzAmO/2WB9112i5q0Kre/rPQ+Wiluz+YodyT4E9KQckbY8w7as5FUyQK@oqlqggxSECR1egGIKsoF3fwF/moSséXHKDobcNpRtalpi Y3V
wOmidnmujP9vAS4zg/OVEBOZ757TyJwbBq74mrQlwhIpfhwmeNnLVMtuGBKVSw]rACSbgMz fR3r /agPtImnPBAUKKgnwiiCqniD26y FZADUYuVvKN+1qiGWTVI3gYSrmKLGOJOFpKORzkj tiMG3ttmy
LHQ/EY4fqXP+1giPD2YsxKD4KALDSI/LsYmtPseBo4H+MIH70AYCBAAAAACigfAEge19geowgeeggeQwgeEwgdégLjAsoAYCBAAAABKhIgQgeqOI77CKT716q19vFY18hkTWm+wOPdzoébtOcnKup2
ahEBsOVEVTVCSMQUIUTESDQUYiHIACOAYCBAAAAAGhEFAQGWSBZXNOX2xhY19hZG1pbgMHAWUAQOAAAKURGASYMDIwMDMXMDAINDUIN1qmERGPMIAYMDAZMTAXNTQINTZapxEYD2 IwMiAwMz E3MDUG
NTU2WqgQGWSURVNULKkxBQiSMTONBTKkmMCSgBgIEAAAAAqEaMBgbBmty YnRNdBSOVEVTVCSMQUIUTESDQUW=

&



if{[cacheName isEqualToString:@*new=]){ ‘
printf(*[=] Creating new ccache\n*");
ret = krb5 cc new_unigue( context,"API", "test", &cache);

if(ret){
printKrbError(context,ret); STAG E 3 " 75 N

printf(*[-] Failed to create new ccache\n*);

. PASSING TICKETS

/krbd5 _cc initialize{context, entry, principal)
ret = krbb cc_initialize(context, cache, cred.client);
}else{

printf(“[=] Resolving ccache name %¥s\n", cacheName.UTF8String); HOW do We Import these tICketS
ret = krb5 cc resolve(context, cacheName.UTFaString, &cache); We’ve Converted to KI rbl’)

}

if{ret){
o:imkrbirror(context.ret);  We convert them to krb5 cred
printf("[~] Failed to get ccache\n"); e :
retum MILL; entries (i.e. ccache)

}

//krbS_cc_store_cred (krb5_context context, KrbS_ccache cache, Krb5S_crads

:,vrw:‘('[;] Saving credential 1nr>5.‘s“.n", [ticket;aopw.snamezé getNSStr.-g]L'rE'Ctrw), We need to reSOIVe the deSIred
ret = krb5_cc_store_cred{context, cache, &cred); Ccache name

if(ret){

red to & new store without 1nitislizing 12 peERE Sure to do that if

printKrbError(context,ret); . Or Create a new CcaChe entl'y
;et.= Lr;;;;é_iniL:Si;ﬁe(context, cache, cred.cliu»1);

printf(*[~] Failed to store cred, trying to initialize first\n");

Add them to list within the
if(ret){
printKrbError(context,ret); CCaChe

printf(*{-] Failed to initialize cache\n");
raturn NULL;

}

printf("[+] Successfully initialized cache\n");
}
ret = krb5_cc_store_cred{context, cache, &cred);



STAGE 3.75 — PASSING TICKETS

TV A& Vi AVIVUVIVVUTIL AW UWV AVAW WV VW A&VIAVIAIWITIT AW MAWY _WWEWITU_VWIT _UBLE MWl @AW AWITA WV TkWwIT -

o b xsh-s 2# ./bifrost -ticket doIFpTCCBaGngIEAAAABbEGAgOAAAANooIEngCBHOhggR?MIIEdéAGAgQAAAAFoRAbD1RFU1QuTEFCLkxPQGFMonwKéAGAqQAAAACoSE-HxsEY2]

TR e LXR1c3QudGVzdCEsYWIubGY ] YWy jagQqMIIEIqAGAQQAAAASOQYCBAAAAAeiggQSBIIEDOZfvVIYaXeQCVx/qB 362/ 2qk0IX7IxWzIs401k awH7 /krSkCqzC20BRXYATKG2ZFASZDAO0Y
| (2) ) 1ina8diG46WIVKk+guy916gdH] TaykLN7T1gaCagaangvK sHEGIR7SkUANWC/ v211MgXYKF AT IVS? FR1222CT+Dd81awugrB/Bpu2NVmkr 44 £QdRp7 I tyGHXAX FNISNNOT 1 JOCOFMDI
= ( | X+r81XmK+/H1aWl92fKZFfINgtHizhrtXHSrXBDyDoqIkAJcCImPFKgx34h07IX&psLZpVT+psXzUUit1zwiF/tiG0IxmkvOmIr3x1TOBadva/pKX7W8XhspK9rol/sABXGaséuihZpr2y
L !' RMtKNeBEsU/1iwGb@5aRuGévTTFPHEBDgeWK6noyArPcScmkbmwGoHrPc3B7mQB802AeCINDNhVELDh/S6KWIEAKOVEVUId+n1X5/LbR53KY IWNWNIAKS /8F11z8mwTqT43EwcL2h9HmMqT
o — 7+ptTs8hLBEYIBIE7M7uxmbTFif2939U0LcaDglo1aM1BGBIN/ FWYiizKT1/I7KMSw7K2wZ /WY1 sdRSPBbd1lhcTIw/32YSPLSqLFpfANKk1VKBhs Iwggk2gBFWwv85C0)ShowwSMDYchKa
KPNttXa29ZUKkvEymaStdTm2aMXNkKOzPhWifDYH7 r3hH3PLFCldvrvKy371AYMEBWXNMY2v1uxkP8RHUby4CGBgbNaSPupmeQwKoL@bdQAAUmMIiG7 2By v FKCF4bCF4eHvdrQsDPjcPhy

_ i1wbBX9haXIDpLxrBXFfBXMBBAA7IggnKC1eKyXQV5UBIPog1RK2F3deXATiqjzKemBXh1zjkrxU3YfKyZQQZmpvuonid4ceawgov/ndxwqb+IXKBZEgs+BGUEYYWmNyJiG19Jhoy 7HTC

(%} =i f5hhkkJ+GblLcgOQ6VQNIB+odzqEwTdUV6+QaCFTnwBx16R/ISLKewiPETeSx18Qu+UnZ9kdX8ihZwkAHHSOXNAMTMSheOYz /PM6H4wgQB8pdnGLKBSK83/MLViGdPGIZGe3Gr7auiSD7F»
Name: yRCB&6y8xInchb+hNa7KSdRMBIbHDONTPg+cBLj6P2L0md6bXXnLOUYFGiN6ZFwapzex7vil12/18yoNt8GsuREFtzFkioihAMZ7hwnvsplcRMgmqyRI@TnoiHAGC3ZQVInOSLIOLLDFu+2né

11 H6JTASMxoSwWaWYatUBEWzDbloiFBBH99Q8gINU1By3g+Sam7QvXvTh3NYapj+KktgauYORofst/VapcHtZrs5V9ZfBlguPgmxVSi+BRaOCAQYwggECOAYCBAAAAACigfcEgTRIgTEWges
2020*03-0'geWgLJAsoAYCBAAAABKhlgOguoBukngUJYeBdfu02a&bDvabaZUWSéyFKdvserdshEBsOVEVTVCSMQUIuTE9DQUy1HJAcoAYCBAAAAAGhE]AOGwGOZXNOXZth19hZGIpquHAwUAC

197”sh 3.2# ./bifrost —action list
R e A Q5 Je=
T e kO Y H W — i}
o= gd] Rt [ Y A2 N ey [ |
el 750 N i 7 O I (R L 953 J BT ¥ R S
[ GRESY S7 O% If 6z YRR 0 Telesh WY (L (I A VR |

[#] Principal: test_lab_admin@TEST.LAB.LOCAL
Name: API:1FABF339-AADF-4DAC-9DES~9@09FFB5029D

Issued Expires Principal Flags
2020-03-09 19:45:56GMT-18 2020-03-10 05:45:566MT-10 krbtgt/TEST LAB. LOCAL@TEST LAB. LOCAL (forwardable renewable initial pre-auth )
1970-12-31 13:30:00GMT-10:38 2020-04-08 19:45:560MT~10 Lo CCaTITe L TuT CuaTar N e Tatus AT orw T Twn T ()

2020-083-10 20:32:53GMT-18 2020-93-11 06:13:386GMT-18 cifs/dci-test.test.lab. local®TEST.LAB.LOCAL (forwardable pre-auth ok-as-delegat



STAGE 3 — ATTACKS

« If the krbtgt hash is stolen, create your own AS-REP (i.e. TGT)
* The ‘Golden Ticket’

* Dump user’s tickets from KCM and impersonate them
* Ticket Theft

» Request Tickets for another user and crack the response
* AS-REP Roast



Application 12 (1 elem)

SEQUENCE (4 elem) . ﬁ‘
2] IITEGeR 1 (o tgoreq) STAGE 4 —

[3] SEQUENCE (1 elem)

SEQUENCE (2 elem) TG S'REQ FOR
[1] INTEGER 1 (krb5-padata-tgs-req)

[2] OCTET STRING (1 elem) padata-value
Application 14 (1 elem) ap-req (msg type)
SEQUENCE (5 elem) _
e » Similar process to Stage 2, just

[21 BTT €TOTME 122 hit) A ag-options different material
[3] (1 elem) ticket

TGT HERE * Requesting a ticket to a service
ol st 1 nctype gba1)
[2] OCTET STRING (179 byte) * Usually something like CIFS
[4‘]5E((n1me‘é§m:6re%-b<))dy for access to the file system
eLem :
[0] BIT STRING (32 bit) 01000000800000010000000000000000 kdc-options * Using our TGT as proof of
2] GeneralString realm (serviceDomain) identity instead of encrypted
13] SEQUENCE (2 elem) timestamp
[0] INTEGER 3 krbS-nt-srv-hst
[1) SEQUENCE (2 elem) :
CereralSeiing ciee * More encrypted timestamps and
GeneralString hostname Checksums, but with session
[5] Lenerallzedlime 19Y/0-v1-v1 ve:v0:00 UTC ke
(7] INTEGER 1227549756 nonce y

(8] SEQUENCE (1 elem)
INTEGER 18 enctype



STAGE 4 — TGS-REQ FOR
SERVICE TICKET

« Any user with a valid TGT can request a Service Tickel to any

service

« Remember, there’s no authorization checks happening here, only
authentication

« Services must have a backing Service Principal Name (SPN) in
Kerberos

* i.e. cifs/spooky.test.lab.local is a SPN

» These must be requested exactly as they are registered within
Kerberos, otherwise they won'’t be found

« Can request a service ticket and specify any encryption scheme



-l TR

STAGE 5 - TGS-REP WITH
SERVICE TICKET

* TGS and KDC validate what was sent:

« Can the krbtgt hash decrypt the embedded TGT?

« Was that TGT created with the past 20 min?
« if so, assume still valid
* If not, validate the information in it, since it might have changed

* Does the requested SPN exist?
* |s there an associated account and shared secret the KDC knows?

* If yes to all of the above, success! You get a service ticket!
* If no to any, you get a KRB_ ERROR and a reason why



Application 13 (1 elem) e ,ﬁ‘
SEQUENCE (6 elem) _—_— o
[@] INTEGER 5 pvno

[1] INTEGER 13 krb-tgs-rep id
[3] GeneralString (realm)

L STAGE 5 - TGS-REP WITH

[1] SEQUENCE (1 elem)

(5T Application 1 (1 elem SERVICE TICKET

SEQUENCE (4 elem)
[0] (1 elem)

[ {N‘(rEGER S)tkt-vno * Almost the same structure as the AS-REP
1 1 elem

GeneralString realm ° i il
Tt i Eleme.nt.5 IS spec!al. |

SEQUENCE (2 elem) » This is the Service Ticket

[0] (1 elem)

INTEGER 2 krb5-nt-srv-inst

(1] (1 elem)

SEQUENCE (2 elem)
GeneralString account
GeneralString compute

(3] (1 elem)
S E (3 alem)
(6] (1 elem)

* Notice the enctype here is RC4 when we requested
AES256

» The last piece in this element is a blob encrypted
with the service account’s shared secret

* It contains information about the client requesting

INTEGER 23 enctype access
INTEGER 214 kvno » Element 6 is special:
(2] (1 elem e ) .
» This is data about the Service Ticket
SEQUENCE (2 elem) » This is encrypted with our session key

[@e] (1 elem)

INTEGER 18 enctype
[2] (1 elem)
OCTET STRING (250 byte) **encdata




Application 26 (1 elem) 44’—“
SEQUENCE (10 elem)
[0] SEQUENCE (2 elen) STAGE 5 - TGS-REP
[0] INTEGER 23 enctype WITH

[1] OCTET STRING (16 byte)
[1] SEQUENCE (1 elem)
SEQUENCE (2 elem)

[0] INTEGER @ » Decrypted section contains
[1] GeneralizedTime 2019-10-27 22:04:20 UTC valuable information:
[2] INTEGER 276925316 (nonce) . The lifetime of the ticket

[4] BIT STRING (32 bit) 00000000101001010000000000000000

[5] GeneralizedTine 2019-10-27 19:46:27 UTC (auth) I <i0n-key

(6] GeneralizedTine 2019-10-27 22:04:20 UTC (start) * This matches the encryption
[7] GeneralizedTine 2019-10-28 08:04:20 UTC (end) type used with the Service’s
[8] GeneralizedTime 2019-11-03 19:46:27 UTC (till/renew) shared secret

[9] GeneralString (realm) » Usage flags

[10] SEQUENCE (2 elem) (sname)
(0] INTEGER 2
[1] SEQUENCE (2 elenm)
GeneralStrin
GeneralStrina



STAGE 5.25 - WHERE DOES THE
SERVICE'TICKET GO?

« All tickets are automatically saved to the default ccache
* This means Service Tickets and the TGT are in the same place

Client: test_lab_admin@TEST.LAB.LOCAL

Principal: cifs/dcl~-test.test.lab.local@TEST.LAB.LOCAL

Key enctype: rc4Key: pvuSHNzmBryFDgMteql/IQ== (A6FB921CDCE6F2BC850EA32D7AA23F21)

Expires: 2028-83-12 16:27:02 GMT

Flags: forwardable pre-auth ok-as~delegate

Kirbi:
doIFhzCCBYOgBgIEAAAABSEGAgQAAAAWDOIEdZCCBHNhggRYMIIEaS6AGAGQAAAAFORADDIRFULQUTEFCLKXPQOFMoiOwWK6AGAQQAAAACOSEWHXSEY21mexsXZGMxLXR1c3QudGYzdC5sYWIUbGY YW
y3iggQeMITEGQAGAGRAAAAXOQYCBAAAAAeiggQBBITEAGQVELGNCS5+KE2LB2tq+b7WLP2W+0123RE+B7AWYBerDOSckCUDWBFQBOUuIMTrwl/GOpcalWUCW/ePIN25piwswrE2+402401zi0wAcVFaNIQ
TFAGBIyB8oIt4QONNRe2KSHIO2kHABVDEjsPII1ZIhFS8H788pammNNVZENObTxjTq4dDI7Ywg40SwyHtavEmovRKRFVFIML99AazZs2EthqbfAVFCOUX3Z5qgSLVTPIZomSM6reS17Nd1SGOkimQYs
1zzn4gDBR4CLZOT6VNXGYcb198e00qHLGGZUX5aThRSFTqHurZ9HQeuwsM1SYhe3csbyyvON2yYsfCz7hghyNVh+o2rE4nrCWVB8e JUNNePznYa3QdFPhEeTv7GTGaclin/téy3BTrfXImNObIKVTOZ
NWRNE4HIWVBhFFtTrDOPmY1i5Jd@o03iDeNKGGoan2k2w/+1xcvQwné312vWet /wqVdeje71n6/kwlP1+0SYBSRXift1a0+ciGICiuXTE@ADB385k8qKrkKGDhKIHNG8ODChvBGMNp4UYLLTaCINUET
L/fpVLBN/wobnhIQBrPfvLiqwAcE8ITaQlyx8ubFalKT3gLwKdps@Kjl/7EBS1CdakKvVmIWFXNqQUTs+J8em8eR/Q1FISsnA6TODUPPhIFxubIMSyP46LHSibENTKYFp4&CuudSY/4nkg/3tIBgrnKmR
UMAKP+qBfIBbFXq/ulCmygwQlhil j twZM47DVUL+btIfBixKRR7MTBAZELBY /WolfS47AhwordwsScU42+HZ /ZMWThIimZTcMHHCacqNifELR8+DyC3@dWX178Q9rhRyM+3UswSMmY2L11bd91+10/P
p+82C2MZ3qC8hmEVIILr+I9NQYgkeo+VEWINXTCmYV+EBIWBI4xKSQILNnPDX3ZEs]12Xgms IygrowzUGCSDtvwFTWRpQTD4x49LL22e1alww? /101INCPgUPz55Sp5STiTxJ92CTZWiniLdiwdGrR1KO
IicqCq2vPt24w88J+aCulnplzTpTmhsQUdUcJ66i+khinUiWvua9x+qykAHPy YYXTrwsCqrM3wlUwBc2T/x8Ac2vZWKhPIPNPALEEB+JAUUCIFFPLLAWI9WIFBAQUEBY ui79iYyQqJbH7VVNsSCI6
ezc55YMoVbILgAlatRybvicIEEYYQoi4nMZT7H7 ebv+UsaXIQvpqYrUAtKhiD3dgbU/mgBP6Z /WxSKUBAMwuot sdgxUCWyHF /uU3SNpweB fHVVmX ] x2zv7k6V7g0GeZHBWevSbéyFzBvNgPQWBE8RAY +US
UXYXxXR5/e563DQawRRYXVGxh/XImSXcTIiC2PKr9qXBeiXXqzB5B2PxK1HqyWa0B9TCBEBqAGAgGQAAAAACOHNBIHK T YHhMIHeo IHBMIHYMIHVOBAWHKAGAGQAAAAXORIEEKDh7khze5vKBhQe LXqiPy
GhEBSOVEVTVCSMQUIUTESDQUYiIHIACOAYCBAAAAAGHE JAQGWS0ZXNEX2xhY19hZG1pbgMHAWUAGCQAAKURGABYMDIWMDMxXMGA2MZYWNVGmERGPMIAYMDAZMTIXNG I3MDIapxEYDZIwMIAWMZEYMTYyY
NzAyWggQGwSURVNUL kxBQiSMTONBTKktMCugBgIEAAAAAQENRMBBbBGNPZNMbF2RIMS18ZXNOLNR1c3QubGFilmxvY2Fs



STAGE 5 - ATTACKS

* If you know the shared secret of the service account, you can make

your own to that service
* i.e. ‘Silver Tickets’
* If you use a valid TGT and request In RC4, then you

can try to crack the associated account’s password
* i.e. ‘Kerberoasting’

-

- - -

[+] Hashcat format:
$krbotgs$23$*x$TEST.LAB.LOCAL$cifs/dcl-test.test.lab.local*x$0BC42C69C2E7E284D8BO76B6AF9B

BC25FC63A971A2D65025BF78F24DDB9A625B9C2B136F8EDB8DO8CE23BA01C54568D2504C5746049CBCAO8BB7
D55912739B4F18D3AB874323B6308383B9C321ED6AF126A2F44A44555FACC2FDF406B366CCC4B61ABA7F854
7E200C147808BCCEB7ABCD5C6C9C6F5F7478E3AALCB8066545F96938514854EA1LEEAD9F4741EB96BOC95262
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HEIMDAL WITHOUT ACTIVE DIRECTORY

The macOS local key distribution center




| DON'T HAVE AD, WHAT NOW?

oo+ [KINN FEE Sharing Qseuss , : :
* Fear not! You're still using
Computer Name: spooky H9|mda|

Computers on your local network can access your computer at: et
%

T - Starting with OSX 10.5,
e ® Fil Sharing: On Apple introduced “Back To
DVD or CO Sharing 3:';';:::: :’; ::37:;2_ s!::ae; olgfg;:! an this computer, and administrators M y M a C ( BT M M )”

~ Screen Sharing

e — ) | opieneall - The goal was to allow users
enaisiogn | SR msene messsu to directly connect to other
Remots AspeEverts ean - aadony mac devices to share

internat Sharing

e Sork : screens, mount volumes, or
Comet Cacking : perform remote
management

* You can see these options
in the “Sharing” settings

4= +1-] "

“ Click the lock to prevent further changes



HOW?

» Apple said that starting in 10.14 Mojave that BTMM is no longer
Included, but the components are still there and leveraged

» So, when you remotely connect to a mac with a local account, what's
happening?
* You're using Heimdal to authenticate, get tickets, and access resources
» Select services open the Kerberos port (88)
» But there’s no AD and no “Domain”, so what’s happening?



ceoe com appie kerberns kdc R TEEm—=—~ ‘
com.apple._kerberes. kdc ’
Sefl-signed root cetificats
Expires: Tharscay, October 21, 2! it 5.26:71 PM Cook Isisnas

Ty, 033 o ook Isten
Standord Timae
Y Wt Dear vrEeit by & third party
»»»»»
e LOCAL KEY DISTRIBUTION
Subjoct Name
Common Name  com seie, erbwns kde
Orgenization System Icantity
o CENTER
Commen Name com.agpie. kirberos kdo
Organization stem ldentity

s N U, - On your computer’s first boot, the system
oo v et 5 20 5201 o i generates a self-signed certificate

Standard Time

gl s - com.apple.kerberos.kdc

ossnonlycamiiNoma, * This certificate is stored in the System Keychain
o s » The “realm” for this Heimdal instance is based on

Sonetwe 258 in 27208 86928800 B the SHA-1 hash of this certificate

S I vy LKDC:SHA1.B58C56AD77898DEGIAAEFD22A538D6EDDE
o o FESD47

Purpose 82 sarb e by [ DC
Fiegearprints
SHA-2 DB 48 SABZ 4£ 578 DA e
JISOTMO 0 o
SH, C 58 AD 77 308
4



— COM.APPLE.KERBEROS.KDC

<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.8//EN* "http://www.apple.com/DTDs/Propertylist-1.8.dtd">
<plist version="1.8*>
<dict>

<key>EnableTransactions</key>

<true/>

<key>KeepAlivec</key>

WEB /System/Library/LaunchDaemons/
cdier> <key>com.apple.AppleFileServer</key> Com i apple ) Kerberos de pl ISt

<true/>

:::zZ?Sm.apple.smbd</key>

e T en e Can see this launch daemon running
s buritates ks or not on your box to see if you're

e <key>/etc/Kerberos. kdc.launchd</key> S;r]Eirir]gJ Eir])/ ()f tr]ee |i£5t63(j S;EBr\/i(:EEE;

<true/>
<key>/Library/Preferences/edu.mit.Kerberos.krbSkdc.launchd</key»
<true/>

</dict>
</dict>

i U DL Can use launchctl to see if this
<string>com.apple.Kerberos.kdc</string> (161€3r11()r1 is; rL“,.",.]ir.lg

<key>PrograsArguments</key>
<array>
<string>/System/Library/PrivateFrameworks/Heimdal.framework/Helpers/kdc</string>
</array>
<key>MachServices</key>
<dict>
<key>org.h51.kdc</key>
<true/>
</dict>
</dict>
</plist>



pem—

LKDC - SERVICES

« /etc/krb5.keytab

» Stores the keys for the various system services offered by Kerberos (must be root)

[+] principal: afpserver/LKDC:SHAL.796085F5A7486401959FC3F249D9!

Entry version: 6 . i i .
il 4 default services with LKDC:
Key: 3E20B38CD38CD127B62A23FAB9FADC2875838491E437E4C978BI °
Timestamp: 2020-03-11 21:57:31 GMT a_fpserver
[+] principal: cifs/LKDC:SHALl.796085F5A7486401959FC3F249D9522CC b (HfS
Entry version: 6
Key enctype: aes256 * vne
Key: 3E20B38CD38CD127B62A23FAB9FADC2875838491E437E4C978BI A }{()St
Timestamp: 2020-03-11 21:57:31 GMT

[+] principal: vnc/LKDC:SHA1.796085F5A7486401959FC3F249D9522CC9| i
Entry version: 6 « SPNs of the form:;

Key enctype: aes256 2
Key: 3E20B38CD38CD127B62A23FABIFADC2875838491E437E4C978B| v SerVICe/ realm

Timestamp: 2020-03-11 21:57:31 GMT . . -
[+] principal: host/LKDC:SHA1.796085F5A7486401959FC3F249D9522CC « Service Tickets use this shared

Entry version: 6 secretl!
Key enctype: aes256

Key: 3E20B38CD38CD127B62A23FAB9FADC2875838491E437E4C978I
Timestamp: 2020-03-11 21:57:31 GMT



LKDC — KRBTGT HASHES

* /usr/libexec/configureLocalKkDC

* If a Nnew OISR,
* This also SEQUENCE (1 slem AES256 Salted Hash
« dscl . ll]ssé)ﬁn;zég! (2

[0] (1 elem)
“dsAttrTypeNative:Kerberos INTEGER 18
*MH6hAWIBCKB3MHUwLaErMC [1) (1
WeQMiylEHwmmLmoiEbHL7 /ZTDG/hUo=" OCTET
SEQUENCE (1] er

(1] (1 el

elem)
STRING

6DB53A221B51A1IF4BS2AF0

SEQUENCE

| 1 ] 1 ‘.I_L_l q_‘-';- N
SE‘I"’S" 1 (1 ety des3-cbc-shal-kd
(1 elem)
; IIN'I“EGER 16
[1] (1 elem)
OCTET STRING



LKDC — AS-REQ1

* Now let’'s say we want to mount a volume on another mac, but we
don’t know that mac’s LKDC realm and we don’t know the full shared

secret, just the plaintext password

Application 1@ (1 elem) - ASREQ

SEQUENCE

(4 elem)

[1] INTEGER 5

[2] INTEGER 10
[3] SEQUENCE (1 elem)
SEQUENCE (2 elem)
[1] INTEGER 149
[2] OCTET STRING (@ elem)
[4] SEQUENCE (7 elem)

(]
(1]

(2]
(3]

e

BIT STRING (32 bit) 00000000000000010000000000000000
SEQUENCE (2 elem)

[@] INTEGER 1
[1] SEQUENCE (1 elem)
UCIICIG\DLI.I.IIQ J /7 udCIname
GeneralString //WELLKNOWN:COM.APPLE.LKDC
SEQUENCE (2 elem)
[@] INTEGER 2
[1] SEQUENCE (2 elem)
GeneralString //krbtgt
GeneralStrlng //WELLKNowN COM. APPLE LKDC

_______

Make an AS-REQ for a generic

realm:
. WELLKNOWN:COM.APPLE.LKDC

Kerberos responds with generic

error specifically to call out real
realm



LKDC — PA-FX-COOKIE

 We now know the realm, we still don’t know the shared secret

* The LKDC uses the Secure Remote Protocol (SRP) for this
* It's a method of key exchange based on crypto
* It's integrated into the Kerberos implementation
« Kerberos is stateless though?

« RFC613 added a way to manage state within Kerberos:
» PA-FX-COOKIE (133) can be passed with other PADATA fields
« Same area as our PA-ENC-TIMESTAMP
« We need to capture and relay this with every request to keep state



LKDC — USER PASSWORDS

« Ok, we have a way to keep state and we know the realm, but we still
need to get that shared secret

» Passwords on macOS aren’t saved in plaintext, instead they’re passed
through a PBKDF2 function to generate a new, longer password

* You can see your ShadowHashData by looking into your Open
Directory Local Node as root — Using Orchard (OSS) or built in:
dscl . read /Users/itsafeature ShadowHashData

“dsAttrTypeNative:ShadowHashData": [
"YnBsaXNeMDDSAQIDC18QHINSUCLISRkMIMDUBLTQWOTYtUBhBNTEYLVBCSORGM18QFFNBTFRFRCATSEEIMTItUEILREYYOwQFBgcICVh2ZXIpZmllclRzYWx8Wm10ZXIhdGlvbnNPEQIAC

KBSBIWTLcKhIbZ/7WmDLdwp4rCy /d4EqnScRx1aV+S+LRXYmLFehDOC?7JdvuzTNSjqSIz0Weali8tdZuDnkhH7Aed/Dh1P+DfsdLocBb4tSyXE9GWDi9IzhSUVUNLZFjQ2f6lukcvMmhaIWs N/ ZN
nbTXtLHFmvUWdiMCBMOT3YKDbENFRFsknnDalk4YTF1ELaTzmZX/sIONUSMELPIX6ZLXNh49CSAWDVTGhaxw3bZepxwnlLESbM+qX8LAF1i)0v2QS0pn5SVKSb3QIPRT tLA+HXVXZz6saYXG+Lmaw09ih/2
WFo11iGBeuES@YFeRAve2whavb8eQsUnfFua/fEaVHMY1isMyvB9ODMQ1qY71ZwPniWcQdi@xGRIFO46MYsobuYdz2+7j0U2pAFiDbVTMScHYCCP7m94Z81B1Q7wY/ /9xZGvaxSSNES7q93 i xRekUxUs
2jkmGNV1BIo24Kb7gDtkrUH3hNavMS+iypM/KXan5qYYP/ePjqéc00gTNUi9XS1/TeKzCbemVAARZN1g2g3180GcusUPXPBCUUQWSDGANGBg0aXudy7IYKS41KBZaELb6NH2zzzqW7x+16X11iP3P/1A
Ji4102xaylLQdvyvc201vUIQ1VyedTYZuq7wOml16F1gGklIes8eF5864K4GLLAFTDjyaE2XL510zkPXzULy1PECBVBwWWIhbwpUsBvOxATséydTnKS5pebm306gl1ANVyeo3qRIAATiIAGws FBgwND1d1bnR
yb3BSTxCAr@nGuZuWA9b0Zx2ytCDqD46UUIN00R1jzZW31mpbaEoWDGMhFSIRZXxy 67 ktBSNSAZz2uDy rK4457KkEmMO1tiSSTaJUDREScdHp97Q6aqbP7I4CBGfg8703885j uDKF+1QXY95188/jnBIiNB
ydKuu2k3QUEFPEVi79bmOwWZx INACtPECBR1GVvEmMOu/WLOHFTTteyNICAJEWDKnou+LxxfgyWARIAAT 2UAAGADQAUAEUATABVAFOAZQIpACWCKOKYAQADIWNGAAAAAAAAAGEAAAAAAAAADWAAAAA
AAAAAAAAAAAAAADS="

1.



<dict>

<key>SALTED-SHA512-PBKDF2</key>

Verifier is based on user’s password

xy6jktBS
703005ju

V=g*

where x =H(s |H(I|“”|P))

</dict>

R e Et sttt

</data>

Pt g m——rn Tt

<key>SRP-RFC5054-4896- JHA512-PBKDF2</key>

<dict>

</dict>

<key>iterations :/key>

<integer>80000<| integer>

<key>salt</key>

<data>

VEMFo4WBKVLADbZSQS T0snUSyuaXmbtzuolQDVengNek=

P - RN

<key>verifier</key>

<data>
oKBSBOWTLcKhIbZ/7WmDLdwp4rCy/d4EgQnScRx1aV+S+LRXYmLFehDRC97)d
vuzTNSiqSIzOWeali8tdZuDnkhH7AeJ/DhiP+DfsdLocBb4tSyXE9GWDioIz
hSUVUNLZFjQ2f61lukcyMmhaIWs fN/ZNnbTXtLHfmvUWdiMcBM9T3YKbENTRF
sknnDalk4&YTFLElaTzmZX/SIONUGMELIPIXEZLXhh49CSAWDVTFGhOxw3bZepx
wnLESbM+gX8LdfiJ0v2QS0pn5SVKSb3QIPRTtLd+HXVXz6saYXG+Lmaw091ih/
2WFo11iGBeuES@YFeRAve2whavbB8eQSUnfFua/fEaVHMYisMvB98DMQ1gY71
ZwPniwcQdi@xGRIf046MYsobuYdz2+770U2pAFiDbVTMScHvcCP7m94Z818B1
Q7wY//9%xZGvaxSSNES7q93 i xRekUxU42 kmGNV1BIo24Kb7gDtkrUH3hNavM
5+iypM/KXan5qYYP/ePiqéc00gTNUi9XS1/TeKzCbemVAARZN1g2g3J80Gcu
sUPxPBCUUgWsDG4NGBgDaXuBy7IYKS41KBZaEibbNHZZZzqW7x+16X11P3P/1
AJi41D2xaylQdvvc201vUIQ1VyedTYZuq7wOm1l6F1gGklIes8eF5864KAGLL
QFTbjyaE2XL5i0zkPXzULyk=

</data>

LKDC —
SHADOWHASHDATA

 Salted-SHA512-PBKDF2

« Many iterations (80k+) with a
salt.

» Designed to be slow and unique
« Used when you sign in

* SRP-RFC5054-4096-
SHA512-PBKDF2

* This Is the server-side shared
secret for Kerberos traffic

* This is called the “Verifier”




Application 10 (1 elem) - ASREQ
SEQUENCE (4 elem)
[1] INTEGER 5
[2] INTEGER 10
[3] (1 elem) // PADATA is static in this case
SEQUENCE (1 elem)
SEQUENCE (2 elem)
[1] INTEGER 149
[2] OCTET STRING (@ elem)
[4] (1 elem)
SEQUENCE (7 elem)
[@] BIT STRING (32 bit) 0000000000000001000000000!
[1] SEQUENCE (2 elem)
[@] INTEGER 1
[1] SEQUENCE (1 elem)
AS AL R AT B = B R S J.llu Ir7 MOCTr niame
[2] GeneralString //LKDC:SHA1l of remote LKDC
[3] SEQUENCE (2 elem)
[@] INTEGER 2
[1] SEQUENCE (2 elem)
GeneralString //krbtgt
GeneralString //LKDC:SHA1 of remote LKDC
L) VESIIKTI O LALACU T LIS QU LT AL JA UTTe JU ™I VI N
[7] INTEGER 481597728
[8] SEQUENCE (4 elem)
INTEGER 1§

LKDC — AS-REQ2

We can make a slightly modified
AS-REQ again, this time
specifying the real realm of the
remote LKDC

Notice that we still aren’t doing
anything to prove we are who we
say we are



SEQUENCE (2 elem)
[1] INTEGER 250
[2] OCTET STRING {1 elem)
SEQUENCE (2 elem)

(8] == ‘=
SEQUENCE (3 elem)
[@0] INTEGER 1 (static means KRB5_SRP_GROUP_RFCS5054_4096_PBKDF2_SHA512)
[1] OCTET STRING 57D71D@SEBF23A3DAD7502FB38430D44 (salt)

nle [2] INTEGER 4000 (number of iterations)
1 .
LKDC — AS-REP2

[1) OCTET STRING (0 elem)
SEQUENCE (2 elem)
[1] INTEGER 136
[2] OCTET STRING (@ elem)
SEQUENCE (2 elem)

« We finally we’re starting the
(1] INTEGER 19
[2] OCTET STRING (1 elem) SRP process

SEQUENCE (1 elem)
SEQUENCE (3 elem)
[@] INTEGER 18
(1] GcneralStrxng //salt LKDC:SHA1.DACO9426572B7818A4D9D64D378DACAGET7380BABC

T « \We need to track that we’ve
[1] INTEGER 133 y o
(2] OCTET STRING (1 etem) started, so we’'ll start getting
SEQUENCE (3 elem)
{g} l?'::sgs?lﬁg LKDC:SHA1.6ACA9426572B7818A4D9D64D378DACA6GB7380BA8 those PA'FX'COOKIES

[2] SEQUENCE (2 elem)
[@] INTEGER 18
[2) OCTET STRING (139 byte) D8898851BF1F4FIDBC29673FA72A09FIAC683EEDFER4OBA(

« To generate the client-side secret, need to pass the plaintext user
password, this 16-Byte salt, and the number of iterations into a PBKDF2
function with SHA512 to generate a 4096Bit key

 This comes from the group: SRP-RFC5054-4096-SHA512-PBKDF2



LKDC - TICKETS AND STORAGE

« With a few more requests back-and-forth AS-REQ requests, we can
successfully generate a new shared key between both parties
without transmitting any credential material (just sending big
numbers)

« We can then treat this TGT like any other normal TGT and use it to
request Service Tickets like normal for the remote mac

» What gets stored in our credential cache though?



[*] Principal: itsafeature@LKDC:SHA1.L385,08B8D00104F5B11DEBB39797DD65CI5F2AF
Name: API:480EDFA8-B36E-4DBC-BE94-LD51ED: 2FC7

Issued

2020-03-11
1970-12-31
1970-12-31
1970-12-31
1976-12-31
1970-12-31
2020-03-11
197e-12-31

[+] Principal: com.apple.idms.appleid.

16:47:07HST
14:00:00HST
14:00:00HST
14:00:00HST
14:90:00HST
14:080:08HST
16:47:07HST
14:00:00HST

Normal Kerberos

)

Expires

2020-03-12
2020-03-11
2020-03-11
2020-03-11
2020-03-11
2020-03-11
2020-83-12
2020-03-11

02:47 38HST
16:46:E3HST
16:46:584ST
16:46:58R5T
16:46:58HS T
16:46:58HS,
82:47:08HST
16:47:

LKDC — CCACHE ENTRIES

. .
So What'’s this??

Principal
krbtgt/LKDC:SHA1.B88570BB8D00104F5B11DEBB39797DD65CISF2AFRLNDOC \RHAL . B88570BB8DR0104F5B11D
krb5_ccache_conf_data/password@X-CACHECONF: ()
krb5_ccache_conf_data/FriendlyName@X-CACHECONF: ()
krb5_ccache_conf_data/lkdc~hostname@X-CACHECONF: ()
krb5_ccache_conf_data/nah-created@X-CACHECONF: ()
krb5 _ccache conf data/iakerb@X-CACHECONF: ()

cifs/localhost@LKDC:SHAL.B88570BB8DA8104F5B11DEBB39797DD65CI5F2AF (pre-auth transit

81HST | krb5_ccache_conf_data/reference-label:fs:\/Volumes\/itsafeature@X-CACHECONF: | ()

prd.000500-10-50942f09~-df86-4848-9a9f-Babeal3763d21PWELLKNOWN : COM.APPLE. LKDC

Name: API:CDBOD35D~6E79-4200-AD7D-AB8@7F850B24
Issued

1970-12-31
1970-12-31
1970-12-31
1970-12-31

14:00:00HST
14:90:00HST
14:00:00HST
14:00:00HST

Expires Principal Flags
2020-83-11 16:46:49HST krb5_ccache_conf_data/iakerb@X-CACHECONF: ()
2020-03-11 16:46:49HST krb5_ccache_conf_data/certificate-ref@X-CACHECONF: ()

2020-83-11 16:46:49HST krb5_ccache_conf_data/FriendlyName@X-CACHECONF: ()
2020—02—11 16:46:49HST krb5_ccache_conf_data/lkdc-hostname@X-CACHECONF: ()



TS

LKDC — CCACHE ENTRIES

Client: itsafeature@LKDC:SHAL1.B88570BB8D00184F5B11DEBR39797DD65CISF2AF
Principal: krb5_ccache_conf_data/password@X-CACHECONF:

Key enctype: @

Key: ()

Expires: 2020-03-12 02:46:58 GMT

Flags:

Principal type: password

Ticket Data:

aXRzYXBhc3N3b3Jk

Client: itsafeature@LKDC:SHA1.B88570BB8D@R184F5B11DEBB39797DD65CISF2AF
Principal: krbS5_ccache_conf_data/FriendlyName@X-CACHECONF:
Key enctype: ©

Key: () Associated Remote
Expires: 2020-03-12 02:46:58 GMT
Flags: Username

Principal type: FriendlyName
Ticket Data:
aXRzYWZ1YXRicmU=

Client: itsafeature@LKDC:SHA1.B88570BBBDAG1B4F5B11DEBO39797DDE5CISF2AF
Principal: krb5_ccache_conf_data/lkdc-hostname®@X-CACHECONF:

Key enctype: @

Key: ()

Expires: 2028-03-12 02:46:58 GMT

Flags:

Principal type: lkdc-hostname

Ticket Data:

c3Bvb2t5LmxvY2Fs




LKDC - ATTACKS

* If you get the user’s password
* You can do everything manually / normally and impersonate the user

* If you get the _krbtgt hash
» You can generate your own TGT as anybody to the LKDC
« Same as a ‘Golden Ticket’, but just to that Mac
* If you get the hashes from /etc/krb5.keytab
* You can impersonate anybody to those services
« Same as ‘Silver Ticket’, but in this case it might as well be a ‘Golden Ticket’
 Stealing the user’s SRP Verifier
» You can brute-force try to crack the user’s password



LKDC - ATTACKS

« If you get the user’s KerberosKeys Open Directory Attribute
e dscl . read /Users/itsafeature KerberosKeys

* You can try to decrypt the AES256, AES128, or des3-cbc-shal (INTEGER 16 in
ASN.1 encoding) keys to get the user’s plaintext password

SEQUENCE (2 elem

l]l (4 2lem
INTEGER 2

[0] {41 €leml)

SEQUENCE | em)
SEQUENCE (2 elem)

1] (1 elem)
SEQUENCE 2 elem)
(0] (1 elem)
INTEGER 1¢
(1]

OCTET STRING |

(2] (1 elem)
SEQUENCE |
(0] (1 elem)
INTEGER
[1] (1 elem)
OCTET STRING
SEQUENCE lLem)
(1] |
SEQUENC



LKDC - SUMMARY

 You’re running Heimdal on your macOS computer.
* How often do you change your password?
What about your _krbtgt password?
What about your computer’s password?
« LKDC should not come into play if you're AD joined
 Realistically, it just doesn’t come into play with AD users
« Still comes into play with local user accounts

* The tickets in your ccache are flushed periodically

» LKDC tickets are flushed when you’re no longer using the them
* I.e. unmount that shared drive, disconnect VNC, etc



THANK YOU — QUESTIONS?

* Bifrost
 https://qithub.com/its-a-feature/bifrost
» Will release updated code for LKDC interaction
« Still need to add in Silver/Golden ticket generation

 Blog on the topic with video demo:
» https://posts.specterops.io/when-kirbi-walks-the-bifrost-4c727807744f

» Using a captured hash to get a TGT, inject ticket, get a CIFS service ticket, then
mounting a remote share with those tickets



https://github.com/its-a-feature/bifrost
https://posts.specterops.io/when-kirbi-walks-the-bifrost-4c727807744f

