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WHY ARE 
WE 
HERE?



§ Incident responders are sent in to put out “fires” during security incidents

§ Firefighters need the right tools to put fires out quickly:

§ Fire truck

§ Hoses

§ Protective gear

§ Firefighting knowledge

§ Incident responders need the same:

§ Forensic tools

§ Forensic artifacts

§ Forensic analysis skills
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INCIDENT RESPONSE (IR) REQUIRES THE RIGHT STUFF



-> How can we leverage the Apple Unified Log to improve our 
incident response efforts? <-

We support this with an understanding of the unified log’s:

§ Internals

§ Acquisition

§ Parsing
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WHAT ARE WE DISCUSSING HERE?
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WHY DO WE CARE ABOUT LOGS DURING IR?
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INTRODUCTION
TO THE UNIFIED 
LOG



Apple announced the Unified Log  
at WWDC ‘16
§ Used to assist with debugging 

§ Single logging mechanism

§ Designed to replace traditional Unix 
logging  

§ Form of standard Logging mechanism  
across iOS, macOS, tvOS, and watchOS

§ Maximum amount of data in as wide a 
timeframe as possible

PURPOSE
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§ Components found in two locations

§ Var/db/diagnostics  - .tracev3 files

§ /var/db/uuidtext.  - support files 

§ Logging is centered out the subsystem 
and category combo 

§ Subsystem: com.apple.objectivebythesea; 

§ Category: Conference_Prod,  Conference_Test

§ Each Log has a level determined by the 
API used

§ Basic Levels – Default, Info, and Debug

§ Special Levels – Error and Fault

WHERE AND WHAT THE UNIFIED LOG LOGS

CROWDSTRIKE https://developer.apple.com/videos/play/wwdc2016/721/

Message Level Enabled Destination

Default Always Disk

Info Yes Memory

Debug No N/A

Error Always Disk

Fault Always Disk



UNIFIED LOG ARCHITECTURE - HOW IT WORKS

CROWDSTRIKE https://developer.apple.com/videos/play/wwdc2016/721/



§ Log Fields

§ Useful data collected and parsed

§ Common Log Fields 

§ Data & Time

§ Process

§ Message

§ Signposts

UNIFIED LOG STRUCTURE
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Predicate
Event 
Type

Log Type
Signpost 
Scopes / 
Types

10.14
Mojave

16 
different 
fields

22 
different 
fields

27 
different 
fields 

Text

10.15
Catalina 

N/A 4 Text Text

10.12
Sierra

10.13
High 
Sierra

10.14 
Mojave

10.15
Catalina 

Log Fields 16 22 27 27

Signposts N/A 4 5 5

https://eclecticlight.co/2019/10/16/inside-catalinas-unified-log-how-has-it-changed/



UNIFIED LOG EXAMPLE

CROWDSTRIKE



LOG VOLUME
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Unified Log

§ 28-30 days of retention

§ 30-50 million records

§ Logarchive size – 400-
800 MB

§ Plaintext output – 2-9 GB

Apple System Log (ASL)

§ 40-60 MB of data

§ 200K – 500K records

§ Full data set retained 7 
days

§ Limited data retained 1 
year

System.log

§ 30-60 MB of data

§ All data retained 7-14 
days

§ 200K – 400K records
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ACQUIRING
THE UNIFIED 
LOG



From Disk

§ Reconstruct the unified log from 
/private/var/db/diagnostics 
/private/var/db/uuidtext

§ Place constituent files from both 
locations into one directory

§ Add .logarchive extension

FROM A MACOS SYSTEM
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Live System – Log Command



FROM DISK
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/private/var/db/uuidtext/private/var/db/diagnostics

https://www.blackbagtech.com/blog/accessing-unified-logs-image/



LOG COLLECT
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LIVE SYSTEM – LOG SHOW
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LIVE SYSTEM – LOG STREAM
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LIVE SYSTEM – LOG
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DEMO
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PARSING
THE UNIFIED 
LOG



UNIFIED LOG PARSING METHODS
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Yogesh Khatri’s 
UnifiedLogReader

§ Python-based

§ Open-source

§ Filtering capabilities

§ Works on multiple 
platforms

Blackbag Blacklight

§ Commercial GUI-based 
application

§ Easy to integrate with 
disk analysis workflow

§ Filtering capabilities

§ Log export capabilities

Native – log show

§ Built in to macOS

§ Numerous filtering 
features, including 
predicates



COMPARING PARSING OUTPUTS
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UnifiedLogReader and Blacklight

§ 936,446 records

Log show --info --signpost

§ 936,452 records

§ Difference reflects 6 
timesync records

§ System boot, system clock 
adjustment

Test condition: Sample VM image running 10.14.6, logarchive constructed from disk
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A ‘LOG SHOW’ (AND CONSOLE) BUG

log show --info --debug --signpost --timezone UTC <logarchive_from_forensic_image>  

UnifiedLogReader

Test condition: Sample VM image running 10.14.6, analysis machines running 10.14.6 and 10.15.3
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FINDING 
WALDO



Grep, Grep, and more Grep
§ Using the log collect command, standard 

out the file to a text file 

§ Begin keyword searching 

However, some issues with this

§ Slower

§ Storage location 

§ Correct syntax

“OLD FAITHFUL” APPROACH
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Time based Filtering
§ Use --start and --end to pull slices from 

log SHOW only

§ Use --start and --last to pull slices from 
log COLLECT only

Size based Data Reduction
§ Use --size to pull a specific size of logs 

from log COLLECT only

FILTERING
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Log Collect Log Show



COMMAND EXAMPLE
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§ log show User1_unifiedLof.logarchive --info --backtrace --debug --loss --signpost --style 
syslog --force --predicate 'eventMessage CONTAINS "remote"' > AUL_User1_remote.txt



PREDICATE EXAMPLES
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process == “sudo”
Captures command line activity 
run with elevated privileges 

process == “logind”
Captures user login events

process == "tccd"

Captures events that indicate 
permissions and access 
violations 

process == "sshd”
Captures successful, failed, and 
general ssh activity



PREDICATE EXAMPLES CONT. 
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process == "screensharingd || 
process == "ScreensharingAgent”’ 

Captures events that indicate 
successful or failed authentication via 
screensharing

process == "securityd" && 
eventMessage CONTAINS "Session " && 
subsystem == "com.apple.securityd" 
Captures  session creation and 
destruction events

process == "kextd" && sender == 
"IOKit”

Captures successful and failed 
attempts to add kernel extensions 

process == "loginwindow" && 
sender == "Security"

Capture keychain.db unlock 
events



Events took place on November 
4th 2019

Users reported that Mac was 
running slow

An unknown application 
requested the user type their 
password

MOCK SCENARIO BACKGROUND 
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IR RESPONSE USING THE UNIFIED LOG
SSHD
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IR RESPONSE USING THE UNIFIED LOG
SUDO
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IR RESPONSE USING THE UNIFIED LOG
SCREENSHARINGD

CROWDSTRIKE



IR RESPONSE USING THE UNIFIED LOG
SCREENSHARINGD
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IR RESPONSE USING THE UNIFIED LOG
TIMELINE
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IR RESPONSE USING THE UNIFIED LOG
ESPL
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CONCLUSION



§ What the Unified Log is

§ What its functions are

§ How to acquire it

§ Various tools, both native and third party 

§ How to narrow down your scope and find 
evil faster

WHAT YOU HAVE LEARNED
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§ Upcoming AutoMacTC module release will include unified log parsing features

§ We are working on characterizing the log show bug before we release the module

AUTOMACTC MODULE RELEASE
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https://github.com/CrowdStrike/automactc
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THANK YOU

ANY 
QUESTIONS?


