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e Summary



Who am I?

e AppSec@Grammarly

e twitter.com/vladimir_metnew

e Hackerone.com/Metnew,
Grammarly(#1), MacPaw(#1),
Brave(#1)...

® Focus: code analysis, macOS,
browser environments.
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O

What is File Quarantine?

Why is there so much hype around Gatekeeper?



localhost:5000

File with malicious payload



macOS File Quarantine

e Quarantine prevents downloaded content from being launched
without the user's explicit confirmation.

e (atekeeper enforces code signing and verifies downloaded
applications before allowing them to run.

e (Gatekeeperrelies on the com.apple.quarantine extended file
attribute that Quarantine attaches to downloaded files.

e Windows clone: MOTW (Mark-0f-The-Web).

e Default for files written by App Sandboxed apps



macOS File Quarantine: references

e File Quarantine is explained in-depth in "*0S Internals lll" by
Jonathan Levin.

e C(heck @patrickwardle's research on GateKeeper bypasses.

e \WWDC2019 “Advances in macOS Security”.

e 'Grokking Gatekeeperin Catalina” by @howardnoakley.

e (Gatekeeper bypassisa MITRE ATT&CK technigue.



http://newosxbook.com/index.php
https://objective-see.com/blog/blog_0x15.html
https://devstreaming-cdn.apple.com/videos/wwdc/2019/701ngx868rfo8jlj/701/701_advances_in_macos_security.pdf?dl=1
https://eclecticlight.co/2019/06/12/grokking-gatekeeper-in-catalina/
https://attack.mitre.org/techniques/T1144/

Quarantine (file downloading)

1. The app downloads a file from a remote resource.

2. Theapp can “quarantine” the file directly by adding
com.apple.quarantine extended attribute via xattr util or
<sys/xattr.h>.

3. Itcanalso “quarantine” files indirectly by delegating the quarantine
process to 0S, which requires setting the LSFileQuarantineEnabled

property to <false/> in Info.plist.
o xattr ./example.app

com.apple.quarantine



L

Quarantine (file launching)

1.  0S checks com.apple.quarantine attribute once

the file is launched via LaunchServices.

2. Ifenabled, Gatekeeper runs codesign check,

notarization check and malware scan.
3. Depending on the user's Gatekeeper settings,

macOS might prevent the file from launching.

4. [Gatekeeper:3rd-party] If the app is signed

with a 3rd-party developer certificate and the

user allows it to open, the Quarantine dialog

pops up.

“exploit.terminal” cannot be opened
because it is from an unidentified developer.

macOS cannot verify that this app is free
from malware.

Gatekeeper alert

"example.app” is an app downloaded from the
internet. Are you sure you want to open it?

Cancel Show Web Page

Quarantine dialog



Imagine there was no Quarantine (3

Any downloaded file could be launched in a single open(1).
OS wouldn't enforce codesign requirements for executables.
There would be no OS protection against malware.

Websites would be able to execute arbitrary code via Windshift
APT's trick with app URI schemes.



https://objective-see.com/blog/blog_0x38.html

Payload all the things!

A short guide to “payloadable” macQS files



Files that can include other files

ZIP

.zip, .bin, .tar, .tgz, and 17 other File archives can include files.
archive file types

.dmg, .cdr, .dart, .dc42,and 11 Disk Images can include files.
other disk image file types

.pkg and .mpkg Package installers can include
files and can execute code.

w You can find a full list of file extensions in Chromium project:

src/chrome/browser/resources/safe_browsing/download_file_types.asciip
b



https://cs.chromium.org/codesearch/f/chromium/src/chrome/browser/resources/safe_browsing/download_file_types.asciipb
https://cs.chromium.org/codesearch/f/chromium/src/chrome/browser/resources/safe_browsing/download_file_types.asciipb

Harmful macQOS files

.app App(bundle) is a directory; it needs +x file permission to
launch.

.webarchive 2000dav: This file can cause UXSS in Safari; it can't be signed.

.action, .caction, .workflow, Automator actions don't need +x to launch.

wflow Automator Ul pops up on launch :(

.tool, .command, .dylib Terminal.app is a default handler;

These files need +x permission to launch :(

terminal (. ) Terminal.app preferences file; allows running code, XML file
(plist); it can't be signed.

.internetconnect, Configuration profiles can modify device settings. The user's
.networkconnect, explicit confirmation is required.
.configprofile...



https://speakerdeck.com/bo0om/2000day-in-safari

terminalfile

® Terminal.app profile
configuration file.

e .terminal can't besigned, but
signing isn't a concern, if it has
already bypassed Quarantine.

® It'saplist. It could be delivered in
both binary and XML formats.

® .terminal canlaunch an
invisible Terminal.app window.

® Bypasses notarization check.

bplist00®
_ RunCommandAsShell_ ProfileCurrentVersion CommandStringTnameTtype#a8z6G6

{_ echo "Hello" &6 id;Wexploit_ Window Settings '?
MRWXaw666606 6666660 66600U00000060H

Binary .terminal

<? version="1.0" encoding="UTF-8"?}
<! DOCTYPE PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://ww.apple.com/DTDs/
PropertylList-1.0.dtd">
<plist version="1.0">
< >

>CommandString</key>

>echo "Hello" &amp;&amp; id;</
>ProfileCurrentVersion</ >
>2.0600000000000001</ >

>RunCommandAsShell</key>
/>
>name</ key>
>exploit</
ey>type</key>
>Window Settings</

XML .terminal TERMINAL



Quarantine in Messengers

Messengers from AppStore = €



Messengers and UX Security

® Unsafe UX: many apps have an "Open” functionality that is
implemented via NSWorkspace.open with no safety checks.

® Unsafe UX: apps don't have file preview for non-image files.
terminal files in binary format can bypass text previews.

e Unsafe UX: apps might download files without the user’s
consent.

e Filename-spoofing bugs (e.g., CVE-2019-3571 WhatsApp)



Slack - metnew

metnew ! fgemz_ral\ -~ ‘ ® &

¥ 4 H 1 20 | Company-wide anncuncements
# general
You created this channel on December 3rd, This is the very beginning of the

# general channel. Purpose: This channel is for workspace-wide communication and
announcements. All members are in this channel. (edit)

# general + Add an app 8 Invite others to this channel

Monday, December 3rd
Add a channel Metnew & 59 AM
joined ¥general
Woohoo!
Today

: IMe(new»z:;x- ¢ Q 9@ W

1 <?xml version="1,08" encodipge="UTF-8"7>
<IDOCTYPE plist PUBLIC “-/EApple//DTD PLIST 1.0// & & > -
“http://www_apple.com/DTDs/Propertylist-1.0.dtd">
<plist version="1.0">
<dict>
<key»CommandString</key»
<string>echo "Hello® Samp;domp; id;</string>
<key>ProfileCurrentVersion</key>
<real>2 . 06000000000000Q1 </real »
) <key>RunCommandAsShel 1 </key>
19 <false/>
<key>name</key>
<string>exploit</strings
<key>type</kKey>
<string>Window Settings</string>
</dict>

Q

Downloads

| exploit.terminal

Hold | Shift | to open the iy

b



Slack

e 21Dec 2018 — The vulnerability was reported to

Slack on HackerOne. . .
apvd

® 13 June 2019 — Triaged with “"High" severity. '
e 16 Aug 2019 — The vulnerability was fixed. .

e |ttook Slack 235 days to fix this vulnerability.



@ WhatsApp ®aitn  U3meHutd MpocMotpetb  YaT  OkHo Cripaeka SO OONE® T U = 18%0) CWA Br22:43 Q_ Vladimir Metnev

T - - i

Quarantine
Bbl

baTtapes no4ytun
paspsaxeHa

3apsaguTe ceoi TenedoH,
4TO6bI NPOJOMXKUTD
vucnonb3oBaHne WhatsApp

Quarantine
" & exploit.terminal

CErogH4

. exploit.terminal

TERMINAL « 469 b



https://docs.google.com/file/d/1DPYZLizmlAOtH8FqPb3YFJeESkwP-YdY/preview

WhatsApp

® 30 Oct 2018 — The vulnerability was reported to FB.

® 11Jan 2019 — The WhatsApp Team confirmed that
the issue had been resolved.

® The WhatsApp team doesn't consider this issue to
be a vulnerability but rather a platform-specific

behavior.



Al

WhatsApp: File extension spoofing

: Nico Waisman
Wy  @nicowaisman

CVE of the day: CVE-2019-3571
An input validation issue affected WhatsApp Desktop

versions prior to 0.3.3793 which allows malicious
clients to send files to users that would be displayed
with a wrong extension.

Imagine the potential impact from combining a filename spoofing bug with the lack of Quarantine.



Telegram Desktop

Official free messaging app basedon T
for speed and security.
k

This software is licensed under GNU GPL version 3,
Source code is available on GitHub.

Visit Telegram FAQ for more info.




Telegram

e 18 Dec 2018 — The issue was reported to
security@telegram.com.

® 21Jan 2019 —Telegram (v1.5.8) fixed the issue by
requiring a user's consent to open .terminal files.

® 29Jan 2019 — | provided additional file extensions
that should be filtered.

® Later — Telegram enabled macQOS File Quarantine.



Telegram: imagine if | hadn't reported this bug

v1.5.8 includes an “auto-downloading”
feature: the app downloads files
without the user’s consent, making
the Quarantine issue a single-click

code execution.

v1.5.8

john-preston released this on 21 Jan

Global permissions for groups. Restrict all members in a

Unified group settings. Make groups public, set admins
history in just a few clicks in any group.

Choose the emoji set you would like to use in Chat Settir
Choose input and output devices for Telegram Calls in S

Support for automatically downloading files and music.



- TERMINAL
quarantine X
1 participant | & Gallery exploit.terminal
Q Search Skype

Time v

quarantine 09:50
Metnew has renamed the...

Skype Translator 09:50
Alternatively, you can create a ...

Echo / Sound Test Service .

Today

Metnew has made the chat history visible to everyone
Metnew joined this conversati

Metnew has renamed the conversation to “quarantine”

Invite More People

eRMEOo s @



https://docs.google.com/file/d/1zTXxY4H6zamifke4P6ymt6yxVNIVFoz1/preview

Skype

e 23 Dec 2019 —Isent areport to security@ mail, but
MS didn't have a security@ alias @

® 22Jan 2019 —The bug is reported to secure@.

e 24Jan 2019 —MS confirms the bug.

e Later —The bug is silently fixed; no updates from

MS, no HoF.



Security [Signal for macOS]: Lack of quarantine meta- S| Newissue
attribute for downloaded files leads to GateKeeper bypass
#3590

Metnew opened this issue on 12 Sep - 2 comments

%\a
Metnew commented on 12 Sep +@ Assignees

No one assigned

Bug Description

Report to Brave: https://hackerone.com/reports/374106 Labels

. . N t
1. Signal doesn't handle quarantine properly. oneve

2. Downloaded files bypass Quarantine & Gatekeeper checks

3. Downloaded files are executable in 2 clicks Projects
4. .terminal file can be used for this purpose (it's executable after downloading from the web). None yet
oS Milestone
macOS No milestone
Notifications Customize
% Metnew commented on 17 Sep Author| +@) -+ «x Unsubscribe
You're receiving notifications because
(%] you authored the thread.
1 participant
% Metnew commented yesterdav Author | +(E) eee %
& o
” kenpowers-signal commented 5 days ago Collaborator

@) & Metnew changed the Sorry, not quite sure | follow. Are you saying that the same issue that applies to Brave applies to
leadsto-Gatekeeperbyp . .
downloaded files leads t downloaded attachments in Signal?

+© .o
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Anita L. wrote:  Jan 30, 2019 10:09 AM

Hello Vladimir,

Unfortunately, we do not have a bug
bounty program however we will be happy
to add 25$ Viber Out credit to your
account.

Please let us know if you would like the
credit to be added to Viber account with
the number +..

Awaiting your reply.

Best regards,

Anita L.

Viber support team leader

Quick question? Tweet to @ViberHelp

You wrote: Jan 29, 2019 03:26 PM

7 © 100 % ()

@ Twitter a1l 3G @ 97 30%m

Anita L. wrote:  Feb 05, 2019 12:26 PM

Hello Viadimir,

We understand your frustration however we
believe that our users is a community that
share good things and bad things in the
favor of improving the app for the benefit of
all.

Viber Out credit can be used for placing
calls to non-Viber numbers through your
Viber app, be it landline or mobile. Please
let us know the number to add Viber Out
credit for.

Thank you!

Best regards,

Anita L.

Viber support team leader

Quick question? Tweet to @ViberHelp

Anita L. wrote:  Jan 30, 2019 10:09 AM



® Zoho for desktop app for macOS: lack of com.apple.quarantine meta-attribute for downloaded files leads to

"1’ GateKeeper bypass for mail attachments
Reported to Mail “ 0 - Jan 26, 2019 4:08:23 PM

2328 - 5.50

e
Vladimir Metnew (metnew)
Reputation Rank Signal

50 Lack of quarantine meta-attribute for downloaded files leads to

GateKeeper bypass
w Vladimir Metnew (metnew) 2328 = 5.50
Reputation ~ Rank Signal
18 ICQ for macOS: lack of ‘com.apple.quarantine’ meta-attribute on
downloaded files leads to GateKeeper/Quarantine bypass for
downloaded executables
w Vladimir Metnew (metnew) 2328 B 5.50
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91st

Percentile

Share:

91st

Percentile

Share:

91st

Percentile

27.69

Impact

27.69

Impact

27.69

Impact

97th

Percentile

97th

Percentile

97th

Percentile

[ for macOS: lack of *com.apple.quarantine” meta-attribute on downloaded files leads

to GateKeeper/Quarantine bypass



2034 - 0.34 60th 14.82 80th
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g; Professer (insomniac)

User-assisted RCE - client: downloaded executables lack
""com.apple.quarantine" meta-attribute [macOS]

@ Sergey Kashatov (iframe) 2246 - 245 74th 13.47 78th

Reputation  Rank Signal Percentile Impact Percentile

- BbinonHeHne npon3BosibHbIX $ansioB U3 3a He6e30MnacHOU 3arpy3Ku
dannos Ha komnbioTep NpuBoauT K RCE 4yepe3 0605104Ky Java.

“&, Just Stay Shhhhh (h331) 3205 - 399 82nd 19.27 90th

Reputation Rank Signal Percentile Impact Percentile

‘(; Gatekeeper Bypass due to lack of “com.apple.quarantine’

@ alexbirsan filed a duplicate (#703077) and was invited to participate in this report. Oct 10th (about 1 month ago)



Summary

e At least 15 affected apps: Telegram, WhatsApp, Slack, Skype,
Signal, Wickr ...

e Extremely powerful bug for red teaming!

e Security teams treat secure file handling as a user's
responsibility. Is this the right approach?

e [|tseems that many people are unaware of File Quarantine.
e Apps might need to improve their UX security.

e |haven't seen a single non-AppStore app with enabled
Quarantine during 04 2018/01 2019.



O

Quarantine in Cloud File
Storage Apps

|s it possible to exploit file quarantine in such apps, too?



Quarantine in cloud file storage apps

e Affected cloud file storage apps: Keybase, Dropbox, Google
Drive, OneDrive ...

® Asof Q4 2018, the only app with enabled Quarantine was
Yandex.Disk (¢

e Only Keybase fixed the issue!

e Quarantine is not easy to exploit here, but there is a way &

® “Product-friendly” fix: attach quarantine file attribute to

dangerous files like .terminal and .webarchive.



Attack scenario: Sync’'n'Launch

1. To leverage file quarantine, we need to deliver a file to the
user's device.

2. Let's leverage the sync functionality of syncing apps!
3. However, we still need to somehow launch the delivered file (5

4. Inshort, we're looking for a way to execute “$ open
/path/to/synced/file.terminal” on the user's device.



Attack scenario: Sync stage

o - Sync files to the user's device
without the user’s consent (legitimate
Keybase feature)

o X -Syncfiles by sharing a folder i sirdomitmy b i
(Dropbox, OneDrive, Google Drive).

Requires too much interaction from the
targeted user.

o - Leverage applications’ web APIs and
OAuth access!



Attack scenario:
Sync via “App Folder”

1. Both Dropbox and Google Drive have

“App Folder” integrations.

2. Many apps require this permission: cloud
file converters, file previewers, graphic
and video editors ...

Attackers can trick the user into authorizing a new
“‘App Folder” integration or leverage existing
vulnerable integrations to deliver a malicious payload
to the user's device.

I wants to access

your Google Account
o

This will aIIow_ to:

&, Add itself to Google Drive ©)

L View and manage Google Drive files and folders @
that you have opened or created with this app

Make sure you trust _

You may be sharing sensitive info with this site or app.

Learn about how_ will handle your data by

reviewing its terms of service and privacy policies. You
can always see or remove access in your Google Account.

Learn about the risks


https://help.dropbox.com/ru-ru/installs-integrations/third-party/third-party-apps
https://developers.google.com/drive/api/v3/appdata

Attack scenario: Launch stage

e |[f files have +x permission after the sync -> use Windtail trick.
e Launch of .url file equals “S open <URL>".
® A.urlfileisn't tracked by Quarantine; it's a shortcut file.

e _urlfile's file-opening behavior was fixed in macOS Catalina*.

File: x.url

X - Ask the userto run your [ {000214A0-0000-0000—-C000-000000000046} ]
payload in Finder @ Prop3=19,2

[InternetShortcut]

) URL=file:///Keybase/private/metnew,max/exploit.terminal
* 4." - J
- Find an *0S feature IDLict=




Attack scenario: Sync'n'Launch

1. Syncamalicious .terminal file to the user's device
(“App Folder”, folder sharing, application’s features).

2. Send a shortcut file (.url) that points to the .terminal
file that has been synced to the user’s device.

3. .terminal executes when the victim opens the .url file.



Keybase (sync + .url vector*)

1. Attackers can sync a .terminal file with the
targeted user via KBFS without the user's
consent.

2. Dueto the design of KBFS, the file will have a
predictable absolute path on the user's device.

3. Theuser opens a .url file that points to the

synced .terminal file.

4. .terminal launches!



Keybase

Report: https://hackerone.com/reports/430463

Oct 29 2018 — The vulnerability was reported to Keybase.
Oct 30 2018 — Quarantine was enabled in Keybase chat app.
2 Nov 2018 — The vulnerability was patched in KBFS.

6 Feb 2019 — The Keybase Team remediated the issue.

16 Sep 2019 — The report was disclosed on HackerOne.



https://hackerone.com/reports/430463
https://hackerone.com/reports/430463

Microsoft OneDrive Q

“We asked for (and received) an exception from
Apple's head of macOS security to set an entitlement
[on OneDrive app distributed through AppStore] that
does not cause the quarantine bit to be set. Apple's
position is generally that sync apps do not need to
have MOTW/quarantine set on synced content.”

(c) MSRC

Dear OneDrive Team, only you are responsible for security issues in your app,
not Apple's head of macOS security. (c) Author of this slide



Dropbox

Dropbox seem to be aware of the
Quarantine issue. The Dropbox Team has
said that they're not going to track thisas a
vulnerability, unless the exploitation
doesn't require any user interaction

Dropbox has the capacity to implement a fix
of any granularity, but they haven't done so.

You can find the exported version of the
report here.

It's likely that the Dropbox Team didn't think
about a sync vector via “App Folder”
integration.

= cua

Br07:10 Q Viadimir Met



https://drive.google.com/open?id=1cfo8oa9HKZxkL9ru-cvWmkpcfAjFnLok
https://docs.google.com/file/d/1tWW48r_SL_ZRN3xh0G1L5GfNDDBGuMsv/preview

fileloc is the new .url!

® Apple fixed .url file handling in Catalina.

fileloc file still allows to open local
executables!

Opinion: Neither .url nor.fileloc have any
value unless the attacker can plant a
malicious payload that has already
bypassed the Quarantine mechanism.

File: calc.fileloc

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "—-//Apple//DTD PLIST 1.0//EN" "http://www.apj
<plist version="1.0">

<dict>

<key>URL</key>
<string>file:///System/Applications/Calculator.app</string>
</dict>
</plist>




CVE-2009-2811: .fileloc aka “10years-day”

Current Description

Incomplete blacklist vulnerability in Launch Services in Apple Mac OS X 10.5.8 allows user-assisted remote attackers to
execute arbitrary code via a .fileloc file, which does not trigger a "potentially unsafe" warning message in the Quarantine

feature.

Source: MITRE

e Ithasbeen known that .fileloc is
dangerous for macOS devices without
enabled GateKeeper.

e Howdid OneDrive receive the “exception”
from Apple?

File: calc.fileloc

<?xml version="1.0" encoding="UTF-8"?>
<!IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apy
<plist version="1.0">

<dict>
<key>URL</key>
<string>file:///System/Applications/Calculator.app</string>
</dict>
</plist>




#» Hosas sknag o000 macOS 10.15.1 EE ) QF O GLHm <« AR
@ Calculator File Edit View Convert Speech Window Help Lo @) Mon17:34
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https://docs.google.com/file/d/103he_74WHflyVLv9IxydOwGY9ewyhxJ1/preview

Personal opinion

MOTW bypass on Windows is considered as a severe bug. Why the
same bug on macOS is considered as a violation of best practices and
not as a vulnerability?

It's absurd, how well-known apps can be affected to such a simple
issue.

9 must educate developers on secure file handling and UX security.

Developers must be responsible for secure file handling in their apps
and educate users about security.

Nice UX -> more users -> more revenue. Security > UX.



Outcomes

e Popular macOS apps now enforce File Quarantine (15+ apps).
Except of mentioned syncing apps.

e The technique has become popular among bug hunters.

® Theresearch describes attack vectors that can be effectively
abused by unsophisticated attackers.

e The research revealed unknown macQS “features”: .url and
fileloc files.

And now | have a bunch of screencasts
demonstrating how a single click on a file icon leads
to code execution &) @



Open questions

e \Who should be responsible for secure file handling?

e Isthere away to fix file quarantine issues?

e Isitanunique case inthe Apple ecosystem?

e Isit normalto make “"exceptions” for some companies?

® Do developers need to educate users?



Postmortem

e Postponing the disclosure was a bad idea.

e I'm glad to see that bug hunters and researchers report File Quarantine
issues to other products.

® | wish the unpatched apps will implement additional security measures
(e.g., direct quarantining).

® Tryto search for misconfigurations when hunting *0S apps. Nobody
reads Apple's guides. (SMJobBless is a good example)



Thank you!

twitter.com/vladimir_metnew &



