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Agenda

• Background on Hidden Cobra
• 3yr Cyber Operational review
• Insider’s look at Hidden Cobra’s cyber 

offensive programs
• The path to Operation Sharpshooter
• Key Take-aways
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Background on Hidden 
Cobra
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• Hidden Cobra refers to the U.S Government and public sector’s overall classification of North Korean 
cyber offensive programs

• This naming convention refers to multiple activity sets that the private sector has attributed to 
different names

• Lazarus
• Bluenoroff
• Andariel
• APT37

• The target objectives of these groups are different when compared to each other

• All the actions of these groups despite, different objectives still fall under the general classification of 
Hidden Cobra

How does this differ from Lazarus, Bluenorff?
Background on Hidden Cobra
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2018/2019 
Operational review

3yr Operational Review
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A review of notable cyber activity
3yr Cyber Operational Review

2017 2018

HaoBaoGoldDragon

PowerShell Olympics

Dec Jan FebApril

US Defense

HoneyBee

July Sept

US 
Energy

Fake Job Recruitment (English Targets)

Oct

Adobe 
Flash 0 

Day

May

Malicious HWP docs targeting crypto-currency

Taiwan Bank 
Heist

Bithumb 
Heist

Polish 
Bank 

Attacks

Feb

Operation Ghost Secret

March April 2019

Operation Sharpshooter

• ATR researched and documented targeted intrusions throughout 2018 / 2019 
attributed Hidden Cobra 

• A review of some of the notable activity and their relations to Hidden Cobra have 
revealed interesting patterns

Operation Oceansalt
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• Implants using code from the Destover Trojan

• Re-use of SSL certificates that have appeared in previous 
operations

• Some re-use of infrastructure from 2014 Entertainment 
Company attack

• Complex data recon implant

• Originated from code developed in 2015
• Utilized a covert listening network using a component 

known as ProxySVC

• Targets: Health, Education, Energy, Telco, Government

Operation Ghost Secret

3yr Cyber Operational Review



8McAFEE CONFIDENTIAL

Operation Ghost Secret – implant code lineage
3yr Cyber Operational Review

2015 2018

2015 Destover-like (original hybrid)
SHA-1: x

Detection: RDN/Generic BackDoor
Compile: 8.18.2015

Submitted: 9.15.2015 – 4.25.2018

2017 Hybrid
SHA-1: 

8f2918c721511536d8c72144ea
baf685ddc21a35

Detection: Trojan-Bankshot2
Compile: 8.1.2017

Submitted: 9.19.2017 –
11.21.2017

Aug

ProxySVC Dropper (exe)
SHA-1: 33ffbc8d6850794fa3b7bccb7b1aa1289e6eaa45

Detection: Trojan-Bankshot2
Compile: 5.30.2017

Submitted: 3.19.2018 – 4.25.2018 

‘Entertainment Company’ 2014 
Destover (HIDDEN COBRA)

SHA-1: 
8a7621dba2e88e32c02fe0889d2796a0c7cb5144

Detection: BackDoor-FDOP!99846F417C95
Compile: 10.29.2014

Submitted: 12.17.2014 – 12.19.2014

ProxySVC Implant (dll)
SHA-1: d840dc4eda1132793fffdf4b064000cfc499942d

Detection: HiddenCobra-D
Compile: 7.13.2017

Submitted: 3.22.2018 – 4.10.2018

2014

2018 Hybrid
SHA-1: 

fe887fcab66d7d7f79f05e
0266c0649f0114ba7c

Detection: Trojan-
Bankshot2

Compile: 2.12.2018
Submitted: 2.14.2018 –

4.25.2018 

Apr20172016 May Jul Aug Nov FebDec
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Operation Ghost Secret – code linkage
3yr Cyber Operational Review

ProxySVC
Implant

ProxySVC
Dropper

Entertainment 
Company 2014 

Destover
HIDDEN COBRA

2015 Destover-like 
Hybrid

2017 Hybrid 2018 Hybrid

Share the same SSL Cert (Polar SSL/Fake TLS)
Same PE rich header data

Share nearly the 
same C2 traffic

Evolution: Command handler index evolution 
for commands:
• Reads the file content (instead of just the 

name)
• Sends complete file (instead of just the 

name)
• Securely deletes by overwriting itself where 

it cannot be recovered (instead of does not 
delete)

Uses Thamstat C2 
– same entity that 
hosted the control 

server for the 
Sony picture 

attack

Hardcoded C2 of 
14.140.116.172
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Operation Oceansalt
3yr Cyber Operational Review

• Targeted campaign first appearing late May 2018 targeting 
Korean speaking persons.

• Five Malicious documents were sent to victims containing 
Korean language subjects (predominantly financially 
related). 

• Consistent author of “Lion” found embedded in the 
document metadata. Documents also contained metadata 
including Korean language codepage; indicating it was 
created on a Korean language machine. Documents were 
created between 5/18/2018 to 6/4/2018 by the same Lion 
author.

• Malicious documents included VBA script that downloaded 
implant that reused code from APT1/Comment Crew 
SEASALT implant that was observed in early CC 
operations.

=> Korean

Decoded VBA Script embedded in document to download implant

Download URL

Download Host

Save to disk as filename

Korean language malicious macro name

Document 
Metadata
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Operation Oceansalt
3yr Cyber Operational Review

• New data reconnaissance implant created based on 
SEASALT source code from 2010. Oceansalt wouldn’t 
be possible without direct access to original source.

• Designed as a system gathering implant with reverse 
shell capabilities.

• Not just SEASALT re-compiled, rather a new implant 
created incorporating SEASALT code. Research shows 
actor has access to entire source code down to the 
Visual Studio solution files.

• Implant first appearing to be distributed June 1st, 2018 
on a hacked South Korean website belonging to the 
Korean Orff Schulwerk Association (SK teachers 
association).

• Multiple ‘debug’ versions were detected between 
6/13/18 to 7/16/18 that contacted a few C2s. Debug 
versions contained interesting strings, not found in 
initial OCEANSALT.

Original 
Seasalt Oceansalt
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• Operation that targeted the Turkish banking 
sector

• Utilized an implant known as BANKSHOT as 
referred to by the U.S government

Operation Bankshot
3yr Cyber Operational Review
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Fake Job Recruitment
3yr Cyber Operational Review

March 2017 April 2017 May 2017 June 2017 July 2017 August 2017 September 2017 October 2017

Defense Contractor

Defense Contractor

Aerospace 
Company

Defense Contractor 
(THAAD)

Defense Contractor 
(AEHF program)

Defense Contractor 
(UAV program

South Korean 
targeting

Virtual 
Currency 
Exchange 
Targeting

Virtual 
Currency 
Exchange 
Targeting

Targeting US 
Energy Sector

US Financial 
Sector

Virtual Currency 
Exchange 
Targeting

Virtual 
Currency 
Exchange 
Targeting

Virtual 
Currency 
Exchange 
Targeting

November 2017

Virtual 
Currency 
Exchange 
Targeting

• Uses malicious VBA macro code to install 
implants on target systems

• Targeting key military systems in Korea

• Consistent decryption routine and dropper 
dating back to July 2016

• Multiple targets outside of South Korea

• Heavy focus on virtual currency targeting

• Discovery of attacker using Encapsulated Post 
Script (EPS) in some Hangul Word documents

South 
Korean 

targeting

South 
Korean 

targeting

South 
Korean 

targeting
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• Attackers setup elaborate spear phishing campaign to target 
employees at major defense contractors involved key defense systems 
on the Korean Peninsula

• Attackers create decoy documents with a job recruitment theme or 
other related topics and impersonate recruiters from credible sources 
or other contacts within the target’s organization to deliver spear 
phishing emails

• Attackers deliver malicious documents via links to a compromised 
location where the malicious documents are hosted

• The backdoors dropped by the malicious documents targeting two 
defense contractors contain the same API string obfuscation as the 
Troy32 implants used by Lazarus Group

3yr Cyber Operational Review
Fake Job Recruitment
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• From April 17th - July 17th 2017 major US defense contractors were targeted

• Individuals involved with key military programs relating to Korea were sent targeted spear 
phishing emails

• Hidden Cobra was interested in programs relating to:
• Terminal High Altitude Area Defense (THAAD)
• Advanced Extremely High Frequency (AEHF)
• Relocatable Over the Horizon Radar
• Unmanned Aerial Vehicle (UAV)
• Sikorsky Helicopter program

• This operation was part of an elaborate impersonation campaign to ‘trick’ individuals into 
opening malicious document files

• Malicious Microsoft Word documents disguised as job descriptions for roles involved with 
THAAD, AEHF OHR & Sikorsky.

• Documents load an implant on the victim’s system
• Implant would communicate to command and control (C2) over FakeTLS custom protocol

3yr Cyber Operational Review
Fake Job Recruitment
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3yr Cyber Operational Review
Fake Job Recruitment Operational Time-Line

April 2017

Sikorsky Helicopter
THAAD System

July 2017

AEHF System

July 2017

MQ-4C Triton UAV

July 2017

April 2017

Raytheon Operated ROTHR
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3yr Cyber Operational Review
Fake Job Recruitment – Helicopter Military Program

• The attackers began targeting Major Defense Contractor in April 2017. Based on the content of the 
decoy document, it is likely that the attackers are interested in obtaining US cutting-edge 
technology pertaining to Black Hawk helicopters through compromising individuals who works for 
Defense Contractor or have knowledge of the helicopter manufacturing technology. 

• The attacker who impersonated the Current SOC Manager and specifically mentioned “the 
Helicopter environment” and “the aerospace and defense industry” in the spear-phishing email 
sent in April 2017. The US has close to 30,000 military personnel deployed to the Korean 
Peninsula. Air Forces Korea currently operates Black Hawk helicopters., F-16s, and other 
advanced fighter jets. 
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3yr Cyber Operational Review
Fake Job Recruitment – THAAD Missile System

• In July 2017, the attackers sent a spear phishing 
recruitment email that contains a detailed job opening 
for Mechanical Integration Engineering Mgr. The job 
description listed in the decoy document is identical to 
the actual job opening published on a Defense 
Contractor’s website on 28 June 2017, and both job 
locations are in Sunnyvale, California. 

Malicious Document containing 
legitimate position 

THAAD Missile 
System
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3yr Cyber Operational Review
Fake Job Recruitment – Impersonation efforts for Defense Targeting

Hidden Cobra 
persona account

Impersonating 
Recruiter

Profiles Fake 
Persona is following
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3yr Cyber Operational Review
Fake Job Recruitment – Energy Sector Targeting

Spear phishing sent to a major power distribution company by individual from 
malicious email
Subject: Fund raising event

Spoofing real executive 
from energy company

Spoofing real executive 
from energy company

Real person Hidden Cobra is 
impersonating

TSF means Theater Air Naval Ground 
Operations Security Force
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3yr Cyber Operational Review
Fake Job Recruitment – Troy32 Implant

• Historically Hidden Cobra has used the term Troy in 
their backdoor code, especially those tied to the 
Escad

• Uses Korean language compiler

• Two malicious documents targeting defense 
contractors were hosted at 

• hxxp://210.202.40.35/CKRQST/Company/HR/Pos
ition/lm/L1915.doc 

• hxxp://210.202.40.35/CKRQST/event/careers/jobs
/description/docs/NGC1398.doc

• Troy32 Implant used 210.202.40.35 as a command 
and control

• Implant was distributed from lansingturbo.org as of 
August 3rd, 2017

• Uses the same type of SSL certificate (FakeTLS) 
that was used in the implants found in Sony Pictures 
Incident
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2018/2019 
Operational review

Insider’s look at North 
Korean cyber offensive 

programs
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An analysis of impersonation campaigns

Insiders Look at Hidden Cobra Cyber 
Offensive Programs

• Hidden Cobra cyber actors are skilled at 
impersonating people on the internet in connection 
to their targets

• Actor has been impersonating defense sector 
employees since 2016 through fake LinkedIn profiles

• US Government tracked a number of impersonation 
campaigns linked to defense contractor targeting as 
covered in a FBI indictment 

• The following cases we cover here have been 
confirmed by USG as linked to Hidden Cobra 
through public and private reporting

• Command of English and other foreign languages 
has significantly improved

• Actor has appear to know their targets, often 
impersonating legitimate people to appear authentic
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• ATR discovered impersonation 
operations targeting DIB from 2016-
2018

• Targets have association with email 
theme

• Operations are tracked using hidden 
pixels to transmit if the operation was 
successful

Skilled at Impersonation
Insiders Look at Hidden Cobra Cyber Offensive Programs

Targeted email sent to employee

Hidden Pixel

Employees Educational background



25McAFEE CONFIDENTIAL

Skilled at Impersonation
Insiders Look at Hidden Cobra Cyber Offensive Programs

• Hidden Cobra 
conducted an 
operation 
impersonating 
English speaking 
persons

• Targets included US 
Defense, Energy, 
Financial and other 
organizations

• Actor was 
responsible for 
sending multiple 
recruitment emails 
to defense industry.



26McAFEE CONFIDENTIAL

Skilled at Impersonation
Insiders Look at Hidden Cobra Cyber Offensive Programs

• This operation targeted 
individuals involved in the 
energy sector with a fake 
fund-raising concert

• Actor used names of real 
executives from an Energy 
company local to where the 
event was to be held

• Actor impersonated an event 
manager and promoter
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• Impersonating recruiters at US aerospace 
companies.

• Cyber actor did recon prior to constructing the 
email. Targets were very specific to the job 
advertisement.

• Spear phishing email did not contain malicious 
content. Redirected user to legitimate job site. The 
actor likely interacted with the subject followed by 
malicious code.

• Hidden within the email contained a click tracking 
link with code for a service called Gmass. The 
tracking link was present in a hidden image and 
“Click Here” link. Indicating these messages were 
sent via Gmass service and the actor tracked 
victims this way.

Skilled at Impersonation
Insiders Look at Hidden Cobra Cyber Offensive Programs
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2018/2019 
Operational review

The path to Operation 
Sharpshooter
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• Op Sharpshooter was a global campaign that 
appeared in 2018

• New activity appeared in 2019 with additional 
targets in the Middle East

• A new implant known as Rising Sun was used 
against targets

• Through coordination with international law 
enforcement, McAfee ATR obtained a copy of 
the backend code

• This code provided valuable insight into the 
Rising Sun implant and how the backend 
worked

• ATR discovered linkage to other Hidden 
Cobra attributed campaigns

• With this insight we could effectively map 
back activity to 2017

The path leading to exposure of backend operations
The Path to Operation Sharpshooter
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• Actor used compromised servers to host 
command and control code

• Chinese webshells were used to maintain 
persistence to the asset

• Actor connected via Express VPN service to 
manage the hacked assets

The path leading to exposure of backend operations
The Path to Operation Sharpshooter

Webshell Installed

Server Log
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• Some malicious TLS certificates were identified 
and associated with C2 infrastructure

• Based on the TLS certificates we identified more 
C2s using the same certificate

• In these operations we often find shared TLS 
certificates use for C2 protocol, this enables 
hunting for more infrastructure

Using shared TLS certificates to track infrastructure
The Path to Operation Sharpshooter

Shared TLS Certificates
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The Path to Operation Sharpshooter
The path leading to exposure of backend operations
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The Path to Operation 
Sharpshooter

Links to other Hidden 
Cobra espionage 
campaigns
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• Backend was based on Python 
code, other iterations were 
found written in ASP language

• Backend used a multi-layered 
approach to relay commands to 
a master server

• Backend was custom coding 
written by the adversary

• We can date the usage of this 
server to 2017

• ATR discovered additional C2s 
with more implants from 
previous campaigns that used 
the Sharpshooter backend 
framework

C2 backend component analysis
The Path to Operation Sharpshooter
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• Free: write infected end-point’s 
IP to a log file called 
jquery2017.js

• Query: Write the data gathered 
from Rising Sun implant

• Suggestion: read the data from 
the name file and present it to 
intermediate C2

• Result: send the results of 
command execution to actual C2

• Set: obtain a new C2 IP address 
of the actual C2 (master)

Deep Dive into components
The Path to Operation Sharpshooter

Command handler and data acceptor (mainmenu.php)

<var1_enum>=<random_number>&page=sugge
stion&wr_id=<encoded_time_stamp>&name=jq
uery2017<encoded_time_stamp>09.css

Data Format

Obfuscation of Commands 
(random names with no 
meaning)
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Delete Log Files 
Function

• There was additional 
functionality that was 
custom coded

The Path to Operation Sharpshooter
Deep Dive into components

Connection opened to the actual 
command and control server by 
the intermediate command and 

control server.Check IP against hashed IPs
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• Designed to target Middle East aerospace 
companies

• First stage implant used by the actor to collect 
basic data and install further implants

• Retrieved by Framework.php hosted on the 
command and control server

• Capabilities
• Gets HTTP user agent
• Collects and sends file path with running 

processes
• As a response to HTTP POST, Vendor.php

sends apple.png (Rising Sunv2) to 
Mypng.png

• Once the contents of apple.png file are 
downloaded from CNC, decrypts Rising Sun 
v2 into memory

The analysis of Mypng.png
The Path to Operation Sharpshooter

alive=verify_session&page=<base64_encode
d_path_of_self>&session_data=<base64_enc
oded_process_filepaths> Data format

Implant 
injecting into 
memory
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• Tracking additional C2s was possible 
by knowing the HTTP request format 
associated with command interpreter

• Command interpreter accepts a 
specific format, C2 backend provided 
insight

• We discovered additional C2s hosting 
ASP code instead of PHP

• This indicates the backend was adapted 
into two code formats to be able to be run 
on any kind of platform

• In the request header ‘Accept-
Language’ we identified North Korean 
language set

Tracking additional C2s – analyzing the HTTP request header
The Path to Operation Sharpshooter

HTTP Request from Rising Sun implant 2018

HTTP Request from Op Sharpshooter

Very Similar

ASP based command handler

This names are random, the 
difference is not significant

The HTTP request format is 
identical

Accept-Language Setting in request 
header (ko-kp)
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• Vendor PHP file is used to
• Log remote IP and identifier to a log called 

jquery2018.js with timestamp
• Whitelist checking of client IP against 

specific MD5s
• Checks HTTP User Agent
• Checks to see if the POST request contains 

the parameter alive=verify_session
• Script will serve the file apple.png to the 

infected client

Deep Dive into components
The Path to Operation Sharpshooter

Vendor.php serving apple.png to downloader
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• Variations of Rising Sun can be 
traced back to as early as 2015

• Another indication that the backend 
framework has been used for years 
to support operations

• ATR can trace a linage of samples 
originating in the public domain 
going back to 2017

Evolution of the Rising Sun Implant
The Path to Operation Sharpshooter
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• Log files recovered indicate actor used 
Namibian IP address space to test the 
Rising Sun implant

Actors using West African nations to launch attacks
The Path to Operation Sharpshooter

Log file from command and control
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• Additional activity was observed 
in 2019 targeting an Israeli 
defense contractor 

• Within the Accept-Language 
parameter in the email header, 
Korean language was present

• Attached file exploited CVE-2018-
20250 involving a WinRar
vulnerability

• Masquerading as SysAid product 
documentation that actually 
contains a Rising Sun 
downloader

2019 Activity – additional targeting in the Middle East
The Path to Operation Sharpshooter

Targeted Email sent to Victim

Email Header
Contents of WinRar file

Rising Sun Downloader
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Key 
Takeaways

• Hidden Cobra is a resourceful group with numerous different 
implants. Implants and operations have improved over the 
years.

• More intentional obfuscation of code to mask identifying 
any similarities. Samples now include heavy protection 
mechanisms making RE a difficult task

• Usage of false flags and code from other APT groups, 
makes attribution much more difficult. We have to rely on 
much more information to make a conclusive link

• Impersonation techniques have vastly improved, language 
skills associated with their victims is hard to discern that a 
foreign speaker is responsible

• Macro usage in malicious documents have become 
commonplace

• Code sharing is a consistent pattern amongst this cyber actor 
and code from previous implants show up later in new attacks

• We see the code factory cycle continuing throughout these 
campaigns

• It is clear that a different group is responsible for the 
development of implants and not the operators behind 
some of the cyber attacks

• There is different groups inside Hidden Cobra targeting 
different sectors with different objectives

• We have seen a shift from the classical targeting methods 
we observed in Operation Troy 
• Crypto Currency
• Defense Targeting
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