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Disclaimer 1/2
● This talk is by Anton and Denis
● We don't speak for our employers
● All the opinions and information here are of our responsibility



Disclaimer 2/2
This talk focuses on the implementation security aspects of ML and does not targets its 
specific issues such as:
1. Data poisoning attacks
2. Privacy-stealing attacks
3. Privacy-leakage attacks
4. Adversarial attacks
5. Black-box model extraction attacks
6. Physical attacks





Software Layers on Machine Learning Systems

Kang Li, “Exposing Vulnerabilities in Deep Learning Frameworks.”
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https://github.com/1duo/awesome-ai-infrastructures
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Machine Learning Frameworks



Frameworks Complexity and Dependencies

Framework Files Lines (all) Lines of 
Code

Caffe 576 107.928 80.526

TensorFlow 11.219 3.310.964 2.465.296

PyTorch 5.451 1.141.599 903.697
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Frameworks by Language Segments
Pytorch TensorFlow Caffe



Common Vulnerabilities Found in TensorFlow
CVE Vulnerability Type Publish Date Score Description

CVE-2019-9635 DoS 2019-04-24 4.3 NULL pointer dereference in Google TensorFlow before 1.12.2 could cause 
a denial of service via an invalid GIF file.

CVE-2018-10055 Overflow 2019-04-24 5.8 Invalid memory access and/or a heap buffer overflow in the TensorFlow 
XLA compiler in Google TensorFlow before 1.7.1 could cause a crash or 
read from other parts of process memory via a crafted configuration file.

CVE-2018-8825 Overflow (Code 
execution)

2019-04-23 6.8 Google TensorFlow 1.7 and below is affected by: Buffer Overflow. The 
impact is: execute arbitrary code (local).

CVE-2018-7577 Crash 2019-04-24 5.8 Memcpy parameter overlap in Google Snappy library 1.1.4, as used in 
Google TensorFlow before 1.7.1, could result in a crash or read from other 
parts of process memory.

CVE-2018-7576 Context-dependent 
(Null Pointer)

2019-04-23 4.3 Google TensorFlow 1.6.x and earlier is affected by: Null Pointer 
Dereference. The type of exploitation is: context-dependent.

CVE-2018-7575 Overflow 2019-04-24 7.5 Google TensorFlow 1.7.x and earlier is affected by a Buffer Overflow 
vulnerability. The type of exploitation is context-dependent.

CVE-2018-7574 Context-dependent 
(Null Pointer)

2019-04-24 5.8 Google TensorFlow 1.6.x and earlier is affected by a Null Pointer 
Dereference vulnerability. The type of exploitation is: context-dependent.



Common Bugs Found in ML Frameworks and 
Dependencies
ML Framework dep. packages CVE-ID Potential Threats

TensorFlow numpy CVE-2017-12852 DOS

TensorFlow wave.py CVE-2017-14144 DOS

Caffe libjasper CVE-2017-9782 Heap Overflow

Caffe openEXR CVE-2017-12596 Crash

Caffe/Torch opencv CVE-2017-12597 Heap Overflow

Caffe/Torch opencv CVE-2017-12598 Crash

Caffe/Torch opencv CVE-2017-12599 Crash

Caffe/Torch opencv CVE-2017-12600 DOS

Caffe/Torch opencv CVE-2017-12601 Crash

ML Framework dep. packages CVE-ID Potential Threats

Caffe/Torch opencv CVE-2017-12602 DOS

Caffe/Torch opencv CVE-2017-12603 Crash

Caffe/Torch opencv CVE-2017-12604 Crash

Caffe/Torch opencv CVE-2017-12605 Crash

Caffe/Torch opencv CVE-2017-12606 Crash

Caffe/Torch opencv CVE-2017-14136 Integer Overflow

Qixue Xiao, Kang Li, Deyue Zhang, Weilin Xu, 
“Security Risks in Deep Learning Implementations”
https://arxiv.org/abs/1711.11008

https://arxiv.org/abs/1711.11008


Architecture Blocks

● API Endpoints
● Training Systems
● Visualization Systems
● Infrastructure Services
● Baseboard Management Controllers
● Job and Message Queues
● Databases



TensorFlow Distributed Server + Nmap = ?
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What Does it Mean?
Machine Learning applications and related 
infrastructure (servers, wrappers, handlers) are 
vulnerable to different kinds of vulnerabilities: 
crashes, denial of service, integer and heap 
overflows, etc.
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infrastructure (servers, wrappers, handlers) are 
vulnerable to different kinds of vulnerabilities: 
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And let's not forget 
about control 
interfaces!



The Identified Issues
1. A huge number of the interfaces of various ML frameworks are open and accessible 

from the Internet
2. Most of them don't have authentication and/or access control mechanisms
3. Default credentials are not changed
4. Multiple common low-hanging fruit vulnerabilities (web, memory corruption, etc.) 

both on server- and client-side



The Problems
1. A huge number of the interfaces of various ML frameworks are open and accessible 

from the Internet
2. Most of them don't have authentication and/or access control mechanisms
3. Default credentials are not changed
4. Common vulnerabilities (web, memory corruption, etc.) both on server- and 

client-side



How to Find ML 
Frameworks and 
Applications?



Search Engines
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Search Engines

How can we search 
deeper?



Search Engines



Special Engines and Applications

https://publicwww.com/

https://publicwww.com/


Special Engines and Applications

https://searchcode.com/

https://searchcode.com/


Special Engines and Applications

https://buckets.grayhatwarfare.com/

https://buckets.grayhatwarfare.com/


Main Search Problem
How to combine all possible variations of results from different search engines and 
special applications? 



Main Search Problem(s)
How to combine all possible variations of results from different search engines and 
special applications? 

Moreover, how to make additional checks on them? 



1. How to search through different systems? 
2. How to combine results from Shodan and Censys? 
3. How to search for public exploits? 
4. How to run custom scripts on them? 
5. How to initiate ports and services scanning? 
6. How to find information about vulnerabilities? 
7. How to brute for SNMP public and private strings while scanning the hosts?
8. How to search hosts with some indirect methods and implicit properties?

Main Search Problem(s)



“Cure for Everything”

github.com/sdnewhop/grinder

https://github.com/sdnewhop/grinder


Grinder’s Workflow



Detects Vulnerabilities



Searches Exploits



Searches Exploits



AI/ML Software Coverage
● Frameworks

○ TensorFlow
○ NVIDIA DIGITS
○ Caffe
○ TensorBoard
○ Tensorflow.js
○ brain.js
○ Predict.js
○ ml5.js
○ Keras.js
○ Figue.js
○ Natural.js
○ neataptic.js
○ ml.js
○ Clusterfck.js
○ Neuro.js
○ Deeplearn.js
○ Convnet.js
○ Synaptic.js
○ Apache mxnet

● Databases with ML Content
○ Elasticsearch with ML data
○ MongoDB with ML data
○ Docker API with ML data

● Databases
○ Elasticsearch
○ Kibana (Elasticsearch 

Visualization Plugin)
○ Gitlab
○ Samba
○ Rsync
○ Riak
○ Redis
○ Redmon (Redis Web UI)
○ Cassandra
○ Memcached
○ MongoDB
○ PostgreSQL
○ MySQL
○ Docker API
○ CouchDB

● Job and Message Queues
○ Alibaba Group Holding AI Inference
○ Apache Kafka Consumer Offset Monitor
○ Apache Kafka Manager
○ Apache Kafka Message Broker
○ RabbitMQ Message Broker
○ Celery Distributed Task Queue
○ Gearman Job Queue Monitor

● Interactive Voice Response (IVR)
○ ResponsiveVoice.JS
○ Inference Solutions

● Speech Recognition
○ Speech.js
○ dictate.js
○ p5.speech.js
○ artyom.js
○ SpeechKITT
○ annyang

… and many more

https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#frameworks
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#tensorflow
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#nvidia-digits
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#caffe
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#tensorboard
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#tensorflowjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#brainjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#predictjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#ml5js
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#kerasjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#figuejs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#naturaljs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#neatapticjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#mljs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#clusterfckjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#neurojs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#deeplearnjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#convnetjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#synapticjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#apache-mxnet
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#databases-with-ml-content
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#elasticsearch-with-ml-data
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#mongodb-with-ml-data
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#docker-api-with-ml-data
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#databases
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#elasticsearch
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#kibana-elasticsearch-visualization-plugin
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#kibana-elasticsearch-visualization-plugin
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#gitlab
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#samba
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#rsync
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#riak
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#redis
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#redmon-redis-web-ui
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#cassandra
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#memcached
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#mongodb
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#postgresql
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#mysql
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#docker-api
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#couchdb
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#job-and-message-queues
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#alibaba-group-holding-ai-inference
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#apache-kafka-consumer-offset-monitor
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#apache-kafka-manager
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#apache-kafka-message-broker
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#rabbitmq-message-broker
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#celery-distributed-task-queue
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#gearman-job-queue-monitor
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#interactive-voice-response-ivr
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#responsivevoicejs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#inference-solutions
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#speech-recognition
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#speechjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#dictatejs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#p5speechjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#artyomjs
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#speechkitt
https://github.com/sdnewhop/AISec/blob/megarac-controllers/AI%20Finger/census.md#annyang
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Results
All the latest results can be found here: 

sdnewhop.github.io/AISec/

This results including:

● Dozens of dorks for Shodan and Censys
● Interactive map (both online and offline with REST API)
● Statistics about services, ports, products, and vendors
● Statistics about vulnerabilities and exploits

https://sdnewhop.github.io/AISec/


Management 
Systems



ML Management Systems
● Training systems

○ NVIDIA DIGITS
○ MLFlow

● Visualization and tracking systems
○ TensorBoard

● Baseboard Management Controllers
○ DGX-1 Management Controller
○ DGX-2 Management Controller



Control Interfaces



NVIDIA DIGITS
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NVIDIA DIGITS



NVIDIA DIGITS

Logs are available



NVIDIA DIGITS

Model architecture too



NVIDIA DIGITS

And the train data with images







Login Mechanism
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TensorBoard



TensorBoard



TensorBoard



Baseboard 
Management 
Controllers



NVIDIA DGX-1 BMC



NVIDIA DGX-1 BMC



NVIDIA DGX-1 BMC Default Credentials

Also, we can try next SNMP community strings as defaults:
● qct.public
● qct.private





BMC Default SNMP strings



NVIDIA DGX-1 BMC Interface



Open Databases
with ML Data



Elasticsearch ML data



MongoDB Datasets Data



MongoDB Datasets Data



Running 
Containers



Running Docker Containers with ML 
Frameworks



Running Docker Containers with ML 
Frameworks

● GET /containers/json
to list all of the containers

● GET /images/json
to list all of the images

● GET /containers/(id or name)/logs
to export logs 

● GET/containers/(id or name)/export
to fully export some container by id



Medical
Imaging



NVIDIA AI Annotation Assistance API



NVIDIA AI Annotation Assistance API



NVIDIA AIAA



What is the problem here?
In some cases, medical ML frameworks and AI systems are connected with PACS servers, 
which is a medical imaging and archiving technology.



How to retrieve information from PACS?
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How to retrieve information from PACS?



We will receive a complete 
list of all patients



How to retrieve patient docs from PACS?
We can create a dataset that contains any unique patient data (for example, patient 
name, patient id and so on), and after that, we can get all the related results with C-GET 
request.

Dataset in DICOM format can be created with dcmodify from DCMTK:

dcmodify --create-file -i "(0010,0010)=PATIENT_NAME" query_file.dcm



How to retrieve patient docs from PACS?



How to retrieve patient docs from PACS?



Infrastructure
Services



Kubeflow



Kubeflow

More than 300 hosts can be 
found



Kubeflow



Kubeflow
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Kubeflow



Thank you for attention!
Any questions?

@manmoleculo

github.com/sdnewhop/grinder

sdnewhop.github.io/AISec/

@dnkolegov

https://github.com/sdnewhop/grinder
https://sdnewhop.github.io/AISec/

